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Foreword

This standard describes the best practices for applying system safety, the discipline of identifying
and mitigating mishap risk encountered in the development, test, production, use, and disposal of
systems, subsystems, equipment, and facilities. Risks are identified, evaluated, and mitigated to
levels aslow as reasonably practicable. Levels of risk must al'so be compliant with federal laws
and regulations, executive orders, treaties, and agreements. Program trade studies associated with
mitigating mishap risks must consider total life cycle cost in any decisions. Mishap risks
associated with an individual system must be reported to and accepted by the Managing
authority. When this standard is required in a solicitation or contract and no specific references
are included, then only those requirements presented in Section 4 are applicable.

Early identifjication and control of safety critical hardware, software, human systems|integration,
and operations is the key to achieving a successful system safety program. Functiond hazard
analysis and|assessment has historically been the most effective technique to determine hazards
and develop|safety requirements to mitigate risks. Coupled with use of thesystem safety risk
mitigation ofder of precedence, functional hazard analysis lets a program-identify eafly in the life
cycle those ffisks which can be eliminated by design, and those which ‘must undergo initigation
by other controlsin order to reduce risk to an acceptable level. Findlly, verification through
documented|evidence of compliance with safety requirementsand safety featuresis mecessary.

The G-48 System Safety Committee of the Information Teghnology Association of America, or
ITAA (formerly GEIA), developed this document.

Background

This document outlines standard best practices for the setup, implementation, and mgnagement
[ ineeri lied to any

activity to rgduce or manage the risk of harmr'to people, property, or the environment, The

formalizatiop of system safety as a distifict discipline can be traced back at least as far as the

Acquisition Reforminitiatives of the mid-1990s, many military standards were cancglled or
threatened with cancellatlon To spare M I L ST D 882 from cancellatlon the G 48 Cpmmittee
prepared and-stbm S C ermrsafety tasks,
data item descriptions (DIDs), and a great deal of other specific gwdance and standard practices
from Revision C and earlier revisions removed.

By the mid-2000s, the G-48 Committee saw, in general, a need to prepare a major new revision
of MIL-STD-882 that would restore the specificity removed for the D Revision, and that would
incorporate several other improvements. These improvements included:

(1) adjusting the organizational arrangement of information to clarify the basic elements of a
system safety program and the process flow among them,

(2) modernizing the document and its tools—such as the Risk Assessment Matrix—to bring
them abreast of contemporary best practice, and
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(3) introduci

0010

ng—though not requiring—the concept of risk summation.

A G-48 working group prepared a draft Revision E of MIL-STD-882 to incorporate these
improvements. This Draft MIL-STD-882E was prepared between August 2004 and February
2006 and regularly reviewed by the full G-48 Committee over the course of several G-48
Committee meetings. All review comments received during this process were thoroughly
tracked, adjudicated, and incorporated as necessary. The resulting 1 February 2006 version of
the G-48 Committee’ s Draft MIL-STD-882E was formally coordinated through and approved by
nearly all the designated DoD standardization officials. A key non-concurrence from the DoD
Acquisition Environment, Safety, and Occupational Health (ESOH) Integrated Product Team
(IPT) resulted in control of the document being transferred to the ESOH IPT for arewrite.

Amid concel
improvemen
prepare ang

STD-882, and that would include the modernization and improvements of the Draft |

The approac
STD-882E,
language, an
the result of
System Safg

'ns that the ESOH IPT’ s rewrite would eliminate many of the extensive
ts of its Draft Revision E, the G-48 Committee embarked on a paraliet p
n-military system safety standard that would be published independently

h followed was to start with the 1 February 2006 version of-the G-48 Dr
evise the text where necessary to remove all DoD-specificand military-
d submit for publishing as a GEIA standard. The document submitted h
this effort and has been designated GEIA-STD-0Q10; “ Standard Best Pr:
ty Program Devel opment and Execution.”

Ath to

of MIL-
Revision E.
bt MIL-
specific
crewith is
hctices for

Vi
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1 Scope

This document outlines a standard practice for conducting system safety. The system safety
practice as defined herein provides a consistent means of evaluating identified risks. Mishap risk
must be identified, evaluated, and mitigated to alevel aslow as reasonably practicable. The
mishap risk must be accepted by the appropriate authority and comply with federal (and stete,
where applicable) laws and regulations, executive orders, treaties, and agreements. Program
trade studies associated with mitigating mishap risk must consider total life cycle cost in any
decision.

This document isintended for use as one of the elements of project solicitation for complex
systems requiring a systematic evaluation of safety hazards and mitigating measures. The
thority may identify, in the solicitation and system specification, specific system
ing requirements to be met by the Developer. These may include (isk fassessment
and acceptance criteria, unique classifications and certifications, or mishap reduction needs
unique to the¢ir program. Additional information in meeting program specific-requirementsis

Information jon safety analysis techniques is available from the-documents listed belqw.
Nothing in this section or the documents listed below supersedes applicable laws and regulations

* System| Safety Analysis Handbook. System Safety Society, P.O. Box 70, Unionville,

* System| Safety Design Handbook, DH1-6, Aeronautical Systems Center, Wright-
Pattersom Air Force base OH.

* Advisotry Circular (AC) No. 25.1309-1A —*“System Design and Analysis.” Washington
D.C., FAA.

* Aerosppce Recommended Practice 4761 (ARP4761), Guidelines and Methods for
Conduct|ng the Safety Assessment Process on Civil Airborne Systems and Equi prpent.
Society ¢f Automotive Engineers, Warrendale, PA.

* |EEE Standard for-Software Safety Plans, IEEE Standard 1228.

3 Termg and-Definitions
For the purppsesof this document, the following terms and definitions apply.

3.1 Acronyms Used in this Standard.
The acronyms used in this standard are defined as follows:

AC Advisory Circular

AE Architect and Engineering Firm
ALARP As Low as Reasonably Practicable
ANS| American National Standards Institute
ARP Aerospace Recommended Practice
CDRL Contract Data Requirements List
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COTS Commercial Off The Shelf

CSCl Computer Software Configuration Item
Csl Critical Sefety Item

ECP Engineering Change Proposal

ENG Engineering

EOD Explosive Ordnance Disposal

EPA Environmental Protection Agency

ESF Engineered Safety Feature

FAA Federal Aviation Administration

FHA| Functional Hazard A ssessment

FMBA Failure Modes and Effects Analysis
FMHECA Failure Mode, Effects and Criticality Analysis
FTA Fault Tree Analysis

G-48 System Safety Committee of GEIA
GEIA Government Electronics and Information Technology Assogation
GOT|S Government Off The Shelf

HF Human Factors

HHA Health Hazard A ssessment

HSI Human Systems Integration

HTS Hazard Tracking System

IMS Integrated Master Schedule

IPT Integrated Product Team

IRS Interface Requirements Specification

| SSHP Integrated System Safety Program Plan
ITAA Infarmation Technology Association of America
V&YV lndependent Verification and Validation
MA Managing authority

MGT Management

MRAL Mishap Risk Acceptance Level

N/A Not Applicable

NEPA National Environmental Policy Act
NSC Not Safety Critical

O&SHA Operating and Support Hazard Analysis
PHA Preliminary Hazard Analysis

PHL Preliminary Hazard List

PM Program Manager
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PSSA
PTR

QRA

SAE
SAR
SCC
SCCSC
SCF
SCl

Preliminary System Safety A ssessment
Program Trouble Report

Quantitative Risk Assessment

Society of Automotive Engineers

Safety Assessment Report

Software Control Category

Safety Critical Computer Software Component
Safety Critical Function

Software Criticality Index, Safety Critical Item

GEIA-STD-0010

SCN
SDP
SDR
SHA
SIAM
SOW
SPR
SOQA
SRCA
SRR
SRS
SSA
Ss

SSG
SSHA
SsMp
SSPp
SSR
Sss
SSWG
STP

WB$
3.2 Definitions

Specification Change Notice
Software Development Plan

System Design Review

System Hazard Analysis

Software Integrity Assurance Matrix
Statement of Work

Software Problem Report

Software Quality Assurance

Safety Requirements/Criteria Analysis
System Requirements Review
Software Requirements Specification
System Safety Assessment

Safety Significant Item

System Safety Group

Subsystem HazardAnalysis

System Safety Management Plan
System Safety, Program Plan
Software Specification Review
SystemiSegment Specification
System Safety Working Group
Software Test Plan

Work Breakdown Structure

Definitions used in this standard may differ from those used in other standards. In
interpreting and applying this standard, care must be taken to ensure that use of thesetermsis
consistent with their definitions as found herein. Within this document, the following definitions

apply:
Acquisition program

A directed, funded effort designed to provide a new, improved, or continuing System in
response to a validated operational need.
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Aslow asreasonably practicable (ALARP)

That level of risk which can be further lowered only by an increment in resource
expenditure that cannot be justified by the resulting decrement in risk. Often identi

ified or

verified by formal or subjective application of cost-benefit analysis or multi-attribute utility

theory.
Acceptable Risk

That level of residual safety risk that the managing authority iswilling to assume on behalf

of the agency, users, and public.

operations, data, the public, and the environment, as well asthe system |tself

Critical chgracteristic.
Any feature throughout the life cycle of a Critical Safety Item, such as dimension,
finish, material or assembly, manufacturing or inspection process, operation, field
maintenarpce, or depot overhaul requirement that if non-conformifng;-missing, degr

Ipment,

tolerance,

aded or

absent collld result in a mishap with consequences unacceptable to the Managing authority.

Critical Safgty Item.

A part, supassembly, assembly, subsystem, installation egquipment, or support equi
asystem that contains a characteristic, any failure, malfunction, or absence of whi
result in an mishap as defined by the Managing authority.

De minimis|threshold.

The level jof mishap risk below which a hazard does not warrant any expenditure gf

resourceslto track or mitigate. From the L atin phrase “de minimis non curat lex” W
means “the law does not concern itself'with trifles.”

Design contyol activity.
The entity| (person, organization, or function) that is specifically responsible for er

pment for
ch could

hich

suring

that all system requirements, including safety, are designed into a system or equipment.

Developer.
The indiv{dual or @rganization assigned responsibility for a development effort.

program. For acommerc:|al Devel oper, this agreement usuaIIy
contract.

Engineered Safety Feature (ESF).

or the

heform of awritten

An actively functioning design feature included in the system to reduce the mishap risk.
ESFs generdly involve a system element that is automatically actuated, though provisions
for manual actuation may exist. Examples of ESFs include the emergency core cooling

system of anuclear reactor and loss-of-tension braking for elevators.
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Fail Safe.
A system attribute involving incorporation of afeature to automatically counteract the effect
of an anticipated possible source of failure, although at the otherwise harmless sacrifice of
functions.

Functional hazard assessment (FHA).

A systematic, comprehensive top-down examination of functions to identify and classify
failure conditions of those functions according to their severity and assigning, to each
failure condition probability, requirements and applicable qualitative design requirements.

Hazard
(1) Potentraifor trarm

(2) acondition prerequisite to a mishap.”

Mishap desgription
A hazard gescription contains the means by which the source can bringd@bout the harm.

Hazar dous
Containing some element of safety risk and capable of inflicting harm.

Hazar dous Function

A functiop that, if performed inadvertently, performed.ircorrectly, performed out-pf-
sequence,|or not performed, could result in a mishapunacceptable to the managing
authority.

Hazar dous material
Any substance that, due to its chemical, physical, or biological nature, causes safety
concerns that would require an elevatedlevel of effort to manage.

Health hazard assessment (HHA)

The appli¢ation of biomedical knowledge and principles to identify and eliminate pr
mitigate th hazards assaciated with systems in direct support of the life cycle
management of materiel items.

Human Faqtors

A discipliped, unified, and interactive approach used to integrate human considergions into
system design, improve total system performance, and reduce costs of ownership. [The
major considerations of Human Factors include: human factors ergonomics, manppwer and
personnel, Training, and occupational safety and health.

Lifecycle

All phases of the system'’ slife including concept refinement, technical development, system
development and demonstration, production and deployment, operations and support, and
disposal.

Managing authority

The entity that has management responsibility for the system, or Developer who imposes
system safety tasks on their suppliers.
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Mishap (accident)

An unplanned event or series of events resulting in death, injury, system damage, or loss of
or damage to equipment or property.

Mishap description.
A brief narrative description of a potential mishap attributable to the hazard. A mishap
description contains three elements:. the source, an activity or a condition that serves as the

root; the mechanism, a means by which the source can bring about the harm; and an
outcome, the harm itself that might be suffered.

Mishap frequency
Rate of my 3
componert of risk (example: loss events per 10° operating hours).

Mishap Likglihood
Likelihoofl of mishap occurrence over a specified exposure interval. Prebability is
expressed|as a val ue between zero and one. Probability isacomponent of risk and|has no
dimension but must be attached to an interval of exposure (example:-one operating year, a
million vehicle miles).

Mishap propability category
A component of the mishap risk assessment matrix. A categorization that provideg arange
of probabllities (or likelihoods) for the occurrence of>a mishap.

Mishap ris assessment
The process of characterizing hazards within-risk areas and critical technical processes,
analyzing|them for their potential mishap severity and probability (or likelihood) af
occurrencg, and prioritizing them for risk mitigation actions.

Mishap ris category
A specifigd range of risk associated with agiven level (high, serious, medium, low) used to
prompt specific action such’asreporting hazards to appropriate management levels for risk
acceptancg.

Mishap severity
An assesgment of the potential degree of harm from a mishap. Severity is one component of
risk.

Mishap severity category

A component of the mishap risk assessment matrix. A categorization that delineates arange
of mishap outcomesin terms of fatalities, injuries, property damage, or other loss.

Mitigator
A feature of a system that reduces risk for one or more hazards by lowering either the
probability of a harmful outcome or the severity of such an outcome, should it occur. Also
referred to as a control, a hazard control, a control measure, a countermeasure, a mitigating
measure or a mitigation.
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Program manager

An official who is responsible for managing a development program. Also, a genera term
of reference to those organizations directed by individual managers, exercising authority
over the planning, direction, and control of tasks and associated functions essential for
support of designated systems. Thisterm will normally be used in lieu of any other titles,
e.g.; System support manager, system manager, and project manager.

Risk (alsoreferred to asmishap risk)

A measure of the expected loss from a given hazard or group of hazards. Risk isacombined
expression of loss severity and probability (or likelihood). When expressed quantitatively,
risk isthe simple numerical product of severity of loss and the probability that loss will

occur at that severity level. Thisterm has the following applications:
Single hazard risk (r)

Risk asso¢iated with a single hazard of the system. A single hazard risk istypically
characteriged by a severity-probability pair, assessed using a mishap risk assessme

Total Mishap risk (R)

An expr
partial ri

ion of overall system risk, comprising the combined separate properties
S.

Residual mishap risk

The mish
verified. (
compl eteg
Risk driver
A charact
risk poseg
Safety
Freedom
or loss of
Safety critiq
A term ap
and/or haj

risk that remains after all approved mitigators have been implemented

Nt matrix.

5 of all

and

nterim risk isthe risk that is present until final mitigation actions have heen

)

eristic that meaningfully contributes to the severity and/or the probability
by one or more system hazards

rom those conditions that can cause death, injury, occupational illness, @
equi pment or property, or damage to the environment.
al

plying.te those items, units, components, subsystems, or systems whose
rard fay result in major system damage, death, severe injury, or could rd

of the

amage to

failure
bsult in a

mishap w

th-eonsequences unacceptable to the Managing Authority.

Safety critical function
A function that, if not performed, could result in mishap as defined by the applicable

managing

authority.

Safety device

In general, these are static interveners included in the system to reduce mishap risk.
Examplesinclude physical guards, revetments, guardrails, toeboards, machine guards,
safety eyewear, hearing protection, and barricades. Safety devices installed onto or as part
of the system, such as physical guards or barricades, should be distinguished from those
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requiring personal use, such as safety eyewear, hearing protection, or other items of
personal protective equipment because they are less dependent on user intervention.

Safety significant item (SSI)
A function, subsystem, or component, the failure of which (including degraded functioning
or functioning out of time or out of sequence) could result in a significant mishap as defined
by the Managing authority.

Softwar e control category (SCC)
Thelevel of control aparticular software function has over the identified hazard.

Softwar e criticality index (SCI)

A measureg of the degree of importance that the software will perform a specificdunction
correctly {o achieve mishap risk as low as reasonably practicable in the operation ¢f the

Subsystem

A grouping of items satisfying alogical group of functions within aparticular system.
System

(1) Anintegrated composite of people, products, and processes that provide a capability to

satisfy a gated need or objective. A composite, at any level of complexity, of personnel,

(2) The elpments of this composite entity are used:together in the intended operatipnal or
support emvironment to perform a given task or:achieve a specific purpose, support, or

ensive, iterative technical-management process that includes translating

requirements into configured systems, integrating the technical inputs pf the
entire des|gn team, managing.interfaces, characterizing and managing technical rigk,
transitioniing technology fram the technology base into program specific efforts, apd
verifying that designs meet‘operational needs. It isalife cycle activity that demandgls a

The appli¢ation‘ef engineering and management principles, criteria, and techniques to
achieve njishap risk as low as reasonably practicable (to an acceptable level), withjn the
constraints of operational effectiveness and suitability, time, and cost, throughout all phases
of the system life cycle.

System safety engineering
An engineering discipline that employs specialized professional knowledge and skillsin
applying scientific and engineering principles, criteria, and techniques to identify and
mitigate hazards, in order to reduce the associated mishap risk.
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System safety management

All plans and actions taken to identify, assess, mitigate, and continuously track, control, and
document mishap risks encountered in the concept, development, test, acquisition, use, and
disposal of systems, subsystems, equipment, and facilities.

System safety management plan (SSMP)

A management plan that defines the system safety program requirements. The SSMP
ensures the planning, implementation, and accomplishment of system safety tasks and
activities consistent with the overall program requirements.

System safety program plan (SSPP)
A formal gocume oty describes the prarmed safety tasks Teguited to meet the
contractugl systems safety requirements including organizational responsibilities; methods
of accomplishment, milestones, depth of effort, and integration with other program
engineerimg and management activities and related systems. It may also define thejminimum
level of safety required by the program and the approaches for addressing the safety of
complex integrated systems.

Technical data package

A technicfl description of an item that is adequate to suppoft an acquisition strategy,
production, engineering, and logistics. The description defines the required design
configuration and procedures required to ensure adequacy of item performance. It consists
of all appllicable technical data such as drawings or-automated models and associated lists,
specifications, standards, performance standards, quality assurance requirements, software
and packaging details.

White Box Testing

Testing sgftware with the knowledge of-the internal structure and coding inside the
program.

4 Genetal Requirements

This section|delineates the minimum mandatory requirements for an acceptabl e system safety
program for jany system. The PM must establish and maintain a system safety program to achieve
the overall system safety-objectives for the program. This section prescribes the system safety
program elements to.be performed throughout the life cycle for any system. These guidelines are
to ensure the identification and understanding of mishap hazards and their associated risks. The
objective of [system safety isto reduce mishap risk to an acceptable level (or alternatively as low
as reasonabl ypractica oughasystematicapproachof hazardanatys fsk-assess ent,and
risk management.

4.1 System Safety Program Elements.

The Managing authority must establish and execute system safety programs that manage the risk
of each single hazard (r) as well asthe total system (R). The following five elements are
necessary to conduct a complete system safety program. Within each of the elements, the
managing authority and developer must tailor the system safety program to fit the system
context, unique hazards, and fiscal limitations. The Managing authority must allocate sufficient
resources to accomplish each safety element. Additional guidance on system safety program
tailoring can be found in Section A.3.1.2.1.



https://saenorm.com/api/?name=27c77b18c99339ea3d7439a5b7764ba4

GEIA-STD-

0010

4.1.1 Element 1 — Program Initiation

The Managing authority must document the approved system safety engineering approach and
other actions needed to establish afully functional system safety program. Guidance can be
found in Section A.3.1.

4.1.2 Element 2 — Hazard Identification and Tracking

System safety includes a complete identification of the hazards associated with a system. In
general thisis accomplished by identifying the source-mechanism-outcome of each hazard. This
element also includes use of a hazard tracking system (HTS) and continuous tracking of the
hazards throughout the life cycle. Guidance can be found in Section A.3.2.

4.1.3 Elenwnﬁ—%_
For each identified hazard, the mishap severity and probability or frequency are est

mishap risk
assessment I
history and §
4.1.4 Elen
Risk reducti
a

b.
C.

Develop

preceder]

d. Verify th

Implementation details are described in Section A.3.4.

4.1.4.1 Sy
In reducing
considered.
follows.

41411
Ideally, the
alternative tl
rather than g

Understand the risk drivers.

hssessment matrix (Section A.5) is used to assess and display the risks. T
nethods may include models, numerical analyses, and subjectivejudgme
ystem knowledge. Guidance can be found in Section A.3.3:

nent 4 — Risk Reduction
bN is achieved by accomplishing the following steps:

and document candidate mitigators.

ce.
at the risk has been reduced.

stem Safety Mitigation Qrder of Precedence

n evaluating mitigation effectiveness, an order of precedence generally «

Eliminate Hazard Through Design Selection
isk of ahazardwill be eliminated. Thisis often done by selecting a desi
hat removesthe hazard atogether. Examplesinclude: choosing pneumati
ectrical~controls for application in an explosive atmosphere; preventing

by equippin
hardware d

refrigerator doors with magnetic strip gaskets rather than using positive

lished. A
he
Nts based on

Select apd implement mitigators in accordance with the system safety mitigation order of

isk, the cogt, feasibility, and-effectiveness of candidate mitigation methqds must be

hpplies as

n
controls
entrapment

 |atching

r-closures; selecting a non-flammable hydraulic fluid rather than a flam

mable one;

replacement
4.1.4.1.2

of toxic materials with benign materials.
Reduce Mishap Risk Through Design Alteration.

If the risk of ahazard cannot be eliminated by adopting an alternative design, design changes
must be considered that reduce the severity and/or the probability of a harmful outcome.
Examples include: minimizing the quantity of a hazardous intermediate agent in a chemical
process, placing a current-limiting resistor in the discharge circuit of a high energy electrical
circuit; providing flow-tripping flutes on discharge stacks to prevent resonant vortex shedding.

Examples of

safety design requirements used to reduce risk appear in Section A.6.

10
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41.4.1.3 Incorporate Engineered Safety Features (ESF)

If unable to eliminate or adequately mitigate the risk of a hazard through a design alteration,
reduce the risk using an ESF that actively interrupts the mishap sequence. Examplesinclude: the
emergency core cooling system of anuclear reactor; loss-of-tension braking for elevators; full-
time, on-line redundant paths; interlocks; ground-fault circuit interrupters; uninterruptible power
supplies.

41.4.1.4 Incorporate Safety Devices

If unable to eliminate or adequately mitigate the hazard through design or ESFs, reduce mishap
risk by using protective safety features or devices. In general, safety devices are static
interveners. Examples |ncI ude physu cal barrlers machlne guards barrlcades safety eyewear
hearlng prot ' ‘

generaly pr Eferable and more consistent with the system safety order of precedence.
Additionally}, the training component of protective equipment use needs tg;be considered as a

procedure and training element that requires more ongoing resource cemmitment andl is subject
to more varigbles than safety devicesintrinsic to the system.

41415 Provide Warning Devices
If design selgction, ESFs, or safety devices do not adequatel y:mitigate the risk of a hgzard,
include a detection and warning system to alert personnel. to the presence of a hazardpus

condition or|occurrence of a hazardous event.

414.1.6 Develop Procedures and Training
Where other] risk reduction methods cannot adeguately mitigate the risk from a hazard,
incorporate $pecia procedures and training. Procedures may prescribe the use of personal
protective equipment. For hazards that could result in mishaps as defined by the Marjaging
authority, ajoid using warning, caution, or written advisories or signage as the only rjisk
reduction method.

4.1.5 Element 5 — Risk Acceptance

The Developer PM must provide the Managing authority with sufficient information|to make
informed degisions regarding the acceptability of residual mishap risk and the costs gf risk
mitigating measures. Risk communication must consider the risk of the individual hazard in
context of the total-system risk.

4.2 Normfativie'Information

. | .
This section contains information of ageneral or explanatory nature that may be helpful, but is
not mandatory.

4.2.1 Intended Use

This standard establishes a common basis for expectations of a properly executed system safety
effort.

4.2.2 Data Requirements

Hazard analysis data may be obtained from various sources. The managing authority is
encouraged to request any type of safety plan required to be provided by the Developer in the
proposal.

11
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4.2.3 Subject Term (Key Word) Listing

Aslow as reasonably practicable (ALARP)
Environmental

Hazard

Mishap

Mishap probability category

Mishap risk category

Mishap severity category

Mitigatof

Risk
System gafety engineering
System safety management
Total system risk

4.2.4 Use|of System Safety Data in Certification and Othéer Specialized Safety

Hazard analyses are often required for many related certifications and specialized reviews.

iNEss reviews.
safety review board reviews.
iness reviews.

Safety rgview boards forrésearch, devel opment, test, and evaluation.

Nuclear Regulatory Commission licensing.
Department of Energy certification.

Third party (€9, factory mutual, underwriters laboratories) subcomponent certifilcation for

specific {tems for support equipment type risk.

5 Detailed Requirements
The Managing authority must identify, in the solicitation and system specification, any specific
system safety engineering requirements including risk assessment and acceptance, unique
classifications and certifications, or any mishap reduction needs unique to their program.
Additional information for use in developing program-specific requirements appearsin
Appendices A and B.

12


https://saenorm.com/api/?name=27c77b18c99339ea3d7439a5b7764ba4

GEIA-STD-0010

Appendix A — Guidance For Implementation of a System Safety Effort
A.1 Scope

This appendix provides rationale and guidance to fit the needs of most system safety efforts. It
includes further explanation of the effort and activities available to meet the general
requirements described in Section 4 of this Standard. With the exception of the paragraphs listed
in Section 4, this appendix is not a mandatory part of this guide and is not to be included in
solicitations by reference. However, portions of this appendix may be extracted for inclusion in
reguirement documents and solicitations.

A.2 Terms and Definitions
A21 A . '
No additiong@l acronyms are used in this appendix (see Section 3.1).

definitions are used in this appendix (see Section 3.2).

13
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A.3

General Requirements

System safety applies engineering and management principles, criteria, and techniques to
achieve ALARP (acceptable risk) within the constraints of operational effectiveness, time, and
cost, throughout all phases of the system life cycle. It draws upon professional knowledge and
specialized skillsin the mathematical, physical, and scientific disciplines, together with the
principles and methods of engineering design and analysis, to specify and evaluate the mishap
risk to people, systems, and the environment associated with a system. Experience indicates that
the degree of safety achieved in a system is directly dependent upon the emphasis given and the
proper allocation of specific planning, requirements, analysis, testing, and verification tasks.

System safety program requirements can be grouped into the five maor elements (Figure A-1):

Element 1—
Element 2—
Element 3
Element 4—
Element 5

Elements 1 and 5 are primarily system safety management-related functions and El ey
nsidered system safety engineering functions.

and 4 are co

Program Initiation,
Hazard | dentification,
Risk Assessment,
Risk Reduction, and
Risk Acceptance

Program Initiation

+ Document the
System Safety Approach

* Tasks
+ Schedule
* Team
* Tools

Hazard Identification

+ Recognize & Document

l\

Risk Assessment

nents 2, 3,

A31

Risk Acceptance

» Residual Risk Review
& Acceptance

{

Understanding
Risk Options

Hazards Uncli_le;g;e:gcsjmg 1/ ¢ Assess Mishap Risk
: Understandin
éaaturing Continuous B
.~ Design * Hazard lterative
Life Cycle Tracking Risk Reduction
Monitoring ' Changes
Risk Reduction

+ |dentify Mitigation Measures
+ Reduce Risk to Acceptable Level
+ Verify Risk Reduction

Figure A-1 — Safety Program Elements

Element 1 — Program Initiation

T-05-00512

Program initiation is the foundation of the safety program. As shown in Figure A-2, itis
important to establish the key elements and actions of the safety program in this element.

14
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Products of Element 1 may include an SSMP, if required, an SSPP, and a charter for the System
Safety Working Group (SSWG).

Element 1 — Program Initiation
Getting the Right Start

Requirements List

Key Elements Actions
— Managing Activity SSMP
Program ( Prepare 1
Manager comn !
| SIIVIT T AULTorty
k J * Organization
( * Responsibilities
Safety |:> « Risk Management
. Approach
Professional e ot
Management Tasks
( * IPT/SSWG Charter
Safety
IPTYSSWG :
\ ) Establish Safety
Provisions in Developer SSPP
Prim ntr
CDRLs [ontract Data e Contract

* Organization

IPT ntegrated Product e
ream 4[ Request fordProposal ] « Analysis Tasks
= * Analysis Methods
SOwW Statement of Work BT 1D & Tracking
SSMP  Bystem Safety « CDRES * Reports
* Audit:
[anagement Plan » Clauses . Cﬁnlt:alctor Tasks
SSPP  Bystem Safety e-Evaluation Criteria » Risk Assessment Methods
Program Plan * SSPP - 5 « Subcontractor Integragion
* Milestones
SSWG PBystem Safety
Working Group ‘[ Specifications ]
T-05-00501
FigureA-2 — Program Element 1—Program I nitiation
A.3.1.1 Define Program Authorizations and Charters
The Managipg authority(ies) must establish and execute system safety programs that|manage the
risk of each gingle hazard (r) aswell asthe total system risk (R). Provisions for systein safety

requirements and effort as defined by this standard must be included in all applicable contracts.
Properly initiated programs must be formalized in documentation approved by the Managing
authority indicating the actions to be taken by the safety organization.

A.3.1.2 Plan a System Safety Program

Before formally documenting the system safety approach in the SSMP and contract statement of
work (SOW), the Developer, in concert with system safety professionals, must determine what
system safety effort and specific tasks and activities are necessary to meet program and
regulatory requirements. This requires the system boundaries and usage context to be clearly
defined within the plan, including assumptions that establish the depth and breadth of the
analyses. This effort includes devel oping a planned approach for safety task accomplishment,

15
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providing qualified people to accomplish the tasks, establishing the authority for implementing
the safety tasks through all levels of management, and allocating appropriate resources to ensure

that the safety tasks are completed. Thisis an on-going process to include additional

anaysis

based on findings from previous efforts. System safety planning includes the following.

A.3.1.2.1 Tailor the Program

Selectivetailoring of a system safety program is necessary to effectively achieve al of the safety
objectives within the constraints of performance, cost, schedule, and potential mishap loss. As
such, tailoring becomes an important aspect of establishing an effective and successful program.

Some of the important aspects to consider include the following.
A.3.1.2.1.1__Tasks

Individual tgsks from Appendix B will be applied as needed for a particular program
and/or comglex safety critical system will likely require more tasks than a smaller sy

A.3.1.2.1.2| Analyses

Specify only those safety analyses necessary for the particular programgFor exampleg
critical systam (aircraft, missile, air traffic control, ships, mass transit,-étc.) may neeg
preliminary hazard list (PHL), preliminary hazard analysis (PHA'), functional hazard
(FHA), preliminary system safety assessment (PSSA), systemSafety assessment (SS
subsystem hpzard analyses (SSHA), system hazard analysis (SHA), operating and su
analysis (O& SHA), safety assessment report (SAR), health-hazard assessment (HHA
requirementg/criteriaanaysis (SRCA), and Critical Safety Item (CSl) List. A less-sal
system may pnly need a PHL and PHA for an effective system safety program.

A3.1.2.13
The method

Mishap Risk Assessment Matrix and Scaling

A large
stem.

, asafety
a
assessment
A),
pport hazard
, safety
ety-critical

of risk assessment and representation used by the program will be select
| practical program needs. For-some programs, a quantitative risk
ppriate, while others may require a qualitative (subjective) matrix. Matri
scaling will plso be tailored to match practical program needs. For example, systems
loss events darry very small penalties will require correspondingly lower matrix sev
values than {hose capable of preducing very costly losses. Similarly, matrices for sy
capable of h|gh cost losseswill customarily require probability scaling at lower valu
for systems having onlyAow cost loss expectancy.

A31214

Therisk acc
and complex

A.3.1.2.1.5 Preferred Formats

tailored to fi
may be appr

Acceptance Levels
eptance level s that are appropriate to the particular product or system. Di

or which
ity scale
ems

than those

fferent size

Determine the preferred format of the safety and hazard analyses. For example, the SSPP for a
system of systems type program may desire to standardize the analyses formats for all of the

lower tier systems and elements involved.
A.3.1.2.1.6 Verification Methods

Determine the safety verification methods to be utilized. Depending upon the program size and
level of risk, some programs may reguire more testing while others may need less testing and

more analysis.

16


https://saenorm.com/api/?name=27c77b18c99339ea3d7439a5b7764ba4

A.3.1.2.1.7

GEIA-STD-0010

System Safety Program Plan (SSPP)

The SSPP must describe and document the tailored system safety program. The SSPP must

contain a description of the planned methods to be used to implement the tailored requirements
of this standard, including organizational responsibilities, resources, methods of
accomplishment, milestones, analyses, depth of effort, risk characterization and integration with
other program engineering and management activities and related systems.

A.3.1.2.2

Establish Safety Performance Requirements

Establish specific safety performance requirements based on overall program requirements and
system user inputs. These are the general safety requirements needed to meet the core program
objectives. The more closely these requirements relate to a given program, the more easily the

designers ca
asimilar sys
requirement;
system. Acc

N incorporate them into the system. It may be helpful to start with requit
tem. In the appropriate system specifications, incorporate the safety-perf
5 that are applicable, and the specific risk levels considered acceptable fd
eptable risk levels can be defined in terms of amishap risk category devé

through a mlLshap risk assessment matrix; an overall system mishap rate; demonstrati

controlsreq
regulatory re
performancs
A3.1.2.2.1
Quantitative

frequency off a given mishap severity category. Risk:measures are typically expresse

rate, such as
expected fat
A.3.1.2.2.2
Mishap risk
severity asd
requirement
serious mish

A.3.1.2.2.3

ired to preclude unacceptable conditions; satisfaction of Specified stand
quirements; or other suitable mishap risk assessment procedures. Examy
statements are in the following subparagraphs.
Quantitative Requirements
requirements may be expressed in terms of @ither risk, or the probability

“The expected dollar loss per flight hour must not exceed $XXXX” or
lities per year must not exceed 0.00X.”

Mishap Risk Requirements

requirements could be expressed as “no hazards assigned a catastrophic
efined by the System Safety Management Plan are acceptable.” Mishap
5 could also be expressed as alevel defined by a mishap risk assessment,
ap risks or higher(are acceptable.”

Standardization Requirements

Standardizatjon requiréments are expressed relative to a known standard that isrelev
system being developed. Examplesinclude: “ The system must comply with the laws
of Xxxxxxxx andbe operable on the highways of the State of Xxxxxxxx" or “The sy
be designed fo-meet American National Standards Institute (ANSI) STD XXXX.XX

bments from
prmance

r the

bl oped

on of

ards and

les of safety

or
] as aloss
The

mishap
sk
such as“no

ant to the

of the State
stem must
XXXX asa

minimum.”
A.3.1.2.3

Establish a System Safety Organization

Establish a system safety organization or function and the required lines of communication with
associated organizations. Establish interfaces between system safety and other functional
elements of the program, as well as with other safety related disciplines (such as nuclear, range,
occupational health, explosive, chemical, and biological). Designate the organizational unit
responsible for executing each safety task. Establish the authority for resolution of identified
hazards. Define resources needed, to include the SSWG and if necessary integrated product
teams (IPTs). Organizational interface and an integrated master schedule (IMS) must be

included.
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Establish System Safety Milestones

Establish system safety milestones and relate these to major program milestones, program
element responsibility, and required inputs and outputs.

A.3.1.2.5

Establish an Incident Alerting/Notification, Investigation, and

Reporting Process

Establish an incident alerting/notification, investigation, and reporting process, to include
notification of the Managing authority and Developer.

A.3.1.2.6 Establish Acceptable Levels

Establish an acceptable level of mishap risk, mishap probability or frequency, and mishap
severity threshotds, and documentation requirements (imctudimg bot ot Hmitedto fiagards and
mishap risk)

A.3.1.2.7 Establish a Reporting Approach and Methodology

Establish an|approach and methodology for reporting to the Managing authority the flollowing
minimum information:

» Sofety ciitical characteristics and features.

» Critical $afety Items.

* Operating, maintenance, and overhaul safety requirements.

* Measures used to eliminate or mitigate hazards.

* Selection, acquisition, and process managementfor hazardous materials.

A.3.1.2.8 Establish the Method for Formal Acceptance and Documenftation
Establish the¢ method for the formal acceptance and documentation of mishap risks and the
associated hgzards.

A.3.1.2.9 Establish the Communication Method

Establish the method for hazards;the associated risks, and mishap risk to the system user.
A.3.1.2.10 | Specify Reguirements for Other Specialized Safety Approvals
Specify requirements for.other specialized safety approvals (e.g., nuclear, explosive, [chemical,
biological, gectromagnetic radiation, and lasers) as necessary (reference Sections 4.2.4).
A.3.1.2.11| Specify the Typical Boundaries and Assumptions

Specify the typical boundaries and assumpti onsfor the system safety analyses and the typical
limits of thelanalyse 2 ay-incl ather or NG ollowing amined!and/or
analyzed:

* Hostile intentions or sabotage upon the system.

* Basic structural integrity.

* Hazards unique to factory support.

system.

support.

18
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A.3.1.2.12 Establish the Plan for Updating the Hazard analyses

Hazard analyses have limited resolution depending on the system and details of the hazards.
Analyses will be updated as more information is acquired.

A.3.1.3 Develop a System Safety Management Plan.

This plan documents the Devel oper’ s approved system safety engineering and management
approach. It must include the information called out in the following subparagraphs.
A.3.1.3.1 Overall System Safety Integration

Information on system safety integration into the overall program structure.

A.3.1.3.2 Software System Safety Integration

Where software controls or mitigates system hazards, include specific details on integration of
system safety processes and products into the software development life cycle.As a minimum
address the flollowing topics:

| dentificption and description of software contributors to hazards,
Definitign of safety critical;

| dentification of safety critical software functions and safety critical software reguirements;
Identificgtion of the software hazard criticality assessment grocess to include establishment
ftware criticality index matrix (see Section AB)“for each safety critiical software
function|and safety critical requirement and how it will be used to assign software integrity
tasks necessary to verify and validaie the safety critical functions and
ents;

e. Performing afinal risk assessment for hazards\which have software contributors.

Qoo

A.3.1.3.3 Hazard Closure and Risk Acceptance Process

Define how hazards and mishap risks are communicated to and accepted by the apprppriate risk
acceptance guthority and how hazards:ahd mishap risk will be tracked.

.3.1.3.4 The Mishap Risk AssesSment Tool

Define the npishap risk assessment tool used for risk assessment and acceptance. A key part of
the approach for system risk mianagement is the adoption of an appropriate mishap rigk
assessment fnatrix. Mishap risk assessment matrices provide a means to assess and cpmmunicate
risks and estpblish autherity for acceptance of those risks. Programs may use one majrix to assess
risks from individualshazards, and another matrix to accept total system risk. These tpols must be
defined duripg theplanning phase; however, they may need tailoring or refinement during
Element 2 a$ the full set of hazards becomes more apparent. A software hazard criticglity
assessment and software safety integrity assessment must be performed for each safety critical
software function and associated safety critical requirement (see Section A.6). Upon completion
of all the software safety engineering analyses tasks and the software integrity assurance tasks a
final risk assessment can be performed based on the confidence gained in the software (see
Section A.6.3).
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Use of the Mishap Risk Assessment Matrix

The mishap risk assessment matrix is normally atwo-dimensional graphic device. One axisis
scaled to represent mishap severity, and the other is scaled to represent mishap probability or

frequency. T
a

he four principal uses of the matrix are:

mishap probability or frequency;

Displays
d.

A.3.1.3.4.2

Guides assessment of risk for single hazards;

the results of risk assessments, risk mitigation and reduction; and

Delineates risk acceptance decision authority.

Communicates the range of potential risks of the system in terms of mishap severity and

All systems have unique risks. A mishap risk assessment matrix will be used to characterize

these risks.
In developi

Tailor
expecteq
these mi

the other
Use loga
categorig
Assign t
of them

A.3.1.3.4.3

New or tailg
or frequency
tailored mat

A.3.1.3.4.4
In defining t

Orient the severity and probability (or frequency) axes so that one axis increases

pre-existing matrix may be used or a uniquely tailored matrix may_be
and tailoring the risk matrix, these elements must be considered:

ishap risk assessment matrices to each system or class of¢systems [
range of severity of potential mishaps and the range of qrobability or
Shaps.

increases to the right in accordance with the Cartesian coordinate syster
rithmic scales on each axis with logical and proportional ranges for mis
s and mishap probability categories.

ne four levels of risk acceptance authority (high, serious, medium, low
BLrix.

Mishap Risk Assessment Matrix Tailoring

red matrices must be devel oped by defining and scaling the severity and
scales that bound the risk.of the system. Examples of atailoring approa
ices are provided in Section A.5.

De Minimis Threshold

evel oped.

ased on the
frequency of

upward and
.
bhap severity

to each cdl

probability
ch and

he mishap risk assessment matrix, programs may also wish to definead

threshold. T
law does no
define the

concernvitself with trifles.” This concept, adapted from the legal prof

minimis

he term de minimis is short for the Latin de minimis non curat lex which means “the

ion, helps

tion thresholds. Hazards below this threshold have risk so low that they do not

warrant any dditional expenditure of resources. Below thisthreshold, thereisno r
actively track ‘the hazard, though it may be mitigated if minimal resources are requir

uirement to
. Hazards

above the de minimis line are the focus of the system safety program. Generally, for hazards with
greater risk, greater risk reduction resources are warranted. See Figures A-10, A-11, and A-12
for examples of ade minimis threshold.

A.3.1.34.5

Additional Safety Plan Requirements

mitigation will be accomplished.

Describe how changes to design, training, and technical manuals for the purpose of risk

Describe the verification (e.g., test, analysis, demonstration, or inspection) requirements for

ensuring that safety is adequately attained. Identify any certification requirements for
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software, safety devices, or other specia safety features (e.g., render safe and emergency

disposal

procedures).

including notification of the Managing authority.

Describe the mishap or incident notification, investigation, and reporting process for the
program,

Describe the approach for collecting and processing pertinent historical hazard, mishap, and

safety lessons learned data. Include a description on how a system hazard log is devel oped
and maintained.

[tems.

A.3.1.4 D¢

Elements of
supporting g
plan (eg., S|
When direct
SOW; soiit |
A3.14.1
Include sel e
particular pr
safety assess
most or all g
planned task
identify, evg
mishap risk
describe, as
accomplish {
appropriate
completed. §

A3.1411
Describe the

A.3.1.4.1.2
Define systg

fine a Strategy to Ensure Appropriate Safety Support
safety need to be embedded in the prime contractor’s SOW and, if neces
pntracts. Contractors will be required to submit with their proposal a pre
5PP) that describes the system safety effort required for the requested pr
ed by the PM, attach this preliminary plan to the contract Or reference it
ecomes the basis for a contractual system safety program.

Individual Safety Support Tasks

'ted tasks from Appendix B. Individual tasks will be applied as needed f
bgram. Some programs may require only one'or two tasks (e.g., asingle

Describe how the user is kept informed of mishap risk and the associated hazards.
Describe the approach to the identification, management, and control of Critical Safety

Sary,
iminary
hgram.
vithin the

Dr the
PHA or a

iment report (SAR)), while other more complex programs may require application of

f the tasks. The documentation of the system safety approach must descr]
s and activities of system safety management and systems engineering ré
uate, and eliminate or mitigate hazards. The goal of this effort is to redy
o0 alevel ALARP throughout the system life cycle. The documentation f

ibe the
pquired to
cethe
nust

A minimum: a planned approach for task accomplishment, qualified people to

asks, the authority to implement tasks through all levels of management
commitment of resaurees (both manning and funding) to ensure that safe
bpecifically, the documentation must:

Scope

scope ofthie overall system program and the related system safety effort.

Milestones
hrsafety program milestones. Relate these to major program milestones,

and the
ty tasks are

program

element resg
A.3.1.4.1.3

onsibrtity, and TequiTed Mputs and outputs:

Safety Tasks and Activities

Describe the safety tasks and activities of system safety management and engineering. Describe
the interrelationships between system safety and other functional elements of the program. List
the other program requirements and tasks applicable to system safety and reference where they
are specified or described. Include the organizational relationships between other functional
elements having responsibility for tasks with system safety impacts and the system safety
management and engineering organization including the review and approval authority of those

tasks.
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A.3.1.4.1.4 Program-Specific Safety Tasks

Select tasks to fit the program. In most cases, the need for the tasks is self-evident. While
experience plays akey rolein task selection, it must be supplemented by a more detailed study of
the program. Consideration must be given to the size and dollar value of the program and the
expected level of risk involved. The selection of tasks must be applicable not only to the program
phase, but also to the perceived risks involved in the design and the funds available to perform
the system safety effort. Table A-1 provides examples of typically tailored system safety
programs based on size or project risk. Once recommendations for task applications have been
determined and more detailed requirements identified, tasks and requirements can be prioritized
and a“rough order of magnltude estl mate must be made of theti me and effort required to
complete eagh-tas alue asks which
can be accomplished W|th| n schedule and fund| ng constral nts

22
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Table A-1— Application Matrix for System Program Development

. Task Program Phase
e e Type |0 | oW
101 | System Safety Program MGT G G G G G
102 | System Safety Program Plan (SSPP) MGT G G G G G
Integration/Management of Associate Contractors, Subcontractors, and
103 Architect and Engineering (AE) Firms MGT S S S S S
104 | System Safety Program Review /Audits MGT S S S S S
105 | System Safety Group (SSG)/System Safety Working Group (SSWG) Support MGT G G G G G
106 | Hazard Tracking and Risk Resolution MGT S G G G G
107 | System Safety Progress Summary MGT S G G G G
108 | Launch Safety Program Requirements MGT S S S S S
109 | Test Hazard-Aratysis-Salety-orosne-or-Albome-Systemsy ME&T S S S S S
201 | Prelimingry Hazard List (PHL) ENG G S S S N/A
202 | Prelimingry Hazard Analysis (PHA) ENG G G G GC | GC
203 | Safety Requirements/Criteria Analysis (SRCA) ENG G S S S GC
204 | Subsystg¢m Hazard Analysis (SSHA) ENG N/A G G GC | GC
205 | System Hazard Analysis (SHA) ENG N/A G G GC | GC
206 | Operating and Support Hazard Analysis (O&SHA) ENG S G G GC | GC
207 | Health Hazard Assessment (HHA) ENG G G G GC | GC
208 | Functional Hazard Analysis (FHA) ENG G G G GC | GC
209 | Critical Jafety Items (CSI) List ENG S G G G G
301 | Safety Assessment Report (SAR) ENG S S S S S
302 | Test and Evaluation Safety ENG G G G G G
Safety Review of ECPs, Specification Change Notices (SCN), Software
303 | Problem|Reports (SPR), Program Trouble Reports (PTR), and Requests for ENG N/A G G G GC
Deviatiops and Waivers
401 | Safety VErification ENG S G G S S
402 | Safety Compliance Assessment ENG S G G S S
NOTES: TASK TYPE PROGRAM PHASE APPLICABILITY CODES
ENG - System Safety Engineering O Concept refinement Selectively Applicable
MGT - System Safety Management | Technology development G Generally Applicable
1l System development and demonstration GC  Generally Applicable t¢ Design Change
11 Denjenstration, production and deployment  N/A  Not Applicable
v Qperations and support
A.3.1.4.1.5| Analysis Technigues and Formats
Describe specific analysis techniques and formats to be used in quantitative or qualitgtive
assessments|of hazards.
A.3.1.4.1.6] Management Decision Process

Describe thg proegess through which management decisions will be made (for examplle, timely
notification pf-unacceptable rlsks necessary action, |nC|dents or malfunctlons Walvers to safety
requirements; - ;

accepted and th| sacceptanceis documented

A.3.1.4.1.7 Developer Support to Certification Boards
| dentify special support from the Developer to support certification boards.

A.3.14.2 Mishap Risk Assessment Procedures

Describe the mishap risk assessment procedures, including the mishap severity categories,
mishap probability categories, and the system safety mitigation order of precedence that must be
followed to satisfy the safety requirements of the program. State any subjective or quantitative
measures of safety to be used for the mishap risk assessment process including any associated
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criteria. Include system safety definitions that modify, deviate from, or are in addition to those in
this standard or generally accepted by the system safety community.

A.3.15 Pr

eliminary Understanding of Hazards

Develop a preliminary understanding of hazards and arelated description or identification.. Each
type of system has generic hazards that can be recognized before the design details are
developed. This understanding will lead to the generation of a PHL.
A.3.1.6 Attributes of an Effective System Safety Program
Attributes of an effective system safety program include the following:

Management is always aware of the mishap risks associated with the system, and formally

documents this awareness. Hazards associated with the system are identified, ass

tracked,
accept

onitored, and the associated risks are either eliminated or mitigated to
le level throughout the life cycle. Identify and archive those actighs take

eliminat¢ or reduce mishap risk for tracking and lessons learned purposes.

Histori
consider
Mishap
acceler
Design f
System (
process.

A3.2 El

|dentify and
analysisof s
the intended
from other s
all program

occur over t
hazard asses

hazard and mishap data, including lessons learned from ather systems,
ed and used.

isk resulting from harmful conditions (e.g., temperature, pressure, noise.
ion, and vibration) and human error in system operation and support isn
pctors likely to contribute to human error are identified and mitigated.

Isers are kept abreast of the safety of the system and included in the safée

ement 2 — Hazard Identification

track hazards through a systematie hazard analysis process encompassin
ystem hardware and software, the environment (in which the system wil

usage or application. Historical hazard and mishap data, including lesso
ystems, must be considered and used. Identification of hazardsis arespo
members. During hazard identification and tracking; consider hazards th
ne system life cycle; Products of this element may include a PHL and/or

sment and a hazard tracking system (HTS). Figure A-3 describes the pro

methods, angl products ofthis element.

bssed,
AN
N to

are

toxicity,
hi Nimized.

y decision

g detailed

exist), and
ns learned
nsibility of
At could
afunctional
CEss,
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Element

1) Process

2) Identifi

3) Products:

2 - Hazard Identification and Tracking
. Recognize and document hazards. This can be
achieved by a variety of methods. Key elements of
the risk assessment matrix are also defined.

|

Three parts of a hazard description
Identify e Source — Mechanism — Outcome
Hazards Tracking
cation and Tracking Methods:
* Checklists Includes:

« System energy source inventory

Priaraaorl
O OTT

« Description
a Accacca. dricl

with-cimailar ovctanac
vvrer-St

St Sy SteS

« Potential and selected countermeasures
 Accident experience
 Lessons learned

« Operating scenario walkthroughs
« Operational phase review
¢ Codes/standards/regulations

PHL HTS

T-05-00502

A.3.2.1 Id
Hazard iden

including the use of checklists, prior work with similarzsystems, and operating scen
walkthrougHs. Approaches have been devel oped and-used to identify system hazards
used approaghes for identifying hazards can be feund in the reference material listed
of this standard. A key aspect of many of these:approaches is empowering the design

with the aut
identify top
approaches (

A.3.2.2 Dg
Hazards mu
whereby the
combination
asset, an asy
facilities, eq

Figure A-3— Program Element 2—Hazard. | dentification

entify Hazards
ification can be achieved by avariety of mutually complementary meth

rogram management the hazards associated with the design. Hazard iden
pften include using systemyusersin the effort.

pscribe Hazards

bt be described in terms that identify: a potential source of harm, the mec
harm may be'calsed, and the outcome of the harm itself. Keep in mind {
of source@nd mechanism may have the potential to cause harm to more
bt belng-something of value. Assets include but are not limited to person
L pment, operations, data, the public, and the environment, as well as the

ds

io
Commonly

in Section 2
engineer

ority to design systems whose:mishap risk is ALARP and the responsibility to

tification

hanism
hat one
than one
nel,
system

itself. An efflective way to deal with these multiple outcomes from one source and m
to treat %hmmmmmmmmﬁmf

outcomes mi

hanismis

rmportance of
this becomes obvious during the risk reduction element (Section A.3.4) when each potential
mitigator isidentified and its effectiveness in reducing the risk to each asset is weighed against
the cost and feasibility of the mitigator. In some cases outcomes may be tightly linked, for
instance, “death or seriousinjury to personnel” is linked to “serious damage to or loss of aircraft”
when a hazard mechanism includes aircraft impact with the ground. In this case, these two

ght best be treated as components of a single hazard.
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A.3.2.3 Track Hazards, Hazard Closure, and Mishap Risk

Maintain aHTS that includes hazard descriptions, mishap severity and probability, hazard causes
(which may relate to hardware, software, or human-systems interface), mitigators for each cause,

and verification for each mitigator, their closure actions, and mishap risk throughout
life cycle. The HTS must be maintained throughout the system life cycle.

A.3.2.3.1 Process for Tracking of Hazards and Mishap Risk

the system

Each system must have a current log of identified hazards including an assessment of the mishap

risk. As changes are integrated into the system, this log is updated to incorporate add

ed or

changed hazards and the associated mishap risk. The Managing authority must formally accept
residual mishap risk of system hazards. Users must be kept informed of hazards and mishap risk

Program Manager Responsibilities for Communicationsy Aq
and Tracking of Hazards and Mishap Risk

rceptance,

P System.

Al system
hust update
e Devel oper.
for handling
resulting

and associated mishap risk in close consultation and coordination with the Managing
to assure that the context of the user requirements, potential mission capability, and t
operational environment are adequately addressed. Copies of the documentation of t
and risk accgptance are provided to both-the' Developer and the system user. Hazards
the Managing authority accepts responsibility for mitigation must also be included in
documentatipn. For example, if the Developer decides to execute a special training p
mitigate a pgtentially hazardous.situation, this approach must be documented in the f
response to the Managing authority. Mishap risk and hazards must be communicated
test efforts for verification.of the effectiveness of risk mitigation.

A.3.3 Element 3—=<Risk Assessment

After hazards areidentified in Element 2, the identified hazards are reviewed and mi
severities, and probabilities or frequencies are assessed and documented. Figure A-4

document

authority,
he

e hazard
for which
the formal
rogram to
ormal

to system

shap
shows a

simplified vérsion of the risk assessment process. The products of this element may i

nclude a

PHA, O& SHA, SSHA, SCF lit, CSl list, and an SHA.

26


https://saenorm.com/api/?name=27c77b18c99339ea3d7439a5b7764ba4

GEIA-STD-0010

* EX

Element 3 - Risk Assessment

2) Assessment Methods:

« Historical risk experience
« System knowledge

« Engineering judgment

« What is known/not known

The matrix defines the “risk space” for a Reduction
single-system and a declared exposure
1) Process: duration (e.g., 1 year, 1 lifecycle). not needed
Assess the mishap risk. Risk Assessment Matrix-Individual Hazards

haz

H8

Severity —»

pert judgment

Probability —»

Assessment Approaches

Assess
risks of

Reduction

ards

pded

Event LA

* Nuymerical analysis FMEA| | FTA | | 1rces Others
e Computer models
3) Profducts:
PHA O&SHA SSHA SHA Others
Figure A-4 — Program Element 3—Risk Assessment
A.3.3.1 Risk Assessment Methods

Several methods are available to assess the mishap risk including expert judgment, n

analysis, cor
(FTA). Mish
risk of ahaz
consider the
mishap seve
which may 1

that given squrces may lead to applicable outcomes, to assess the mishap probability

Determine W
risk of the h
greatest seve
risk assessm
determining
lossesto aid

hputer models, failure modes and effects analysis (FMEA), and fault treg
ap risk assessment matrices described in:Section A.5 may be used to ass
ard in terms of severity, and probability or frequency. For each identifieg
postulated outcomes to determinethe range of severity of the hazard. Fg
ity category associated with thé-range of severity, consider the postul atg
elate to hardware, software-or human-systems interface, aswell asthe i

hich severity-probahility pair has the greatest risk. This pair is the asses
hzard. I two or moreseverity-probability pairs are of equal risk then the
rity is the assessedmishap risk. Assessing a hazard in terms of one cell
ent matrix associates the risk with acell of the matrix but stops short of
the specifig/loss of assets over the life of the system. If possible, estimat
in the.analysis of the effectiveness of risk reduction mitigators (Section

to better inf
residual mi

rm.the-designated risk acceptance authority who must decide whether tg
ap)risk or continue risk reduction efforts. To ensure effectiveness of ris|

Lmerical

P analysis

ess mishap

| hazard,

r each

d sources,

kelihood

category.

sed mishap

one with the

pf @ mishap

hctually

b these

A.3.4) and
accept

K mitigation,

the risk assessment process must clearly Tink each mitigator with the hazard sources and

mechanisms
A.3.3.1.1

to which it applies.
Mishap Risk Impact

The mishap risk impact is assessed, as necessary, using other factors to discriminate between
hazards having the same mishap risk index. One might discriminate between hazards with the
same mishap risk index in terms of mission capabilities, or social, economic, and political
factors. Program management must closely consult with the using organization on the decisions
used to prioritize resulting actions.
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Mishap Risk Assessment Approaches

References for commonly used approaches for assessing mishap risk can be found in
Section A.3.3.

A.3.3.2 Assess Software Criticality

For systems with safety critical software (i.e., software controls safety critical functions), each
safety critical software function and requirement must be assigned a software criticality index
(SCI). Guidance on software safety criticality assessment is provided in Section A.6.
A.3.3.3 Identify Critical Safety Items

A critical safety item (CSI, Task 209)) is deflned as apart subassembly, assembly, subsystem,

installation
failure, malf
critical outct
develop that

A.3.3.3.1

To identify
identify the
to identify
have critical
defined as a
or inspectiof
conforming,
malfunction
(FMECA) v

A.3.3.3.2

The appropr
control activ

-

afety critical systems and sub-systems (hardware-and software). Hardw
characteristics that are essential to the SCF are CSls. A critical charactet

CErsy
nction, or absence of which could result in mi shaps with e|ther catastro

pmes. For systems required to have a CSl list, mishap risk assessment wi
list.
Functional Hazard Analysis

Sls, the contractor performs a functional hazard analysis (FHA, Task 2(
safety critical functions (SCF) of the system, then mapsthe list of SCFs

y feature such as dimension, tolerance, finish, material or assembly, ma
process, operation, field maintenance, or‘depot overhaul requirement th
missing, or degraded during the life cycle of a CSI, may cause the failurn
of theitem. In lieu of an FHA, afailure mode, effects and criticality ana|
ay also serve to provide the list of ‘CSls.

Design Control Activity

ate design control activityapproves contractor-developed CSl lists. The
ity isthe systems command of amilitary department that is specifically

for ensuring
iterative pro
design revig

the military worthifiess of a system or equipment. Generating the CSI |i4
cess that beginswhen SCFs are identified. The CSI List may be finalized
v but must be'provided as timely inputs to supportability and maintenan

processes. G
treatment, a

A.3.3.4 Td
Most hazard

ear, consistent identification of CSlsisfundamental to ensuring proper
d controts’are implemented throughout the product’ s life cycle.

tal System Rlsk ConS|derat|on

ic, any
bhic or
| be used to

)8) to

o the design
eitemsthat
isticis
nufacturing
at if non-

e or

ysis

design
esponsible
it isan

at critica
Ce planning
Driorities,

wdual

hazards, considered one at atime. Risk acceptance authorltles however, must also consider the
overall, or total system, risk presented by the system in its entirety. Consideration of total system
risk is useful because the aggregation of a number of otherwise acceptable individua risks may
present an unacceptable risk when considered in total. Furthermore, the most cost effective
approach to lowering a system’ s total system risk may be to further mitigate an otherwise
acceptable individual risk. The program’ s treatment of total system risk must be identified in the
SSMP and/or SSPP.
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A.34 Element 4 — Risk Reduction

Risk reductions are achieved by understanding the risk drivers, reducing risk according to the
system safety mitigation order of precedence, and then reassessing the risks. Mitigators for
reducing risk include design changes, engineered safety features, safety devices, warning
devices; and procedures or training. Mitigators may serve to eliminate the hazard or reduce
severity or probability of potential mishaps. The mitigators for each hazard must be selected
based on effectiveness, cost, and feasibility. Feasibility includes consideration of both means and
schedule for accomplishment. After mitigators have been selected, the residual mishap risks must
be reassessed to ensure that risks are ALARP. Identify potential mishap risk mitigation
alternatives and the expected effectiveness of each alternative or method. Be aware that though
the risk from-a-hazard-may-have been reduced significanthy its-assessment may-remain in the
same cell of the mishap risk assessment matrix. This does not mean a mitigator will>not be
selected. Hagards must be prioritized so that corrective action efforts can be focused pn the most
serious hazards first. A categorization of hazards may be conducted accordingto themishap risk
potential they present. Mishap risk mitigation is an iterative process that cufminates when the
mishap risk has been reduced to alevel aslow as reasonably practicable’as determingd by the
appropriate authority. Typical products of this element may include’an-SAR and hazard reports.
The risk redpction element is shown in Figure A-5 and discussed below.

Element 4 - Risk Reduction

1) Procegss: Identify mitigation measures; reduce risk to-an acceptable level; verify risk reductiof.
Understand Risk > Develop @mate > Select > Verify Risk
Drivers [s/l ators Mitigators Reductions
2) Reduction  ynderstanding Mitigators Mitigators + Confirm
Methpds: risk causation can  ©rder of precedence: Selection Criteria: effectiveness
lead to prioritizing | 1yDesign selection « Cost * Ensure
hazard rgductions 2) Design changes (vs. accepting risk)  implefnentation
?ggﬁggrdrgggtsure 3) Engineered safety features * Effectiveness
celection. 4) Safety devices (In reducing risk)
5) Warning devices + Feasibility
6) Procedures/training * Means
« Schedule

- )
R

Mitigators should not:
1) Introduce new hazards
2)  Unacceptably impair system performance

3) PI'Od ucts : Hazard
(typical): eports SAR LLL others

Figure A-5— Program Element 4—Risk Reduction

T-05-00504

A.3.4.1 Understand the Risk Drivers

For the system, determine which hazards are the drivers of the total system risk (R). For each
hazard, determine which sources and mechanisms are the drivers of the single hazard risk (r). A
good understanding of these risk drivers facilitates effective development, selection and
prioritization of risk mitigators.
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A.3.4.2 Develop and Document Candidate Mitigators

|dentify potential mishap risk mitigators and the expected effectiveness of each. Mishap risk
mitigation is an iterative process that culminates when the mishap risk has been reduced to a
level ALARP as determined by the appropriate authority. As hazard analyses are performed,
hazards must be identified that will require mitigation. The system safety mitigation order of
precedence defines the order to be followed for satisfying system safety requirements and
reducing risks. Evaluate the alternatives for eliminating the specific hazard or mitigating its risk
so that the most practicable mitigators can be implemented. While the relative effectiveness,
cost, and feasibility of specific mitigators may vary depending on the hazard, the system safety
mitigation order of precedence generaly isasfollows:

* Eliminate hazard through design selection.

* Reduce rr;i shap risk through design alteration.
* Incorporgte engineered safety features (ESF).
* Incorporgte safety devices.

* Provide yvarning devices.

* Develop|procedures and training.

A.3.4.2.1 Software Safety Hazard Mitigation

The most efective approach to minimizing safety risk associated with software is to conduct the
safety critical requirements analysis (SCRA). The SCRA 'must be formally communifated with
the softwareldevel opment team. An FHA must be cenducted to determine the effectqon safety
critical functions of the system to be commanded;controlled, and monitored by software and to
provide the software developer with clear concise derived safety requirements. The Software
(top-level, detail- level, code-level if required) are conducted as an integral part

irements to mitigate risk for these software contributors.
Specific Software Requirements

develop to mitigate risk for these software contributors. The safety critical requireme
communicated with the software development team and tracked through the software
development lifeeycle down to the code and test procedures. The software safety inte
assurance process (see Section A.6) must be used to provi ide assurance and conflden e that the
specified safie )
verified. Based on compl etion of all the software |ntegr|ty assurance activities the software safety
engineer can determine alevel of confidence that the software will perform as specified and that
the associated hazards have been mitigated. The confidence level can be used to perform afinal
risk assessment, as described in Section A.6.3. IEEE STD 1228 is an existing commercial
standard that can be used as a guideline for Software System Safety.

A.3.4.3 Select Mitigators

Reduce the system mishap risk through mitigators mutually agreed to by the Managing authority
and the Developer. Mitigators must be selected based on cost, effectiveness, and feasibility.
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A.3.4.4 Verify Risk Reductions
Verify mishap risk mitigation through appropriate analysis, testing, and inspection. Mitigators
must be evaluated to ensure implementation and confirm effectiveness. Document the assessed
residual mishap risk. The Developer PM must ensure through the system test effort that the
selected mitigators will produce the expected reduction in mishap risk. New hazards identified
during testing must be reported to the Managing authority for further risk reduction efforts.

A.3.45 Testing

Mishap risk and associated hazards must be communicated to the system tester to verify mishap
risk reduction of the system undergoing testing and ensure that the mishap risk of the testing
itself isSALARP.

A.3.45.1

Tests and dgmonstrations must be defined and conducted to verify the effectiveness ¢

Testing to Verify Risk Reduction

bf selected

mitigators. Test or demonstrate safety critical equipment and procedures to determing the mishap

severity or tg establish the margin of safety of the design. Consider induced or ssimul

to demonstr
analyticaly
conduct safe
would be pr
analyses, an
Integrate tes
maximum €

A.3.45.2

The Develoy
system. Rev
verification,
that testing v
any addition
environment

A.3.45.3
Testing orgs
testing ared

A35 El

e the failure mode and acceptability of safety critical equipment. When
fetermined whether the corrective action taken will adequately mitigate

bhibitive, safety characteristics or procedures may be verified by enginee
hlogy, laboratory test, functional mockups, or subscale and model simula
[ing of safety systems into appropriate systemtest and demonstration ple
tent possible.

Conducting Testing.

per PM must ensure that test teams-are familiar with unique mishap risks
ew test plans, procedures, and‘previous test results for al tests including
operational evaluation, praduction acceptance, and shelf-life validation |
vill be conducted with mishap risk ALARP. Mitigate all known system
al hazards introducedhby test procedures, instrumentation, hardware, and
S.

Communication of New Hazards Identified During Testing

nizationsmust ensure that hazards and safety discrepancies discovered o
pcumented and communicated to the Managing authority.

ement 5 — Risk Acceptance

bted failures
it cannot be
A hazard,

ty tests to evaluate the effectiveness of the mitigators. Where costs for s@fety testing

ring
iti on.
Ns to the

of the
design

0 ensure

)azards plus

uring

The design

odrick accantanca autharithvy datarminacwhathar aor nat tha michan ricke
AL TT N W\I\IP‘.W LAY A w19 | |U||L] AL TTITT IO VVT IO IO UT LILA~4A 1L} |\J||||\‘|W TTIAND

have been

reduced to ALARP within the constraints of operational effectiveness and suitability, time, and
cost (or that the risk is acceptable). Figure A-6 depicts the risk acceptance element. Review and
acceptance of each interim and residual single hazard risk (r) by the appropriate authority isa
necessary action in the risk management process. Consideration must also be given to requiring
the review and acceptance of total system risk (R) by the appropriate authority. The designated
risk acceptance authority must be kept informed regarding identified hazards and mishap risks.
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Element 5 - Risk Acceptance

Risk
Acceptance
Decision

Residual

Risk Other Action(s)

1) Process:
Residual risk review

and acceptance.

« Further reduce

How Saf‘e.f Safe Enough? « Deny approval

2) Acceptance Methods:

1) Compare to consensus standards for
a) Protection of personnel

Risk Need

« Forward to higher authority

b) Societal risk

5-00505

2) Balance risk with needs Example
Consensus

Standard | _

3) Product: for Risk ; i

. - Acceptance | E

Documented Risk-Based Decision  |pocument Authority g )

7 E 1

i "

.qum.hcy ;.l';mn .

Figure A-6 — Program Element 5 — Risk/Acceptance

A.3.5.1 Review of Hazards and Acceptance of Mishap Risk by the Des
Authority
The Developer PM must know what interim and residdal mishap risks exist in the sy

delivered. The Managing authority provides resources to the Devel oper to mitigate h
significant nishap risk. The Developer PM is olhigated to report serious risk hazards
Managing alithority who must then either accept the risk or take action and allocate
resources to|reduce the risk.

A.3.5.2 Vgrify Review and Acceptance

The Managipg Authority is respansible for formally documenting the acceptance of i
residual mishap risks of the system by the appropriate authority. The developer must
risk of hazarnds whenever there-are any changes or modifications to the system or its

developer and managing.authority organization must agree on the assessed level of n
prior to accgptance of-therisk by the risk acceptance authority.

A.3.5.3 Acg¢cept Interim and Residual Mishap Risk
Residual ri

ghated

stem being
pzards with
to the
dditional

nterim and
reassess the
Ise. The

i shap risk

hplemented.

Interim risk

ce. There

must be documentation of the mishap risk acceptance along with substantiation that mishap risk

has been reduced as low as is reasonably practicable.
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Specific Requirements
The Developer must ensure that all types of hazards are identified, evaluated, and mitigated to a

level compliant with acquisition management policy (federal, international, and state) laws and
regulations, executive orders, treaties, and agreements. The Developer must:

Establish, plan, organize, implement, and maintain an effective system safety effort that is
integrated into all life cycle phases.

Ensure that system safety planning is documented to provide all program participants with
visibility into how the system safety effort isto be conducted.

Establish definitive &ufety requi rementsfor the devel opment, procurement, and sustainment

of the sys
specifica

Provide

Stam L Iorin claariv/ 1N tha annranriara O\ /Cro

ions and contractual documents
istorical safety data.

Monitor the system safety activities, and review and approve delivereddatain afimely

manner,
require
Ensuret

evauatio

Evaluate

f applicable, to ensure adequate performance and compliance'with safet
ents.

nat system specifications are updated to reflect results of safety analyses,
ns.

new lessons learned for inclusion into appropriate databases and submit

recommendations to the responsible organization.

Establish
effort.

Provide
Docume
Ensure u
risk.
Ensuret
Ensure g
Ensuret

system safety teams to assist in developing and implementing a system

echnical datato enable the Developer to accomplish the defined tasks.
Nt acceptance of hazard risk assessments.
sers are appropriately notified or warned of identified system hazards an

ne program meets the'intent of this Standard Practice.
dequate resources are available to support the program system safety eff
nat the system safety technical and managerial personnel are qualified fo

tests, and

safety

d mishap

DIt.
I the job.
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Example Mishap Risk Assessment Matrices

This section contains seven examples to show a spectrum of potential uses for the mishap risk
assessment matrix. Mishap risk assessment matrices are used to assess risks and also to
determine who will accept risks. They may also serve as a useful tool to combine the individual
risksinto atotal system risk for the system. With thisin mind, a well-designed mishap risk
assessment matrix must have the following features:

a

Mishap risk assessment matrices must be tailored to each system or class of systems based on

the expected range of severity of potential mishaps and the range of probability or frequency
of these mishaps.

Orient the severity and probability (or frequency) axes so that one axis increases upward and

the othej
René D¢
have bed

Increases to the right In accordance with the CarteSian coordinaie-S)
scartes first developed this system in 1637, mathematicians, scientistsa
N trained to use this graphical orientation of data. It greatly reduces

orient th
Use log
categori
probabil

to each
place, a
cell diag

Thefollowi

A51 E
Programs u

A511 M
Mishap sev
fatalities, inj
in Table A-2
basis based
could be of ¢

axesin thisway.

ithmic scales on each axis with logical and proportional ranges for mis
and mishap probability categories. This assures that the'yisk, which is
ty and severity, will also be proportional.

ell of the matrix. Bear in mind that if the first three features described
ell will have the same level of risk as the celldiagonally up and to the
nally down and to the right.

g sections fully implement these features.

ample 1: Mishap Risk Assessiment Matrices

ng mishap risk assessment matfices from other standards may not contg
ures. Tables A-2 through A-5 describe typical risk matrices.

shap Severity

ity categories are defined to delineate ranges of mishap outcomes in ter
ries, property damage, or other loss. Example mishap severity categorié
. The dollar values shown in this table must be established on a system-I
pNn the highestseverity mishap of the system and the lowest severity mish
roncern.

stem. Since
nd engineers
confusion to

shap severity
a product of

Assign the four levels of decision authority for risk acceptarice (high, serious, medium, low)

above are in
|eft, and the

nall

ms of

S are shown
Dy-System
ap that
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Table A-2 — Example— Mishap Severity Categories

Description Category | Environmental, Safety, or Health Result Criteria

Catastrophic [ Could result in death, permanent loss of system function, permanent
total disability, or loss exceeding $1M.

Critical I Could result in major system damage, permanent partial disability,
injuries or occupational illness that may result in hospitalization of at
least three personnel, or loss exceeding $200K but less than $1M.

Marginal I Could result in minor system damage, injury or occupational illness
resulting in one or more lost work days, or loss exceeding $20K but less
than $200K.

Negligible v Could result in injury or illness not resulting in a lost work day, or loss
EXCEEUNY $2K buttess tham$20K;

NOTE: These n
used.

A512 M
Mishap prok
exposure int
rate of mish;
risk. Mishap
probability g

ishap severity categories provide guidance to a wide variety of programs. Other severity~dg

shap Probability or Frequency
ability isthe likelihood of mishap occurrence over a standard or custo

finitions may be

-defined

m
erval. Probability is mathematically between zero and orne. Mishap freaneincy isthe

D occurrence. Frequency is sometimes substituted-fer probability asac
probability categories delineate ranges of mishap probabilities describeg
f one or more mishaps in a specified exposureinterval or they delineate

mishap frequiency described in terms of occurrences per. unit of time, events, populat
or activity. If unable to quantify probability or frequency, mishap probability categor
defined in tgrms of subjective descriptors (see Table A-3 and Table A-6). Assigning

guantitative

ishap probability or frequency to'apotential design or procedural hazal

mponent of
linterms
ranges of
on, items,
jes are

A
dis

sometimes difficult due to lack of data. In this situation, a mishap probability or frequiency may

be derived fifom research, analysis, and evaluation of historical safety datafrom simi
Supporting fiationale for assigning a mishap probability or frequency is documented i

anaysisrep
Table A-3, T

rts. Example quantitative and subjective mishap probability categories
able A-6, and Figures A-7 through A-11.

ar systems.
n hazard
Ire shown in
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Table A-3— Example—Mishap Probability Categories

Description* Level | Specific Individual ltem Fleet or Inventory**
Very Likely A Likely to occur often in the life of an item, with a Continuously experienced.
probability of occurrence greater than 101 in that life.
Likely B Will occur several times in the life of an item, with a Will occur frequently.
probability of occurrence less than 101 and greater
than 102 in that life.
Probable C Likely to occur some time in the life of an item, witha | Will occur several times.
probability of occurrence less than 10-2 and greater
than 10-3in that life.
Unlikely D Unlikely but possible to occur in the life of an item, with | Unlikely, but can reasonably be
a probability of occurrence less than 103 and greater expected to occur.
than 106 in that life.
Improbabld E So unlikely, it can be assumed occurrence may not be | Unlikely to occii, but possible.
experienced, with a probability of occurrence less than
106 in that life.
Impossibld F Incapable of occurrence. This category is used when potential hazards are idgntified and
later eliminated.
*  Definitigns of descriptive words may have to be modified based on quantity of items'involved.

** The exgected size of the fleet or inventory must be defined prior to accomplishingian assessment of the

A513 M

system.

shap Risk Assessment

Mishap risk [classification in terms of mishap severity and nishap probability (or frequency) can
be performefl by using a mishap risk assessment matrix:, An example of a mishap risk assessment
matrix is shgwn at Table A-4. Using the matrix to assess the risk for a hazard, the anglyst selects

the matrix c@ll representing the levels of combined severity and probability of outcome for which

risk is great

. Thisis repeated for each individual asset threatened by the hazard (p
equipment, ¢tc.). For a hazard having arange’of outcome severity covering more thal
mishap seveyity category, the severity-probability pair representing the greatest risk i
the assessed|mishap risk of the hazard for that asset. If two or more severity-probabil
equal as repiesenting the greatest.risk for a given asset, the declared mishap risk is gi
pair having the greatest severity.In this example matrix, the assessed severity-prob.

designated by the Roman numeral and letter corresponding to the mishap severity cal
Table A-2) gnd the mishap.probability category (from Table A-3), e.g., I/D, IV/B, et
matrices (EXamples 3-and 5) use Arabic instead of Roman numbers (e.g., 1/D, 4/B, €
this example, each.cell"of the matrix is assigned a number called a mishap risk index
(Table A-4) | Mishap risk indices can be used to rank order hazards according to theif
risks.

prsonnel,

none

S selected as

ity pairs are
en by the
ility pair is

egory (from

L. Some

ic.). Alsoin

mishap

Table A-4 — Example—Mishap Risk Index Values

PROBABILITY Very Likely Likely Probable Unlikely Improbable | Impossible
SEVERITY A B C D E F
| Catastrophic 1 2 4 8 12
[l Critical 3 5 6 10 15 NA
[l Marginal 7 9 11 14 17
IV Negligible 13 16 18 19 20
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A.5.1.4 Mishap Risk Categories

In this example, mishap risk indices are used to group individual hazards into mishap risk
categories. Table A-5 includes a listing of mishap risk index, mishap risk category and mishap
risk acceptance level as system management might assign them. Mishap risk acceptanceis
discussed in Section A.3.5. The using organization must be consulted by the corresponding
levels of program management prior to mishap risk acceptance.

Table A-5— Example—Mishap Risk Acceptance Levels(MRALYS)

Mishap Risk Index Mishap Risk Category Mishap Risk Acceptance Level
+—5 High Menagite-Atthority
6-9 Serious Managing Authority
10-17 Medium Program Manager
18-20 Low Program Manager
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Example 2: Mishap Risk Assessment Matrix

Figure A-7 isfour-by-five matrix. It features logarithmic probability (frequency) scales. The
severity scale is based on mishap class. It assigns numbers to the matrix cellsin their order of

decreasing risk. This allows comparisons of relative cell-by-cell risks.
Hazard Categorization - — Severity - —
Catastrophic (1) Critical (2) Marginal (3) Negligible (4)
Frequent (A) 13
= or > 100/100k Hrs
Probable (B)
. o — 16
3 Qccasional (C) r\\)
= 1/0-9.9/100k Hrs 0|18
. Remote (D) 14 \0\’ 19
0.1-0.99/100k Hrs ' 09
—
Improbable (E) &
=(qr < 0.1/100k Hrs 12 15 A 20
VA
Managing authority Q‘ Program Manager or Designee
Acceptance A_ccepta@ Acceptance
1-5 HIGH SAFETY RISK Wth\@‘eW 11-17 LOW SAFETY|RISK
x\\@
Managing authority \Acceptable Program Manager or Designee
Acceptance {7 Without Review | 18-20 VERY LOW SAFETY RISK
A b

Severity

Catasfrophic —> $1M/ fatality / perman
Critica

Margi

Neglig

Probability of o

xO
10tal disabilty)
| -($200K < damage < $1M / p@%h
al —($10K < damage < $200K / injury results in 1 or more lost workdays)
ible — All other injury/da

currence for disg@&ents may replace Frequency based upon the chart below.

ent partial disability / hospitalization of 5 or more personng|

Freqyent |(\ Probable | Occasional | Remote ‘ Imprpbable
) 113 Q/Y\FJ 1/10¢ | 1/108 | 1/108 ‘ ’
(b?* Figure A-7— Mishap Risk Assessment Matrix
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A.5.3 Example 3: Generic Subjective Mishap Risk Assessment Matrix

Figure A-8 isintended to illustrate the major components and methods of atailored risk
assessment matrix.

Lowest
Probability

Highest

<—— Mishap Probability —— Probability

F E D C B A
Impossible

Improbable Probable

Unlikely Likely Very Likely

Catastrophic
Highes
Severity
T Critical
. [ Serious
Mishap

Severity] Marginal

Lowest
Severity

Negligible

\%

Hazard Risk Assessment Code

IA, 1B, IIA

IC, ID, IIB, IIC, HIA, 1IB, IVA
IE, IID, IIERHIC, 1D, IVB, IVC
lE, VB, VE

IR, IFAIIF, IVF

Risk Level

High
Serious
Medium
Low

NA

A.5.3.1 Tagilering Process

Figure A-8 — Generic Subjective Mishap Risk Assessment Matrix

Aspart of t

T-05-00511

] . o) | ) . (' oy e ) o (N PRI P - Y ) H
rormg, thenrgnestanarowest severty must vespecrfreatoestanmsirtne severity

range. The range in Figure A-8 has been divided into subdivisions. Similarly, the probability

scale has been subdivided into equal parts. This four-by-six matrix serves the purpose of

bounding, guiding, and displaying. The table below the matrix defines the low, medium, serious,
and high risk areas and lists the appropriate decision authorities for each level of mishap risk.

A.5.3.2 Matrix Axis Scaling

Matrix axis scaling may be either subjective, using key phrases to guide judgment asto levels of
severity and probability, or quantitative, using numbers.


https://saenorm.com/api/?name=27c77b18c99339ea3d7439a5b7764ba4

GEIA-STD-

A5321

0010

Subjective Scaling

Severity and probability axes of the mishap risk assessment matrix can be scaled to guide
subjective assessments of risk. For example, Figure A-8 could be used for subjective scaling
where levels of mishap severity are ranked from negligible (1V) to catastrophic (I). The mishap
probability scale has been similarly treated, with probability categories ranging from impossible
(F) to very likely (A). The terms associated with the mishap probability scale represent
likelihood rather than the importantly different concept of frequency. Phrases to guide the
selection of the subjective terms for probability appear in Table A-6.

Table A-6 — Example—Mishap Probability Categories

LCevel Descriptive Word~ Defining Phase
A Expected Approaching certainty
B Near Expectation Moderately certain
C Highly Probable A near expectation
D Very Likely Quite probable
E Likely Somewhat certain
F Probable Neither.surprising nor assured
G Unlikely Conceivable, but not expected
H Improbable Approaching incredibility
I Impossible Incapable of occurring

*

e.g..asf

A.5.3.2.2

Subjective €
are of limite
assessments
expressions
matrix axes
the risk asse

Probabilify statements, although dimensionless; must relate to an expressed interval of item or system

ecified number of hours of operation; cycles of use, miles driven, man-hours worked, missions ¢

Quantitative Sealing

Xpressions for severity and probability (“Frequent,” “Occasional,” “ Criti
i precision. Varying interpretations of the terms can lead to substantial d
of severity~and probability. Therefore, when assessing risk, use numeric
pf severity’and probability along with similarly quantitative scaling of th
f possible. Logarithmic scaling of quantitatively distributed values along
sstent matrix isto be preferred. This means major scale indices increase

exposure,
ompleted.

cal,” etc.)

I Spute over
!
e risk

) the axes of
 stepwise

not by singl

.10, 1078,

Integers(e.qg., 1, 2, 3, ...) but by factors of ten, called orders of magnit
107°,10™... or...1, 10, 100...or ...2, 20, 200...). The scale steps could

de (e.g.,
aso

increase by two orders of magnitude (...10°%, 10°, 10 107, 1, 100, 10,000...) or half orders of
magnitude (107, 107°°, 10, 10°°...1, 3.16, 10, 31.6, 100, 316...). Adjusting the scalesin this
way adjusts the resolution capability of the matrix. Resolution is determined by the size of the
smallest calibrated increment in mishap severity and probability (or frequency) categories.
Examples 3, 4, and 5 are at one order of magnitude resolution. Example 6 is at one-half order of
magnitude resolution. Matrix scale resolution must not be made finer than is justified by the
quality of the data to be displayed nor less than is needed to express data values serving a
practical use.
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A.5.4 Example 4: Multi-Purpose Aircraft Mishap Risk Assessment Matrix

Figure A-9 is nine-by-seven matrix intended for multiple aircraft systems. It features logarithmic
scales and can be varied in size based on the maximum severity mishap of the system. The
mishap severity categories are numbered in reverse of the other examples to enable uniform
reporting of risk regardless of how large or small the matrix istailored.

Mishap Frequency {(Mishaps per 100,000 Flight Hrs)

Impossitile Mear Zero Frequent

Severity |
b

Catastrophic 7

$2B | 1K Fatal
Catabtrophic B
F200M | 100 Fatal

Catagtrophic §
F20M | 10 Fatal

Cataptrophic 4

$2M | 1 Fatal
Critical 3

F200K

Marginal 2
FE0K

Wgligible 1

F2K

o et v w s High-cost Bomber AT " = Low-cost Fighter, Attack Helo, Medium to Large Transport Hela
— — w— Hiof-c0st Fighter, Large Transport Airplang = == ™ hedium to Large UAY, Small Scout Helo, Small Transgortt

R/ Saamnnnasnnne Small Unmanned Alr Vhicle (LAY
T-o-m=T

Figure A-p — Example Multi-Pur pose Air craft Family Mishap Risk Assessment Matrix
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A.5.5 Example 5: Single Order of Magnitude Resolution Mishap Risk
Assessment Matrix
Figure A-10 is an eight-by-six matrix proposed for use with low probability and high
consequence hazards. It features logarithmic scales and four levels of decision authority. This
matrix is designed for use where risk for most hazards has been assessed subjectively, yet the
scaling of each axis remains useful for summing total system risk.

Many Deaths

Many Very Severe Injuries

| Multiple Deaths

Many Severe Injuries
Less than $20M Loss

2
o Death (1)
3 Less than $2M Loss
wn
o
E Severe Injury
%) Less than $200K Loss
=
Minor Injury
Less than $20K Loss
Less than $2K Loss

o[ [w07] o

1103

Extremely

Near Zero Remote.

Extremely
Unlikely

Remote Unlikely | Occasional

Probable

Very Likely

\4

Hazard Probability

Mishap Risk Assessment Matrix

Figure A-10 —Example Single Order of Magnitude Resolution
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A.5.6 Example 6: Half Order of Magnitude Mishap Resolution (14 x 14) Risk
Assessment Matrix

Figure A-11 isahalf order of magnitude mishap risk assessment matrix that may be desirable
where quantitative risk assessment (QRA) or other quantified methods are used in quantifying
risk. It features aresolution of half orders of magnitude in both dimensions. The consequence
scaleis quantified in terms of fatalities, seriousinjuries, and dollars lost. QRA methods may also
be used with matrices having scales with full order or magnitude scale markings.

Expected Severity
Fatalities | S°riouS Minor
_injuries | Injuries

$Loss

>1000

>300

>100

>30

>10

>3

>1 >10

>3

>1 >10

>3

>1 >100K

>30K

>10K

>3K

o-3T< E
o-3E<
¢3T<
¢3E<
p-3T<
p-3E<
=AY
e-3E<
31<
3€<

R\

N

0T/T<
0T/E<

T-05-00509

C) Probability of Occurrence Per ___ Uses (Estimate of Total Annual

Figur@ — Example Half Order of Magnitude Resolution
%O Mishap Risk Assessment Matrix

X

Exposure)
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A.5.7 Example 7: Total System Risk Assessment Criteria

Where total system risks are calculated, the traditional method of plotting risks on a mishap risk
assessment matrix may prove unsatisfactory. Another method in common use is to establish
criteria plotted as “iso-risk” lines using the same severity and probability scales that define
matrices. Published criteria defining “how safe is safe enough?’ may be used to define these
lines; however, this may differ for each system type. This approach may be used for comparison
of single hazard risks, or total system risk. Figure A-12 is an example of potential total system
risk assessment criteria.
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o
e

0.01) —1

[=3

2 ) 5 8 2 2 2 S g S
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FigureA-12 — Example Total System Risk Assessment Criteria

A.5.7.1 Toatal-Risk Criteria

The exampl ¢ Was developed using risk acceptance criteria that have been previously |published,
and the numerical values shown could be varied to fit the class of system. This approach may be
tailored for use with single hazard risks (r) or total systemrisk (R). The chart plotsiso-risk lines
on the diagonal . For example, the line extending from 10000 on the severity axis to 1x10™ on the
probability axis represents an iso-risk expectancy of one fatality per year for the total system.
The chart could be useful in advising decision makers when the total system risk is above a
certain iso-risk threshold.

A.5.7.2 Decision Making Areas

The system risk assessment criteria are also divided into six decision-making areas associated
with the appropriate level of acceptance authority.
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De minimis. This approach uses a straight line to define the de minimis threshold for the

system safety program. Below this level, a hazard does not warrant any additional
expenditure of mitigation resources.

must be accepted.

acceptance is necessary.

Seriousrisks. These risks require risk acceptance at a senior management level.
High risks. These risks require risk acceptance at the highest management or Customer level.
Unacceptable risks. These risks are unacceptable without a compelling need.

A58 E
To evaluate
needed. Th

severity and
assume sum
for example

a  Expecteq

system against the criteriain Section A.5.7.1, ameasure of system risk
format of Figure A-12 dictates that this measure must provide both'a mg
ameasure of probability of occurrence to plot the system risk.-These me
ed hazards are totally independent. Valid measures of total.system risk

| loss rate. This measure computes the severity campenent as the ave

system ¢
operated
method

operated
Maximu
correspo|
compute
Most pre

pxposure interval that would be redlized if numerous copies of the
for numerous life cycles. The probability to.be plotted is a value of 1
bstimates the level of loss that, on average; will happen every time t
for the specified exposure interval.

M loss. This measure assigns the severity component to be plotted as the
hding to the most severe singlechazard. The probability of maxin
d by dividing the expected loss rate by the maximum loss level.
pbable loss. To plot this meastre, sum the probabilities of hazards at ¢

severity.
severity

probablg
Conditig

The severity level with the highest probability is the most probable I¢
level with a probability._computed by dividing the expected loss rate
loss level.

nal loss rate. Theprobability value is the sum of the probabilities for

The seve
loss rate
mishap

rity value is thé.conditional expected loss and is computed by dividing
by the value:of the summed probabilities. The result displays the prob
vill occur;,-and the expected amount of the loss, given that a mishap does

Low risks. These risks are high enough to expend resources to reduce. Residua mishap risk

Medium risks. These risks are high enough to warrant some concern. Residual mishap risk

(R)is
basure of
asures
might be,

age loss per
bystem were
.0 since this
e system is

level of loss
num loss is

bach level of
pss. Plot this
by the most

al hazards.

the expected
pbility that a
occur.

45


https://saenorm.com/api/?name=27c77b18c99339ea3d7439a5b7764ba4

GEIA-STD-0010

A.6  Software System Safety Engineering Analysis and Integrity
A successful software safety engineering activity is based upon both a hazard analys

S process

and a software integrity process. Emphasisis placed on the context of the “system” and how
software contributes to failures, hazards, and/or mishaps. From the perspective of the system
safety engineer and the hazard analysis process, software is considered as a subsystem. In most
instances, the system safety engineers must perform the hazard analysis process while the

software development, software test, and independent verification and validation (1V

&V)

team(s) implement the software integrity process. The hazard analysis processis an activity that
identifies and mitigates the exact software contributors to hazards. The software integrity process
mcreases the confrdence the software will perform as specrfled (| e, to software performance

These tasks
tasksarew
functionality that directly or indirectly contributes to mishaps, such as the processing

| defined and common to most system safety programs. In general, softy
critical datapr the transitioning of the system to a state which could directly lead to &
must be thoroughly analyzed. Software sources and/orspecific software errors that ¢
contribute tq hazards must be identified at the software module and functional level
out-of-time @r out-of-sequence, malfunctions, degrades in function, or does not respg
appropriately to system stimuli). In software-initensive, safety-critical systems, mishg
occurrence Will likely be caused by a combination of hardware, software, and human
These complex initiation pathways must-be analyzed for the purpose of identifying h
mitigation requirements and constraints to the hardware and software design and test
part of the functional hazard analysis (FHA, Task 208) software functionality which
identified to|cause, contribute ta;:or influence a hazard that could result in amajor m
be identified as safety critical.;Software requirements that implement safety critical f
must also bgidentified as.safety critical.

A.6.2 Software Safety Integrity

Software deyelopérs and testers play alarge rolein producing safe software. Their cg
can be greatly-enhanced by the incorporation of a software safety mtegrrty process W

oly exist inthe
Dropagation

SHA,

iqtasks.
sure that software is considered in its contribution.to.mishap occurreng¢e. These

vare
of safety

1 mishap,
BUISE Of
functioning
nd

P
errors.
azard

teams. Asa
has been
shap must
LInctions

ntribution
ithin the
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based upon the identification and establishment of specific software development and test tasks

for each acquisition phase of the software development life cycle (requirements, prel

iminary

design, detailed design, code, unit test, unit integration test, system integration test, and formal
qualification testing). All software safety integrity tasks must be performed at an appropriate
level of rigor based upon the safety criticality of the software functions within each software

configuration item or software module of code. The software safety integrity tasks ar

e defined by

performing an FHA to identify safety critical functions (SCF); assigning a software control
category (SCC) to each of the software-related safety critical functions; assigning a software
criticality index (SCI), software assurance level (SWAL) or software integrity level (SIL); and
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the implementation of tasks for each SCF based upon the (SCI). These software safety integrity
tasks are further explained in the subsequent paragraphs.

A.6.2.1 Perform a Functional Hazard Analysis

| dentify the SCF of the system (see Task 208). Once identified, each SCF is assessed and
categorized against the software control categories to determine the level of control of the
software over safety-related functionality. Each SCF is mapped to its implementing computer
software configuration item (CSCI) or module of code for traceability purposes.

A.6.2.2 Perform a Software Criticality Assessment for Each SCF

The software criti callty assessment must not be confused W|th mlshap rlsk “ Mlshap rsk” is
measure of the-severty Razard
whereas software crltlcal |ty IS used to determ| ne how “ cr|t| cal” a specmed software lunction is
with respect|to the safety of the system. The software criticality assessment combineg the mishap
severity catggory from the mishap risk assessment with the SCC to derive ancSCI as shown in the
example soffware criticality matrix in Table A-7. The SCI is then used asapart of the software
integrity assprance process to determine the amount of analysis and testiing required {or
verification pf that specific software requirement/function. The SCCs are defined in the bottom
section of Table A-VII.

Table A-7 — Example — Softwar e Criticality Matrix

Software Control Category SW Criticality

Suggested Criteria
v lilb lla llalllb } Index
° Requires requirements| analysis, in-
ﬁg (1) High depth design and codeanalyses,
-3 N(g)c Me(dai)um SeEizgus and in-depth safety spgcific testing.

Pany 8 Requires requirements|analysis,
g, (2) Serious some design and code{analyses,
Q _ and in-depth safety spgcific testing.
% _zl| o @ @ iepth saley spyef esing
& 5 NSC Medium i Serious i Requires requirements|analysis,
=2 (3) Medium some design and code|analyses,
E and safety specific testlng.
@ B Requires safety-criticallrequirements
w» _£ (5) @ {4 @) (©) i
o -2 NSC Low Low Medium et be identified and trackgd, developer
5] = (4) Low follows normal developgment
G processes, and some dafety specific
= ° testing.

=) @) @ @ ) 5) Not Safe )

= E NSC fow Low Low Low ©) Critical y No §afety specmc analyses or
= (NSC) testing required.

T-05-00515

SoftwgreControl Categories

| loﬂware exercises autonomous control over potentially hazardous hardware systems, subsystems or components without the popsibility of
intervention to preclude the occurrence of a hazard. Failure of the software or a failure to prevent an event leads directly to a hazard's
occurrence.

lla  Software exercises control over potentially hazardous hardware systems, subsystems, or components allowing time for intervention by
independent safety systems to mitigate the hazard. However, these systems by themselves are not considered adequate.

IIb  Software item displays information requiring immediate operator action to mitigate a hazard. Software failures will allow or fail to prevent
the hazard's occurrence.

llla  Software item issues commands over potentially hazardous hardware systems, subsystems or components requiring human action to
complete the control function. There are several, redundant, independent safety measures for each hazardous event.

llb  Software generates information of a safety critical nature used to make safety critical decisions. There are several, redundant, independent
safety measures for each hazardous event.

IV Software does not control safety critical hardware systems, subsystems or components and does not provide safety critical information.

a7
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A.6.2.2.1

0010

Software Criticality Matrix Tailoring

The software criticality matrix can, and will, be tailored for any given program. An SCI of “1”
from the matrix implies that the assessed software function or requirement is very critical to the
safety of the system and requires more design and test rigor than software which is less critical.
Software with an SCI of “2” to “4” isless critical and requires less design and test rigor than
high-criticality software. Unlike the hardware related mishap risk index, alow index number
does not imply that a design is unacceptable. Rather, it indicates that greater resources need to be
applied to the analysis and testing of the software and its interaction with the system. NOTE: The
software criticality index matrix does not consider the likelihood of a software-caused mishap

occurringin
safety integry
reduced.

A.6.2.3 Sq

Once SCFs
thusfar by t
the impleme
criteria as sh
SDP and the

A.6.2.3.1
AnSCl (1H
software fun
value of 5-N
record that f
requirement;

itsinitial assessment However, through the successful |mplementat|on of a software

ftware Integrity Assurance Matrix (SIAM)

re identified and assessed against the SCC and assigned an SCi;(all accomplished

ne system safety engineer but agreed upon by the software devel opers and testers),
hting software must be designed, coded, and tested against'software safety integrity
own in the SIAM. These criteria must be defined, negétiated, and documented in the
software test plan (STP) early in the development tife cycle.

SCI Assignment

igh, 2 Serious, 3 Medium, or 4 Low) must beassigned to each safety crifical

ction and the associated safety critical saftware requirements. Assigning|the SCI

SC (not safety critical) to non-safety eritical software requirements provjdes a
Linctionality has been assessed and.deemed NSC. Individual safety critical software
5 that track to the software hazard reports must be assigned an SCI. The iintent of the

SCI value ofl 4 (“Low”) isto ensure that requirements corresponding to this level arelidentified

and tracked
reviews, ang
processes.
A.6.2.3.2

Table A-VII
SIAM will i
complexity,

hrough the system. These “tow” safety critical requirements only need the normal
yses, and testing specified by the Developer’ s standard software devel opment

Example SIAM

depicts an-&xample of what can be placed in the SIAM. It must be noted that an
e tailored for each individual system or system of systems based upon itg
saf ety eriticality, available resources, and value added. To assist in filling out the

matrix the f
Section A.6.

Ilowing example design requirements and tasks are provided for considération in
Z’below, and its subparagraphs.
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Table A-8 — Example — Softwar e I ntegrity Assurance Matrix

*+EOR EXAMPLE PURPOSES ONLY** e 57 (e
Software Integrity Assurance Task 1) 2 3 4
High | Serious | Medium Low

General

Peer Reviews of all development artifacts are conducted at each phase (requirements, M M R R
design, code, and test).

All design and software components containing safety critical functionality are identified M M R R
as safety critical and linked to the appropriate software requirements specification (SRS)
requirement(s).

All safety critical functions and components are documented and linked to the individual M M M R
hazards identified in the hazard analysis

Requirements Analysis Phase

Independent andlysis/verification of algorithms, limits, ranges, critical values, rate, units, M R R NR
frequency and vplume via independent evaluation.

Traceability of spfety critical requirements from hazard analyses to SRS, software M M ] R
design, code, arjd test.

All safety critical software requirements are broken down to their lowest level and linked M M R R
to their higher level requirement.

All safety critical software requirements are analyzed for verifiability, testability and M M R R
potential conflicfion with other requirements.

All safety critical requirements are evaluated for timing, resource utilization and M M ] R
throughput.

Use of defined $afety related Requirements Guidelines. M M R NR
Architectural aphd Detailed Design Phase

Evaluate safety felated components for reliability, maintainability, understandability and M M ] R
performance.

Peer reviews of [software units identified as safety critical will require the attendance of a M M ] R
reviewer indepepdent from the Software Development Team.

For all safety crifical requirements ensure that there are no.,common cause failures M M R R
between compopents (i.e., Fault Tree Analysis).

For all safety crifical components, identify any or all'dependencies M M R R
Verify accuracy pnd correctness of all algorithms i safety critical components. M M ] M
Verify that all dgta used in safety critical components are used as specified and are M M ] R
consistently usefd between components!

Verify all interfages between safety critical components. M M W R
Evaluate feasibi|ity of safety criticaldesign constraints. M M R R
Evaluate partitigning of safety-critical software (goal is to minimize the number of safety M M ] R

critical compongnts).

Coding Phase

Conduct a safety eritical function code review (with safety engineering attendance) M M R R

Conduct an indepentdent-verificatiorrof—safetycrittcatatgorithms-foraccuracy; vt vt vl R
correctness, and boundary values; data consistency between components; and use of
defined safety critical guidelines.

Software coding standards will require that software units that satisfy safety critical M M M M
requirements be identified as safety critical.

Safety critical software units must be evaluated for logic, data, and interface errors. M M M M
Algorithms and mathematical computations must be analyzed and tested for accuracy M M M M

and correctness.
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****FOR EXAMPLE PURPOSES ONLY****

Criticality Rating

Software Integrity Assurance Task 1) 2 (©)] ()]
High | Serious | Medium| Low

Testing Phase
Create a set of unit, unit integration, and software qualification test cases for testing all M M M R
the logic paths and all statements in the software. Complete coverage testing.
At a minimum, unit test cases must exercise each line of executable source code at M M M M
least once and ensure there is no unused or dead code in the software.
For safety critical requirements that are time dependant, timing tests must be included at M M M M
the unit level.
For safety critical requirements, boundary value testing must be performed to validate M M M R
values at or near the limits of the valid range of their values.
White box testing to verify that every code loop is executed the correct number of times M M R R
and for every pdssible condition inside the loop.
Verify testing to fensure that safety critical data items are protected from being M M W M
overwritten by upauthorized operations.
Independent velfification that all modules identified as safety critical are tested at the M M ] M
required level at|least once.
Error case testirjlg must be performed to test the handling of unexpected values. This M M N R
must include anglysis of all plausible errors that will be considered for the test.
Perform stress tpsting to verify limits of safety critical modules. M M R R
Verification of the ability of the software to handle large and out-of-range values. M M R R
Perform black bpx tests written specifically for safety critical functions. M M R R
Test to ensure that every safety critical thread through the code is followed and‘leads to M M R R
a desired outcorpe.
Perform stress tpsting where inputs are varied to exceed the limits specified in the SRS M M R R
and to force sysfem anomaly conditions (e.g., division by zero). The goal\is to discover
where the softwfre design and timing limits break down.
Test all moduleq and functions at least once. M M m M
For each new bdild, perform regression testing to verify subseguent builds do not impact M M R R

the previously tqsted safety critical functionality. Also perfofm safety regression testing
for software modlifications or revisions within a build. Greate a minimum set of unit, unit
integration, and jsoftware qualification regression test €ases for testing all safety critical
software functiopality.

Notes: M — Mandatory task
R — Rgcommended task
NR- Npt Required task, however) normal CMMI-based processes apply

“Independence” implies independence from the Software Development Team.

This is an EXAMPLE of what-can be included in an SIAM but it must be reiterated that the contents of this matrix|are negotiated
with the softwarg development’and test teams and approved by the PM. Further guidance of what can be includgd in the matrix

is provided below in pafagraph A.6.2.4.

A.6.2.4 Saffware Safety Intpgrity quuirpmpntq and Tasks

Some suggested software safety integrity tasks that can be applied to a program are listed in the

following paragraphs for consideration and applicability.

A.6.2.4.1 Design Requirements

The following design requirements must be considered: fault tolerant design, fault detection,
fault isolation, fault annunciation, fault recovery, warnings, cautions, advisories, redundancy,
independence, N-version design, functional partitioning (modules), physical partitioning
(processors), design safety guidelines, design safety standards, best and common practices.
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A.6.2.4.2 Process Tasks

Consider the following process tasks: design review, safety review, design walkthrough, code
walkthrough, independent design review, independent code review, independent safety review,
traceability of SCFs, SCF code review, SCF design review, test case review, test procedure
review, safety test result review, independent test results review, safety quality audit inspection,
software quality assurance (SQA) audit, safety sign-off of reviews and documents.

A.6.2.4.3 Test Tasks

The following are test task considerations: SCF testing, functional thread testing, limited
regression testing, 100% regression testing, failure modes and effects testing, safety critical
interface testing, commercial off-the-shelf (COTS) and government off-the-shelf (GOTYS)
input/output|testing and verification, independent testing of prioritized SCFs, functional
gualificatior testing, IV&V.

A.6.3 S¢ftware Safety Risk Assessment

After complgtion of all the specified software safety engineering and integrity tasks (including
system qualiffication tests), results will be used as evidence (or input) tathe residual $afety risk
associated with single hazard risk (r) and total system risk (R). Software safety engineering with
the softwareldevel opment team (and possibly the independent vérification team) must evaluate
the results of all the safety verification activities and performyaqualitative assessment of
confidence for each safety critical requirement. This information must be integrated into the
safety assesgment report or safety case.
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A.7 Contract Terms and Conditions

Some acquisitions include the following conditions in their solicitation, system specification, or
contract as requirements for the system design. These condition statements are used optionally as
supplemental requirements based on specific program needs, and are worded below as they
would appear if used in this manner.

A.7.1  Unacceptable Conditions

The following safety critical conditions are considered unacceptable for development efforts.
Positive action and verified implementation is required to reduce the mishap risk associated with
these situations to alevel acceptable.

. r.";;‘“ oF-fuHi-compenent-stgre-petrt-faHurecommontmodefatare, human
error, or jadesign feature that could result in amishap of critical or catastrophic-severity.

* Dua independent component failures, dual independent human errors, or.a combynation of a
compongnt failure and a human error involving safety critical command‘and control
functions, which could result in a mishap of catastrophic severity.

* Generatipn of hazardous radiation or energy, when no provisions have been made to protect
personngl or sensitive subsystems from damage or adverse effects.

* Packaging or handling procedures and characteristics thatieould cause a mishap fpr which no
mitigatofs have been provided to protect personnel or sensitive equipment.

* Hazard gategories that are specified as unacceptabl e in'the devel opment agreemeft.

e Compongnt design or location that fails to address human physical, anthropometijics,
physiological and/or perceptual -cognitive capabilities or limitations.

A.7.2 Acgceptable Conditions

The following approaches are considered acceptable for correcting unacceptable congitions and
will require po further analysis once mitigating actions are implemented and verified|to an
acceptance gondition.

* For non-safety critical command and control functions: a system design that requjres two or
more independent human errors, or that requires two or more independent failures, or a
combingion of indepefident failure and human error.

* For safety critical'command and control functions: a system design that requires gt least three
independent faitures, or three independent human errors, or acombination of thrge
independent:failures and human errors.

*  System designsthatposithvelyprevent-errors+h-assembly—thstatkation-er-connections that
could result in a mishap.

* System designsthat positively prevent damage propagation from one component to another
or prevent sufficient energy propagation to cause a mishap.

* System design limitations on operation, interaction, or sequencing that preclude occurrence
of amishap.

* System designsthat provide an approved safety factor, or afixed design allowance that
limits, to an acceptable level, possibilities of structural failure or release of energy sufficient
to cause a mishap.
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System designs that control energy build-up that could potentially cause a mishap (e.g.,
fuses, relief valves, or electrical explosion proofing).

System designs where component failure can be temporarily tolerated because of residual
strength or alternate operating paths, so that operations can continue with a reduced but
acceptable safety margin. (When feasible, consider providing awarning indicator when a
primary control system fails or the alternative control system is engaged).

System designs that positively alert the controlling personnel to a hazardous situation where
the capability for operator reaction can been provided.

System designs that limit or control the use of hazardous materials.
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A.8 Example — Safety Design Requirements

The chief engineer, and utilizing systems engineering and associated system safety professionals,
must establish specific safety design requirements for the overall system. The objective of safety
design requirements s, through the application of design guidance, to establish a baseline of
mishap risk from which risk can be further reduced to ALARP using an effective system safety
program. Design guidance includes standards, specifications, regulations, design handbooks,
safety design checklists, and other sources. Review these for safety design parameters and
acceptance criteria applicable to the system. Safety design requirements derived from the
selected parameters, as well as any associated acceptance criteria, are included in the system
specification. Expand these requirements and criteriafor inclusion in the associated follow-on or

Iowerlevel Saa'a calilon ee_general-saret\L svstem-gesigp-reguiremen belowy

A8.1 Hazardous Material

Hazardous material use is minimized, eliminated, or associated mishap risks are redyced through
design, inclyding material selection or substitution. When using potentially-hazardous materials,

bstances, components, and operations are isolated from other activities,| areas,

A.8.3 uipment Location
Equipment i located so that access during operations,‘servicing, repair, or adjustment minimizes
personnel eXposure to hazards (e.g., hazardous substances, high voltage, electromagnetic
radiation, and cutting and puncturing surfaces).
A.8.4  Sdfety Protection

Protect power sources, controls, and critical components of redundant subsystems by| physical
separation of shielding, or by other acceptable methods.

A.8.5 Sdfety Devices

Consider saflety devices that. will minimize mishap risk (e.g., interlocks, redundancy,|fail safe
design, system protection,fire suppression, and protective measures such as clothing} equipment,

devices, and| procedures).for hazards that cannot be eliminated. Make provisions for periodic
functional clecks of.Safety devices when applicable.
A.8.6  System.Final Disposition

System final| diSposition is considered in the design. A system final disposition plan must be
developed and implemented that addresses all areas of disposition (disposal, recycling, etc.).

A.8.7 Warning Signals

Implement warning signals to minimize the probability of incorrect personnel reaction to those
signals, and standardize within like types of systems.

A.8.8 Warning and Cautionary Notes

Provide warning and cautionary notes in assembly, operation, and maintenance instructions; and
provide distinctive markings on hazardous components, equipment, and facilities to ensure
personnel and equipment protection when no alternate design approach can eliminate a hazard.
Use standard warning and cautionary notations where multiple applications occur. Standardize
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notations in accordance with commonly accepted commercial practice or, if none exists, normal
military procedures. Do not use warning, caution, or other written advisory as the only risk
reduction method for hazards that could result in a major mishap.

A.8.9

Personnel Proficiency

Safety critical tasks may require personnel proficiency; if so, the Developer must propose a
proficiency certification process to be used.

A.8.10 Mi

shap Minimization

Severity of injury or damage to equipment or the environment as aresult of amishap is

minimized.

A.8.11 Safety Requirements

Inadequate qr overly restrictive requirements regarding safety are not included in the
specificatiorn).

A.8.12 Agceptable Risk

Acceptable fisk is mishap risk that is ALARP within the constraints of Operational ef
time, and cogpt as determined by the appropriate authority. This levelyof mishap risk i
and maintaimed by implementing new technology, materials, or-designsin asystem’g
test, and operation. Changes to design, configuration, produetion, or mission require

(including

technologies
manner that
environment
of any new |

system

fectiveness,
5 achieved
production,
nents

y resulting system modifications and upgrades; retrofits, insertions of ngw

or materials, or use of new production or test techniques) are accomplis
keep the level of mishap risk aslow as feasonably practicable. Changes
in which the system operates are analyzed to identify and mitigate the n
lazards or changes in the risk of knewn hazards.

hedina
othe
nishap risk
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Annex B — System Safety Tasks

B.1 General.

This appendix provides the tasks that can be selectively applied to fit atailored System Safety
Program. The sequence of task and subtask accomplishment must be tailored to the individual
program to which they are being applied. The 100-series Tasks apply to safety program
management and control. The 200-series Tasks apply to safety design and integration. The
300-series Tasks apply to safety design evaluation. The 400-series Tasks apply to safety

compliance and verification.
B.2 Task Structure

a.  The“PURPOSE” providesabrief reason for performing the task.

b. The“TASK DESCRIPTION” providesthe actual subtasks that compfise the task that a
contrgctor must perform if specified by the Managing authority. Task descriptilons must be
tailorgd by the Managing authority as required by governing regulations and as$ appropriate
to parficular systems or equipment, program type, magnitude,and funding. In tailoring the
tasks, the detail and depth of the effort is defined by theManaging authority and
incorgorated in the appropriate contractual documents.\When preparing proposals, the
Develpper may include additional tasks or task modifications with supporting fationale for
each gddition or modification.

c. The“DETAILS TO BE SPECIFIED” paragréph under each task description |ists specific
detail$, additions, modifications, deletions;‘or options to the requirements of {the task that
must be considered by the Managing authority when tailoring the task descyiption to fit
program needs. This information is.then included in the document in which the task is
invoked. The list provided with'each task is not necessarily complete and may be
supplemented by the Managing ;authority. "Details to be Specified" annotated by an "(R)"
are reguired and must be provided to the Developer by the Managing authority for proper
implementation of the task;:if the task is to be contractually implemented.
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Task 101 — System Safety Program

101.1 Purpose

The purpose of Task 101 isto establish the foundation for a system safety program. The total
system safety program consists of thistask plus any other tasks from Sections 100, 200, 300,

400, or other source designated by the Managing authority.
101.2
101.2.1 Establish a System Safety Program

Task Description

Establish and execute a system safety program which meets the tailored requirements of

Section 4,
authority.

eral Requirements, and all other tasky/requirements designaied by the

101.2.2 De¢velop a Planned Approach

Develop a planned approach for safety task accomplishment, provide quatified peopl
accomplish the tasks, establish the authority for implementing the safety tasks throug
of management, and all ocate appropriate resources, both manning and funding, to as§
safety tasks pre completed.

101.2.3 E{

Establish a g
program org
Establish int
as between

tablish a System Safety Organization

ystem safety organization or function and linesof communication withir]
ani zation and with associated organi zations (Managing authority and De

ther safety disciplines such as nuclear; range, explosive, chemical, biolg
organizational unit responsible far executing each safety task. Establid
authority for resolution of identified hazards;

101.2.4 Define System Safety Pragram Milestones
Define systgm safety program milestones and relate these to major program mileston
element responsibility, and required inputs and outputs.

101.2.5 Egtablish a Reporting Process

Establish an|incident alerting/notification, investigation and reporting process, to inc
notification pf the Managing authority.

101.3 Details/to be Specified

IManaging

e to
hdl levels
sure the

the
Vel oper).

erfaces between system safety and other-functional €lements of the progfam, as well

gical, etc.
N the

es, program

ude

Details to bg specified in the SOW must include the following, as applicable:

(R) a Imposition of Task 101.
(R) b. Tailoring of Section 4 to meet specific program requirements.
(R) c. Acceptablelevel of risk with reporting thresholds.
(R) d.  Minimum mishap probability and severity reporting thresholds.
e. MA requirements for incident processing.
f.  Reguirement for and methodology of reporting to the Managing authority the
following:
(1) Mishap hazards/risks.
(2) Safety critical functions and safety features to mitigate risk.
(3) Operating, maintenance and overhaul safety requirements.

Measures used to abate hazards.

(4)
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(5 Acquisition management of hazardous materials.
g. Qualificationsfor key system safety personnel.
h.  Other specific system safety program requirements.
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Task 102 — System Safety Program Plan

102.1 Purpose

The purpose of Task 102 isto develop a System Safety Program Plan (SSPP). It must describe,
in detail, the tasks and activities of system safety management and system safety engineering that
are required to identify, evaluate, and eliminate or control hazards, or reduce the associated risk
to as low as reasonably practicable as determined by the Managing authority throughout the
system life-cycle. The approved plan provides aformal basis of understanding between the
contractor and Managing authority on how the system safety program must be executed to meet
contractual requirements, including general and specific provisions.

102.2 Task Description

The Developer must develop an SSPP to provide a basis of understanding between-the Devel oper
and the M ing authority as to how the system safety program must be accomplished to meet
contractual safety requirements included in the general and special provisionsof the pontract.
The approved plan must, on an item-by-item basis, account for all contracttially requjred tasks
and responsiilities. The SSPP must include the following:

102.2.1 Program Scope and Objectives

Each SSPP must describe, as a minimum, the four elements of an effective system sgfety
program:
1) a planned| approach for task accomplishment,

2) qualified people to accomplish tasks,

3) authority fo implement tasks through all levels of ‘tmanagement, and
4) appropriafe commitment of resources (both manhing and funding) to assure that tgsks are
completed.

The SSPP must define a program to satisfy the system safety requirements imposed by the
contract. This section must:

a.  Describe the scope of the averall program and the related system safety program.

b. Listthetasks and activitiesof system safety management and engineering. Describe the
interrgl ationships between system safety and other functional elements of the grogram.
List the other program requirements and tasks that are applicable to system safty and
identify where they are specified or described.

c. Accoynt for all.eontractually required safety tasks and responsibilities. A matrix must be
provided to<Correl ate the requirements of the contract to the location in the SSPP where the

102.2.2 System Safety Organization
The SSPP must describe:

a.  Thesystem safety organization or function within the organization of the total program
using charts to show the organizational and functional relationships, and lines of
communication. The organizational relationship between other functional elements having
responsibility for tasks with system safety impacts and the system safety management and
engineering organization must be shown. Review and approval authority of applicable
tasks by system safety must be described.
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102.2.3 System Safety Program Milestones
The SSPP must:

a

The responsibility and authority of system safety personnel, other contractor
organizationa elementsinvolved in the system safety effort, subcontractors, and system
safety groups. Describe the methods by which safety personnel may raise issues of concern
directly to the PM or the PM’ s supervisor within the corporation. Identify the
organizational unit responsible for executing each task. Identify the authority in regard to
resolution of all identified hazards.

The staffing of the system safety organization for the duration of the contract to include
manpower loading, control of resources and a summary of the qualifications of key system
safety personnel assigned to the effort, including those who possess coordination and
approval authority for Devel oper-prepared documentation.

The procedures by which the Developer must integrate and coordinate the system safety
effortg including assignment of the system safety requirements to action organ|zations and
subcontractors, coordination of subcontractor system safety programs, integratjon of
hazard analyses, program and design reviews, program status reporting;.and syistem safety
groups.
The process through which Devel oper management decisions must-be made including
timely| notification of unacceptable risks, necessary action, incidents or malfunctions,
waiveys to safety requirements, program deviations, etc.
Details of how resolution and action relative to system safety will be affected &t the
program management level possessing resolution autharity.

Defing system safety program milestones:‘Relate these to major program milestones,
program element responsibility, and.reguired inputs and outputs.

b.  Provide aprogram schedule of safety tasks including start and completion dates, reports,
and reviews.

c. ldentity subsystem, component, software safety activities as well as integrated|system
level activities (i.e., design-analyses, tests, and demonstrations) applicable to the system
safety|program but specified in other engineering studies and development effgrtsto
preclude duplication:

d. Provide the estimated manpower loading required to complete each task.

102.2.4 GenerakSystem Safety Requirements and Criteria

The SSPP must!

a Describegeneraengimeering TequiTements and desigm criteria for safety. Describe safety
requirements for support equipment and operational safety requirements for all appropriate
phases of the life-cycle up to, and including, disposal. List the safety standards and system
specifications containing safety requirements that must be complied by the contractor.
Include titles, dates, and where applicable, paragraph numbers.

b.  Describe the risk assessment procedures. The mishap severity categories, mishap

probability levels, and the system safety precedence that must be followed to satisfy the
safety requirements of the program. State any qualitative or quantitative measures of safety
to be used for risk assessment including a description of the acceptable/unacceptable risk
levels. Include system safety definitions which modify, deviate from or are in addition to
those in this standard.
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c.  Describe closed-loop procedures for taking action to resolve identified unacceptable risk
including those involving non-developmental items.

102.2.5 Hazard Analysis

The SSPP must describe:

a.  Theanaysistechniques and formats to be used in qualitative or quantitative analysis to

identify hazards, their causes and effects, hazard elimination, or risk reduction
requirements and how those requirements are met.

b.  The depth within the system to which each technique is used including hazard

identification associated with the system, subsystem, components, software, hazardous

t, non-
I't, training,
sposal)

equirements
verall

nd support
ction,
system and
acquired.

ode-level

materials-personnel-and-_uman-systems-Hategration,-groung-suppo Salsitalasisa

develgpmental items, facilities, and their interrelationship in the logistic suppo

maintgnance, operational and disposal (including render safe and emergency d

envirgnments.

c.  Themethod of ensuring flow down of safety critical functions and associated 1

to thesupplier and integration of subcontractor/supplier hazard analyses with ¢

system hazard analyses.

d.  Effortstoidentify and control hazards associated with materias used during th
life-cycle.

e.  Theboundaries and key assumptions used for hazard.analyses and the limits of the
analyges. Thistypically includes:

(1) Hostileintentions or sabotage upon the system are not examined.

(2) Basic structural integrity isnot analyzed.

(3 Hazards unique to factory support are'not analyzed.

(4) Iyisassumed that only trained, healthy, working-age adults will operate a
the system.

(5) Appropriate quality control-and configuration standards are used in produ
assembly and support.

(6) Theanalysiswill havealimit of resolution. The limit is dependent on the
details of the hazard.)It may change as more information on the systemis

f. A systematic approach-to:

(1) Implementingithe software system safety unique tasks, activities, and work products
(softwaresafety requirements analysis; top-level, detailed, design-level, G
analyses; thange analysis, and test analysis).

(2) ldentifying and describing the software hazards.

(3) ldentifying safety critical software functions and safety critical software
reguirements.

(4) Identifying the Software Criticality Index (SCI) for each safety critical software
function and its associated requirements.

(5) Assigning safety critical functions and requirements.

(6) Specifying verification method of yielding objective evidence of correct software

(")

implementation and functions.
Performing afinal risk assessment for software related hazards.

102.2.6 System Safety Data
The SSPP must:
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and safety lessons learned data.

electronically, etc.).

by the Managing authority and retention of data of historical value.

102.2.7 Safety Verification
The SSPP must describe:

a

Describe the approach for collecting and processing pertinent historical hazard, mishap,
|dentify deliverable data by title and number, and means of delivery (e.g., hard copy,

| dentify non-deliverable system safety data and describe the procedures for accessibility

The verification (test, analysis, inspection, etc.) requirements and method for providing

concrete evidence in artifacts and test results that safety is adequately demonstrated.

b.
Man
C.
practi
102.2.8 A
The SSPP
make sure th
accomplishe
102.29 Tr
The SSPP m
mai ntenance

102.2.10

Proceflures Tor making sure thatl safety-relaied verificaiion information 1S trans

ing authority for review and analysis.

Proceglures for ensuring that the mishap risk of the testing itself is as |ow as req

le.

dit program

ust describe the techniques and procedures to be employed by the contrg
at the objectives and requirements of the system safety program are beir
d.
aining

ust describe the safety training for engineering, technician, operating, an
personnel.

Incident Reporting

The contractor must describe, in the SSPP, the mishap/incident alerting/notification,

investigatior
102.2.11
The SSPP

, and reporting process including notification of the Managing authority

System Safety Interfaces
ust identify, in detailt

a Thei
b.
such

terface between system safety and all other applicable safety disciplines

The interface between-system safety, systems engineering, and al other suppo

. maintainability, quality control, reliability, software development, hur

integrgtion, medical support (health hazard assessments), and any others.

C.
102.2.12

The interfacébetween system safety and all system integration and test discipl

ontractor-Supplied Plan

mitted to the

hsonably

ictor to
g

't disciplines
nan system

nes.

The contractor must provide a plan that complies with the requirementsin paragraph 102.2 in
their reply to the solicitation as part of their proposal or integrated master plan and must be made

apart of the
102.3

contract.

Details to be Specified

Details to be specified in the solicitation must include the following, as applicable:

(R) a
b.

Imposition of Tasks 101 and 102.
Identification of additional information to be provided.
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Task 103 — Integration/Management of Associate Contractors, Subcontractors,
and Architect and Engineering Firms

103.1 Purpose

The purpose of Task 103 isto provide the Developer and Managing authority with appropriate
management surveillance of the system safety program, and the capability to establish and
maintain uniform integrated system safety program requirements. This task must also describe
requirements for associate contractors, subcontractors, and architect and engineering firms' (AE)
system safety programs. Thistask can also be used to require the flow down of system safety
requirements to subcontractors, suppliers, and vendors.

103.2 Task Description

103.2.1 Integrator

The integratpr for the safety functions of all associate/sub contractors must:

a.  Prepafe an integrated system safety program plan (ISSPP) as the SSPPrequired by

Task 102 defining the role of the integrator and the effort required frém each gssociate

contrgctor to help integrate system safety requirements for the total*System. In jpddition to

the otlher contractually imposed requirements, the plan must address and identiffy:

(1) Definition of where the control, authority and responsibitity transitions arg from
[Jevel oper to associates and subcontractors.

(2) Analyses, risk assessment, and verification datato.be developed by each @ssociate
contractor with format and method to be utilized.

(3) Dataeach associate/sub contractor is required to submit to the integrator and its

(4)

)

stheduled delivery, keyed to program milestones.

Jchedule and other information considered pertinent by the integrator.
he method of development of system level (including software) requirerpents to be
located to each of the associatelsubcontractors as a part of the system sgecification,
end-item specifications, and other interface requirement documentation.
(6)
(7) Integrated safety analyses to be conducted and support required from assqciate and

(8) on
b. e contractor
n where the
C Whenleshduetirgrsk-assess ations, and,

specifically, the interfaces between the products of each associate contractor or
subcontractor and the end item. Data or analyses provided by associate contractors and
subcontractors must be used in the conduct of this effort.

d. When performing a safety assessment, summarize the mishap risk presented by the
operation of the integrated system. Data or analyses provided by associate contractors or
subcontractors must be used in the conduct of this effort.

e.  Provide assistance and guidance to associate contractors regarding safety matters.
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Resolve differences between associate contractors in areas related to safety, especialy
during development of safety inputs to system and item specifications. Where problems
cannot be resolved by the integrator, notify the Managing authority for resolution and
action.

g. Initiate action through the Managing authority to make sure that information required by
an associate/subcontractor (from the integrating contractor or other associate contractors)
to accomplish safety tasks, is provided in an agreed-to format.

h.  Develop amethod of exchanging safety information between associate/subcontractors. If

103.2.2 Associate Contractor

necessary, schedule and conduct technical meetings between all associate contractors to
di SCUss, review, and integrate the sﬁfety effort. Use of System Safety Grouplsystem Safety

qof the

system safety program are being accomplished. Whenever the Devel opercbelieves an
associpte contractor has failed to meet contract requirements, the Developer myst notify
the Managing authority in writing. The integrator for the safety effort-must serjd a copy of
the naotification to the associate contractor.

Associate cgntractors must provide safety data and support (ineluding participation in

SSGS/'SSWGs) needed by other associate contractors and the Devel oper to the extent
the contract.

103.2.3 Subcontractors

Applicable grovisions of this standard must be included in al contracts with major
subcontractgrs. The “chain of responsibility” forformally flowing down the system s
contractual fequirements from the Devel oper.to different levels of subcontractors, su
vendors (whp provide different applicable subsystems, equipment and/or parts) must
identified.

a.  All supcontractors are required to maintain suitable documentation of safety ar
have performed in formatsthat will permit incorporation of their datainto the
analydis program.

b.  Major|subcontractors.are required to develop system safety program plansto b
as annexes to the\prime contractor’ s SSPP.

specified in

af ety
ppliers, and
be

alyses they
pverall

e included

c.  Lessef subcontractors and vendors are required to provide information on softv

vare,

possihlelhazards, which will permit Developer prime contractor personnel to eyaluate the

component'and subassembly characteristics, including failure modes, failure rates, and
|tmermpmM

d.  All subcontractors must participate in the SSG and SSWGs, when required.
103.2.4 Architect and Engineering Firms

The AE must be responsible for conducting facility hazard analyses and other facility SSPP
functions as specified in the solicitation. The AE must be responsible for securing the expertise
necessary to perform the required work and must have the same responsibilities as a prime

contractor in hazard identification, tracking, and resolution. The AE must assure that

design

subcontractors or consultants maintain and provide suitable documentation of any safety

analyses performed.
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103.3 Details to be Specified
Details to be specified in the solicitation must include the following, as applicable:
(R) a Imposition of Tasks 101, 102 and 103 as tailored.
(R) b. Designation of the system safety contractor (Developer).
c. Designation of status of the other associate/subcontractors.
d. Requirementsfor any specia integrated safety analyses.
e. Requirementsto support test range, nuclear safety, explosive, environmental or other
certification processes.
Description of specific integration roles.

—
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Task 104 — System Safety Program Reviews/Audits

104.1 Purpose

The purpose of Task 104 isto establish arequirement for the Developer to perform and
document system safety program reviews/audits or support of reviews/audits performed by the
Managing authority. Thistask is also used to acquire support for specia requirements such as
certifications and test/flight readiness reviews.

104.2 Task Description
104.2.1 Perform and Document System Safety Program Reviews/Audits

The Developer must perform and document system safety program reviews/audits as specified
by the Manggmgantho ity T eseTeviewsaudits must be performed or.
a. The Developer’s system safety program.

b. The assqciate contractors system safety programs.

c. Thesupport contractors system safety programs.

d. The subgontractors' system safety programs.

104.2.2 Support System Safety Reviews/Audits

er must support system safety reviews/audits performed by representatiyes of the
thority to the extent specified in the contract.

specified by the Managing authority in the contract, the Developer must support
presentations certifying activities such as phase safety: reviews, munitions safety boards, nuclear
safety boards, or flight safety review boards. These'may also include special reviewssuch as
flight/articlgreadiness reviews or preconstruction briefings.

104.3 Details to be Specified

Details to bg specified in the contract-must include the following, as applicable:
(R) a Imposition of Tasks 101 and-104.
(R) b. Identification of reviewsfaudits, their content, and probable locations.
c. Method of documenting the results of system safety reviews/audits.
d. Frefuency of system’safety reviews/audits.
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Task 105 — System Safety Group/System Safety Working Group Support

105.1 Purpose

The purpose of Task 105 isto require Developers to support System Safety Groups (SSGs) and
System Safety Working Groups (SSWGS), which are established in accordance with service
regulations or as otherwise defined by the Managing authority.

105.2 Task Description

The Developer must participate as an active member of Managing authority SSG/SSWGs. Such
participation must include activities specified by the Managing authority such as:

a.  Presenting the Developer safety program status, including results of design or operations
risk agsessments.

b.  Summarizing hazard analyses, including identification of problems, status.of T&solution,
and myshap risk.

c.  Presenting incident assessments (especially mishaps and malfunctions-of the system being
acquined) results including recommendations and action taken to prevent recurfences.

d. Responding to action items assigned by the chairman of the SSG/SSWG.

e. Develpping and validating system safety requirements and criteria applicable tp the

f.  Identi y| ng safety defici enu& of the program and prOV|d| ng recommendationg for

h.  Docurnenting and distributing meeting agendas.and minutes when required by [the Managing
authority.

The Developer shall require that all major sgbcontractors participate in the SSG/SSWGs.

The Developer shall require that all associate contractors participate in the SSG/SSWGs.

(R) a Imposition of Fasks 101 and 105.
(R) b. Deyeloper membership requirements and role assignments, e.g., recorder, member,
alternate, ortechnical advisor.

Fr uency or total number of SSG/SSWG meeti ings and probable Iocatlons

(R) c.
(R) d.

Ltes of the

e. Specific SSG/SSWG or other presentation support tasks.
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Task 106 — Hazard Tracking and Risk Resolution

106.1 Purpose
The purpose of Task 106 isto establish asingle, closed-loop, hazard tracking system.

106.2 Task Description

106.2.1 Documents

The Developer must develop a method or procedure to document and track hazards and their
controls thus providing an audit trail of hazard resolutions. A centralized file, computer data
base, or document called a“Hazard Log” must be maintained. The Hazard Log must contain as a
minimum:

a.  Description of each hazard, to include associated mishap risk.

b.  Statugof each hazard and control.

c.  Traceghility of resolution on each Hazard Log item from the time the hazard was identified
to theltime the risk associated with the hazard was reduced to a levelcacceptable to the
Managing authority.

d. Identitication of mishap risk.

ion persons and organizational e ement.

ommended controls to reduce the hazard to a levehof risk acceptable tq the

ing authority.

g. Thesignature of the Managing authority accepting-the risk and thus effecting glosure of

The contractor must deliver a copy of the Hazard'L og to the Managing authority as required in

106.3 Details to be Specified

(R) a Imposition of Tasks 101%and 106.
(R) b. Progedure by, and detail to, which hazards are entered into the log.
(R) c. Progedure by which-the contractor must obtain close-out or risk acceptance py the
Mahaging autherity of each hazard.
d. Complete set of data required on the hazard log, including format.
e. ldentification of any special requirements involving a computerized log.
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Task 107 — System Safety Progress Summary

107.1 Purpose

The purpose of Task 107 isto prepare a periodic progress report summarizing the pertinent
system safety management and engineering activity that occurred during the reporting period.

107.2 Task Description
107.2.1 Periodic System Safety Progress Report

The Developer must prepare a periodic system safety progress report summarizing general
progress made relative to the system safety program during the specified reporting period, and
projected work for the next reporting period.

107.2.2 Data

The Developer must prepare areport in Developer format that contains the followin

information:

a A brigf summary of activities, progress, and status of the safety effortin relatign to the
schedliled program milestones. It must highlight significant achievements and problems. It
must include progress toward completion of safety data prepared-or in work.

b.  Newly recognized significant hazards and significant changes’in the degree of ccontrol of
the rigk of known hazards.

c. Indivigua hazard resolution status and status of all recommended corrective agtions that
have njot been implemented.

d. Signifjcant cost and schedule changes that impagt the safety program.

e.  Discugsion of contractor documentation reviewed by the system safety functiop during the
report|ng period. Indicate whether the documents were acceptable for content and whether
inputgto improve the safety posture were made.

f.  Propoped agendaitems for the next system safety group/working group meeting, if such
groups are formed.

107.3 Details to be Specified

Details to bg specified in the centract must include the following, as applicable:
(R) a Imposition of Tasks 101 and 107.
(R) b. Specification of.progress reporting period.
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Task 108 — Launch Safety Program Requirements

108.1

Purpose

The purpose of thistask isto require the Developer to support special safety requirements
specific to launch facilities and range design and operation.

108.2

Task Description

The Developer must comply with the following requirements (as tailored by the Managing
authority) when thistask is called out in the contract.

108.2.1 Unacceptable/Acceptable Conditions
a  Unacceptable conditions. The following safety critical conditions are considered

unacceptable. Positive action and implementation verification is required to reduge the risk to

(1) Single component failure, common mode failure, human error, or design fegatures that

of a

ponent failure and a human error involving safety criticahbcommand and control
fupctions, which could result in a mishap as defined by the Managing authlirity.

(3) Generation of hazardous ionizing/non-ionizing radiation or energy when no provisions
have been made to protect personnel or sensitive subsystems from damagelor adverse
effects.

4) kaging or handling procedures and characteristics that could cause a miishap for
which no controls have been provided to protect personnel or sensitive equipment.

(5 Hazard level categoriesthat are specified as unacceptable in the contract

b. Acceptalle conditions. The following approaches are considered acceptable for gorrecting
unaccepiable conditions and will require no further analysis once controlling actipns are
implemgnted and verified.

(1) Fqgr non safety critical command and control functions; a system design that requires
twjo or more independent human errors, or that requires two or more independent
faflures, or a combination of independent failure and human error

(2) Far safety critical command and control functions; a system design that requires at

st three independent failures, or three human errors, or a combination of|three
tlependent failures and human errors.

©)] stem.designs that positively prevent errorsin assembly, installation, or connections

#t could reﬁult in amrshap

(4) = - o component to
another or prevent suffrcr ent energy propagatr on to cause a mrshap

(5) System design limitations on operation, interaction, or sequencing that preclude
occurrence of a mishap.

(6) System designsthat provide an approved safety factor or fixed design allowance that
limits, to an acceptable level, possibilities of structural failure or release of energy
sufficient to cause a mishap.

(7) System designsthat control energy build-up that could potentially cause a mishap

(fuses, relief valves, electrical explosion proofing, etc.).
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(8 System designsin which component failure can be temporarily tolerated because of
residual strength or alternate operating paths so that operations can continue with a
reduced but acceptable safety margin.

(90 System designsthat positively alert the controlling personnel to a hazardous situation
for which the capability for operator reaction has been provided.

(10) System designsthat limit/control the use of hazardous materials.

108.2.2 Associate Safety Programs.

108.2.2.1 Industrial Safety and Hygiene

The Developer must conduct the  system %fety program so that it augments and supplements
existing indystri re that
equipment or properties being used or developed under contract are protected from damage or
mishap risk.|When Developer owned or leased equipment is being used in manufacturing,
testing, or handling of products developed or produced under contract, analysis-and qperational
proof check$ must be performed to show that risk of damage to those proddcts has been
minimized through proper design maintenance and operation by qualified personnel tising
approved prpcedures. This standard does not cover those functions that'the Devel oper is required
by law to perform under Federal or State OSHA, DOT, or EPA regulations.

108.2.2.2 Operational Site Safety

The Developer system safety program must encompass operationa site activities. These
activities myst include all operations listed in the operational time lines, including system
installation, checkout, modification, and operation. Particular attention must be given to
operations and interfaces with ground support equipment and to the needs of the operators
relating to pgrsonnel subsystems such as: panel fayouts, individual operator tasks, fatigue
prevention, biomedical considerations, etc:

108.2.2.3 Facilities

design crite [ i ili ification. i [ pe given to
the test, op

requi rements.

108.2.3 Range Safety

Compliance with the design and operational criteria contained in the applicable range safety
manuals, regulations, and standards must be considered in the system safety analysis and the
system safety criteria. System safety is concerned with minimizing risk to on- or off-site
personnel and property arising from system operations on arange.
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108.2.4 Drone and Missile System Safety

a. Verification of system design and operational planning compliance with range or operating
site safety requirements must be documented in the SAR or as otherwise specified in the
contract SOW and CDRL.

b. Ensurethat flight analysis and flight termination systems comply with the requirements of
the test range being utilized. Such requirements are applicable to the system during all flight
phases until vehicle/payload impact or orbital insertion. The SAR or other safety report, as
specified in the CDRL, must include all aspects of flight safety systems.

c. TheDeveloper's system safety representatives will be an integral part of the flight
eval uatlon and assessment team that revi ewsfleld/fl |ght operatlons to correct any identified
deficiencis s : ety enhancements during-the ight
operatipn process.

108.3 Details to be Specified

Details to bg specified in the contract must include the following, as applicable:
(R) a Imposition of Tasks 101 and 108.
(R) b. Identification of the paragraphsin Task 108 that apply or do-hot apply.
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Task 109 — Test Hazard Analysis Safety (Ground or Airborne Systems)

109.1 Purpose

The purpose of Task 109 isto establish a requirement for the Devel oper to assess and document
hazards associated unique to test safety activities.

109.2 Task Description

109.2.1 Ground and/or Flight Test Safety Program

An effective ground and/or flight test safety program must be implemented any time support of
unqualified systems or air vehicles (manned or unmanned) are to be ground/flight tested with
residual risk, spiral software, regression testing, or other test operations.

109.2.2 Tgst Hazard Analyses
Test hazard pnalyses must be performed to determine ground or flight risk, andto regommend
mitigation and any restrictions, aircraft operating limitations, temporary operating prpcedures,
special precautions, or emergency procedures.

109.2.3 Inflependent Aircraft Test Safety Review Boards

Independent|aircraft test safety review boards must be convened asrequired to assess overall
safety risk of the hardware, software, system, human system integration, airworthinegs,
mitigations, flight clearances, and other areas as required.

109.3 Detajls to be Specified

Details to be specified in the contract must include the'following, as applicable:
(R) a. Impaqsition of Tasks 101 and 109.
(R) b. Identification of the paragraphs in task 109 that apply or do not apply.
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Task 201 —

201.1
The purpose

0010

Preliminary Hazard List (PHL)

Purpose

of Task 201 isto compile alist of potential hazards, very early in the system

development cycle, on which management emphasis needs to be placed.

201.2

Task Description

The contractor must:

201.2.1 Compile a PHL
Examine the system shortly after the concept definition effort begins and compile alist (PHL)

identifying possible hazards that may be inherent in the concept and their associated

mishap

potential, or

201.2.2 R

Review saf
accessible),
sources of a

201.2.3 In

201.24 D
The Develo
paragraph 2
201.2.4.1

Thismust ¢

formats musg
following ar

a A summ
b. Alisting
tabular)
(1) Hazg

identify hazards specified by the Managing authority.

view Safety Experience

y experience on similar systems, including mishap/incident hazard track
ety lessons learned, etc., to identify possible hazards and their mishap
hazard found in this review must be referenced in the PHL;

ing logs (if
risks. The

estigate Hazards Identified in the PHL
Igate selected hazards or hazardous characteristiesidentified in the PHL as directed
ing authority to determine their significance:
ta
er must prepare a Report that contains the results from the work task degcribed by
1.2 above to include the following jnformation:
Hazard Analysis Results
nsist of asummary or atotallisting of the results of hazard analysis. Coptents and
[ be as agreed upon betweenthe Devel oper and the Managing authority. [The
e the content requirements unless otherwise modified:
ary of the results.
of identified patential hazards, in narrative or matrix (sometimes called |columnar or

ormat, to inelude the following information:
ard Description.

(@

A brief-description of the hazard in terms that identify a source, mechanism, and an
outeofre, for example, "Radiation |eakage from radar set waveguide harming nearby

personnel."

(b)
(©)

201.3

The recommended action required to eliminate or control the hazard.

Any information relating to the hazard not covered in other blocks; for example,
applicable documents, previous failure data on similar systems, or administrative
directions.

Details to be Specified

Details to be specified in the SOW must include the following, as applicable:

(R) a
b.

Imposition of Tasks 101 and 201.
| dentification of special concerns, hazards, or undesired events that the Managing

authority wants listed or investigated.
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Task 202 — Preliminary Hazard Analysis

202.1 Purpose

The purpose of Task 202 isto perform and document a Preliminary Hazard Anaysis (PHA) to
identify safety critical areas, to provide an initial assessment of hazards, and to identify requisite
hazard controls and follow-on actions.

202.2 Task Description

202.2.1 Perform and Document a Preliminary Hazard Analysis

The Developer must perform and document a preliminary hazard analysis to obtain an initial risk
assessment of aconcept or system Based on the best avallable data, |nc| ud| ng mlshap data (if
assessable) eSS he proposed
design or function must be evaluated for mlshap severity, mlshap probabl I |ty, anad-operational
constraint. Safety provisions and alternatives needed to eliminate hazards or reduce their

PHA must

a.  Hazarfous components (e.g., fuels, propellants, lasers, explosives, toxic substgnces,

b.  Safety| related interface considerations among various eléments of the system (e.g.,

fire/ex | This must
include vare
develgped by other contractors/sources) to subsystem/system mishaps. Safety ¢lesign

ertent
command, failure to command, untimelyxcommand or responses, inappropriate magnitude,
or Mahaging authority-designated undesired events) must be identified and appropriate
action|taken to incorporate them in;the software (and related hardware) specifitations.

c.  Operging conditions including the operating environments (e.g., drop, shock, yibration,
extreme temperatures, noise, exposure to toxic substances, health hazards, fire
electrostatic discharge, lightning, electromagnetic environmental effects, ioniz{ng and non-
ionizing radiation including laser radiation).

d. Operging, test, maintenance, built-in-tests, diagnostics, and emergency procedures (e.g.,
human factors engineering, human error analysis of operator functions, tasks, and
requirements;-effect of factors such as equipment layout, lighting requirements, potential
expostrestotoxic materials, effects of noise or radiation on human performange;
explogive ordnance render safe and emergency disposal procedures; life support
requirements and their safety implications in manned systems, crash safety, egress, rescue,
survival, and salvage). Those test unique hazards that will be a direct result of the test and
evaluation of the article or vehicle.

e. Facilities, real property installed equipment, support equipment (e.g., provisions for
storage, assembly, checkout, or proof testing of hazardous systems/assemblies that may
involve toxic, flammable, explosive, corrosive, or cryogenic material s/'wastes; radiation or
noise emitters; electrical power sources), and training (e.g., training and certification
pertaining to safety operations and maintenance).

f.  Safety related equipment, safeguards, and possible alternate approaches (e.g., interlocks;
system redundancy; fail safe design considerations using hardware or software controls;
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subsystem protection; fire detection and suppression systems; personal protective
equipment; heating, ventilation, and air-conditioning; and noise or radiation barriers).

System, subsystem, or software malfunctions must be specified, the causing and resulting

sequence of events determined, the degree of hazard determined, and appropriate

specifi

cation and/or design changes devel oped.

202.2.2 Report Requirements

The Developer must prepare a Report that contains the results from the work task described by
paragraph 202.2 above to include the following information:

202.2.2.1
This must cg

including sp,
documentati
components
be addresseq
functional fl
be included

202.2.2.2

its components. Reference to more detailed system and component descr
ecifications and detailed review documentation, must be supplied when s
pN is available. The capabilities, limitations, and interdependenceof thes

System Description
RSHS ot ics of the
ptions,
such
e
bnents, must
diagrams or

5 roles must

must be expressed in terms relevant to safety. The system, and-its comp(
| in relation to its mission and its operational environment..System block
pw diagrams may be used to clarify system descriptions. Software and it
n this description.

Data

This must cgnsist of summaries of data used to determine the safety aspects of design features.

202.2.2.3

Thismust cgnsist of asummary or atotal listing of\the results of hazard analysis. Co

formats may
content and

a
b. Alist
tabula

)

A summary of the results.

Hazard Analysis Results

ntents and
vary according to the individual requirements of the program. The following are the

ormat requirements for Hazard/Analysis Results:

hg of identified hazards{in'narrative or matrix (sometimes called colummar or
) format, to include the following information:

System/Subsystem/Unit. Enter the particular part of the system that this pnalysisis

)

concerned with{ For example, if thisitems appliesto aradar system modulator, enter
‘modulator.If there are several modulators in the system, be sure to clgarly specify
which onethe analysis pertainsto.

System-Events Phase. The configuration or phase of the mission that thg systemisin

when‘the hazard is encountered; for example, during maintenance, during flight,

during pre-flight, full-power applied, etc. Tha hazard could be encounterfjed in

3)

(4)

()

multiple or all system events.

Hazard Description. A brief description of the hazard in terms that identify a source,
amechanism, and an outcome, for example, "Radiation leakage from radar set
waveguide harming nearby personnel.”

Effect of Hazard. The detrimental effects that could be inflicted on the subsystem,
system, other equipment, facilities or personnel, by this hazard. Possible upstream
and downstream effects must also be described.

Risk Assessment. A risk assessment for each hazard (classification of severity and
probability of occurrence). Thisis the assessment of the risk prior to taking any
action to eliminate or control the hazard.
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Recommended Action. The recommended action required to eliminate or

(7)

(8)

hazard. Sufficient technical detail isrequired in order to permit the desig

control the
n engineers

to adequately develop and assess design criteria resulting from the analysis. Include

aternative designs and life-cycle cost impact where appropriate.

Effect of Recommended Action. The effect of the recommended action on the

assigned risk assessment. Thisisthe risk assessment after taking action t
or control each hazard. If the recommended action will result in

o eliminate

cost/schedul e/performance penalties to the extent that the Developer requires
Managing authority approval prior to incorporation, then these considerations must

be addressed.
Remarks. Any information relating to the hazard not covered in other bl

9)

example, applicable documents, previous failure data on similar systems
administrative directions.
Status. The status of actions to implement the recommended, or dther, h:

202.3 Deg
Details to bg
(R) a
(R) b.

C.

M

S

Imposition of Tasks 101 and 202.

Any selected hazards, hazardous areas, or.other specific items to be examiy

controls. The status must include not only an indication of “open” or “cl
al so reference to the drawings, specifications, procedures, efe:, that supp
of the particular hazard.

ptails to be Specified
specified in the SOW must include the following, as applicable:

nimum mishap probability and severity reporting thresholds.

cluded.

cks; for
. or

hzard

bsed,” but
port closure

ed or
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Task 203 — Safety Requirements/Criteria Analysis

203.1 Purpose

The purpose of Task 203 isto perform and document the safety design requirements/design
criteriafor afacility or system under devel opment/design.

203.2 Task Description

The Safety Requirements/Criteria Analysis (SRCA) relates the hazards identified to the system
design and identifies or develops design requirements to eliminate or reduce the risk of the
identified hazards to an acceptable level. The SRCA uses the Preliminary Hazard List (Task 201)
or the Prellmlnary Hazard Analyss (Task 202 202) asabass |f avallable The SRCA isalso used to
incorporate ¢ 2! zard. The
analysis includes the following efforts

203.2.1 Generic System Safety Design Requirements

The Developer must determine applicable generic system safety design requirementg and

guidelines for facilities; hardware, and software from federal, military, pational, and jndustry
regulations, podes, standards, specifications,; and other documents for ‘the system under
development. The Developer must incorporate these requirements and guidelines intg the high
level system specifications and design documents as appropriate,

203.2.2 System Design Requirements Analysis

The Developer must analyze the System Design Requirements, System/Segment Specifications
(SSS), Preliminary Hardware Configuration Item Dexelopment Specification, Software
Requirements Specifications (SRS), and the I nterface Requirements Specifications (I|RS), or
equivalent dpcuments as appropriate, to includethe following sub-tasks:

a.  The Developer must ensure that the system safety design requirements and guidelines are
develaped; refined; correctly and completely specified; properly translated intg system
e and software requiréments and guidelines where appropriate; and implemented

b.  The Developer must identify hazards and relate them to the specifications or dpcuments
above and develop design requirements to reduce the risk of those hazards.
c.  The Developer mustiidentify safety critical computer software components (SCCSCs) and

level s|(system integration, top level, detail design, unit level, code).

d. The Developer must analyze the preliminary system design to identify potential hardware/
software interfaces at a gross level that may control, cause or contribute to potential
hazards. Interfaces identified must include control functions, monitoring functions, safety
systems and functions that may have indirect impact on safety. These interfaces and the
associated software must be designated as safety critical.

e. TheDeveloper must perform a preliminary mishap risk assessment on the identified safety
critical software functional requirements using the mishap risk matrix or software hazard
criticality matrix of Appendix A or another process as mutually agreed to by the Developer
and the Managing authority.

f.  The Developer must ensure that System Safety design requirements are properly
incorporated into the operator, user, and diagnostic manuals.
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203.2.3 Safety Related Design Change Recommendations and Testing
Requirements

The Developer must develop safety related design change recommendations and testing
requirements and must incorporate them into Preliminary Design Documents and the hardware,
software and system test plans. The following sub-tasks must be accomplished:

a

The Developer must devel op safety-related change recommendations to the design and

specification documents listed above and must include a means of verification for each
design requirement.

The Developer must develop safety related test requirements for incorporation into the test

docunfients. Tests must be devel oped Tor haraware, sortware and system 1ntegr

203.2.4 D¢
The Develoy

pveloper Support
per must support the System Requirements Review (SRR), System Desig

htion testing.

n Review

(SDR) and Joftware Specification Review (SSR) from a system safety viewpoint. The Devel oper

must addres:

5 the system safety program, analyses performed and to be gerformed, s

pnificant

hazards iderttified, hazard resolutions or proposed resolutions, and means of verification.

203.2.5 Rg¢
The Develoy
paragraph 2(
203.25.1

This must C(Ln

system and i
including sp,
documentati
components
addressed in
functional fl
be included

203.2.5.1.1

A list of the
hardware an

pport Requirements

per must prepare a report that contains the resultsérom the work task des
D3.2 above to include the following:

System Description

sist of summary descriptions of the physical and functional characteris
s components. Reference to more detailed system and component descr
ecifications and detailed review@ocumentation, must be supplied when s
pN is available. The capabilities, limitations and interdependence of thes
must be expressed in termsrelevant to safety. The system and compone|
relation to its mission-and its operational environment. System block di3
pw diagrams may beused to clarify system descriptions. Software and if]
n this description;

applicablegeneric system safety design requirements and guidelines for
g software from federal, military, national and industry regulations, code

specificatiorn

s; and’other documents for the system under devel opment that have beel

GenericSystem Safety Design Requirements and Guideling

Cribed by

ics of the
ptions,
sUch

nY

”

hts must be
hgrams or
5 roles must

D

S

facilities;

S, standards,
N determined

to be applicable

203.2.5.1.2

Data

This must consist of summaries of data used to determine the safety aspects of design features.

203.25.1.3

Hazard Analysis Results

This must consist of a summary or atotal listing of the results of hazard analysis. Contents and
formats may vary according to the individual requirements of the program. The following are the
content and format requirements for Hazard Analysis Results:

a

A summary of the results.
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b. Recommended action. The recommended action required to eliminate or control the
hazard. Sufficient technical detail isrequired in order to permit the design engineers to
adequately develop and assess design criteria resulting from the analysis. Include
alternative designs and life-cycle cost impact where appropriate.

203.3 Details to be Specified
Details to be specified in the SOW must include the following, as applicable:
(R) a Imposition of Tasks 101 and 203 tailored to the developmental program.
(R) b. Definition of acceptable level of risk within the context of the system, subsystem, or
component under analysis.
(R) c. Level of Developer support required for design reviews.
d. SpeCificaiion of the Types Of 1Sk assessment process.
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Task 204 — Subsystem Hazard Analysis

204.1 Purpose

The purpose of Task 204 isto perform and document a Subsystem Hazard Analysis (SSHA) to:

verify subsystem compliance with safety requirements contained in subsystem specif
other applicable documents; identify previously unidentified hazards associated with

ications and
the design

of subsystems including component failure modes, critical human error inputs, and hazards
resulting from functional relationships between components and equipment comprising each
subsystem; recommend actions necessary to eliminate identified hazards or control their

associated risk to acceptable levels.

204.2 Task Description

The Developer must perform and document a subsystem hazard analysis to identify.
components|and equipment that could result in a hazard or whose design does-ot
contractual §
items, and <
failures, tim
considered g component within a subsystem, receiving both inputs andnitiating out
the conduct pf this analysis.

204.2.1 Required Elements

The analysig must include a determination:
Of thg modes of failure including reasonable human errors as well as single po

design-specifications for the subsystem. The implementation of safety
entsdevel oped as part of the PHA and SRCA must be analyzed to eng

I
isfy

af ety requirements. This must include furnished equipment, non<devel opmental
pftware. Areas to consider are performance, performance degradation, functional
ng errors, design errors or defects, or inadvertent functionifag. The human must be

uts, during

int and
tem

/el oped by
ning) on the

btions have
|
DNS to

design
sure that it

the intent of the requirements.

and software test programs.

control of the potential hazard is implemented in the design.
204.2.2 Managing Authority Approval

Of test plan and procedure recommendations to integrated safety testing into the hardware

That system level hazards attributed to the subsystem are analyzed and that adequate

If no specific analysis techniques are directed or if Developer recommends that a different
technique than specified by the Managing authority must be used, the Developer must obtain
Managing authority approval of techniques to be used prior to performing the analysis.
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204.2.3 Software Development

When software to be used in conjunction with the subsystem is being developed under other
development documents; the devel oper/subcontractor performing the SSHA must monitor,

obtain and use the output of each phase of the formal software development processin

evaluating the software contribution to the SSHA. Problems identified that require the reaction of
the software devel oper must be reported to the Managing authority in time to support the
ongoing phase of the software development process.

204.2.4 Required Updates

The Developer must update the SSHA as aresult of any system design changes, including
software design changes, that affect system safety.

204.2.5 Rg¢
The Develoy
paragraph 2(
204.25.1

Thismust ¢

n
system and ms components. Reference to more detailed system and ‘component descr

including sp,
documentati
components
addressed in
functional fl
be included

204.2.5.2

pport Requirements

per must prepare a report that contains the results from the work task-tes|
D4.2 above to include the following information:

System Description
sist of summary descriptions of the physical and functional characteris

ecifications and detailed review documentation must be supplied when s
pN is available. The capabilities, limitations and interdependence of thes
must be expressed in terms relevant to safety.-The system and componey|
relation to its mission and its operational.environment. System block di3
pw diagrams may be used to clarify system descriptions. Software and it
n this description.

Data

Cribed by

ics of the
ptions,
Lich

nY

”

hts must be
hgrams or
S roles must

This must cgnsist of summaries of data used to determine the safety aspects of design features.

204.2.5.3

This must cgnsist of a summary-or-atotal listing of the results of hazard analysis. Co

formats may
content and

a
b. Alisti

tabula

A summary of the results.
hg of identified hazards, in narrative or matrix (sometimes called columipar or

Hazard Analysis Results

vary accordingto.the individual requirements of the program. The follg
ormat requirements for Hazard Analysis Results:

) format, to include the following information:

htents and
wing are the

n a hazard.

D) ¢

omponents Failure Modes. All component failure modes that can result

2

allure modes generally answer the question of “how” It falls.

System Events Phase. The configuration or phase of the mission that the systemisin

when the hazard is encountered; for example, during maintenance, during flight,
during pre-flight, full-power applied, etc., or it could be encountered in al system
events.

3)

Description. A complete description of the potential/actual hazards inherent in the

item being analyzed, or resulting from normal actions or equipment failure, or
handling of hazardous materials.

(4)

Effect of Hazard. The detrimental effects which could be inflicted on the subsystem,

system, other equipment, facilities or personnel, resulting from this hazard. Possible

u

pstream and downstream effects must also be described.
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