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FOREWORD

This document standardizes, to the greatest extent possible, the software quality management system
requirements for the aerospace industry. The establishment of common requirements for use at all
levels of the supply-chain by organizations around the world should result in improved quality and
safety, and decreased costs, due to the elimination or reduction of organization-unique requirements
and the resultant variation inherent in these multiple expectations.

STRUCTURE

HOW TO USE THIS SUPPLEMENT

This supplement t¢ AS9100A is intended to clarify unique requirements for the suppligr of deliverable
software. The software may be embedded or loadable into a target computer by.thie sgme organization.
Software may alsd be delivered as an end item from a software-only organization. In gither case, the
organization must meet the requirements of AS9100 and this supplement:
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1.

1

1

A

2

General

INTRODUCTION

Where necessary, the quality management system requirements in AS9100A have been clarified for
software. Where a paragraph within AS9100A does not need to be clarified for software, the
requirements as stated in AS9100A apply.

Process Approach

The basic requirements of AS9100A apply. No additions or clarifications required for software.

SCOPE:
General:
The basic reqy
This documen
This supplemsg
deliverable em

that are part of
and/or support

This includes the host operating system software'including assemblers, compilers

editors, code ¢
that directly su
Off-The-Shelf
the organizatic
organization s
AS9100.

This documen
devices, includg
(ASIC) or Fieldg

irements of AS9100A apply with the following clarifications.
supplements the requirements of AS9100A fordeliverable softwar

nt contains Quality System requirements forsuppliers of products t
bedded or loadable airborne, spaceborneror ground support softwa
an aircraft Type Design, weapon system, missile or spacecraft opg
software that is used in the development and maintenance of deliv

enerators, analyzers, ground Simulators and trainers, flight test dat
pport creation, test and maintenance of the deliverable software. W
COTS) or non-developmental components are integrated into a de
n and the customer shall agree on the extent of applicability of this
hall demonstrate thatthe software development infrastructure is in g

also applies-to firmware as defined herein. It does not apply to prg
ing fuse-link or reconfigurable parts such as Application Specific In
Programmable Gate Arrays (FPGA). ASICS AND FPGA'S are ad(

DO-254.

\wr

hat contain

re components
rational software
erable software.

. linkers, loaders,
h reduction, etc.,
(here Commercial-
iverable product,
supplement. The
ompliance with

grammable logic
egrated Circuits,
iressed by RTCA/

Application:

The basic requirements of AS9100A apply. No additions or clarifications required for software.

2. NORMATIVE REFERENCE:

The basic requirements of AS9100A apply. No additions or clarifications required for software.
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TERMS AND DEFINITIONS:

The following terms are important to the understanding of this supplement and are included here for
ease of use of the supplement.

baseline: The approved, recorded configuration of one or more configuration items, that thereafter
serves as the basis for further development, and that is changed only through change control
procedures. [RTCA/DO-178B]

configuration item: (1) One or more hardware or software components treated as a unit for
configuration management purposes. (2) Software lifecycle data treated as a unit for configuration

AV AT0

management pu

COTS - Comme

nT n1
POSESTNRT TR CT=1700]

rcial-Off-The-Shelf: Commercially available applications sold-by ve

public catalog ligtings. Contract-negotiated software developed for a specific’applica

software. [RTCA

development: a
analysis, design

DO-178B]

software life cycle process that contains the activities and support f
coding, integration, testing, installation and aceeptance of softwarg

term “support” wjthin the development lifecycle may include the.activities and proce;

project manag
configuration n
verification,
regulatory auth
safety,
reliability and n
assurance.

escalation: Prog
process changey

firmware: An org
changeable; for

functional requir

bment,
hanagement,

ority liaison,

naintainability, and

ess for raising to a-higher authority the responsibility to disposition n
5 or deviations from’ contractual requirements and established stand

lered set gfinstructions and associated data stored in a way that is
bxample,-microprograms stored in Read-Only Memory (ROM). [AN

bents: A requirement that specifies a function that a system or sy

ndors through
tion is not COTS

or requirements
products. The
bses of:

onconformances,
ards.

not dynamically
S| X3.172-1995]

stem component

avet I'F{'\ falaal

must be able to

HEEE ST 8101
o T oY

T T

monitoring: The act of witnessing or inspecting selected instances of test, inspections, or other activity,
or records of those activities, to assure that the activity is under control and that the reported results
are representative of the expected results. Monitoring is usually associated with activities done over
an extended period of time where 100% witnessing is considered impractical or unnecessary.
Monitoring permits authentication that the claimed activity was performed as planned. [RTCA/DO-

178B]
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3. (Continued):

non-developmental software: Deliverable software that is not developed under the contract but is
provided by the contractor, the Government, or a third party. Non-developmental software may be
referred to as reusable software, Government furnished software, or commercially available software,
depending on its source. [DOD-STD-2167A]

release: A particular version of a configuration item that is made available for a specific purpose (for
example, test release). [ISO/IEC 12207]

replication: Copying a software product from one medium to another.

software: Compu ; DTy, prtaining to the
operation of a cgmputer system. [RTCA/DO-178B] The executable programming-6gic and data that
are embedded in hardware devices are considered to be included in this definition.

software development infrastructure: Includes the management and asstrance of the activities and
processes requifed to develop software.

software item: Any identifiable part of a software product.
software life cycle: (1) an ordered collection of processes determined by an organization to be
sufficient and adequate to produce a software product. (2) The period of time that begins with the
decisions to progluce or modify a software product and\ends when the product is retjred from service.
[RTCA/DO-178H]

software produc}: The set of computer programs, procedures and possibly associat¢d documentation
and data. [ISO/IEC 12207]

NOTE: A softwgre product may be designated for delivery, an integral part of anothgr product, or used
in the dgvelopment process,

NOTE: This is different than<a\product in ISO 9000.

stage: A defined segment-of work.

NOTE: A stage does not imply the use of any specific life cycle model. The term stage is synonymous

Pt tal

here withthetermphase usedmtSOAEC 12267

support software: Software that aids in the development or maintenance of other software. For
purposes of this standard, support software includes system software used to facilitate the operation
and maintenance of a computer system and it's associated programs. [IEEE-STD-610]
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4. QUALITY MANAGEMENT SYSTEM:

4.1 General Requirements:

The basic requirements of AS9100A apply. No additions or clarifications required for software.

4.2 Documentation Requirements:

4,21 General: The basic requirements of AS9100A apply. No additions or clarifications required for

software.

4.2.2 Quality Manyat—Noadditronsorctarifications required-forsoftware; hrowever-ths
must addres

4.2.3 Control of DIcuments: The basic requirements of AS9100A apply. No additions

required for

4.2.4 Control of Rgcords: The basic requirements of AS9100A apply-with the followin

Where recor
of the record

availability o

4.3 Configuration

The basic reqy
The software ¢

a. Organizatig
organizatig

b. Configurat
c. Configurat

d. The point g

Additional reqtrirements on configuration management are found in clause 7.

5. MANAGEMENT

5 quality system requirements for software.

oftware.

s are held on electronic media, consideration.of the retention time;
s should take into account the rate of degradation of the electronic
the devices and software needed to aceess the records.

Management:

irements of AS9100A apply with the following clarifications.
onfiguration management process shall document the following (at
bns involved in configuration management and responsibilities assig
gﬁ management activities to be carried out.

on management tools, techniques, and methodologies to be used.
t which seftware items should be brought under configuration contr

 quality manual

or clarifications

g clarifications.

5 and accessibility
mages and the

a minimum):

ned to each

RESPONSIBILITY:

5.1 Management Commitment:

The basic requirements of AS9100A apply. No additions or clarifications required for software.

5.2 Customer Focus:

The basic requirements of AS9100A apply. No additions or clarifications required for software.
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5.3 Quality Policy:

The basic requirements of AS9100A apply. No additions or clarifications required for software.

5.4 Planning:

541

54.2

Quality Objectives: The basic requirements of AS9100A apply with the following clarifications.

In the absence of any overriding contractual requirements, the organization’s quality system shall
show evidence that the safety and reliability attributes of the software product have been
considered and addressed.

Quality Manggement SystenT Ptanning—The basic Tequirenments of ASST00Aap

following cla

Quality planr

- the organiz
- the project/

At the organ

a.
b.
c.

f.

g.

software
how the
how softy
cycle;
any com
requirem
code hes
software
manager
assurand
tools ana
conventig

At the projed

fifications.
ing for software shall occur at two levels:

ational level; and
product level.

zational level, software quality system planning shall identify:

life cycle models to be used for the types-of projects that the organi
brganization normally implements software life cycle processes;
vare engineering methods are tailofed for the organization’s project]

mon templates for assisting the-development of software products,
ents documents, architectural design documents, detailed design d
ders, and software usef. manuals;

management planning such as technical, cost, and schedule plann
hent planning, verification and validation planning, safety, security g
e planning;

software/systems development, operations or maintenance enviro
bns for thetdse of programming languages and software libraries.

t/product level, quality planning is discussed in clause 7.1.

ply with the

zation undertakes;
5 within the life

such as software
bcuments, source

ng, configuration
nd quality

hment;

5.5 Responsibility, Atthority-and-Communication:

5.5.1

55.2

Responsibility and Authority: The basic requirements of AS9100A apply. No additions or
clarifications required for software.

Management Representative: The basic requirements of AS9100A apply. No additions or
clarifications required for software.
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5.5.3

Internal Communication: The basic requirements of AS9100A apply with the following

clarifications

Processes and plans for software shall be coordinated with and communicated with impacted
functional organizations.

5.6 Management Review:

5.6.1

5.6.2

5.6.3

General: The basic requirements of AS9100A apply with the following clarifications.

Top management shall review the software process(es) based on objective, quantitative data that

will be used

Review Inpu
software.

[ [H™ Foe Lo e ey 4
= o UdoUTTe TUT TITTRPTUVCTITCTTL.

. The basic requirements of AS9100A apply. No additions or clarific

Review Output: The basic requirements of AS9100A apply. No additions or clar|

for software.

6. RESOURCE MANAGEMENT:

6.1

Provision of R

esSources:

The basic reqyirements of AS9100A apply. No additions or clarifications required

6.2 Human Resoufrces :

6.2.1

6.2.2

General: Th
software.

e basic requirements of(AS9100A apply. No additions or clarificatio

Competencqg, Awareness and Training: The basic requirements of AS9100A ap

following cla

ifications.

Skills of pergonnel performing software tasks, at a minimum, shall be maintained

to meet cust

bmerand regulatory requirements.

ations required for

fications required

or software.

ns required for

ply with the

at a level required
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6.3 Infrastructure:
The basic requirements of AS9100A apply with the following clarifications.

The organization shall determine, provide and maintain a software development and maintenance
infrastructure needed to achieve conformity to product requirements. Infrastructure includes, as
applicable:

a. software development and test tools and utilities including host development environments (host
computer and related support software);

b. process equipment (including software loading, duplication/verification of media masters, virus
checking, mediatransmittat-and-archivingfacitities);

c. organizatignal policies, procedures, instructions and process documentation,

6.4 Work Environment:
The basic reqyirements of AS9100A apply with the following clarifications.
NOTE: Factorp that may affect the conformity of software product include unauthgrized access to
online [storage or master media, media degradation due to age, humidity, femperature,
magnatic sources, handling and transportation damage, etc.
7. PRODUCT REALIZATION:

7.1 Planning of Prpduct Realization:

The basic regdirements of AS9100A apply with the following clarifications.

Planning for sqgftware shall be consistent with the organization’s quality system and documented in a
format suitabld to the organization's'method of operating.

Software planrjing shall address the following items, ensuring the compatibility of the requirements
definition, design, codingismaintaining, testing, and delivery processes and the applicable
documentationy:

Quality requirements expressed in measurable terms, where appropriate.
The life cy
Defined criteria for starting and ending each project phase.

Identification of verification and validation activities to be carried out.

Identification of configuration management procedures to be carried out.

Detailed planning (including schedules, procedures, resources, and approval) and specific
responsibilities and authorities for:

o Aol e s s
T aOCvYCTIopTmeTTs

~0 Q0o
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7.1 (Continued):

« Configuration management.

+ Softwa

re quality engineering

» Verification and validation of developed products.

« Verification and validation of purchased products.

» Verification of customer-supplied products.

« Analysis of risks

« Cost and progress tracking (e.g., Earned Value Tracking)

» Control of nonconforming product and corrective action.

* Ensuring that activities described in the software plans are carried out.

* Installa

tion

g. ldentificatign and selection of software subcontractors (if applicable), including| creating and
coordinating the Statement of Work.

h. Identification and planning for COTS, and/or trade studies.

i. ldentification of material, processes, or services to support operation‘and mairjtenance of the
software pfoduct (e.g., compilers, translators, test equipment, and:test softwarg), if applicable.

j. Identification and planning of the verification of life cycle activities to be carried out.

7.2 Customer-Related Processes:

7.2.1 Determinatio
apply. No ad

7.2.2 Review of R¢
additions or ¢

7.2.3 Customer Cq
clarifications

Particular attention shall be given to communicating planned schedules, progreg

assumptions|

ditions or clarifications required for software.

clarifications required for software.

. and risks associated with the software product.

n of Requirements Related to the Product?, The basic requirements| of AS9100A

pquirements Related to the Product:” The basic requirements of AS9100A apply. No

pmmunication: The basje requirements of AS9100A apply with the following

s, costs,
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7.3 Design and Development:

7.3.1

Design and Development Planning: The basic requirements of AS9100A apply with the following
clarifications.

The organization shall manage the interfaces between all groups involved with software
development to ensure effective communication and clear assignment of responsibility.

Development planning shall address at a minimum the following items:

a.

f.

g.
h.

The organizg
non-develop

The definition of the project, including a statement of its objectives and reference to any related

customel
The defin

OT Organization projects and TEqUiTErTents.

ition of input and output products of the project as a whole.

The orggnization of the project resources, including the team structure;responsibilities, use of

subcontr

hctors, and material resources to be used.

Identification of standards, rules, practices, conventions, tools, an@techniqués for

developn
method ¢
developn
and meth
Planning
installatig
Reliabilit
Schedule
resource
Software

nent; configuration controls placed on tools; configuration managem
f controlling nonconforming products; methods of controlling softwa

ods of control for virus protection.
such as quality, risk management, configuration management, inte(
n, migration, training, maintenance, andcreuse.
/, maintainability, and safety.

s including the phases of the project; the work to be performed, the
5 and timing; the associated dependencies; the milestones.
process improvement.

mental software (e.gs, COTS, re-engineered, reused/previously dev:

ent practices;
e used to support

nent; procedures for archiving, backup, and recayery, including contingency planning;

jration, test,

associated

tion shall have a documented process in place for evaluating and gpproving use of

eloped).
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7.3.2 Design and Development Inputs: The basic requirements of AS9100A apply with the following
clarifications.
These inputs shall be reviewed for adequacy. Requirements shall be complete, testable,
unambiguous and not in conflict with each other.
The customer should provide the requirements. However, where mutually agreed upon, the
organization may provide the requirements. In such a case, the organization shall:
a. Establish documented procedures for developing the requirements, including:
* Methqads for agreeing on requirements and authorizingchanges
+ Methpds for the evaluation of prototypes or demonstrations, where used
* Recqgrding and reviewing discussion results on both sides.
b. Develop fthe requirements in close cooperation with the customer and’make gfforts to prevent
misundefstandings.
c. Obtain tHe customer’s approval of the requirements prior to implementation when required by
contract.
Input data to]design shall be defined and documented in terms of functional reqdirements.
Interfaces bgtween the software product and other products shall be defined ang documented.
The softwarg requirements shall be expressed in terms that allow validation during product
acceptance.
7.3.3 Design and Development Outputs: The basi¢ requirements of AS9100A apply with the following

clarifications
For software, design and development includes all activity from planning to product delivery.

For software}, the required outputfrom the design and development activities shall be defined and
documented| The following aré examples of documentation that should be reviewed for
correctness,|completeness, and consistency with the requirements:

Architectural design.

Detailed design«

Source gode!

User guides.

Software version description.

Updated risk assessment.

Assurance and safety assessments.

Integration and test procedures.

Make-buy/trade studies.

Final test plans.

Coding standards and conventions.

External interface control documents.
. Test tool configuration, test data, test scripts and test drivers/stubs.

3TATTTQ@o0 Q0o
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7.3.3

7.3.4

7.3.5

7.3.6

7.3.6.1

7.3.6.2

(Continued):

There shall be evidence that design and development outputs have been coordinated with the

customer as required by contract.

For software, key characteristics may include but not be limited to stability of requirements, stability
of code size, defect levels, defect containment, cyclomatic complexity, memory and timing

utilization or other product and process characteristics that have the potential to
development costs and schedules, specified performance, maintainability, safety,

adversely impact
reliability or other

customer expectations. The organization shall determine the software key characteristics that are
appropriate for the software product and process. Appropriate measures of the key characteristic
shall be established and used to manage or track the characteristic during the life cycle. Levels or

thresholds sl
characteristi¢s.

e ©5ldi cU dllU a U U dUVE cl1Us U

Design and Pevelopment Review: The basic requirements of AS9100Aapply. N
clarifications|required for software.

Design and Development Verification: The basic requirements-0f AS 9100 applyj
clarifications

In some casgs, the results of processes cannot be fully verified. An example is \
critical software cannot be tested under actual circumstances without risking ser
consequencés or perhaps the circumstances are rare and difficult to simulate. [
to test some|software products exhaustively andzconclusively, the organization s
alternative methods of verification such as simulation testing or Failure Modes a
Analysis.

Design and [Pevelopment Validation:(_The basic requirements of AS 9100 apply
clarifications

In some casgs the product canrot be fully validated. An example is where safet
cannot be vglidated under actual circumstances without risking serious consequ
the circumstances are fare and difficult to create. Due to the inability to validate
products exhaustively-and conclusively, the organization shall demonstrate alter
validation such as.operational simulation, or safety/hazard analysis.

e selected key

0 additions or

with the following

where safety

ous

ue to the inability
hall demonstrate
nd Effects

with the following

y critical software
ences or perhaps
some software

hative methods of

The type and-€
design and development failures.

onsequences of

Documentation of Design and/or Development Verification and Validation: The basic
requirements of AS 9100 apply. No additions or clarifications required for software.

Documentation of Design and/or Development Verification and Validation Testi

ng: The basic

requirements of AS 9100 apply. No additions or clarifications required for software.
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7.3.7 Control of Design and Development Changes: The basic requirements of AS 9100 apply with the
following clarifications.

Software changes shall be evaluated for impact to applicable products and processes within the

life-cycle.

Any software changes shall be assessed for impacts to system safety, reliability and

maintainabili
7.4 Purchasing:
7.4.1 Purchasing

The organiz
functional or
managemen

7.4.2 Purchasing |

In addition, v
communicat

7.4.3 Verification @
clarifications

Where the o
data in thosd

When COTS
allocated to
software sh
customer ac

ty.

tion shall ensure that software source selection and approvakinciug
anizations, (e.g. purchasing, software engineering, software)quality
, etc).

formation: The basic requirements of AS 9100 apply with the follo

Yhere appropriate, purchasing data shall include standards to be ap
on protocol, architectural specification, engifeering standard, or regd

f Purchased Product: The basic requirements of AS 9100 apply wif

'ganization utilizes certification/-conformity reports to verify purchas
reports shall be in accordanee with approved specifications.

he COTS software-shall be verified as part of end item verification/\
Il be identified and-configuration controlled to support conformity, cg
ceptance requirements.

ing clarifications.

les all impacted
y, configuration
wing clarifications.

plied (e.g.
ulatory guidance).

h the following

ed product, the

software is procured for integration into deliverable products, end item requirements

alidation. COTS
rtification, and
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7.5 Production and Service Provision:

7.5.1

Control of Production and Service Provision: The following requirements replace the contents of

AS9100A in

their entirety.

For software, the term “Production” is intended to cover only the deployment of approved, released
software for loading into the target computer system. Accordingly, the applicable controls for

software are

restricted to the following:

The organization shall have documented processes for configuration-controlled build & release,
replication, and installation of software items or products.

a. Build and Release

The following provisions shall be addressed in the documented build-and rel

1. Identjfication of the software items that constitute each reledse; including
instryctions;

2. Identjfication of the types (or classes) of release, depending on the freque
on the customer's operations and ability to implementichanges at any po

3. Decigion criteria and guidance to determine whereJocalized temporary fi
incorporated or release of a complete updated gcopy of the software prod

4. \Verification of the build process to ensure adequacy of process instructio

The reledse of software shall establish a baséline that documents the tests @

easSe processes:

associated build

ncy and/or impact
nt in time;

xes may be

Lict is necessary.
ns

ompleted and the

resolutioh of identified deficiencies.
b. Replicatipn
The following provisions shalkbe addressed in the documented replication processes:
1. ldentjfication of the master and the copies, including format, variant, and|version.
2. Disasgter recovery plans.
3. The period of obligation of the organization to supply copies and the capability of reading
mastger copies.
4. Type|of media for each software item and its associated labeling.
5. How copyright and licensing concerns are addressed and agreed upon.
6. Contralling the environment under which the replication is effected to engure repeatability.
7. Verification that each copy is a faithful replica of the master.
c. Installation

For software product installations, the organization and customer shall agree on their
respective roles, responsibilities, and obligations, and such agreements shall be documented.


https://saenorm.com/api/?name=e5b21b3e0df747420a0dccb17cb8db6b

SAE AS9006A Page 18 of 24

7.5.1.1 Production Documentation: The following requirements replace the contents of AS9100A in their
entirety.

Approved production documentation for software, at a minimum, shall consist of a software
definition drawing (sometimes called a version description document, software version
description, software configuration index, etc.) It shall identify the specific source code
components by version, the support software, build instructions, and a software loading
procedure that assures a valid, repeatable load of the executable software into the target
computer. It shall also include or reference a change or problem report summary.

7.5.1.2 Control of Production Process Changes: The following requirements replace the contents of
AS9100A iprtheirentirety:

Changes t¢ procedures that affect the loading, verification of load, virus and data integrity checks
(i.e., cyclic[redundancy checks (CRC) or checksums), labeling, internal’part marking (when
required), ¢tc., shall be made in accordance with formal configuration.controlled procedures.

7.5.1.3 Control of Production Equipment, Tools, and Numerical Control/(N.C.) Maching Programs: The
following requirements replace the contents of AS9100A intheir entirety.

Equipment{and tools that transfer and verify executablé software data from computer sensible
media (sudh as disk, compact disc (CD) or server resident files) shall be validgted to ensure the
integrity of[the load operation and the ability to initialize the target system after|the load.

7.5.1.4 Control of Work Transferred, on a Temporary-Basis, Outside the Organization’s Facilities: The
following requirements replace the contents of AS9100A in their entirety.

When factory load and verify operations are transferred from the facility in whigh the software is
developed) processes and procedures shall ensure the integrity of the transfer| archiving and
retrieval of|the master media-

7.5.1.5 Control of Bervice Operations: The basic requirements of AS9100A apply. Noadditions or
clarifications required‘for software.

7.5.2 Validation of |Processes for Production and Service Provision: The following reqglirement replaces
the contents |of-AS9100A in its entirety.

For production and service provision, any software development process, (e.g., assembly,
compilation, linkage) that cannot be directly inspected, shall be validated by operational verification
of the final product.
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7.5.3 Identification and Traceability: The following requirements replace the contents of AS9100A in
their entirety.

The organization shall establish and maintain procedures for identifying software items during all
phases, starting from specification, through development, test, replication, and delivery. These
procedures shall continue to apply after delivery of a product if required by contract.

Throughout the product life cycle, there shall be procedures to trace the components of the
software item or product (for example, that each software requirement is traced from systems
requirements to software requirements, design, code, and test).

The organizgt i i Hrte i i i rstgm for software

a.

b. version of a

c. ldentify the build status of software products under development, delivered, ¢r installed.

d. Manage fccess and changes to controlled items.

e. Provide goordination for the updating of multiple productsin one or more locations as required.
f. Identify gnd track all actions and changes resulting from a change request, or problem, from

initiation through release.
Procedures ghall be applied to ensure that the fellowing can be identified for eagh software item:

The apprpved production documentation:for all software configuration items.
Associatéd development tools and test suites.

Interfaceg to other software itemgand to target computer hardware.

The devglopment and target computer hardware and software environment.
Source cpde and executablecode.

T T TaQ

The organizgtion shall establish and maintain configuration status accounting prpcedures to
record, manage, and report on the status of software, the support environment, and related
hardware items, change requests, and the implementation of approved changes

Configuratico:rl management shall maintain identification and traceability of uniquer software
releases to theirtargeted environment

NOTE: In some industry sectors, configuration management is a means by which identification
and traceability are maintained (see 4.3).

7.5.4 Customer Property: The basic requirements of AS9100A apply. No additions or clarifications
required for software
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