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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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committees collaborate in fields of mutual interest. Other international organizations, governmen
jovernmental, in liaison with ISO and IEC, also take part in the work. In the field of infarmati
y, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hal Standards are drafted in accordance with the rules given in the ISO/IEC Directivesy Part 2.
task of the joint technical committee is to prepare International Standards. Draft Internatior
5 adopted by the joint technical committee are circulated to national bodies for voting. Publication

tional Standard requires approval by at least 75 % of the national bodies casting a vote.
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D and IEC shall not be held responsible for identifying any or all suchypatent rights.

D594-2:2008 was prepared by Joint Technical Committee JISO©/IEC JTC 1, Information technolog
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ITU-T.T

This sixth edition of ISO/IEC 9594-2 constitutes a technical révision of ISO/IEC 9594-2:2005, which has be
provisionally retained to maintain alignment with ITU-T Reg:AX.501 (08/2005).
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— Part 8: Public-key and attribute certificate frameworks

— Part 9: Replication
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10: Use of systems management for administration of the Directory
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;

— of different levels of complexity; and
—  of different ages.

This Recommendation | International Standard provides a number of different models for the BPirectory as a framework
fgr the other Recommendations in the ITU-T X.500 series | parts of 1SO/IEC 9594. ;The models are the overall
(functional) model; the administrative authority model, generic Directory Information‘Models providing Diregtory User
and Administrative User views on Directory information, generic DSA and DSA-information models, an Operational
amework and a security model.

F

The generic Directory Information Models describe, for example, how infermation about objects is groupeql to form
Djrectory entries for those objects and how that information provides names for objects.
T

he generic DSA and DSA information models and the Operatiorial Framework provide support for [Directory
dilstribution.

This Recommendation | International Standard provides a spegialization of the generic Directory Information Models to
support Directory Schema administration.
T
d

his Recommendation | International Standard providesthe foundation frameworks upon which industry profi|es can be
ined by other standards groups and industry fortims. Many of the features defined as optional in these frameworks
be mandated for use in certain environmentSjthrough profiles. This sixth edition technically revises and pnhances,
bt does not replace, the fifth edition of this\Recommendation | International Standard. Implementations may $till claim
conformance to the fifth edition. However,\at some point, the fifth edition will not be supported (i.e., reported defects
wjll no longer be resolved). It is recommended that implementations conform to this sixth edition as soon as pgssible.

This sixth edition specifies versions'tand 2 of the Directory protocols.
The first and second editions’speCified only version 1. Most of the services and protocols specified in this efition are
dgsigned to function under~version 1. However, some enhanced services and protocols, e.g., signed errorg will not
function unless al Directary entities involved in the operation have negotiated version 2. Whichever version has been
nggotiated, differences,between the services and between the protocols defined in the six editions, except [for those
specificaly assigned)to version 2, are accommodated using the rules of extensibility defined in ITU-T Reg. X.519 |
SO/IEC 9594-5:

Annex A, which is an integral part of this Recommendation | International Standard, summarizes the usage pf ASN.1
olpject identifiersin the ITU-T X.500-series Recommendations | parts of |SO/IEC 9594.

Apnex B, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modple which
contams atof thedefimitions assocrated wittr the mformatio frarmework:

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schemain ASN.1.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with DSA operational attribute types.

Annex G, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.
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Annex H, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex |, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex J, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex K, which is not an integral part of this Recommendation | International Standard, provides some examples of
various aspects of Schema.

Annex L, which is not an integral part of this Recommendation | International Standard, provides an overview of the
semanticg associated with Basic Access Control permissions.

Annex M} which is not an integral part of this Recommendation | International Standard, provides an extended example
of the use|of Basic Access Control.

Annex N,|which is not an integral part of this Recommendation | International Standard, describes some;DSA specific
entry compinations.

Annex O,|which is not an integral part of this Recommendation | International Standard, provides aframework for the
modelling of knowledge.

Annex P, which is not an integral part of this Recommendation | International Standard, describes criteria on whether|a
name can| be an alternative distinguished name or the primary distinguished name, whether it can contain alternatiye
values, and whether it can include context information.

Annex Q] which is not an integral part of this Recommendation | Internationa Standard, describes the concept ¢f
subfilters.

Annex R,|which is not an integral part of this Recommendation | International Standard, describes recommendations
and examples on how family members can be named.

Annex S,|which is not an integral part of this Recommendation| International Standard, gives an introduction {o
Naming Goncepts and Considerations.

Annex T,|which is not an integra part of this Recommendation | International Standard, lists alphabetically the terms
defined ir| this Recommendation | International Standard.

Annex U which is not an integral part of this Recommendation | International Standard, lists the amendments arld
defect repprts that have been incorporated to formithis edition of this Recommendation | I nternational Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

1

The
frame
the D

The functional and administrative authority models define ways in which the Directory jcan be distributed

functi
provi

The g
and A
visibl
This
suppd
Theqg

Recommendation | International Standard to define specidizations of the generic information and DSA mod

provi
Repli

The

mech
flexil
secur
mech
ITU-]

I nformation technology — Open Systems I nter connection —
The Directory: Models

SECTION 1 -GENERAL

Scope

models defined in this Recommendation | International Standard provide a conceptual and iterminol

rectory.

onally and administratively. Generic DSA and DSA information models and an Opeyational Framework ar
led to support Directory distribution.

eneric Directory Information Models describe the logical structure of the DIB“from the perspective of Dir
dministrative Users. In these models, the fact that the Directory is distributed, rather than centralized,
3

rt Directory Schema administration.
ther ITU-T Recommendations in the X.500 series | parts of #SO/IEC 9594 make use of the concepts defined

le specific information, DSA and operational models supporting particular directory capabilities
Cation):
a) the service provided by the Directory_is described (in ITU-T Rec. X.511 | ISO/IEC 9594-3) in te

the concepts of the information framework: this allows the service provided to be somewhat indepg
of the physical distribution of the-DIB;

b) the distributed operation of thé Directory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594-4) sg
provide that service, and\therefore maintain that logical information structure, given that the DIE
fact highly distributed;

c) replication capabilities offered by the component parts of the Directory to improve overall Dir
performance are.specified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

bgical

work for the other ITU-T X.500-series Recommendations | parts of 1SO/IEC 9594 which define'various aspects of

both
e also

pctory
S not

Recommendation | International Standard provides a specialization-of the generic Directory Information Models to

n this
els to

(eg.,

ms of
ndent

as to
isin

bctory

becurity model estahlishes a framework for the specification of access control mechanisms. It provides a

nism for identifying the access control scheme in effect in a particular portion of the DIT, and it defines

ty model @S0 provides a framework for protecting the confidentiality and integrity of directory operations
hnisms such as encryption and digital signatures. This makes use of the framework for authentication defi
[ Rec.\X.509 | ISO/IEC 9594-8 as well as generic upper layers security tools defined in ITU-T Rec. X

SO/

three

le, specific access control schemes which are suitable for a wide variety of applications and styles of usg¢. The

using
hed in
830 |

FC-11586-1.

DSA models establish a framework for the specification of the operation of the components of the Directory.
Specifically:

a) the Directory functional model describes how the Directory is manifested as a set of one or
components, each being aDSA;

more

b) the Directory distribution model describes the principals according to which the DIB entries and

entry-copies may be distributed among DSAS;

¢) the DSA information model describes the structure of the Directory user and operational information

heldin aDSA;

d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.

ITU-T Rec. X.501 (11/2008)
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2

Normative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | Internationa Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains alist of currently
valid ITU-T Recommendations.

2.1

2.2

Identical Recommendations | I nternational Standards
ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems

Inter connection — Basic Reference Model: The Basic Mode!.

ITU-T Recommendation X.500 (2008) | ISO/IEC 9594-1:2008, Information technology — Open)Sy
Interconnection — The Directory: Overview of concepts, models and services.

ITU-T Recommendation X.509 (2008) | | SO/IEC 9594-8:2008, Information technology,~Open Sy
Interconnection — The Directory: Public-key and attribute certificate frameworks.

ITU-T Recommendation X.511 (2008) | | SO/IEC 9594-3:2008, Information technology — Open Sy
Interconnection — The Directory: Abstract service definition.

ITU-T Recommendation X.518 (2008) | ISO/IEC 9594-4:2008, Information‘technology — Open S
Interconnection — The Directory: Procedures for distributed operation!

ITU-T Recommendation X.519 (2008) | | SO/IEC 9594-5:2008, Information technology — Open Sy
Interconnection — The Directory: Protocol specifications.

ITU-T Recommendation X.520 (2008) | | SO/IEC 9594-6:2008, Information technology — Open Sy
Interconnection — The Directory: Selected attribute types.

ITU-T Recommendation X.521 (2008) | ISO/IEC 9594-7:2008, Information technology — Open Sy
Interconnection — The Directory: Selected object classes.

ITU-T Recommendation X.525 (2008) | | SO/IEE 9594-9:2008, Information technology — Open Sy
Interconnection — The Directory: Replication;

ITU-T Recommendation X.530 (2008) |\SO/IEC 9594-10:2008, Information technology — Open Sy
Interconnection — The Directory: Use0f systems management for administration of the Directory.

ITU-T Recommendation X.660 (2008) | 1SO/IEC 9834-1:2008, Information technology — Open Sy

Stems

Sstems

Sstems

Stems

Sstems

Sstems

stems

Sstems

stems

Stems

Interconnection — Procedures far the operation of OS Registration Authorities: General procedurg¢s and

top arcs of the ASN.1 Object tdentifier tree.

ITU-T Recommendation.“*X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Ab
Syntax Notation Ope\(ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Ab
Syntax NotationOne (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — AR
Syntax)Notation One (ASN.1): Constraint specification.

ITU<T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Ab
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Sy
Interconnection — Security frameworks for open systems: Authentication framework.

Stract

stract

Stract

Stract

stems

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems

Interconnection — Security frameworks for open systems — Access control framework.

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems

Inter connection — Security frameworks for open systems — Non-repudiation framework.

Paired Recommendations | International Standards equivalent in technical content
CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for

CCITT applications.

SO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2: Security Architecture.

ITU-T Rec. X.501 (11/2008)
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2.3 Other references
— |ETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.
3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 Communication definitions

Thefollowing terms are defined in ITU-T Rec. X.519 | ISO/IEC 9594-5:
a) application-context;

b) application-entity;
c) application process.

3.2 Basic Directory definitions

The fpllowing terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
a) Directory;

b) Directory Access Protocol;

¢) Directory Information Base;

d) Directory Operational Binding Management Protocol;

e) Directory System Protocoal;

f)  (Directory) user.

3.3 Distributed operation definitions

The fpllowing terms are defined in ITU-T Rec. X.518 | ISONEC 9594-4:
a) accesspoint;

b) hierarchical operational binding;

Cc) name resolution;

d) non-specific hierarchical operational binding;

e) relevant hierarchical operational binding.

34 Replication definitions

The fpllowing terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:
a) cache-copy,

b) consummer reference;

C) entry-copy;

d){ “master DSA;

e) primary shadowing;

f) replicated area;

g) replication;

h)  secondary shadowing;

i) shadow consumer;

j)  shadow supplier;

k) Shadowed DSA Specific Entry;
)  shadowing;

m) supplier reference.

ITU-T Rec. X.501 (11/2008) 3
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The definitions of terms defined in this Recommendation | International Standard are included at the beginning of

individual clauses, as appropriate. An index of these termsis provided in Annex T for easy reference.

4

For the purposes of this Recommendation | International Standard, the following abbreviations apply.

5
The t

Abbreviations

ACDF
ACI
ACIA
ACSA

Access Control Decision Function
Access Control Information
Access Control Inner Area
Access Control Specific Area

Pt aVudaW, oY

ADDMD Administration Directory Management Domain

ASN.1 Abstract Syntax Notation One

AVA  Attribute Value Assertion

BER (ASN.1) Basic Encoding Rules

DACD Directory Access Control Domain

DAP Directory Access Protocol

DIB Directory Information Base

DISP  Directory Information Shadowing Protocol
DIT Directory Information Tree

DMD  Directory Management Domain

DMO  Domain Management Organization

DOP Directory Operational Binding Management Protacol
DSA Directory System Agent

DSE DSA Specific Entry

DSP Directory System Protocol

DUA Directory User Agent

HOB Hierarchical Operational Binding

LDAP Lightweight Directory Access Protocol

NHOB  Non-specific Hierarchical Operational Binding
NSSR  Non-Specific Subdrdinate Reference

PRDMD Private Directory Management Domain

RDN Relative Distinguished Name

RHOB RelevantHierarchical Operational Binding (aHOB or NHOB, as appropriate)
SDSE  Shadowed DSE

Conventions

brny, " Directory Specification” (as in "this Directory Specification™) shall be taken to mean ITU-T Rec. X

501 |

SO/

T + e, + < 4 s L eloalll | + o) AN TaVaY H 0. (P
O IJoIJF 4. TTITITITIT UITTULUTY OPJTUITTUALTUTNTS - JNdlT VT LARTT T LU TTICA T U AL OUU=SCTTTS MCLUNTTTTIET IUALTUTNTS

parts of 1SO/IEC 9594.

d all

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of CCITT X.500 Recommendations and the ISO/IEC

9594

1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC

9594

1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third edition of the
Directory Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC

9594

1998 edition.

ITU-T Rec. X.501 (11/2008)
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This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of ITU-T Recs X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525, and X.530, the 2000 edition of ITU-T Rec. X.509, and parts 1-10 of the | SO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition of the
Directory Specifications, i.e., the 2005 editions of the series of ITU-T X.500 Recommendations and the I1SO/IEC
9594:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition of the
Directory Specifications, i.e., the 2008 editions of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:2008 edition.

This Directory Specification presents ASN.1 notation in bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The ames of procedures, typically referenced when specifying the semantics of processing, are differentiated from
normd text by displaying them in bold Times. Access control permissions are presented in italicized Times,

If thgitems in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure.

ITU-T Rec. X.501 (11/2008) 5
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SECTION 2 - OVERVIEW OF THE DIRECTORY MODELS

6 Directory Models

6.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

6.1.1 administrative authority: An agent of the Domain Management Organization concerned with various
aspects of Directory administration. The term administrative authority (in lower case) refers to the power vested in an
Administrative Authority by the Domain Management Organization to execute policy.

6.1.2 administration directory management domain (ADDMD): A DMD which is managedshy an
Admipistration.

NOTE — The term Administration denotes a public telecommunications administration or other organization (offering [public
tefecommunications services.

6.1.3 directory administrative and operational information: Information used by(Othe Directory for
administrative and operational purposes.

6.1.4 DIT domain: That part of the global DIT held by the DSAsforming aDMD.

6.1.5 directory management domain (DM D): A set of one or more DSAs and zexr@ or more DUASs managedl by a
single organization.

6.1.6 domain management or ganization: An organization that manages a BMD (and the associated DIT Doinain).
6.1.7 directory user information: Information of interest to users and-thieir applications.
6.1.8 directory system agent (DSA): An OSl application processwhich is part of the Directory.

6.1.9 (directory) user: The end user of the Directory, i.e., the éntity or person which accesses the Directory.

directory user agent (DUA): An OSl application process which represents a user in accessing the Diregtory.

LDAP client: An application process which-represents a user in accessing the Directory via the Lightweight
ory Access Protocol (LDAP).

LDAP requestor: A DSA that is capable of issuing requests via the Lightweight Directory Access Prptocol

LDAP responder: A DSA_ that is capable of understanding and responding to requests via the Lightweight
ory Access Protocol (LDAP).

LDAP server: An application process which is part of the Directory, holds a part of the DIB, and which

private directary management domain (PRDMD): A DMD which is managed by an organization| other

TheDirectory and itsusers

irectory is a repository of information. This repository is known as the Directory Information Base (DIB).
oryservices provided to users are concerned with various kinds of access to thisinformation.

The services provided by the Directory are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3.

A Directory user (e.g., a person or an application-process) obtains Directory services by accessing the Directory. More
precisely, a Directory User Agent (DUA) or a Lightweight Directory Access Protocol (LDAP) client actually accesses
the Directory and interacts with it to obtain the service on behalf of a particular user. The Directory provides one or
more access points at which such accesses can take place. These concepts areillustrated in Figure 1.

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precisely one
directory user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAS)
and/or LDAP servers, each of which provides zero, one or more of the access points. For a more detailed description of
DSAS, see21.2.

6 ITU-T Rec. X.501 (11/2008)
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NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-

processes, persons, etc.). Thisis transparent to the Directory.

NOTE 2 — The DUA functions and a DSA can be within the same open system, and it is an implementation choice whether to

make one or more DUAS visible within the OSI Environment as application-entities.

NOTE 3 — A DUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, a DUA which represents a human directory user may provide arange of local facilities to assist its user to compose

queries and interpret the responses.

Access Point

VD SN

DUA/

Directory
user

Figure 1 — AccesstotheDirectory

6.3 Directory and DSA Information Models

>
6.3.1 Generic Modedls Q

Diregory information may be classified as either:

— user information, placed in the Directory by, or. ehalf of, users; and subsequently administered
on behalf of, users. Section 3 provides amo§ this information; or

— administrative and operationa informatiaon; held by the Directory to meet various administrati
operational requirements. Section 5 provﬁea amodel of thisinformation. Also provided in Section
specification of the relationship bet\n@1 the user, administrative and operational information model

Thesg models, presenting views of the DI%(I\}Em different perspectives, are referred to as the generic Dir

Infornation Models. O
Diredtory information models descri ow the Directory as a whole represents information. The composition
Direcory as a set of potentialy c ating DSAs is abstracted from the model. The DSA information model,

other [hand, is especially concern@)with DSAs and the information that must be held by DSAs in order that the

provifled in cIausesZZthro@ 3.

The DSA information@?el is a generic model describing the information held by DSAs and the relationship be
thisipformation an(Qae IB and DIT.

Somg, but not the information represented by the DSA information model is accessible via the Directory &l

servige. Th e, administration of al of the information described in these Directory Specifications is not pg
via the D({ ory abstract service. It is envisioned that administration of DSA information will initially be g
,@t that eventually some generic system management service will be employed to provide access to all

by, or

e and
5isa
S.

bctory

Of the
bn the
set of
del is

fween

Stract
ssible
local
Of the

information described in the DSA information model.

6.3.2 Specific information models

Subsequent to the development of generic models for the Directory as a whole and for its components, specific
information models are required for the standardization of particular aspects of the operation of the Directory and its

components.

The generic Directory Information Models establish aframework for the following specific information models:
—  anaccess control information model;
— asubschemainformation model;
— acollective attribute information model.
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The generic DSA Information Model in turn establishes aframework for the following specific information models:

6.4

— amodel for aDSA's distribution knowledge;
— amode for aDSA's replication knowledge.

Directory Administrative Authority Model

A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAS managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one-to-one
correspondence between DMDs and DIT Domains. The term "DMD" is used when referring to the management of the
functional components of the Directory. The term "DIT Domain" is used when referring to the management of

Dired

An ofganization that manages a DMD (and the associated DIT Domain) is referred to as(ayPomain Manag
Orgahization (DMO).
NPTE 1—-A DMO may be an Administration (i.e., a public telecommunications administration/or other organization o
pyblic telecommunications services) in which case the managed DMD is said to be @an“Administration DMD (ADI

— A DIT Domain consists of one or more digoint subtrees of the DIT (see 11.5). A DIT Domaiti'sh
contain the root of the global DIT.

— Theterm "DMD" may also be used as a general term when both aspects of management,are considered
together.

| not

ement

fering
DMD);

otherwisg, it is a Private DMD (PRDMD). It should be recognized that the provision of upport for private directory systems by

ITU-T members falls within the framework of national regulations. Thus, the technical pessibilities described may or may

of

within the scope of envisaged Directory Specifications.
Figur 2 illustrates the relationship between aDMO, DMD and DIT Dofnain.

ered by an Administration which provides directory services. The internal operation‘and configuration of private DM DS

[ Domain Management Qrganization ]

Manages Manages

DIT Domain DMD

A
\ 4

(oD
(our)

X.501_F02

Figure 2 — Directory management

Mana

not be
is not

gement of a DUA h\]/ aDMQ im}nlim an nngning ragpnncihili'ry for service to that DUA., .G maintenance)

orin

some cases ownership, by the DMO. The DMO may or may not elect to make use of the Directory Specifications to
govern any interactions among DUAs and DSAs which are wholly within the DMD.

An agent of a DMO concerned with various aspects of Directory administration is referred to as an Administrative
Authority. The term administrative authority (in lower case) refers to the power vested in an Administrative Authority
by a DMO to execute palicy.

NOTE 2 — A Directory Administrative Authority Model is specified in Section 4.

A DMD may be assigned an object identifier (aDMD-id) for convenience in reference, for example, in search-rules.
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SECTION 3-MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

711 alias entry: An entry of the class "dlias"' containing information used to provide an aternative name for an
object or dias entry.

7.1.2 ancestor: The entry at the root of the hierarchy of family members that comprise a compound entry.

713 compound entry: A representation of an object in terms of family members that are hierarchically, orgeLnized
into gne or more families of entries.

714 derived entry: Entry information in a search result containing attribute values obtained by performingfa join
on data that originated from more than one Directory entry.

7.15 direct superclass: Relative to a subclass — an object class from which the subclass isdirectly derived.

7.1.6 directory information base (DIB): The complete set of information to which the-Directory provides gccess,
and which includes al of the pieces of information which can be read or manipulatedvising the operations of the
Diredfory.

7.1.7 directory information tree (DIT): The DIB considered as a tree, whose vertices (other than the root) are the
Diredory entries.

NQTE — Theterm "DIT" is used instead of "DIB" only in contexts where the trée structure of the information is relevant.

7.1.8 (directory) entry: A named collection of information within.the DIB. The DIB is composed of entries.

719 family: A hierarchical subset of family member entries that represents a particular class of information Yvithin
pound entry. The root of each family within a compound-entry is the ancestor, but apart from the shared angestor,
familles do not share common members. A family is distinguished from other families within a compound enfry by
having a common class (structural object class) for each family member that isimmediately subordinate to the ancgstor.

family member: A member of ahierarchical collection of entries that comprise acompound entry.

711 immediate superior (noun): Relativete a particular entry or object (it shall be clear from the context which
isintgnded), the immediately superior entry,orobject.

711 immediately superior entry; Relative to aparticular entry — an entry which is at the initial vertex of anfarcin
the DJ T whose final vertex isthat of the\particular entry.

711 immediately superior (object: Relative to a particular object — an object whose object entry is the immgdiate
super|or of any of the entries (0Object or alias) for the second object.

7.1.1 object (of interest): Anything in some ‘world', generally the world of telecommunications and information
processing or some part thereof, which is identifiable (can be named), and which it is of interest to hold informatijon on

object.class: An identified family of objects (or conceivable objects) which share certain characteristics.

object entry: An entry which is the primary collection of information in the DIB about an object, and fvhich
can therefore be said to represent that object in the DIB.

7.1.17 related entries: A set of (directory) entries, each of which can be identified as holding information in the DIB
about a particular real-world object of interest. Different entries in the set may contain different types of information
about the real-world object, and may even contain conflicting information.
NOTE 1 —The value of information within a set of related entries depends on the reliability of the identification of each entry
with the real-world.

NOTE 2 — It is possible, but not necessary, for related entries to exist in separate DITs and to have identical distinguished names.
Similarly, it is possible for non-related entries to have identical distinguished names; however, it is recommended that identical
distinguished names be used only for related entries.

7.1.18 subclass. Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share al the characteristics of the superclasses and additional characteristics possessed by none
of the members of those superclasses.
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7.1.19 subordinate: The converse of superior.

7.1.20 superclass. Relative to a subclass — a direct superclass, or superclass to an object class that is a direct
superclass (recursively).

7.1.21 superior: (Applying to entry or object) immediately superior, or superior to one which is immediately
superior (recursively).

7.2 Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which
exist in some 'world'. An object can be anything in that world which isidentifiable (can be named).

NOTE 1 —The'world' is generally that of telecommunications and information processing or some part thereof.
NOTE 2 — The objects known to the Directory may not correspond exactly with the set of real” things in the world. For e;’Fmpl €,

aflea-world person may be regarded as two different objects, a business person and a residential person, as far as the Diregtory is
cancerned. The mapping is not defined in this Directory Specification, but is a matter for the users and providers of the-Difectory
infthe context of their applications.

An object class is an identified family of objects, or conceivable objects, which share certain characteristics. Every
object belongs to at least one class. An object class may be a subclass of other object classes)in which case the
memlpers of the former class, the subclass, are aso considered to be members of the latter €lasses, the superclfasses.
Therg may be subclasses of subclasses, etc., to an arbitrary depth.

7.3 Directory entries
The DIB is composed of (Directory) entries. An entry is anamed collection of information.

Therg are four kinds of entries:

—  Object entries: Representing the primary collection of information in the DIB about a particular gbject.
For any particular object, there is precisely one objectientry or compound entry (see 8.10). The pbject
entry is said to represent the object. An object entry is either a single entry or a compound|entry
comprising an aggregate of entries together representing the object.

— Alias entries: Used to provide alternative names for object entries (possibly the ancestor of a compound
entry, but not child family members).

—  Subentries: Representing a collection of information in the DIB used to meet administrative and
operational requirements of the Directory. Subentries are discussed in Section 5.

—  Family members: Special entries.that are components of a compound entry. The ancestor of a compound
entry isalso afamily member.

A usar view of the structure of Directoryrentriesis depicted in Figure 3 and described in 8.2.
Each entry contains an indication/of the object classes, and their superclasses, to which the entry belongs.

Somg object entries are specially designated for the purpose of Directory administration. These entries are termed
administrative entries. The Directory user is not normally aware of this, and views these entries in the same way as
other jobject entries.

7.4 Directery Information Tree (DIT)

In order to satisty requirements for the distribution and management of a very large DIB, and to ensure that entrigs can
be unambiguiously named and rapidly found, a flat structure is not likely to be feasible. Accordingly, the hierarghical
relatipnship commonly found among objects (e.g., a person works for a department, which belongs to an organiZation,
which is headquartered in a country) can be exploited, by the arrangement of the entries into a tree, known as the
Directory Information Tree (DIT).

NOTE — An introduction to the concepts and terminology of tree structures can be found in Annex I.

The component parts of the DIT have the following interpretations:

a) theverticesarethe entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are
always leaf vertices. The root is not an entry as such, but can, where convenient to do so [e.g., in the
definitions of b) and c) below], be viewed as a null object entry [see d) below];

10 ITU-T Rec. X.501 (11/2008)


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

c) theobject represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates;

d) theroot represents the highest level of naming authority for the DIB.

A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the immediatesuperior of—any of theobject entries forthesecond object—Theterms Tmmediatety subordimategbj ect,
immefliate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate rel ationships among objects are governed by the DIT structure definitions (See’13.7).

The Directory maintains, in addition to information concerning Directory entries, additional infermation regarding
collegtions of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not ja true
tree gjructure). See clause 12.

8 Directory entries

8.1 Definitions
For the purposes of this Directory Specification, the following definitions&pply:

811 anchor attribute: A user attribute having friends, as defined within the relevant subschema. An gnchor
attribyite can be used to cause friend attributes to be included in the)set of attributes to be selected, or considergd for
matching in a Search operation, without having to be itself presentin an entry.

812 attribute: Information of aparticular type. Entriesiare composed of attributes.
8.13 user attribute: An attribute representing user iformation.

814 attribute hierarchy: The aspect of an attribute that permits a user attribute type to be derived from g more
generjc user attribute type. The relationship of the two attribute type definitions (which mandates certain behavipur of
attribytes corresponding to these attribute types)is thus hierarchical.

8.1.5 attribute subtype (subtype): An attribute type A is related to another attribute type B by the fact that [either
A hag been derived from B, in which.ase A is adirect subtype of B, or A has been derived from an attribute type which
is aslibtype of B, in which case A-is.an indirect subtype of B.

8.1.6 attribute supertype (supertype): An attribute type B is related to another attribute type A by the fagt that
eithen A has been derivedfrom B, in which case B is a direct supertype of A, or A has been derived from an attribute
type Which is a subtype.6f'B, in which case B isan indirect supertype of A.

8.1.7 attribute‘type: That component of an attribute which indicates the class of information given by that
attribyite.

8.1.8 attribute value: A particular instance of the class of information indicated by an attribute type.

8.1.9 attribute value assertion: A proposition, which may be true, false, or undefined, according to the specified

at Wi Il £ tha-t H +la 'y £ attecilont (] £ T Il 4
m Cl MYy TUrCo TUl tric 1y JG, CUTICTTTITIY UNC PIrCoCliCT TTT ATUTNIT Yy U AT ALLNUtT vautT Ul a partiourar ty PJo.

8.1.10 auxiliary object class: An object class which is descriptive of entries or classes of entries and is not used for
the structural specification of the DIT.

8.1.11 collective attribute: A user attribute whose values are the same for each member of an entry collection.

8.1.12 context: A property that can be associated with a user attribute value to specify information that can be used
to determine the applicability of the value.

8.1.13  context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.14 context type: That component of a context which indicates its type or purpose.
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8.1.15 context list: The set of contexts associated with an attribute value.

8.1.16 context value: A particular instance of the property indicated by a context type.

8.1.17 derived attribute: An attribute whose value or values is computed in whole or in part rather than directly
stored.

8.1.18 derived object class value: A value of an object class whose presence is not administered by a user but is
computed. Derived object class values are categorized as abstract.

8.1.19 direct attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of their attribute type.

8.1.20 distinguished value: An attribute value in an entry which may appear in the relative distinguished name of

the entry

8.1.21 dummy attribute: An attribute that is defined as a user attribute but which shall never be present imanjentry.
Only pn anchor attribute can be a dummy attribute.

8.1.22 entry collection: A collection of entries belonging to an explicitly specified subtree or subtree refinement of
the D|T.

8.1.23 friend attributes: A set of user attributes associated with a specific user attributey(known as an gnchor
atribyte) by an administrative authority, for inclusion in a set of attributes returned when the anchor attribute is
specified, or used potentially to match a predicate which includes a condition on the anchor attribute.

8.1.2 indirect attribute reference: Reference (in the Directory and DSA abstract-service) to one or more atffribute
values using the identifier of a supertype of their attribute type.

8.1.2 matching rule: A rule, forming part of the Directory Schema, whigh alfows entries to be selected by making a
partiqular statement (a matching rule assertion) concerning their attribute values.

8.1.2 matching rule assertion: A proposition, which may be truefalse or undefined, concerning the presence in an
entry of attribute values meeting the criteria defined by the matchingrule.

8.1.2 operational attribute: An attribute representing operational and/or administrative information.

8.1.2 structural object class: An object class used for-the structural specification of the DIT.

8.1.2 structural object class of an entry: With respect to a particular entry, the single structural object clasg used
to defermine the DIT Content Rule and DIT Structuré Rule applying to the entry. This object class is indicated by the

struc
struct]

uralObjectClass operationa attribute. This object class is the most subordinate object class of the éntry's
ural object class superclass chain.

12
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Asdepicted in Figure 3, an entry consists of a set of attributes.

ENTRY
Attribute Attribute Attribute
ATTRIBUTE
One or more per entry
ATTRIBUTE
Attribute Attribute
type vaue(s)

ATTRIBUTE VALUE(S)

One or more per attribute
: Distinguished } | Attibute Attribute
,  atribute ' value vaue

vaue I
L I | Context(s) Context(s)
Context(s)
CONTEXT(s).
Zero, one or more per attribute value
CONTEXT LIST .\
Context Context Context(|*
N
3
Context

type

(i

Context
value(s) | Fallback

X.501_F03

Figure 3=Structureof an entry

Each fattribute provides a piece of information about, or describes a particular characteristic of, the object to whi¢h the

entry |corresponds.

ngme, and addressing information, such as its telephone number.

NOTE 1 — Examples of attributes which might be present in an entry include naming information such as the object's pgrsonal

An altribute consists of an-attribute type, which identifies the class of information given by an attribute, and the
corregponding attribute values, which are the particular instances of that class appearing in the entry. A user attribute
valuglmay have zero,©ne; or more contexts associated with it in its context list. Operational attribute values shall not

have gontexts.

NPTE 2 — Attribute types, attribute values, and contexts are described in 8.4, 8.5 and 8.8 respectively. Operational attributes are

described inclatse 12.

Attriqute JATTRIBUTE:SupportedAttributes} ::= SEQUENCE {
ATTRIBUTE.&id ({SupportedAttributes}),

type

values

valuesWithContext

value

contextList

SET SIZE (0.MAX) OF ATTRIBUTE.&Type ({SupportedAttributes{ @type}),
SET SIZE (1..MAX) OF SEQUENCE {

ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),

SET SIZE (1..MAX) OF Context } OPTIONAL }

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valued attributes
have only a single value. This value may have a context list to associate properties with the attribute value. Attributesin
storage shall have at least one value, but may at times appear to have zero values when transferred to or from storage
(e.g., because values are hidden by access control).
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Object classes

Object classes are used in the Directory for a number of purposes:

— describing and categorizing objects and the entries that correspond to these objects;
—  where appropriate, controlling the operation of the Directory;
—  regulating, in conjunction with DIT structure rule specifications, the position of entriesin the DIT;

— regulating, in conjunction with DIT content rule specifications, the attributes that are contained in
entries,

— identifying classes of entry that are to be associated with a particular policy by the appropriate
administrative authority.

&rru- obioetclaccoc vwall bha tntarnatianallvy otandardiond Otharc vanll ha dafinad vy natianal adminicteatinga At I’Itl
\g-objeet-ctasses-wit-be-rternationaHy-standardized—Others be-defired-by-hational-administrative-adthorities

and/of private organizations. This implies that a number of separate authorities will be responsible for definifgypbject
classgs and unambiguously identifying them. This is accomplished by identifying each object class withyan pbject

identi
N
Di
th

even
order

An o
chain
The
this
Speci
man

If an

[fier when the object classis defined. A notation for this purpose is provided in 13.3.3.

DTE 1 — An administrative authority may use object classes other than the useful object classes defined,andiregistered|in the
rectory Specifications. An administrative authority may itself specify and register object classes, for example, to suppjement
bse defined in the Directory Specifications.

ject class (a subclass) may be derived from an object class (its direct superclass) which is itself derived from an
ore generic object class. For structural object classes, this process stops at the most«generic object class, top. An
set of superclasses up to the most superior object class of an object classis itssuperclass chain.

ject class may be derived from two or more direct superclasses (superclasses not part of the same suparclass
. Thisfeature of subclassing istermed multiple inheritance.

ecification of an entry's or family member's object class identifies whether an attribute is mandatory or oplional;
ecification also applies to its subclasses. The subclass may be saiflto’inherit the mandatory and optional attribute
ication of its superclass. The specification of a subclass may indicate that an optional attribute of the superclassis

ory in the subclass.

object class specifies an anchor attribute having friend\attributes as optional or mandatory, this automatically
es friend attributes as optional attributes without neeessarily being included in any object class definition or in
bntent rule.

An olject class may define a dummy attribute as a Mandatory or optional attribute if the dummy attribute is an anchor

attrib
attrib
friend

type,
Frien
There

N

te. If an object class specifies a dummy-anchor attribute type as a mandatory or optional attribute, the gnchor
ite shall not appear in an entry of thisiebject class, but if specified as a mandatory attribute, at least one|of its
s attribute shall be present. Howeveri.ifl a non-dummy anchor attribute type is specified as a mandatory atfyibute
an attribute of the anchor attributetype shall be present.

 attribute types shall not be present if excluded by content rules.
are three kinds of objectclass:

—  Abstract Object Classes;

—  StructurahObject Classes; and

— Auxiliary Object Classes.
DTE 2 — This Directory Specification does not restrict the definition of subclasses to those of the same kind (i.e., ajstract,

stfuctural, ‘er-auxiliary); however, administrators should note that interoperability with LDAP servers may be adversely impacted

in

Each

some sitliations, most notably when using structural object classes that are subclasses of auxiliary object classes and vicqgversa.

object class is of precisely one of these kinds, and remains of this kind in whatever situation it is encouptered

within the Directory. The definition of each object class shall specify what kind of object that it is.

All entries shall be a member of the object classtop and at least one other object class.

831

Abstract Object Classes

An abstract object class is mainly used to derive other object classes, providing the common characteristics of such
object classes. An entry shall not belong only to abstract object classes.

top isan abstract object class used as a superclass of all structural object classes.

14
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In addition to its use for deriving other object classes, an abstract object class value can be a derived value; that is, its
presence is computed or inferred by the Directory. For example, the parent object class value for a particular entry is
computed or inferred from the presence of afamily member, of auxiliary object class child, immediately subordinate to
the entry.

832 Structural Object Classes

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object or alias entry is characterized by precisely one structural object class superclass chain which has a single
structural object class as the most subordinate object class. This structural object class is referred to as the structural
object class of the entry.

Structural object classes are related to associated entries:
— an entry conforming to a structural object class shall represent the real-world object constrained by the
object class;
—  DIT structure rules only refer to structural object classes; the structural object class of, an entry is used to
specify the position of the entry in the DIT;

— the structural object class of an entry is used, along with an associated DIT content rule, to contrpl the
content of an entry.

The gructural object class of an entry shall not be changed.

8.3.3 Auxiliary Object Classes

Specific applications using the Directory will frequently find it useful to spegify.an auxiliary object class which njay be
used |n the construction of entries of several types. For example, message-tiandling systems make use of the auXiliary
class(MHS User (see ITU-T Rec. X.402 | ISO/IEC 10021-2) to specify_a package of mandatory and optional message
handljng attributes for entry types whose structural object class is variable, e.g., Organizational Person or Residential
Person.

In cefftain environments, thereis aneed to be able to add to or¥emove from the list of attributes permitted in an entry of
aparticular, perhaps standardized, class (or classes).

This fequirement may be met by the definition and_use of an auxiliary object class having semantics, knowp and
maintiained within alocal community, which changefrom time to time as needed.

This fequirement may also be met using the facilities of DIT content rule definitions to dynamicaly (i.e., without
registration) allow the addition or exclusion-of\attributes from entries at particular pointsin the DIT (see 13.3.3).

Auxiljary object classes are descriptivef entries or classes of entries.

Therdfore, besides being a member.of the structural object class, an entry may be optionally a member of one or| more
auxililary object classes.

An etry's auxiliary object classes may change over time.

NOTE — The unregistered object class facility, available in the first edition of these Directory Specifications to supprt the
refluirements discussed,in this clause, is now deprecated in favour of the use of DIT content rules.

834 Object-Class Definition and thefirst edition of this Directory Specification

Objeqt classes.defined using the terminology of the first edition of this Directory Specification will not be classifjed as
one of struictural, auxiliary or abstract.

Alias-obrect—etasses—speetfted—sing—the—terminotogy—ofthe—frst—editron—of—this—Directory—Speetfeatton—may  be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.
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8.4 Attribute Types

Some attribute types will be internationally standardized. Other attribute types will be defined by national
administrative authorities and private organizations. This implies that a number of separate authorities will be
responsible for defining types and unambiguously identifying them. This is accomplished by identifying each attribute
type with an object identifier when the type is defined. Using the notation of the ATTRIBUTE information object class
defined in 13.4.8, an attribute type is defined as:

AttributeType ::= ATTRIBUTE.&id
All attributesin an entry shall be of distinct attribute types.

Certain attributes may not be stored and accessible in entries, but are intended to be carried in operations to convey
information, e.g., diagnostics information, that conveniently can be expressed as attributes. Other attributes, called
contrpl attributes, may as part of their definition specify a special procedure to be executed based on the informatjon in
the atfribute. A control attribute may be specified in an operation, placed in entries, etc. See 8.5.3 of ITU-T Rec,K.520 |
I SO/IEC 9594-6 for an example.

Therg are a number of attribute types which the Directory knows about and uses for its own purposes, They includ

1L

a) objectClass — An attribute of this type appears in every entry, and indicates the)object classgs and
superclasses to which the object belongs.

b) aliasedEntryName — An attribute of this type appears in every alias entry,-and holds the name (see 8.5)
of the entry which the alias entry references.
Thesg attributes are defined in 13.4.8.

The tlypes of user attributes which shall or which may appear within an object or alias entry are governed by rules
applyjng to the indicated object classes as well as by the DIT content rdle for that entry (see 13.8). The types of
attribfites which may appear in a subentry are governed by the rules of the'system schema.

Somg Directory entries may contain special attributes not normally visible to the Directory User. These attributes are
called operational attributes and are used to meet the administrative and operational requirements of the Dirgctory.
Operdtional attributes are discussed in more detail in Section 5,

85 Attribute Values

Defining an attribute also involves specifying the syntax, and hence data type, to which every value in such attrjbutes
shall conform. Using the notation of the ATTRIBUTE information object class defined in 13.4.8, an attribute vdlue is
defingd as:

AttriquteValue ::= ATTRIBUTE.&Type

An attribute value may be designatedas a distinguished value, in which case the attribute value can form part pf the
relatiye distinguished name of the entry (see 9.3). It is possible to have multiple distinguished values differentialed by
context, as described in 9.3.

Clienf-supplied values shall.be preserved for storage in the Directory. Comparison values are ephemeral, and shdll not
affect the stored value;

8.6 Attribute Type Hierar chies

Wher) definiing an attribute type, the characteristics of some more generic attribute type may optionally be employed as
the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
from lhich it is derived

Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the
value components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to
the attribute) or by the identifier of a more generic attribute type identifier (an indirect reference).

Semantically related attributes may be placed in a hierarchical relationship, the more specialized being placed
subordinate to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting
the more generalized attribute type; a filter item so specified is evaluated for the more speciaized types as well as for
the quoted type; a context assertion specified for the more generalized attribute type is also applied to the more
specialized type.
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Where subordinate specialized types are selected to be returned as part of a search result these types shall be returned if
available. Where the more general types are selected to be returned as part of a search result, both the general and the
specialized types shall be returned, if available. An attribute value shall aways be returned as a vaue of its own
attribute type.

For an entry to contain a value of an attribute type belonging to an attribute hierarchy, that type shall be explicitly
included either in the definition of an object class to which the entry belongs, or because the DIT content rule applicable
to that entry permitsit.

All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of
administration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or aias entry is of precisely one attribute type. The type is indicated
when the value is originally added to the entry.

87 Friend attributes

Frienfl attributes are user attributes specified by an administrative authority as related in some pragtical way to a
specific anchor attribute. When an anchor attribute is specified in the information to be returned bysa Read or $earch
operdgion, the feature permits friend attributes for the anchor attribute to be returned, subject to servicg and
administrative controls (including access control, search rules, etc.). Similarly, when an anchor'attribute is specifigd in a
filter item within a search predicate, friend attributes can be used to satisfy the predicate if the matching rule fpr the
friend is compatible with the proposed value.

If an anchor attribute is permitted within an entry by being included in the mandatory’or optional lists of object class
values for the entry, friend attributes are also permitted unless excluded by content\rtles. If the anchor attribute ig not a
mandgtory attribute, it may be absent in the entry, even if friend attributes are présent.

Any Uyiser attribute can be designated within a subschema as an anchor attribute.

NPTE 1 - As an example of an anchor attribute, consider a hypothetical“attribute commsAddr, which has, in a particular
supschema, friend attributes which are communications addresses attribuite types, e.g., telephone number, e-mail address] URL,
et¢.

The gnchor-friend relationship is neither commutative nor transitive:
— If an anchor attribute A has afriend B, it cannot be deduced that A isafriend of B.
— If an anchor attribute A has afriend B, and B has afriend C, it cannot be deduced that C isafriend pf A.

If an fattribute A is a friend of some anchor attribute, then all subtypes of A are also friends of that anchor attifibute.
Howsever, it cannot be deduced that supertypes 6f A are also friends of that anchor attribute.

Designating an attribute as a friend confers-no special access control or search-rule protection unless associateq with
memlpership of the anchor's object class\(of which it is automatically a member).

NOTE 2 — At present, access contral and search rules make no use of object classes as a means of defining sets of attributes for
specia privileges or protections.

8.8 Contexts

The ipformation modehmay be refined by associating with attribute values properties called contexts. Associated with
any uper attribute value may be alist of contexts which provide additional information that can be used to determihe the
appligability of the‘attribute value.

NOTE 1<For example, contexts can be used to associate a particular language, time, or locale with an attribute value.

Each |context consists of atype field, avalue field whose syntax is determined by the type, and a fallback flag. [Jsing

th f oo AN N/ T £ tolaoce dafinad i 10 0 C Aafinad oc:
erIULuuullul I SO T /T IIIIUIIII[ALIUIIUIJJU\.:L CraSSUCHTicOTiT 90 J,uuulu.c/\l.loucllllwm

Context ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }

contextType isan OBJECT IDENTIFIER, and is specified using the CONTEXT information object class defined in 13.9.
It specifies the particular property represented by the Context.

contextValues is the set of one or more values of the property specified by contextType that are associated with the
particular attribute value.
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fallback is used to designate one or more attribute values for specific behaviour in relation to a context type. In addition
to having any specific contextValues of that context type associated with it, an attribute value for which fallback is
TRUE for agiven contextType is:

— considered as being associated with any value of the given contextType for which no other values of the
same attribute are otherwise associated. Thus, a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching contextValues shall match with any attribute
value for which fallback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular language shall yield those values with
fallback set to TRUE if none of the attribute values is otherwise associated with the chosen language.

— considered as a value to preserve during an operation which resets attribute values for a given attribute
type. A Modify (reset value) removes al values of a chosen attribute type which have an associated
context for which the fallback is set FALSE.

NOTE 3 —Modify (reset value) is further described in 11.3.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

An atfribute value without contexts, or one whose context list does not contain a context of a specific type,-i's.considered
to be ppplicable under all context values of that specific type.
NOTE 4 — For example, a selection based on the French context value of a language context shall select an éttribute valpe that
ddes not have any language context specifically associated with it (as well as those attribute values haying the French lapguage
cantext associated with them specificaly).

All contexts in an attribute value's context list shall be of distinct context types.

Contgxt information associated with attribute values may be retrieved along with\the attribute values (eg., to
differpntiate between those attribute values). A user of the Directory may also make-tise of contexts to refine selgction
and r¢trieval of information during Directory operations.

8.9 Matching rules

8.9.1 Overview

Of paramount importance to the Directory is the ability to be gble to select a set of entries from the DIB based on
assertjons concerning attribute values held by these entries.

A mafching rule allows entries to be selected by making ajparticular assertion concerning their attribute values.

The most primitive type of assertion is the attributevalue assertion. More complex assertions may be supported|using
matc:[i ng rule assertions. A matching rule assertion\'s a proposition, which may be true, false or undefined, concgrning
the p ce in an entry of attribute values meeting the criteria defined by the matching rule.

An atfribute value or matching rule assertion.is evaluated based on the matching rule associated with the assertion.

A magching rule is defined through the.specification of:

— therange of attribute,syntaxes supported by therule;

— the specific typesjof matches supported by the rule;

—  the syntaxrequired to express an assertion of each specific type of match;

— rulesfor deriving avalue of the assertion syntax from a value of the attribute syntax, if required.

NOTE — No restrictions are placed on the matching rules that may be defined to support a particular application. Howevey, rules
defined to sugport one particular application may not be widely supported by DUAs and DSAs. Wherever possible, the matching
rules definedin’l TU-T Rec. X.520 | ISO/IEC 9594-6 should be used in preference to the specification of new ones.

Sometimeés there will be a one-to-one correspondence between a matching rule and the types of matches supportefl. For
example_the Directory Abstract Service supports a presence matching rule to detect the presence of an attributg in an
entry.

Sometimes there will be a many-to-many correspondence between a rule and the types of matches supported. For
example, the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or
equal types of matches.

8.9.2 Attribute Value Assertions

An attribute value assertion (AVA) is a proposition, which may be true, false, or undefined, according to the specified
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It involves an
attribute type, an asserted attribute value, and optionally an assertion about contexts associated with the attribute value:

AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
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assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{ @type}),
assertedContexts CHOICE {
allContexts [0] NULL,

selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF

CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

The syntax of the assertion component of an AVA is determined by the equality matching rule defined for the attribute
type, and may be different from the syntax of the attribute itself.

8.9.2.1 Evaluation of an AVA

AnA

8.9.2.

Thei

VA is:
a)

b)

0)

P Use of assertedContexts or context assertion defaults

undefined, if any of the following holds:
1) theattribute typeis unknown;
2) theattribute type has no equality matching rule;

3) thevalue does not conform to the data type indicated by the syntax of the assertion of the attrifpute's
equality matching rule;

NOTE — 2) and 3) normally indicate a faulty AVA; 1) however, may occur as a localsituation (e.g., a particulg DSA
has not been configured with support for that particular attribute type).

true, if the entry contains an attribute of that type, and the attribute eontains a value of that value, and the
value contains a context that matches the assertedContexts as described in 8.9.2.2;

false, otherwise.

hclusion of assertedContexts within an AttributeValueAssertion is optional. If assertedContexts is spegified,

then the assertion shall be evaluated only against those values of the attribute for which the assertedContexts i§ true,

asdefinedin 8.9.2.3.

If asgertedContexts is not provided within an AttributeValueAssertion, then a default context assertion mgy be
in the same manner; that is, the assertion shall*be evaluated only against those values of the attribute for which,
as ddfined in 8.9.2.3, the default context assertion-is true. There are three potential sources for a default cpntext

appli

asser
locall

1)

2)

3

on: that specified for the operation as a-whole, that available within subentries in the DIT, and that avgilable
y inthe DSA. They are applied as follows:

If assertedContexts is not provided within an AttributeValueAssertion, then any context assertipn for
the given attribute type which has been supplied for the operation as a whole, as part of
operationContexts.asdescribed in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3, shall be applied.

If the user hasnot provided assertedContexts for the AVA and there is no context assertion fpr the
given attribute,type which has been supplied for the operation as a whole, then the default cpntext
assertion for.the given attribute type in the context assertion subentries (if any) controlling the entry shall
be applied, as described in 14.7.

If thefe is no context assertion through steps 1) and 2) above, the DSA may apply a locally-dgfined

parameters, such as the language or location of the place of deployment of the DSA, or the current time
of day, but may be tailored dlfferently by the DSA for each DUA to which it responds

against all values of the attribute.

8.9.2.3 Evaluation of assertedContexts

assertedContexts istrueif:

a)

b)

allContexts is specified (this permits a context assertion to override any default context assertion that
might otherwise be applied if assertedContexts were omitted from the AttributeValueAssertion); or

each ContextAssertion in selectedContexts is true as described in 8.9.2.4.

assertedContexts isfalse otherwise.

ITU-T Rec. X.501 (11/2008) 19


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

8.9.2.4 Evaluation of a ContextAssertion

A ContextAssertion istrue for a particular attribute valueif:

a) the attribute value has a context of the same contextType of the ContextAssertion and any of the stored
contextValues of that context matches with any of the asserted contextValues according to the
definition of how a match is determined for that contextType; or

b) the attribute value contains no contexts of the asserted contextType; or

c) none of the other attribute values for the attribute satisfies the ContextAssertion according to 1) or 2)
in 8.9.2.2 above, but the attribute value does contain a context of the asserted contextType with the
fallback set to TRUE.

A ContextAssertion is false otherwise.

8.9.3 Attribute Type Assertions

An atfribute type assertion is a proposition, which may be true, false, or undefined, according to the associated contexts.

AttriquteTypeAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL}

8.9.3[L Evaluation of an attribute type assertion

An atfribute type assertion is:
a) undefined, if the attribute type is unknown or if the attribute is not present in the entry;

b) TRUE, if the entry contains an attribute of that type, and the attfibute contains one or more valugs that
contain a context that matches the assertedContexts as described in 8.9.3.2;

c¢) FALSE, otherwise.

8.9.3P Useof assertedContextsor context assertion defaults

The ipclusion of assertedContexts within an AttributeTypeAssertion is optional. If assertedContexts is spegified,
the agsertedContexts shall be true for at least one attribute valUe according to the rules defined in 8.9.2.4.

If assertedContexts is not provided within an AttributeTypeAssertion, then a default context assertion mpy be
applied in the same manner; that is, the default context assertion shall be true for at least one attribute value accgrding
to thgrules defined in 8.9.2.4. The potential sourcestor a default context assertion are as specified in 8.9.2.2.

8.9.4 Built-in Matching Rule Assertions

A nuinber of categories of related matching rules, whose semantics are generally understood and applicable to vallies of
many|different types of attributes, are.tinderstood by the Directory:

—  present;

—  equality;

—  substrings;

—  ordenng;

—  approximate match.

Syntgx for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory“Abstract Service:

— apresent syntax for the nresent rule:
T 7 T 7

— anequality syntax for equality rules;

— greaterOrEqual and lessOrEqual syntaxes for ordering rules;
— initial, any and final syntaxesfor substrings rules;

— anapproximateMatch syntax for approximate matching rules.

The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of a
particular type.
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Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning
these attributes are undefined.

The approximateMatch syntax supports an approximate matching rule whose definition is alocal metter to aDSA.

8.9.5 Matching rule requirements

In order for the Directory to behave in a consistent and well-defined manner, it is necessary that certain restrictions be
placed upon the matching rules that shall be used in conjunction with the syntax that has been built into the Directory
Abstract Service.

For an equality matching rule in which the syntax of the assertion is different from the attribute syntax to which the
matching rule applies, rules for deriving a value of the syntax of the assertion from a value of the attribute syntay shall
be supplied.

Equality matching rules for attributes used for naming shall be transitive, commutative and have an assertion gyntax
identilcal to the attribute syntax.

A trapsitive matching rule is characterized by the fact that if a value a matches a value b; and if that value b mat¢hes a
third yalue c; then value a matches value ¢ using the rule.

A corhmutative matching rule is characterized by the fact that if a value a matches a valué b;-then that value b matches
the vilue a. The attribute presentationAddress is an example of an attribute supparting an attribute syntax yhose
matching rule is not commutative.

With [respect to a specific attribute type, the equality and ordering rules (if both.present) shall aways be related in at
least he following respect: two values are equal using the equality relation if and only if they are equal using the
ordering relation. In addition, the ordering relation shall be well-ordered;¢hat is, for all x, y and z for which x precedes
y and|y precedes z according to the relation, then x precedes z.

NOTE — These requirements imply that when ordering is defined, it also defines equality.

With [respect to a specific attribute type, the equality and substrings rule (if both present) shall always be related in at
least the following respect: for all x and y that match according to the equality relation, then for all values z pf the
substfing relation, the result of evaluating the assertion against the value x equals the result of evaluating the assertion
againgt the value y. That is, two values that are indistinguishable using the equality relation are aso indistinguishable
using|the substrings relation.

8.9.6 Object Identifier and Distinguished-Name equality matching rules

Therg are a number of equality matching rules used to evaluate attribute value assertions which the Directory knows
about{and uses for its own purposes. They include:

—  objectldentifierMatch:) This rule is used to match attributes with Objectidentifier syntax.
— distinguishedNameMatch: Thisruleisused to match attributes with DistinguishedName syntax.
8.10 Entry collections

8.10.1 Overview

A colfection of object and alias entries may have certain common characteristics (e.g., certain attributes that haye the
same|value-for each entry of the collection) because of some common characteristic or shared relationship of the

specified as btr r bree refinements as descred inti o 5.

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.
8.10.2 Collective Attributes

When user attributes are shared by the entries of an entry collection, they are termed collective attributes.

It is also permissible that the same collective attribute be independently associated with two or more of these
collections. In such cases, the entry's collective attribute has multiple values. Collective attributes shall, therefore,
always be specified as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are
treated differently from entry attributes in the Directory information model. This difference is manifested to users of the

ITU-T Rec. X.501 (11/2008) 21


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

Directory modification operations in that collective attributes cannot be administered (i.e., modified) via the entries in
which they appear but shall be administered via their associated subentries.

NOTE — The independent sources of these values are not manifested to the users of the Directory interrogation operations.

For a collective attribute to appear in an entry, the presence of that attribute type must be permitted according to the
DIT content rule governing the entry.

Entries may specifically exclude a particular collective attribute. This is achieved through the use of the
collectiveExclusions attribute, described in 12.7 and defined in 14.6.

8.11 Compound entriesand families of entries

A compound entry |s aspec:|al entry that compnsecfamny member entrles Th&ee family members form ahlerarchy and
The

comppund entry is repr%nted in the DIT by an ancestor family member, which is at the root of a tree containing the
family members.

Familly members can themselves be organized into one or more families for the purposes of filtering’and information
retrieyal. Each family is a subtree; distinct families have no common family members apart from the shared root that is
the anpcestor. A family thus comprises an ancestor plus a set of subordinate family members.

A faily is, beside the ancestor, composed of all of the immediately subordinate family members being of thel same
structural object class. Their subordinate members, if any, are aso part of the same family independent of| their
structural object classes.

Thesg concepts areillustrated in Figure 4.

The same
entry
(ancestor)

structural
object class A

Compound
entry

structural
object class B

X.501_F04

Figure 4 — Families of entries

A family member that is a child within afamily tree is marked with the auxiliary object class child. The presencelof the
child|object classyalue for an entry causes the immediately superior entry automatically to be marked with the alistract
object class value parent. An entry that is both a parent and a child within a family tree is marked with both pbject
class values{ The ancestor is the only family member that is not of object class child. The construction of compound
entrigsis-carried out by marking entries with child object class values.

Each subordinate of a non-ancestor family member shall itself be a family member, and marked with a child object
classvalue.

The ASN.1 definition of these object classes can be found in 13.3.3.

All family members of a compound entry shall be placed in the same naming context as the ancestor. Family members
are not permitted to be alias entries. An alias shall not point to a child family member.
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9 Names

9.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

911 alias, aliasname: An aternative name for an object, provided by the use of alias entries.

9.1.2 (alias) dereferencing: The process of converting an object's alias name to its distinguished name.

9.1.3 distinguished name (of an entry): Every object entry, alias entry, and subentry has at |least one distinguished
name. If any RDN for the entry or any superior entry includes an attribute for which there exist multiple distinguished
values d|fferent|ated by context (as deecrl bed in 9.3), then the entry shall have multlple disti ngwshed names
differg as the
primary dlstl nguished value of each contrl buting attrlbute asthemain valuein the RDN construct.

9.14 (directory) name: A construct that singles out a particular object from all other objects. A pame shall be
unampiguous (that is, denote just one object); however, it need not be unique (that is, be the only.hame Wwhich
unampiguously denotes the object).

9.15 (entry) name: A construct that singles out a particular entry from all other entries.

9.1.6 local member name: A name for a family member constructed by the sequencelof)RDNs from the anestor
down|to the member in question not including the RDN for the ancestor.

9.1.7 naming authority: An authority responsible for the allocation of names in-some region of the DIT.

9.1.8 purported name: A construct which is syntactically a name, but whichihas not (yet) been shown to be g valid
namej

9.19 relative distinguished name (RDN): A set of one or more attribute type and vaue pairs, each of hich
matches a distinct distinguished attribute value of the entry.

9.2 Namesin general

A (difectory) name is a construct that identifies a particularobject from among the set of all objects. A name shall be
unampiguous, that is, denotes just one object. Howeveri“a name need not be unique, that is, be the only name that
unampiguously denotes the object. A (directory) name also identifies an entry. This entry is either an object entry that
repregents the object or an aias entry which contains information that helps the Directory to locate the entry that
repregents the object.

NQTE 1 —The set of names of an object thus comprises the set of aias names for the object, together with the distinguished
ngmes of the object.

An olbject can be assigned a distinguished name without being represented by an entry in the Directory, but this nameis
then the name its object entry wolld have had were it represented in the Directory.

Syntactically, each name fop-an.object or entry is an ordered sequence of relative distinguished names (see 9.3).
Namg ::= CHOICE { >~only one possibility for now -- rdnSequence RDNSequence }
RDN$equence ::5,SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence
NPTER < Names which are formed in other ways than as described herein are a possible future extension.

Each Initial Qllh-QP(]II ience af the name aof an nhjm is alsn the name of an nhjc:rt The sequence aof nhjprtc s0 identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
followsit in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be avalid name.

9.3 Relative Distinguished Names

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry consists
of aset of attribute type and value (with optional context list) pairs, each of which matches, using the equality matching
rule and the applicable context matching rule, adistinct distinguished attribute value of the entry.
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Any attribute contributing to an RDN may have more than one distinguished value, differentiated by context, as
described below. This provides aternative RDNs for the same object. Within an attribute's set of distinguished values
(differentiated by context), precisely one of them is designated the primary distinguished value. The primary relative
distinguished name of an object comprises the set of primary distinguished values from the set of attributes that
comprise the RDN. When conveyed in protocol, each attribute in an RDN signals the primary distinguished value (if it
is present) and may optionally include a context for the value and additional alternative attribute values with context. In
this case, each attribute value with its context matches a distinct distinguished attribute value of the entry for the
attribute type according to the applicable equality matching rule and context matching rules.

NOTE 1 — The equality matching rule can be used because for naming attributes, the attribute syntax and the assertion syntax of

the equality matching rule are the same. Similarly, for contexts that may be used to differentiate distinguished values in a naming
attribute, the context syntax and the context assertion syntax are the same.

The RDNs of al of the entries Wlth a part|cular |mmed|ate supenor are d|51| nct wrespectlve of any associ ated context
lists. e f Y i ] i iately
assigning d|st| nguished attribute vaI ues. AIIocatlon of RDNs is consdered an admi n|strat|ve undertaking that ay or
may ot require some negotiation between involved organizations or administrations. This Directory Specification does
not prlovide such a negotiation mechanism, and makes no assumption asto how it is performed.

Relat|veDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttriquteTypeAndDistinguishedValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{ @type});

primaryDistinguished BOOLEAN DEFAULT TRUE,

valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {
distingAttrvalue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTIONAL,
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

The $et that forms an RDN contains exactly one AttributeTypeAndDistinguishedValue for each attribute which
conta|ns distinguished valuesin the entry; that is, a given attribute type cannot appear twice in the same RDN.

An aftribute value that has been designated to appear in an RDNs-called a distinguished value. There may be other
values of the same attribute that are not distinguished values ands thus may not be used in an RDN. An attribute may
have multiple distinguished values only if they are differentiated by associated context. This alows an object tq have
aternative names differentiated by contexts. This is thevonly case where an attribute may have more thah one
distinguished value. In that case, the distinguished values’shall have context lists containing the same context type(s),
the cpntext values of which shall provide that only-one of the distinguished values is applicable given any specific
context.

An RDN for agiven entry is formed by using.ene distinguished value from each attribute that has distinguished values.
The gmplest case is an entry that has one distinguished value; it thus has one RDN, formed by using that distinguished
valugl More than one attribute in an entry may contribute to the RDN. If each contributing attribute has only one
distinguished value, then the entry has'a single RDN, formed by using the distinguished value for each attribute. |f any
of the contributing attributes has multiple distinguished values differentiated by context, then the entry has
multiple RDNs, each formed byyusing one of the possible combinations in which one distinguished value is chosen for
each gttribute type forming the RDN.

Each[RDN for an entry\shall contain a type and value pair for each given attribute type forming part of the RDN.
primgdryDistinguished-1is used to indicate that the value is the primary distinguished value of that attribute| type.
valugsWithContext™is used to convey the context list for the distinguished attribute value in value when necessary to
do so| It isasoised to convey in asingle RDN, some or al of the other distinguished values of the same attributg type.
Each [distingAttrValue is accompanied by its contextList. The distingAttrValue is only omitted for the distingyished
valuethat ‘appears in value; thisis how the context list for that value is made present in the RDN.

One and only one of the distinguished vaues Tor a given aitribute type in an entry shall be considered the primary
digtinguished value for that attribute type. This value shal be wused as the value in the
AttributeTypeAndDistinguishedValue when forming the primary relative distinguished name of the object (see 9.8
and 9.6). The primary relative distinguished name is an RDN in which the primary distinguished values for each
attribute in the RDN appear in the value components of each AttributeTypeAndDistinguishedValue in the RDN.
Context and alternative distinguished values may appear in the valuesWithContext component of each
AttributeTypeAndDistinguishedValue.

The RDN may be modified, if necessary, by the complete replacement of all the distinguished values of al contributing
attributes.
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Family members, like other entries, have RDNs. An RDN can consist of multiple attribute type and value pairs.

Only

primary RDNs can be used. The local member name of a family member is the sequence of RDNs from the ancestor

down to that member. The local member name of the ancestor is an empty sequence.

NOTE 2 — RDNs are intended to be long-lived so that the users of the Directory can store the distinguished names of objects

(e.g., inthe Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautiously.
NOTE 3 — Changing the RDN of anon-leaf entry automatically changes the name of subordinate entries.

NOTE 4 — The context in which a particular attribute type and value forming part of an RDN is applicable is independent
contexts associated with any other part of that RDN or other RDNs in a distinguished name.

NOTE 5 — For example, a valid distinguished name for an entry can be formed by combining an RDN designated
Language = French variant of that entry's RDN with the Language = English DN of its superior entry.

9.4 Name matching

It is gften necessary in the operation of the Directory to determine if two names match. This requires that correspg
RDNS$ be matched. The general approach to name matching is described here; specific approaches for particular us
name|matches are described, where appropriate.

A puiported RDN is said to match atarget RDN if each AttributeTypeAndDistinguishedValue in the purported
matches with the AttributeTypeAndDistinguishedValue for the same attribute type in the target RDN. Ther
match if the purported value or any distingAttrValue of the purported AttributeTypeAndDistingtishedValue m
eithen the target value or any distingAttrvValue in the target AttributeTypeAndDistinguished
primgdryDistinguished, if present in either the purported or target AttributeTypeAndDistinguishedValue, is ig
for mptching.

the equality matching rule are the same.
NOTE 2—-There is no guarantee that every distinguished value for as/given naming attribute is present i
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NOTE 1 — The equality matching rule can be used because, for naming attributes, the attribute syntax and the assertion syifitax of

n the

AttributeTypeAndDistinguishedValue for that attribute type in a given RDN-Fwo RDNs for the same object could be
ugng different distinguished values (differentiated by context) for the sasmeattribute type. If there is no overlap in the

rmed
s of

digtinguished values for a given attribute that each uses, then they wilk fail to match, even though the purported RDN and

talget RDN are alternative RDNs for the same object. How this could-gecur, and the impact of this, depends on the r
e matching (e.g., name resolution, access control, filtering).

If maching attribute values are not found as a result of the above, then the RDNs do not match. If matching at
values are found, then there shall also be a match betweenrassociated contexts for those values, if present, befo
attribyite type and value pairs are considered to match."\Each context in the purported attribute value's context
consiflered a context assertion against the matching-target attribute value's context list, and shall evaluate to t
descr{bed in 8.9.2.4 in order for the contexts to be“considered a match. fallback in the purported contexts is ig
when(forming the context assertions.

NOTE 3 —The purported contexts can be usedias context assertions in this way because the context assertion syntax is th
the context syntax for context types that may be used with distinguished values.

If valuesWithContext is not presentin a purported RDN, then context assertions supplied as part of the operati
defaults that are set up to be applied to an operation shall also be applied as described in 8.9.2.2. The exception to
for the case of name matching during name resolution during a Directory operation; in that case, no context assq
are agplied if none is available in valueswithContext.

9.5 Names returned during oper ations

Many Directory. operations return the name of an entry. When an operation returns a name for an entry, or nam
multiple entries; it shall return the primary distinguished name for each entry and may return, in addition, alter
distinguished name information and context information (see 7.7 of ITU-T Rec. X.511 | ISO/IEC 9594-3).
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9.6 Names held as attribute values or used as parameters

Where aname is held as an attribute value within some other attribute, or passed as an attribute value in some exc
(e.g., an dias pointer), there is always the question of whether the name held can be an aternative distinguished
or shall be the primary distinguished name, whether it can contain alternative distinguished values, and whether

hange
name
it can

include context information. Specific restrictions are mentioned where necessary throughout these Directory

Specifications.
NOTE — Annex O includes suggestions for improving interoperability with pre-third edition systems and ensuring pred
behaviour in regard to using contexts with names.
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Distinguished Names

The distinguished name of a given object is defined as that name which consists of the sequence of the RDNSs of the
entry which represents the object and those of al of its superior entries (in descending order). Because of the one-to-one
correspondence between objects and object entries, the distinguished name of an object is the distinguished name of the
object entry.

NOTE 1 — It is preferable that the distinguished names of objects which humans have to deal with be user-friendly.

NOTE 2 -

pri

mitive name for the object it identifies.

ITU-T Rec. X.650 | ISO/IEC 7498-3 defines the concept of a primitive name. A distinguished name can be used as a

NOTE 3 — Because only the object entry and its superiors are involved, distinguished names of objects can never involve alias
entries.

Alias entrles also have disti ngwshed names, however thIS name cannot be the dlstl ngmshed name of an object When

this diS
namej
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It asf
namej

If any
differ
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valug
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RDN
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bntry and those of all of its superior entries (in descending order).

of an object. The distinguished name of the root is defined to be an empty sequence.

attribute contributing to an RDN within the distinguished name for an object has multiple’distinguished
entiated by contexts, then that object has multiple distinguished names. Each unambigGously identifies the g
rimary distinguished name is that distinguished name for which every RDN is a prirhary RDN. When conve)
Lol, the primary distinguished name is formed by using the primary distingushed value as value i
uteTypeAndDistinguishedValue for each attribute in each RDN forming the-name. Alternative disting
5 are formed by using alternative distinguished values for attributes in one'er more RDNSs. In some uses
the primary distinguished name shall be used. In other cases, alternatiye distinguished names may be used.
AttributeTypeAndDistinguishedValue in RDNs may include~ dternate distinguished values in
sWithContext component, any distinguished name may include altérnative values within its RDNs.

y contributing attribute.

et information may be included with a distinguished name in the valuesWithContext component withi

ry distinguished name, if the name may include aternative values, and if context information may be incl
e there is no explicit statement, alternative distinguished names may be used, and the name may ir
ative values and/or context information.

DTE 5— Any requirement to use a primary distinguished name in protocol instead of an alternative distinguished nam
t be reflected to the end user.

ished

of an allas entry is dehned as for the d|st|ngwshed name of an object entry, to be the %quence of RDNSpf the

D proves convenient to define the 'distinguished name' of the root, although this can never be the distingtished

alues
bject.
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n the
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DTE 4 — The distinguished name is said to include alternative names when an RDN includes multiple distinguished valjies for

n any

Wherever names are used throughout these Directory “Specifications, it is specified if the name shall e the

uded.
clude

b need
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An example which illustrates the concepts of RDN and distinguished name appearsin Figure 5.

9.8

Anal
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RDN Distinguished Name
ROOT
{3
Countries
C=GB {C =GB}
Organizationg
O ="Telecom 1C = OB, U = Telecomy
Organizational\Units
Iﬁ IJ__I (OU = Sales, {C =GB, O = Telecom,
L = Ipswich) (OU = Sales, L = Ipswich)}
Peopl
Fopie {C =GB, O = Telecont,
Ijl CN = Smith (OU = Sales, L = Ipsyich),
CN = Smithy}
X.501_F05

Figure5— Determination of distinguished names

Alias Names

lias, or an alias name, for an object is a an aternative naméfor an object or object entry which is provided
aliasentries.

as entry isthus also aname for this object.
me of any entry.

such exists. Consistency and interworking with pre-third DSAs may be affected if the primary distinguished nameis not

by the

alias entry contains, within the aliasedEntryNameZattribute, a name of some object. The distinguished nagme of
DTE 1 — The name within the aliasedEntryName is:said to be pointed to by the alias. It does not have to be the distinguished

DTE 2 — The AliasedEntryName attribute-valuie may be the primary distinguished name or any alternative distinguished name

lised.

onversion of an alias name toan ‘object name is termed (alias) "dereferencing” and comprises the systematic

replagement of alias names, where found within a purported name, by the value of the correspdnding

alias¢

Any
point

And
Every

Famil

dEntryName attribute. The process may require the examination of more than one alias entry.

as entry shall have no subordinates, so that an alias entry is aways aleaf entry.
aias entty, shall belong to the alias object class which is defined in 13.3.3.

y members are not permitted to be aias entries.

particular entry in the BIT may have zero or more alias names. It therefore follows that several alias entries may
to the same entry. Amvalias entry may point to an entry that is not aleaf entry and may point to another alias éntry.

10

10.1

Hierarchical groups

Definitions

For the purposes of this Directory Specification, the following definitions apply:

10.1.1  hierarchical child: For an entry, ahierarchical child isan entry for which it is ahierarchical parent.

10.1.2

logical tree that is not necessarily related to the DIT.

10.1.3 hierarchical leaf: Thisisan entry within ahierarchical group that has no hierarchical children.

ITU-T Rec. X.501 (11/2008)
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10.1.4 hierarchical level: An integer that gives the distance from an entry within a hierarchical group to the
hierarchical top in form of the number of hierarchical links between the entry and the hierarchical top.

10.1.5 hierarchical link: This is a general term for the logical relationship between two entries that have a
hierarchical immediate parent/immediate child relationship.

10.1.6 hierarchical parent: For an entry, the hierarchica parents are the immediately hierarchical parent, its
immediately hierarchical parent, recursively all the way up to and including the hierarchical top.

10.1.7 hierarchical sibling: For an entry, the hierarchical siblings are the entries having the same immediately
hierarchical parent asitself.

10.1.8 hierarchical sibling-child: For an entry, its hierarchical sibling-children are the complete set of hierarchical
children, at al lower levels, of its hierarchical siblings.

10.1. hierarchical top: Thisis the entry within a hierarchical group that is the root of the hierarchy. A hierarchical
top has no immediately hierarchical parent.

10.1.10 immediately hierarchical child: For an entry, an immediately hierarchical child is an entry for which it|is the
immediately hierarchical parent. This immediately hierarchical child does not need to be an immegdiately suborflinate
entry within the DIT.

10.1.11 immediately hierarchical parent: For an entry, its immediately hierarchical parentis the entry, that within
the hilerarchical group, is its immediately superior entry. The immediately hierarchical parent does not need to be the
immgdiately superior entry within the DIT.

10.2 Hierarchical relationship

Diredtory entries have a hierarchical relationship in the way they are placeddn the DIT. However, entries may alsp have
chical relationships not reflected in the DIT structure. As an exaniple, a dynamic organization may not want to
its current organization directly in the DIT, as it may require frequent changes to the DIT structure. THere is
thereflore a requirement in the Directory to be able to reflect hierarchical relationships independent of the DIT strcture.
Hiergrchical groups form such relationships. A hierarchical .group forms a logical tree with a root caled the

By referring to hierarchical relationships, it is possible in-a' Search operation to retrieve information not only ffom a

A cornpound entry is considered a single entry in thie’context of hierarchical groups. A child family member cannot be

NOTE — Hierarchical groups are intended t0 permit modelling of collections of distinct objects that have logically informal
r atio_nships, anq particularly relationships that are, or coul_d be, temporary. Compound entries, in contrast, model objeqts that

ribe navigation within a hierarchical group, it is convenient to define terms for the relationships that afgiven

allel to those defined-ferentry relationships within the DIT (immediately hierarchical child, hierarchical |child,
immepliately hierarchical-parent and hierarchical parent). However, it is also convenient to define terms for[ more
distant relationships. lin"some situations, a user may want to retrieve information for hierarchical siblings, and even for
their hierarchical children (hierarchical sibling-children).

An entry can anly)be amember of asingle hierarchical group at one time.

butes

A hierarchical group has to be completely outside any service-specific administrative area (see 16.3) or has to be
completely contained within a service-specific administrative area. A hierarchical group shal be confined to a
single DSA. The Directory service shall detect and prevent attempts to break these rules.

10.3 Sequential ordering of a hierarchical group

In some situation, e.g., when transmitting a hierarchical group, a sequential ordering rule is required. The sequential
order of ahierarchical group comes from following all the strands of the hierarchical group as follows:

a) Thetop entry isthefirst entry in the sequence followed by the remaining entries within a complete strand
going down from top to a hierarchical leaf. Itisalocal choice which strands to select as the first one.
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b) The next strand to be selected is one that has not previously been selected and which has the maximum

0)

number of entries common with the previous selected strand. If several strands are identical in that

respect, selection is a local matter. Only those entries not previoudly included are included in the
sequence.

The procedurein b) is repeated until all strands have been included.
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SECTION 4 — DIRECTORY ADMINISTRATIVE MODEL

11 Directory Administrative Authority model

111 Definitions

For the purposes of this Directory Specification, the following definitions apply:

11.1.1 administrative area: A subtree of the DIT considered from the perspective of administration.
11.1.2 administrative entry: An entry located at an administrative point.

11.1. i

11.1. administrative user: A representative of an Administrative Authority. The full definition) O
admimistrative user concept is outside the scope of this Directory Specification.

11.1. autonomous administrative area: A subtree of the DIT whose entries are al administered by the
Admipistrative Authority. Autonomous administrative areas are non-overlapping.

11.1. DIT domain administrative authority: An Administrative Authority in its role as the entity
respohsibility for the administration of a part of the DIT.

11.1. DIT domain policy: An expression of the general goals and acceptable procedures for aDIT Domain.

11.1. DMD administrative authority: An Administrative Authority in its rel€ as the entity responsible f
admimistration of aDMD.

11.1.9 DMD policy: A policy governing the operation of the DSAsin aDMD.
11.1.10 DMO policy: A policy defined by aDMO, expressed in tertms of DMD and DIT Domain policies.

11.1.11 inner administrative area: A specific administrative area whose scope is wholly contained within the
of andther specific administrative area of the same type.

11.1.12 policy: An expression by an Administrative Autharity of general goals and acceptable procedures.
11.1.13 policy attribute: A generic term for any Direetory operational attribute which expresses policy.
11.1.14 policy object: An entity with which apolicy is concerned.

11.1.15 policy procedure: A rule defining how a set of policy objects should be considered and what actions g
be talfen as aresult of this consideration.

f the

same

aving

br the

scope

hould

11.1.16 policy parameter: A poliey.procedure is characterized by certain policy parameters which are subject to

configuration (i.e., choice) by an Administrative Authority.

11.1.17 specific administrative area: A subset (in the form of a subtree) of an autonomous administrative
defingd for a particular aspect of administration: access control, subschema or entry collection administration.
defingd, specific admipisttative areas of a particular kind partition an autonomous administrative area.

11.1.18 specificadministrative point: The root vertex of a specific administrative area.

11.2 Overview

A fundamental objectlve of the Directory |nforma¢|0n model |s to consider well-defined collections of entn& S

b area
When

for that admi nlstrat|on and the means by which the| r authority is exercised.

The concept of policy, defined in 11.3, provides the mechanism by which Administrative Authorities exercise control of

the Directory.
Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrativ

e and

Operational Information (see clause 12). This is to allow the modelling of information required for the regulation of

Directory user information and for other administrative purposes.

Other aspects of the Directory Administrative Model require support for the distribution of administrative and
operational information among the component parts of the Directory, i.e., DSAs. Clauses 22 through 24 describe a DSA

Information Model to support these requirements.
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11.3 Policy

A policy is an expression by an Administrative Authority, acting as an agent of the DMO, of general goals and
acceptable procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and
in terms of aspects within which an administrative user has some degree of freedom of action and specific
responsibilities.
An Administrative Authority expresses DMO policy in terms of

— DIT Domain Policy;

—  DMD Policy.

These policies may be expressed as policy attributes. A model of DIT policiesis defined in 11.6.

NOTE — Clause 14 defines the system schema necessary to support the administration of collective attributes. Clause 15 definesa
ework for supporting subschema administration policies. Clause 17 defines aframework supporting access control pol{cies.

DMD policies relate specificaly to DSAs as components of the distributed Directory. These DMD _(policigs are
descr{bed in 11.7 which defines amodel for DSA administration.

Finallly, there are policies which relate to external matters (such as bilateral agreements between/DMOs) and are
therefore not further described here.

A poljcy object is an entity with which apolicy is concerned (e.g., a subschema administrative areais a policy objéct).

A policy procedureis arule defining how a set of policy objects should be considered and‘what actions should beltaken
(and pnder what circumstances) as a result of this consideration (e.g., clause 15 defines subschema administration
policy procedures).

A policy procedure is characterized by certain policy parameters which are subject to configuration (i.e., choice) [by an
Admipistrative Authority.

Opergtional attributes are used to represent policy parameters. The valdes of such an attribute form an expressjon of
somelor all of the policy parameter it represents.

114 Specificadministrative authorities

The pdministration of a DIT Domain involves the execution of five functions related to different aspegts of
admi i stration:

— naming administration;

—  subschema administration;

—  security administration;

—  collective attribute administration;
—  service administration:

A specific Administrative Authority is an Administrative Authority in its role as the entity responsible for one of| these
specific aspects of DIT Domain policy.

The term Naming Authority (see clause 9) identifies the role of the Administrative Authority as it pertains {o the
allocgtion of names<and administration of the structure of these names. A role of the Subschema Authority] is to
implgment these naming structures in the subschema.

The term Subschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
admimistration and execution of the subschema policy controlling the naming and content of entriesin a DIT Dgmain.
Clauge 15 describes Directory support of Subschema Administration

The term Security Authority (see ITU-T Rec. X.509 | ISO/IEC 9594-8) identifies the role of the Administrative
Authority as it pertains to the establishment, administration and execution of a security policy governing the behaviour
of the Directory with respect to entriesin a DIT Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertains to the
establishment and administration of collective attributes (see 12.7) inaDIT Domain.

The term Service Authority identifies the role of the Administrative Authority as it pertains to the establishment and
administration of service constraints and adjustment.
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Administrative areas and administrative points

11.5.1 Autonomous administrative areas

Each entry in the DIT is administered by precisely one Administrative Authority (which may operate in different roles).
An autonomous administrative area is a subtree of the DIT whose entries are all administered by the same

Admi

nistrative Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

The set of one or more autonomous administrative areas for which a DMO has administrative authority is its DIT
Domain. Thisisrepresented in Figure 6.

1152

In the
be cg
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Autmgomous
Area (»\AA)

X.601_F06

Figure6—A DIT Domain

Specific administrative ar eas

same way that an Administrative Authority may operate’in a specific role, entries in an administrative aref
nsidered in terms of a specific administrative funetion. When viewed in this context, an administrative g
d a specific administrative area. There are five kinds of specific administrative area

—  subschema administrative aress;

—  access control administrative areas,

—  collective-attribute administrative areas;
—  context default administrative aress;

—  service administrative-areas.

An a
each
admi
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tonomous administrativie area may be considered as implicitly defining a single specific administrative ar
Specific aspect of administration. In this case, there is a precise correspondence between each such g
istrative area and-theautonomous administrative area.

atively, for each specific aspect of administration, the autonomous administrative area may be partitione
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H into
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administrative aspect, an autonomous administrative area is not partltloned a specmc Adm|n|strat|ve Authority is
responsible for that administrative aspect for the entire autonomous administrative area.

11.5.3 Inner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kinds of
specific administrative areas may be defined:

32

a) torepresent alimited form of delegation; or

b) for administrative or operational convenience (e.g., where the administrative point of a subtree i
DSA other than the one holding the entries within the subtree, that subtree may be designated as an
areato alow administration viathe local DSA).
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An inner administrative area may be nested within another inner administrative area.

Inner areas represent areas of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authorities of the specific administrative areas within which they are contained, and also by the Administrative
Authorities of the inner areas within which they are contained. The former authorities have overall control of the
policies regulating these entries, while the latter authorities have (limited) control over those aspects of policy delegated
to them by the former.

The rules for nested inner areas, should they be permitted, shall be defined as part of the definition of the specific
administrative aspect within which they are contained.

1154 Adminigtrative points

The specification of the extent of an autonomous administrative area is implicit and consists of the identification of a
point[in the DIT (the root of the autonomous administrative ared’s subtree), an autonomous administrative point] from
which the administrative area proceeds downwards until another autonomous administrative point is encountefied, at
which another autonomous area begins.

NOTE 1 — The immediate subordinates of the root of the DIT are autonomous administrative points.

Where an autonomous administrative area is not partitioned for a specific aspect of administration, thgn the
admi :l:istrative area for that aspect coincides with the autonomous administrative area. In this'Case, the autongmous
administrative point is also the specific administrative point for this aspect of administration,

Where an autonomous administrative area is partitioned for a specific aspect of administration, then the specificatjon of
the extent of each specific administrative area consists of the identification of the root of the specific adminisfrative
area’q subtree, a specific administrative point, from which the specific administrative area proceeds downwards until
another specific administrative point (of the same administrative aspect) is encountered, at which another specific
admiistrative area begins.

Specific administrative areas are always bounded by the autonomous administrative area they partition.

A paiticular administrative point may be the root of an autonomous-administrative area and may be the root of ¢ne or
more(specific administrative areas.

The gpecification of the extent of an inner administrative area (within a specific administrative area) consists pf the
identification of the root of the inner administrative-areas subtree, an inner administrative point. An |inner
administrative areais bounded by the specific administrative areawithin which it is defined.

An afiministrative point corresponding to the root'of an autonomous administrative area represents a DIT Dpmain
(and DSA) boundary. That is, its immediate superior in the DIT must be under the administrative author|ty of
another DMD.

NOTE 2 — Thisimplies that a DMO cannot arbitrarily partition aDIT Domain into autonomous administrative areas.

An afministrative point is representediin the Directory information model by an entry holding an administrativeRole
attribyite. The values of this attribute-identify the type of administrative point. This attribute is defined in 14.3.

Clausges 22 through 24 describe how administrative areas are mapped onto DSAs and the DSA information model.

Figurg 7 depicts an autonemous administrative area which has been partitioned into two specific administrativel areas
for a] specific aspect<of administration (e.g., access control). In one specific administrative area, a nested|inner
administrative area has’been created (e.g., because the subtree isto be held in a different DSA from the remainder [of the
specific administrative area).

Figure 7 usesthe abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) and IAP
(Innef Admiihistrative point).
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Figure 7 — Administrative points and areas

11.5.% Administrative entries

An entry located at an administrative point is an administrative entry. Administrative entriesimay have specia ¢
called subentries, as immediate subordinates. The administrative entry and its associated.Subentries are used to ¢
the entries encompassed by the associated administrative area.

Where inner administrative areas are used, the scopes of these areas may overlaps

Therdfore, for each specific aspect of administrative authority, a definition iSrequired of the method of combinat
administrative information when it is possible for entries to be included,ifi more than one subtree or subtree refin
assoc|ated with an inner area defined for that aspect.
NOTE — It is not necessary for an administrative point to represent each Specific aspect of administrative authority. For ex
there might be an administrative point, subordinate to the root of the autonomous administrative area, which is used for
cantrol purposes only.

11.6 DIT Domain policies

A DIl Domain policy has the following componénts: DIT policy aobjects, DIT policy procedures, and DIT
paranmeters.

An operationa attribute that represents a'DIT policy parameter is termed a DIT policy attribute (e.g., subs(
admimistration operational attributes defined in clause 14 are DIT Domain policy attributes).

For g particular DSA, the possiblevalues of a policy parameter may not correspond to distinct, realizable cour
action for that component. This may be the case, for example, when the DSA lacks the technical capability to pg
all aspects of the policy procedure (e.g., implement a particular access control scheme). To be well-defined, a
procedure shall take such citeumstances into account as part of its definition.

Specific DIT Domain goliey objects and attributes are defined in clause 15 to support subschema administration.

117 DMDpalicies

A DMD poliey is a policy that pertains to the operation of one or more of the DSAs in the DMD. A DMD polic
apply| eithex to all the DSAsin the DMD in a uniform manner, to a subset of the DSAs in the DMD, or it may ap

htries,
ontrol

on of
Ement

ample,
laccess

bolicy

thema

5es of
rform

bolicy

may
ply to

one specific DSA

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by one or

more DSAS.
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Examples of such restrictions are:

a)
b)
0)

d)

Limiting the basic service provided to Directory (i.e., non-administrative) users to interrogation
operations only.

Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

Limitations on requests accepted from users accessing the DSA directly when chaining is required to
DSAsin the DMD known to be subject to limitations of the kind indicated in the previous point.

Constraints on the kinds of searches certain users can perform, and on the characteristics of such searches
(e.g., relaxation policies).

ITU-T Rec. X.501 (11/2008) 35


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

SECTION 5-MODEL OF DIRECTORY ADMINISTRATIVE
AND OPERATIONAL INFORMATION

12 Model of Directory Administrative and Operational Information

12.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

1211  base The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree

specification.
12.1.

12.1.
and Qperational information model.

12.1.

12.1. entry: A Directory entry or extended Directory entry, depending on the context(either users and
appli¢ations or administration and operation of the Directory) in which the term is used.

12.1. subentry: A specia sort of entry, known by the Directory, used to hold information associated with a §
or sufptree refinement.

chop: A set of assertions concerning the names of the subordinates of a base.

directory system schema: The set of rules and constraints concerning operational attributes'and subentr

12.1. subtree refinement: An explicitly specified subset of the entries in a subtree, where the entries al
locatgd at the vertices of a single subtree.

12.1. subtree specification: The explicit specification of a subtree or subtree refinement. A subtree specifi
consifts of zero or more of the specification elements base,cchop and specification filter. The definition is t

ed in the subtree or subtree refinement is explicitly specified.

12.2 Overview

From[an administrative perspective, user information held in the DIB is supplemented by administrative and opers
informnation represented by:

— operational attributes,«which represent information used to control the operation of the Directory
access control information) or used by the Directory to represent some aspect of its operation (e.g.
stamp information);_and

— subentries, whieh'associate the values of a set of attributes (e.g., collective attributes) with entries
the scope of the subentry. The scope of a subentry is a subtree or subtree refinement.

This information, illustrated in Figure 8, may be placed in the Directory by administrative authorities or by DSA
is used by the Diregtory in the course of its operation.

Two nechanisms’in the Directory abstract service that relate to this view of Directory information are:
< X EntrylnformationSelection permits the selection of operationa attributesin an entry; and

directory operational attribute: An operational attribute defined and visible in the Directory Adminisfrative

€s.

their

btree

Asi zes

e not

cation
ermed

tional

(eg.,
L time

vithin

5, and

dias

— the subentries service control permits the List and Search operations to apply either to object an

entries or to subentries.

Access to operational information, as for user information, may be limited by an access control mechanism.

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 22 through 24, expresses the mapping

of these entries onto the information repositories of DSAS.
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Figure 8 —Model of Directory Administrative and Operational | nformation

12.3 Subtrees

12.3.1 Overview

A suhtree is a collection of object and alias entries situated at the verticeS.of a tree. Subtrees do not contain subentries.
The grefix "sub", in subtree, emphasizes that the base (or root) vertex of this tree is usually subordinate to the rpot of

the DJT.

A sulptree begins at some vertex and extends to some identifiable lower boundary, possibly extending to leay
subtree is aways defined within a context which implicitly“bounds the subtree. For example, the vertex and
boundlaries of a subtree defining a replicated area are bounded by a naming context. Similarly, the scope of a g
definiing a specific administrative areais limited to the context of an enclosing autonomous administrative area.

12.3. Subtree specification

Subtree specification is the definition of a subset of the entries below a specified vertex which forms the base
subtrée or subtree refinement.

The ertex and/or the lower boundary:of*the subtree may be implicitly specified, in which case they are determir]
the cgntext within which the subtree.is used.

The \ertex and/or the lower boundary may be explicitly specified using the mechanism specified in this clausg
mechpnism may also be used1o specify subtree refinements which are not true tree structures.

NQTE — The topological concept of a (sub)tree is useful in considering such specifications, although a particular specif
mgy determine a celtection of entries that are not located at the vertices of a single (sub)tree. The term subtree refiner
preferred when theentries of the collection are not so located.

Specification of a/subtree consists of three optional elements of specification which identify the base of the subtrg
then educeithe collection of subordinate entries. These elements of specification are:

a) Base — The root vertex of the subtree or subtree refinement produced by the evaluation of a g

es. A
lower
ibtree

Of the

ed by

L This

cation
nent is

e, and

ibtree

cneeifieation:

SpPCCTT Tt o

b) Chop— A set of assertions concerning the names of the subordinate entries; and

c) Specification filter — A proper subset of the assertive capability of afilter applied to the subordinates.

The specification of asubtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE {

base [O] LocalName DEFAULT { },
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL }

-- empty segquence specifies whole administrative area
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The three components of this sequence correspond to the three specification elements identified above.

Where a value of SubtreeSpecification identifies a collection of entries that are located at the vertices of a single
subtree, the collection istermed a "subtree"; otherwise, the collection is termed a " subtree refinement".

The SubtreeSpecification type provides a general purpose mechanism for the specification of subtrees and subtree
refinements. Any particular use of this mechanism defines the specific semantics of precisely what is specified and may
impose limitations or constraints on the components of SubtreeSpecification.

When each of the components of SubtreeSpecification is absent (i.e., a value of type SubtreeSpecification which is
an empty sequence, {}), the subtree so specified is implicitly determined by the context within which the
SubtreeSpecification is used.

These terms are illustrated in Figure 9, for the case where subtrees are deployed within the context of administrative
areas

A Administrative

/ 7\Point (AP)
Local name j\
Subtree
F AP
HHH /
¢ Admini strative ]
oA e (AA)
Subtree
refinement @ AA
X.501_F09

Figure 9 — Specification of Subtreesand Subtree Refinements
within the context ef AAdministrative Areas

12.3.] Base

The Hase component of SubtreeSpecificatian represents the root vertex of the subtree or subtree refinement. This may
be an| entry which is subordinate to the roGt yvertex of the identified scope or may be the root vertex of the identified
scopdgitsalf (the default).

The relative name of the root vertex of the subtree with respect to the root vertex of the identified scope is a vgue of
type focalName:

LocalName ::= RDNSequence

Note that the root vertex\of the identified scope and the root vertex of the subtree coincide when LocalName is ofnitted
from BubtreeSpecification.

RDNS$ used to name the root vertex of the subtree shall be primary RDNSs.
12.34 Chop Specification

The GhopSpecification component consists of a set of assertions concerning the names of the subordinates of abpse. It
consists of avalue of type ChopSpecification:

ChopSpecification ::= SEQUENCE {

specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {
chopBefore [0] LocalName,
chopAfter [1] LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }

This type is intended to permit the specification of a tree structure (or subset thereof) starting at the base by two
methods, specific exclusions and base distance.

Where any attribute in an RDN in chopBefore or chopAfter has multiple distinguished values differentiated by
context, the primary distinguished value shall be used as the value in the RDN in LocalName.
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12.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may be used individually or in
combination.

The chopBefore component defines a list of exclusions, each in terms of some limit point which is to be excluded,
along with its subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a
LocalName, relative to the base.

The chopAfter component defines a list of exclusions, each in terms of some limit point whose subordinates are to be
excluded from the subtree or subtree refinement. The limit points are the entries identified by a LocalName, relative to
the base.

12.3.4.2 Minimum and Maximum

Thes¢ components allow exclusion of all entries that are superior to entries that are minimum RDN arcs below thg base,
as well as entries which are subordinate to entries that are maximum RDN arcs below the base. These distances are
expressed by values of the type BaseDistance:

Basepistance ::= INTEGER (0..MAX)

For the purpose of chop specifications, a compound entry is counted as a single entry. In a compeund entry, all flamily
memlpers are counted as having the same base distance as the ancestor, since they are al partof the same logical eptry.

A valpe of minimum equal to zero (the default), corresponds to the base. An absent maximum component indicatgs that
no loyver limit should be imposed on the subtree or subtree refinement.

12.3% Specification Filter

The $pecificationFilter component consists of a proper subset of the-assertive capability of a filter (see ITU-T
Rec. X.511 | ISO/IEC 9594-3) applied to the subordinates of a base. Only~entries for which the filter evaluates tp true
areincluded in the resulting subtree refinement. It consists of avalueof type Refinement:

Refinement ::= CHOICE {

item [0] OBJECT-CLASS.&id,

and [1] SET SIZE (1..MAX) OF Refinement,
or [2] SET SIZE (1..MAX) OF Refinement,
not [3] Refinement }

A Refinement evaluates to TRUE as if it were afilter making an equality assertion regarding values of the attribute
type ¢bjectClass only.

If a family member is excluded from a subtree by this specification, all its subordinate family members ar¢ also
exclufed.

12.4| Operational attributes

Therg are three varieties ofCeperational attributes: Directory operationa attributes, DSA shared operational attriputes,
and OSA specific operational attributes.

Diregtory operational-attributes occur in the Directory information model and are used to represent control information
(e.g., jaccess contralinformation) or other information provided by the Directory (e.g., an indication of whether an entry
isaldaf or non-leaf entry).

DSA shared\operational attributes occur only in the DSA Information Model, and are not visible at all in the Dirgctory
Inforrlnati on Models.

DSA specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE — These are described in clauses 23 through 24.

The definition and use of each operational attribute is a matter for specification in the appropriate Directory
Specification.
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12.5 Entries

125.1 Overview

From an administrative perspective, user information held in an entry may be supplemented by administrative and
operational information represented by operational attributes.

The Directory uses the object class attribute and DIT content rules applicable to an entry to control the user attributes
required and permitted in the entry. The operational attributes of an entry are governed by the Directory system schema
(see clause 14) applicable to the entry.

1252

Although not normally visible, the directory operational attributes within entries may be made visible to authorized
(e.g., pOMMISITAIIVE) USEYS O the diTectory  absiract Service. Ceartan operaiona arbies (eg., entryATl, or
modifyTimestamp) might also be available to ordinary users.

Accessto operational attributes

12.6 Subentries

12.6.1 Overview

entry is a special kind of entry immediately subordinate to an administrative point- It -contains attributes that
to a subtree (or subtree refinement) associated with its administrative poigt: ~-The subentries and| their

A sirjgle subentry may serve all or several aspects of administrative authority.“Alternatively, a specific aspect of

subschema administrative authority. Access control and collective attribute authorities may have spvera

A subentry is not considered in List and Search operations unless the'subentries service control is included |n the

request.
A subjentry shall not have subordinates.
The gructure of a subentry corresponding to an administrative point is depicted in Figure 10.
ADMINISTRATIVEENTRY
User Qperational
attributes attributes
Subéntny Subentry
SUBENTRY
Subentry Subtree Object
RDN specification class Attribute Attribute
attribute attribute attribute
X.501_F10

Figure 10 — Structure of a Subentry

A subentry consists of:

— acommonName attribute, specified in ITU-T Rec. X.520 | ISO/IEC 9594-6 which contains the RDN of
the subentry;

— asubtreeSpecification attribute, specified in clause 14;

— an objectClass attribute, specified in clause 13, which indicates the purpose(s) of the subentry in the
operation of the Directory;
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—  other attributes, depending on the values of the objectClass attribute.
Subentries may also contain operational attributes with appropriate semantics (see 12.6.4).

12.6.2  Subentry RDN attribute

The commonName attribute used as the subtree identifier serves to distinguish the various subentries that may be
defined as immediate subordinates of a specific administrative entry.

NOTE — The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrative Authority.

The commonName attribute for a subentry shall not contain multiple distinguished values differentiated by context;
only asingle distinguished value is permitted.

12.6.3  Subtree Specification attribute

The gubtreeSpecification attribute defines the collection of entries within the administrative area with whigh the
subtrge is concerned.

12.64 Useof Object Classattribute
The gontent of a subentry is regulated by the values of the subentry's objectClass attribute.

The dbjectClass attribute of all subentries shall contain the value subentry. The subentry_objéct class is a stryctural
object class, defined in clause 14, used to include the commonName, subtreeSpecificationand objectClass attr|butes
in al jsubentries.

In orgler to regulate the remaining attributes, the other values of the objectClass(ttribute, representing the auxiliary
object classes allowed for the subentry, shall be used.

The definition of the semantics of one of these values includes an identification and specification of zero or| more
attribpite types that shall or may appear in the subentry when the objectClass attribute assumes the value. The definition
of thg semantics of avalue for the objectClass attribute shall include:

— anindication of whether an entry may be includéed-in more than one subtree or subtree refinpment
associated with the particular purpose (e.g., it may’not be permitted in the case of subschema, but may
be permitted for access control); and if so

— theeffects of the combination of associated:subentry attributes, if any.

A subjentry of a particular object class may only be.subordinate to an administrative entry if the administrativeRole
attribyte permits that class of subentry as a subordinate.

As for object and dlias entries, information. held’in a subentry may be supplemented by administrative and opergtional
informnation represented by operational attributes. For example, a subentry is permitted to contain entry ACI, prqvided
only fthat this ACI is permitted by and ‘consistent with the value of the accessControlScheme attribute ¢f the
corregponding access control specificpaint. Similarly, a subentry may contain amodify Timestamp.

12.6.% Other subentry attributes

The femaining attributes within a subentry depend on the values of the objectClass attribute. For example, a
subschema attribute may.-only be placed in asubentry if itsobjectClass attribute has subschema as one of its valyies.

12.7 I nformation model for collective attributes

todeploy“.and administer collective attributes. This shall be indicated by the presence of the |value
id-arollectiveAttributeSpecificArea in the associated administrative entry's administrativeRole attribute (in addition
to the presence of the value autonomousArea, and possibly other values).

An %tonomous administrative area may be designated as a collective attribute specific administrative area in|order

Such an autonomous administrative area may be partitioned in order to deploy and administer collective attributes in the
specific partitions. In this case, the administrative entries for each of the collective attribute specific administrative areas
are indicated by the presence of the value id-at-collectiveAttributeSpecificArea in these entries administrativeRole
attributes.

If such an autonomous administrative area is not partitioned, there is a single specific administrative area for collective
attributes encompassing the entire autonomous administrative area.

Additionally, a specific administrative area defined for the purpose of collective attribute administration may be further
divided into nested inner areas for the same purpose. The administrativeRole attribute of the administrative entries for
each such inner administrative area shall indicate this by the presence of the valueid-ar-collectiveAttributelnnerArea.
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An entry collection and its associated collective attributes are represented in the Directory information model by a
subentry, termed a collective attribute subentry, whose objectClass attribute has the value
id-sc-collectiveAttributeSubentry, as defined in clause 14. A subentry of this class may be the immediate subordinate
of an administrative entry whose administrativeRole attribute contains the value
id-ar-collectiveAttributeSpecificArea or id-ar-collectiveAttributelnnerArea.

Where there are different entry collections within a given collective attribute area, each shall have its own subentry.

The entry collection itself is defined by the value of the subtreeSpecification operational attribute of the subentry. This
value defines the scope of the collective attribute subentry. The user attributes of the subentry are the collective
attributes of the entry collection.

NOTE 1 — Because subtree refinement is based on object class, the association of collective attributes with object entries can be
done |n a manner that naturally extends the schema for these entries. For example, the organ|zat|ona|Person entrles of an

P creatlon of a subentry whose assoaated subtree is reflned to |ncI ude only organ|zat|onalPerson entn&s and WhICh cntal ns
the organization's set of collective attributes. Additionally, a DIT Content Rule for such entries would need to be definedtq allow
cdlective attributes to become visible in the entries.

Collettive attribute types and non-collective attribute types differ semantically. An attribute type capable of expressing
collegtive semantics shall be designated as a collective attribute type at the time of its definition.

NQTE 2 — Merging procedures employed by the Directory in the case of independent sources of values.of a collective attribute
type are described in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Colleftive attributes may be excluded from appearing in a particular entry through use'©f the collectiveExclugions
attribyte defined in clause 14.

12.8 I nformation model for context defaults

An alitonomous administrative area may be designated as a context default specific administrative area in|order
to deploy and administer context defaults. This shall be indicated by the presence of the |vaue
id-arontextDefaultSpecificArea in the associated administrative entry's administrativeRole attribute (in additjon to
the priesence of the value id-ar-autonomousArea, and possibly othervalues).

Such Jan autonomous administrative area may be partitionedsin order to deploy and administer context defaults jn the
specific partitions. In this case, the administrative entries fon each of the context default specific areas are indicaled by
the p ce of the value id-ar-contextDefaultSpecificAréa in these entries administrativeRole attribute.

If an putonomous administrative areais not partitianed, there is a single specific administrative area for context defaults
encornpassing the entire autonomous administrative area.

Contgxt defaults are represented in the Dinectory Information model by a subentry, termed a context default subentry,
whosg objectClass attribute has the value id-sc-contextAssertionSubentry as defined in 14.7. A subentry of thig class
may be the immediate subordinate of-an administrative entry whose administrativeRole attribute contains the|value
ontextDefaultSpecificArea.

The ¢ontext default subentry(defines a set of context assertions, any one of which is applied whenever there|is no
contekt assertion applicableto a given attribute type specified by the user when accessing the portion of the DIT dgfined
by th¢ subtreeSpecification operational attribute of the subentry. Application of default context assertions is destribed
in8.92.2, andin 7.6,1°0f ITU-T Rec. X.511 | ISO/IEC 9594-3.
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SECTION 6 — THE DIRECTORY SCHEMA

13 Directory Schema

13.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
13.1.1  attribute syntax: The ASN.1 data type used to represent values of an attribute.

13.1.2 directory schema: The set of rules and constraints concerning DIT structure, DIT content, DIT context use,
object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory Schema is

maniflested as a set of non-overlapping subschemas each governing entries of an autonomous administrative areg
subschema specific partition thereof). The Directory schema is concerned only with Directory User Information,

(directory) subschema: The set of rules and constraints concerning DIT structure, DIT content; abject o

the alixiliary object classes and additional attribute types permitted to appear, or excluded.from appearing, in ent
the indicated structural object class.

13.1.
attribyite types. It specifies the permitted and the mandatory context types for theattribute type.

13.1. DIT structure rule: A rule governing the structure of the DIT by specifying a permitted super,
suborginate entry relationship. A structure rule relates a name form, andtherefore a structural object class, to su
structure rules. This permits entries of the structural object class identified by the name form to exist in the O
suborginates to entries governed by the indicated superior structure rules.

to the entry. Thisruleisindicated by the governingStfuctureRule operational attribute.

name|form identifies a named object class and one or-more attribute types to be used for naming (i.e., for the R
Nameg forms are primitive pieces of specification used’in the definition of DIT structure rules.

NOTE — Name forms are registered and have global scope. DIT structure rules are not registered and have the scope
administrative area with which they are assoeiated.

13.1.9 superior structure rule: With respect to a particular entry, the DIT structure rule governing the ¢
super|or.

13.2 Overview

The Directory Schema is.a.set of definitions and constraints concerning the structure of the DIT, the possible

L (or a

asses

tribute types, syntaxes and matching rules which characterize the DIB entries within ,an autongmous

ifies
ies of

DIT context use: A rule governing the context types that may be associated with attribute values of particular

or to
perior
IT as

governing structure rule (of an entry): With respectio a particular entry, the single DIT structure rule that

name form: A name form specifies a permissible RDN for entries of a particular structural object class. A

RDN).

of the

Nntry's

ways

entrigs are named, theqnformation that can be held in an entry, the attributes used to represent that information an$ their

organization into hiefarchies to facilitate search and retrieval of the information and the ways in which val
attribyites may be.matched in attribute value and matching rule assertions.

NOTE 1 —Fhe'schema enables the Directory system to, for example:
& \( “prevent the creation of subordinate entries of the wrong object-class (e.g., a country as a subordinate of a persg

es of

n);

- prevent the addition of attribute-typesto an entry inappropriate to the object-class (e.g., a seria number to a pf

brson's

entry);

—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type (e.g., a printable

string to a bit string).
Formally, the Directory Schema comprises a set of:
a) Name Formdefinitions that define primitive naming relations for structural object classes;

b) DIT Sructure Rule definitions that define the names that entries may have and the ways in which the

entries may be related to one another in the DIT;

¢) DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond
indicated by the structural object classes of the entries;
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d) Object Class definitions that define the basic set of mandatory and optional attributes that shall be
present, and may be present, respectively, in an entry of a given class, and which indicate the kind of
object class that is being defined (see 7.3);

€) Attribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a
collective attribute, whether it is permitted to have multiple values and whether or not it is derived from
another attribute type;

f)  Matching Rule definitions that define matching rules;

g) DIT Context Use definitions that govern the context types that may be associated with attribute values of
any particular attribute type.

Figure 11 illustrates the relationships between schema and subschema definitions on the one side, and the DIT,

direct

Figur

ory entries, attributes, and attribute values on the other.
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Figurel11 — Overview of Directory Schema

b 11 isinterpreted as follows:
— theitemslisted/vertically on the |eft represent elements of schema;

— the items\listed vertically on the right represent instances of corresponding schema items, instarjtiated
according to the rules defined by these schemaitems;

—  theyelationship between items of schemaisillustrated by the "uses' relationship;

—w-the relationship between instances of different aspects of schema is illustrated using the "belong to"
relationship.

The
gover

R 5 each
ning entries of an autonomous admlnlstratlve area (or a subschema specific partition thereof). A subschema

administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema having global
scope which are defined in these Directory Specifications: name forms, object classes and attributes (types and
matching rules). It may also choose to define alternatives to these elements more appropriate to its own environment or
it may choose some intermediate approach, using both standardized and proprietary schema elements.

The subschema administrative authority defines those schema elements whose scope is limited to the subschema: DIT
structure rules, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicable to which attribute types.
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The Directory Schema is concerned only with directory user information. Although some support for the specification

of operational information is provided in the notation defined in this clause, the regulation of Directory Administrative

and Operational Information is the concern of the Directory System Schema.
NOTE 2 — The Directory System Schemais described in clause 14.
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Object class definition

The definition of an object classinvolves:

a) indicating which classes this object classis to be a subclass of;
b) indicating what kind of object classis being defined;

¢) listing the mandatory attribute types that an entry of the object class shall contain in addition to the
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d) listing the optional attribute types that an entry of the object class may contain in addition to the of
attributes of all its superclasses;

€) assigning an object identifier for the object class.
DTE — Collective attributes shall not appear in the attribute types of an object class definition.

Subclassing

arerestrictions on subclassing, namely:
— only abstract object classes shall be superclasses of other abstract object classes.

is one special object class, of which every structural object class is a subclass. This object classis called to
bhstract object class.

Object classattribute

entry shall contain an attribute of type objectClass to identify.the object classes and superclasses to whi
belongs. The definition of this attribute is given in 13.4.8. Thisattribute is multi-valued.

shall be one value of the objectClass attribute for the.entry's structural object class and a value for each
Classes. top may be omitted.

er when the entry is created.

P auxiliary object classes are used, an-eqtry may contain values of the objectClass attribute for the au
classes and their superclasses allowéd by a DIT content rule. If a value for an allowed auxiliary object ¢
nt, then values for the superclasses of the auxiliary object class shall also be present.

e the objectClass attribute contains an object identifier value for an auxiliary object class, then the entry
n the mandatory attributes indiCated by that object class.
DTE 1 — The requirement that)the objectClass attribute be present in every entry is reflected in the definition of top.

DTE 2 — Because an objeCt/class is considered to belong to all its superclasses, each member of the chain of superclassef
b is represented by avalue in the objectClass attribute (and any value in the chain may be matched by afilter).

DTE 3 — AccessControl restrictions may be placed on modification of the objectClass attribute.

hjunction with the applicable DIT content rules, the Directory enforces the defined object class for every er
IB. Any-attempt to modify an entry that would violate the entry's object class definition that is not exp
d by the'entry's DIT content rule shall fail.

DTE A - In particular, the Directory will ordinarily prevent:

tional

. top

th the

of its

ed by

iliary
assis

shall

5 up to

try in
icitly

a)

arbUte types absent Trom an enmtry's structural object class aelnition and not permitted Dy the entry's DT T _Cont

being added to an entry of that object class;

b)
©)

an entry being created with one or more absent mandatory attribute types for an object class of the entry;
amandatory attribute type for the object class of the entry being deleted.

13.3.3  Object class specification

Object classes may be defined as values of the OBJECT-CLASS information object class:

OBJECT-CLASS ::= CLASS{
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,
&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,
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&id OBJECT IDENTIFIER UNIQUE }
SYNTAX {

[ SUBCLASS OF &Superclasses ]

[ KIND &kind ]

[ MUST CONTAIN &MandatoryAttributes ]

[ MAY CONTAIN &OptionalAttributes ]

ID &id }

ObjectClassKind ::= ENUMERATED {

abstract 0),
structural (1),
auxiliary 2)}

For an object class which is defined using this information object class:

Thed

top (

alias

N

a) &Superclasses isthe set of object classes which are its direct superclasses;
b) &kind isitskind;
C¢) &MandatoryAttributes isthe set of attributes which entries of that class shall contain;

d) &OptionalAttributes is the set of attributes which entries of that class may containy<except that

attribute appears in both the mandatory and optional sets, it shall be considered mahdatory;
€) &id istheobject identifier assigned toit.

bject classes previously mentioned (top and alias) are defined below:
BJECT-CLASS ::= {

KIND abstract

MUST CONTAIN  { objectClass }

ID id-oc-top }

OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUST CONTAIN  { aliasedEntryName }
ID id-oc-alias }
DTE 1 — The object class alias does not specify appropriate attribute types for the RDN of an alias entry. Adminig

Alithorities may specify subclasses of the class alias which specify useful attribute types for RDNs of alias entries.

parer

child

Neith

t OBJECT-CLASS ::= {

KIND abstract

ID id-oc-parent }
OBJECT-CLASS ::= {

KIND auxiliary

ID id-oc-child’}

er the parent nor the child object classes shall be combined with the alias object classto form an alias entry.

The parent object class isidefived by the presence of an immediately subordinate family member, marked K
nce of a child objecticlass value. It may not be directly administered. The child object class value may only be

presey

addeq

famil
N
TH

or removed when the result is consistent with the architecture of compound entries (e.g., the subording
members shall. always have achild object class).

DTE 2 — The object classes parent and child do not specify any appropriate attribute types for the RDNs of family me
iswill be-dene in the normal way via the appropriate structural object classes and name forms for these entries.
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Attribute type definition

The definition of an attribute type involves:

46

a) optionaly indicating that the attribute type is a subtype of a previously defined attribute type, its
supertype;

b) specifying the attribute syntax for the attribute type;

c) optionaly indicating the equality, ordering and/or substring matching rule(s) for the attribute type;
d) indicating whether an attribute of this type shall have only one or may have more than one value;
e) indicating whether the attribute type is operational or user;

f) optionally indicating that a user attribute type is collective;

g) optionaly indicating that an operational attribute is not user modifiable;

ITU-T Rec. X.501 (11/2008)
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h) for operational attributes, indicating the application;
i)  assigning an object identifier to the attribute type.
Any user attribute can be identified by an administrative authority as an anchor attribute, having friend attributes.

Therefore, the attribute type definition does not identify the friends of an anchor attribute. This may vary from
subschema to subschema.

13.4.1 Operational attributes

Some operational attributes are under direct user control. In other cases, the operational attribute's values are controlled
by the Directory. In the latter case, the definition of the operational attribute shall indicate that no user modifications to
the attribute values are permitted.

—  Directory operational attribute (e.g., access control attributes);
— DSA shared operational attribute (e.g., a master-access-point attribute);
—  DSA gspecific operational attribute (e.g., a copy-status attribute).

13.4.2 Attribute hierarchies

An aftribute hierarchy shall contain either user attributes or operational attributes but not doth: It follows that f user
attribpite shall not be derived from an operationa attribute, and that an operational attribute shall not be derived ffom a
user attribute.

An operationa attribute that is a subtype of another operational attribute shall“have the same application |as its
superfype.

If an gttribute type is not a subtype of another attribute type, the attribute syfitax and matching rules (if applicable) shall
be specified in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the
ASN [l datatype.

If an gttribute type is a subtype of an indicated type, the definition,need not specify an attribute syntax, in which case its
attribyte syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct supertype,
the irjdicated syntax shall be compatible with the supertype's syntax, i.e., every possible value satisfying the attripute's
syntak shall also satisfy the supertype's syntax.

If an gttribute type is a subtype of another attribute type, the matching rules applicable to the supertype are applicable to
the sybtype, unless extended or modified in the.definition of the subtype. A matching rule defined for a supertypg may
not bg¢ removed when defining a subtype.

13.4.1 Friend attributes

The list of friends of an anchor attribute shall only contain user attributes. The relationship imposes no resfraints
whatgver on the semantics, syntax, or’other characteristics of afriend attribute.

NOTE — An anchor attribute may ‘be defined as a dummy attribute.

13.4. Collective attriblites
An operational attribute-shall not be defined to be collective.

A usdr attribute’may be defined to be collective. This indicates that the same attribute values will appear in the antries
of anjentry coltection subject to the use of the collectiveExclusions attribute.

Collegtiveattributes shall be multi-valued.

13.45 Derived attributes

A derived attribute is one that contains information using the syntax of attribute information, but where the values are
computed as returned rather than being held in the DIB.

The family-information derived attribute is introduced for use in the Directory service for the containment of family
information. Its characteristics are defined in 7.7.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

DSAs may aso use derived attribute technology to provide other attributes. For example, all operational attributes that
include the AccessPoint value of a specific DSA may (and probably should) derive the value from a single source of
the information, which may be suitably administered.
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13.4.6 Attribute syntax

If an equality matching rule is specified for the attribute type, the Directory shall ensure that the correct attribute syntax
isused for every value of this attribute type.

13.4.7 Matchingrules

Equality, ordering and substrings matching rules may be indicated in the attribute type definition. The same matching
rule may be used for one or more of these types of matchesif the semantics of the rule allows for more than one of these
different types of matches.

NOTE 1 — Thisfact should be reflected in the definition of the indicated matching rule.

If no equality matching rule isindicated, the Directory:

a) treats-values of this-attribute as-having-tvpe ANY. ie-—the Directory mav-not-check-that-those values
g T T T 4 o4

conform with the data type or any other rule indicated for the attribute;
b) does not permit the attribute to be used for naming;
¢) doesnot allow individual values of multi-valued attributes to be added or removed;
d) doesnot perform comparisons of values of the attribute;
e) will not attempt to evaluate AVAs using values of such an attribute type.

If an gquality matching rule isindicated, the Directory:

a) treatsvalues of this attribute as having the type defined in the & Type field in the attribute's definitipn (or
that of the attribute from which the attribute is derived);

b) will use the indicated equality matching rule for the purpose of. evaluating attribute value assartions
concerning the attribute;

¢) will only match a presented value of a suitable data type as'specified in the attribute type definition.

NQTE 2 — This subclause applies equally to an attribute whose equality matching rule uses an assertion syntax different frpm the
syhtax of the attribute type.

If no jordering matching rule is indicated, the Directory shall treat’ any assertion of an ordering match using the gyntax
provifled by the Directory Abstract Service as undefined.

If no pubstrings matching rule is indicated, the Directory'shall treat any assertion of a substring match using the gyntax
provifled by the Directory Abstract Service as undefined.

An atfribute type shall only specify matching rules whose definition applies to the attribute's attribute syntax.
13.4.8
Attriljutes may be defined as values of.the ATTRIBUTE information object class:

Attribute definition

ATTRIBUTE ::= CLASS {

&derivation

&Type
&equality-match
&ordering-match
&substringsématch
&single-valued
&collective

&dummy

-- @pefational extensions --
&no-user-modification

ATTRIBUTE OPTIONAL,

OPTIONAL, -- either &Type or &derivation required --
MATCHING-RULE OPTIONAL,

MATCHING-RULE OPTIONAL,

MATCHING-RULE OPTIONAL,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,

oEEALL T .\

Q
oaSayt
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AT oot oOSag toTT MTOC T OSCT A P PTeattortSy

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ SUBTYPE OF &derivation ]

[ WITH SYNTAX &Type]

[ EQUALITY MATCHING RULE &equality-match ]

[ ORDERING MATCHING RULE &ordering-match ]

[ SUBSTRINGS MATCHING RULE &substrings-match ]

[ SINGLE VALUE &single-valued ]

[ COLLECTIVE &collective ]

[ DUMMY &dummy |

[ NO USER MODIFICATION &no-user-modification ]

[ USAGE &usage ]

ID &id }
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AttributeUsage ::= ENUMERATED {

userApplications 0),
directoryOperation 2),
distributedOperation (2),
dSAOperation 3}

For an attribute which is defined using this information object class:

The 3
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a) &derivation isthe attribute, if any, of which it is asubtype;

b) &Type isitsattribute syntax. This shall be an ASN.1 type;

C) &equality-match isitsequality matching rule (if any);

d) &ordering-match isits ordering matching rule (if any);

€) &substrings-match isits substrings matching rule (if any);

f)  &single-valued is TRUE if it issingle valued, and false otherwise;

g) &collective isTRUEif it isacollective attribute, and false otherwise;

h) &dummy isTRUE if it isadummy attribute, and FALSE otherwise;

i)  &no-user-modification isTRUE if it isan operational attribute which cannot be-riodified by the user;

j)  &usage indicates the operational usage of the attribute. userApplications tmeans it is a user attfibute,
directoryOperation, distributedOperation, and dSAOperation mean itiS/a directory, distributed, or
DSA operational attribute respectively;

k) &id isthe object identifier assigned to it.

tClass ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

ID id-at-objectClass }
dEntryName ATTRIBUTE ::={

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

ID id-atsaltasedEntryName }

DTE — The matching rules referred to in these definitions are themselves defined in 13.5.2.

Matching ruledefinition

Overview

efinition-6f *a matching rule involves:

ttribute types defined in the first edition of this Directory Specification,/which are known to and used by the
fory for its own purposes, are defined as follows:

bjectClass and aliasedEntryName attributes are defined as user attributes even though they are usgd for
fory operations and semanticallyyshould be defined as operational. This is because these attributes were defined as
bttributes before the operational attribute concept and must remain as user attributes to facilitate interwgrking
en systems implementing different editions of this Directory Specification.

a)¢ optionally defining the parent matching rules from which the present matching rule may be derived

h) defining the syntax of an assertion of the matching ruler

c) specifying the different types of matches supported by the rule;

d) defining the appropriate rules for evaluating a presented assertion with respect to target attribute values
held in the DIB;

€) assigning an object identifier to the matching rule.

A matching rule shall be used to evaluate attribute value assertions of attributes indicating the rule as their equality
matching rule. The syntax used in the attribute value assertion (i.e., the assertion component of the attribute value
assertion) is the matching rule's assertion syntax.

A matching rule may apply to many different types of attributes with different attribute syntaxes.
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The definition of a matching rule shall include a specification of the syntax of an assertion of the matching rule and the
way in which values of this syntax are used to perform a match. This does not require afull specification of the attribute
syntax to which the matching rule may apply. A definition of a matching rule for use with attributes with different
ASN.1 syntaxes shall specify how matches shall be performed.

The applicability of defined matching rules to the attributes contained in a subschema specification (over and above the
matching rules used in the definition of these attribute types) is indicated through the subschema specification
operational attribute matchingRuleUse, defined in 15.7.7.

13.5.2  Matching rule definition
Matching rules may be defined as values of the MATCHING-RULE information object class:

MATCHING-RULE ::= CLASS {

&ParentMatchingRules MATCHING-RULE OPTIONAL,

&AssertionType OPTIONAL,

&uniqueMatchindicator ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ PARENT &ParentMatchingRules ]

[ SYNTAX &AssertionType ]

[ UNIQUE-MATCH-INDICATOR &uniqueMatchlindicator ]

ID &id }

For ajmatching rule which is defined using this information object class:

a) &ParentMatchingRules field is used if the matching rule being defiried combines the characterisics of
two or more other matching rules. It is given as a set of two or more object identifiers for the majching
rules that supply the basic characteristics of the matching rulebeing defined (e.g., matching algorithm); it
shall be omitted for a basic matching rule.

b) &AssertionType is the syntax for an assertion using.this matching rule; if it is omitted, the asgertion
syntax is the same syntax as that of the attribute the rul€ is applied to unless the matching rule spgcifies
otherwise. If it is present, it may specify a restriction'on the parent matching rule(s) if present, but |n this
case it shall be compatible with the syntax for:the parent matching rule(s) (i.e., a value complying with
&AssertionType shall also comply with &AssertionType for the parent matching rule(s)).

Cc) &uniqueMatchindicator is a notificationrattribute type. When present, unique matching is requirefl. For
a mapping-based matching rule (see 13.6), that means mapping against the mapping table shall yigld an
unambiguous result. If there are multiple matches against the mapping table, the search request shall be
regjected with a serviceError_with problem ambiguousKeyAttributes. In addition, a notifigation
attribute of the type specified by this field shall be placed in CommonResults of the error returned

NOTE 1 — Such a situation can‘occur in geographical matching when, for example, an assertion can specify "Newton"

asalocality in the United Kingdom,; there are many distinct towns with this name, which need to be distinguishgd by a
qualifier (e.g., "Newton,(Cambs").

d) &id isthe objectidentifier assigned toit.
If twg or more matching ruleSare used for ParentMatchingRules, the result is a combined matching rule that retirns a
result} for values that are-compatible with AssertionType, as prescribed by the following rule:

a) if thefesult of any parent matching ruleis TRUE, the combined matching rule shall return TRUE;

b) atherwise, if the result of any parent matching rule is FALSE, the combined matching rule shall feturn
EALSE; or

¢) ¢ otherwise, the combined matching rule shall return undefined.

Thef Hawana-tahla chavc tha palac of ~opalhiinati o Af b paatoliaay sl ac A and D e thin talla ao A e e |e be
OV TG taioTrC—Srovy S triC T orCS O COMoTIatror T OtV O THICECT T IgTOrcS 7 v o 1o - e taiorc—coara—T—oriTict

extended into multiple dimensions, with similar result patterns, to cover the case of three or more parent matching rules:

Rule A
TRUE FALSE UNDEFINED
TRUE TRUE TRUE TRUE
Rule B FALSE TRUE FALSE FALSE
UNDEFINED TRUE FALSE UNDEFINED

By combining matching rules as specified above, it is possible to obtain valid matching in cases where the matching
would otherwise fail.
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NOTE 2 — A specific case of the use of a parent matching rule is with the combination of an arbitrary matching rule with the
specia matching rule ignorelfAbsentMatch. The latter causes a filter-item to return TRUE if the attribute is absent; if it is
present, the normal rules apply. This enables a search filter to examine entries when some attributes specified in the search filter
are absent. See 8.7.1 of ITU-T Rec. X.520 | ISO/IEC 9594-6.

The objectidentifierMatch matching rule is defined as follows:

objectldentifierMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

A presented value of type object identifier matches a target value of type object identifier if and only if they both have
the same number of integral components, and each integral component of the first is equal to the corresponding
component of the second. This matching rule is inherent in the definition of the ASN.1 type object identifier.

objehl;dclltificl ?V‘iﬂtb:l ;DC‘II m.{ua:lty Illa.l.‘\.r: I;I IU IU:C.

The distinguishedNameMatch is defined as follows:

distifguishedNameMatch MATCHING-RULE ::= {
SYNTAX DistinguishedName
ID id-mr-distinguishedNameMatch }

A presented distinguished name value matches a target distinguished name value if and only. if<all of the following are
true:

a) thenumber of RDNsin each is the same;
b) corresponding RDNs have the same number of AttributeTypeAndValug;

c) corresponding AttributeTypeAndValue (i.e., those in corresponding RDNs and with identical attribute
types) have attribute values which match as described in 9.4.

distirlguishedNameMatch is an equality matching rule.

13.6 Relaxations and tightenings

Relaxation and tightening are functions that in a systematic way modify the matching of one or more filter items. If
relaxdtion is performed, the modification of the matching.isdone in such a way as to increase the likelihood of Having
more|matched entries. Relaxation is performed when\the number of matched entries is below a certain minifmum.
Tightening is performed in a similar way when the number of matched entries is above a certain maximum. There are
two npodes of relaxation/tightening;:

a) thematching rule applied for-aparticular attribute type can be replaced by matching rule substitutign in a
stepwise fashion until the required effect is achieved or the possibilities have been exhausted as dgtailed
in 13.6.1; and

b) the relaxation/tightening can be applied as part of a mapping-based matching as detailed in 13.6.2.

13.6.1 Matching rulesubstitution

The matching rule substitution can be controlled by a governing-search-rule within a service-specific adminisirative
area (see 16.10.7). It¢Can”aso be controlled by the user in the search request (see 10.2.1 of ITU-T Rec. X|511 |
| SO/IEC 9594-3). Inboeth cases, the RelaxationPolicy construct, as defined in 16.10, controls the substitution.

Relaqation/tightening by matching rule substitution modifies the action of a filter by systematically substituting the
previpudy applicable matching rules for selected attributes onto matching rules that provide looser (or tighter)
matching“Having relaxed, or tightened by matching rule substitution, the whole of the search processis re-evaluated on
the szme set of entries within the scope of the search. Re-evaluation can continue until no more relaxations exjst, or
until a satisfactory return (Tess than or equa to maximum, or more than minimum, by reference to the controlling
RelaxationPolicy elements) is made.

The result is that the filter remains the same for each re-evaluation, but the individual matching rules used to evaluate
the filter undergo a substitution as necessary (see Figure 12). Relaxation may either be evaluated on a DSA by-DSA
basis, using no coordinated relaxation between DSAS, or may aternatively use the chainedRelaxation component of
ChainingArguments to define what relaxation is to be used.
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Figure 12 —Matching rule substitution

Wher} a relaxation policy is to be used, the DSA before starting a local search makes a basic substitation forf each
attribyite type for which a basic substitution is defined, as specified by the relaxation policy.
NOTE 1 — A particular useful application of basic substitution is, as an example, for the localityName attribute type to suijstitute

the caselgnoreSubstringMatch matching rule with the generalwordMatch matching rule in situationsiwhere this matchimng rule
isjmore appropriate and the user is expected to formulate asubstrings filter item accordingly.

If tod few entries result from the search, as applied to this particular DSA, the first relaxation policy is applied; [if too
few entries still result, the next relaxation policy is applied; and so on.

Similprly, if too many entries result from the search, the first tightening policy is«applied in a similar fashion. There is
no reyersal from atightening to arelaxation, or vice versa.

A relpxation applied by one set of MRSubstitution for a particular attribute applies until countermanded by another
MRMapping. The countermanding can be explicit by specifying thé matching rule, or implicit by omittirlg the
oldMatchingRule identifier.

If arglaxed evauation is performed due to too few results from, the previous evaluation, and if too many results are
returnjed from the relaxed evaluation, some or al of the resalts from the relaxed evaluation shall be returned. If a
tightgned evaluation is performed due to too many results fromthe previous evaluation, and if too few are returned from
the tightened evaluation, some or al of the results from:the previous evaluation shall be returned. In either cage, the
relaxdtion or tightening process stops.

An

plicable relaxation policy applies both to filter*or extendedFilter, as appropriate.

NDTE 2 — Because relaxation allows filter item-evaluations to be relaxed or tightened for the ordinary filter, the nged for
ended filters to achieve more complex filtering is diminished.

may supply the proposedRelaxation notification attribute (see 6.13.15 of ITU-T Rec. X.520 | ISO/IEC 9594-6)
in a gearch result within the notification subcomponent of the PartialOutcomeQualifier. The information hefe can

ultimate case of relaxatien, a policy can cause a particular filter item to be evaluated as TRUE (or FALSE,|if the

Within a service gpecific administrative area, validation against search-rules is performed after possible|basic

ing-search-rule is selected prior to any subsequent matching rule substitution, including possible |basic

Mapping-based matching is relevant for the Search operation when the users' conception of the real world may in
several ways differ from the idealized model often used by the Directory. As an example, users notions of locality
names and how localities relate to each other may be quite different from how localities are represented in the
Directory. To bridge that gap and to improve the rate of successful searches, it is essential to have a mapping between
the users conception of some real-world objects, including their mutual relationships, and the Directory model for the
same objects. The same mapping should aso alow for "fuzzy" matching, i.e., alowing some attribute values to reflect
more than their precise definition.

NOTE 1 - As an example, a user may specify alocation name in the filter, but the object being looked for may be close to the
border in a neighbouring location.

The mapping-based matching is applicable to geographical aspects of White Pages searches, business category aspects
of Yellow Pages searches, etc.
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The mapping-based matching employs some intermediate table, a mapping table, in order to control the mapping. The
exact behaviour of a mapping-based matching and the structure of the mapping table are local matters. However, the
basic principle for the technique is common asillustrated in Figure 13.

Using
using

mapped filter items as replacements for the mappable filter items. In exception cases;the mapping is not performe
informnation is returned as to the exact nature of the exception.

The 1

generpl be different.

A filtgr item of type extensibleMatch with the type specification alsent cannot be a mappable filter item.

M apping-based matching Mapped
filter items
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» Ya Py iate algorithm >
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Figure 13 — Mapping-based matching

this technique, filter items for designated attribute types (mappable filter items)\go through a mapping p
a mapping table and some kind of mapping algorithm. This mapping results-in some new filter items

umber of mapped filter items does not need to be the same as theqiumber of mappable filter items, and |

ocess
ralled
id and

vill in

A mgpping-based mapping may be local to a DSA. If the Search-evaluation is distributed, other DSAs participating in

the e

conveyed to other DSAsin the chainedRelaxation component of the ChainedArguments.

NQTE 2 —-To be able to provide a consistent service tousers, administrators of DSAs potentially participating in a disttfibuted
Sdarch evaluation should consider harmonizing theirmapping tables and functions.

Figurg 14 illustrates the principle behind the establishment of the mapping function between the real world

Direg
aspec
reque
precis
searc

aluation phase of a Search may apply their own mapping-based mapping. However, the mapping used ¢

fory model of that world. Users haveé some perception of the real world. This perception may not consi
s of the real world. The aspects of the real world that have some importance for how a user formulates a S
5t constitute a model of the reglswiorld. This model then forms the basis for how the mapping is performeg
be model of the real world has'to/be based on experience and is likely to require regular updates based on obs
N behaviour by users.
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Figure 14 — Information derivation
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This model of the real world may only involve a subset of the attribute types used by a user in a Search request, and
possibly only a single attribute type is relevant. As an example, in considering amodel of the real world with respect to
localities, only locality-related attribute types would be relevant to consider. Filter items not referring to such attribute
types are not mapped, but are retained and used together with the mapped filter items for entry match.

A model of the real world is used for establishing a mapping table of matchable values, i.e., a set of values to be
potentially matched against the mappable filter items. How this mapping table of matchable values is established is a
local matter. Matching against this mapping table can then result in zero or more matches. Each match results in one or
more mapped filter items. The mapping algorithm determines how the mapped filter items are applied against entries.
How thisis doneis aloca matter. It could be based on values of traditional attributes in the entries or it could be based
on values planted in the entries that have no meaning outside the Directory, e.g., numeric identifiers.

The way mapping is empI oyed and the resulting mapped filter items are handled is convenlently specmed by referring

t Afiltore ~c Aafinad 1n 10 0 ~nA £ty Akl oAl A Tha concaontof culfiliae el Innu-n
0 SubtHrters—-as—aeHhca—H—Tbo—ahRaurther—actarea—H—~HRhRex \{ TTIC \.:ullu\_r.n. OF—SHBHHErSHS \Jlll_y HSEeE—Er as a

descriptive tool. An implementation can use any other algorithm giving the same result.

Each [subfilter is evaluated against the mapping table, and the resulting mapped filter items are combined'with the¢ non-
mapped filter items in away determined by the detailed mapping algorithm. The resulting matched entries-are thefunion
of thg entries matched by each of the subfilters.

NOTE 3 — In many situations, the mappable filter items will be replaced by alogical OR of the mapped{ilter items.

Therg are in principle two different modes of mapping. Each mappable filter item could be'mapped one at the tine, or
multiple combinable mappable filter items could be used to satisfy a single match against/the mapping table. Mdlltiple
filter |tems are applicable to a single mapping-based match if and only if they are combinable filter items; that is tp say,
contalned as elements within a single subfilter.

NQTE 4 — For example, two separate geographical names ANDed together in a subfilter can be used to specify a[single

ggographical location of useful size, where the use of a single geographical name may specify an ambiguous or oyersize
gdographical location.

The matching of a filter item against the mapping table is performed tising the matching rule implied or specifiled by
that fllter item, possibly after a basic matching rule substitution either specified in the governing-search-rule (if any)
and if the search request.
NOTE 5—This could involve a complex matching rule like generalWordMatch defined in ITU-T Rec. X.520 | ISO/IEC 9594-6
allfowing word rotation, word truncation, approximate word matchy etc.

NQTE 6 — These Directory Specifications do not specify. how an implementation combines the relevant matching rules|into a
cambined matching. It is expected that implementation may restrict what combinations of filter items and matching rules that are
supported.

If thg matching attempted by a filter item or_cembinable filter items against the mapping table does not result in any
match for any subfilter, i.e., the match yields'a-FALSE or undefined result, it will result in zero mapped filter itgms. If
therefare mappable filter itemsin every subfilter, the Search would yield no result. An error shall then be returned|to the
user.

yield$ a single, unambiguous-restilt. If a subfilter matches more than one entry in the mapping table or if different
subfilters match different entries in the mapping table, the search may return too many unwanted entries. Instead,
informnation is returned te-the’user to allow a new and better targeted search request to be initiated.

NQTE 7 —In asimpler situation, the mappable filter items are just checked against the mapping table. If this match is sucgessful,
the mappabl e filteritems are used unchanged.

In S(){‘re situations, e.g., in geographieal zonal matching, it is a requirement that the matching against the mapping table
I

The mapping can be dynamic in the sense that the mapping can be adjusted (relaxed) if the search yields zero or tqo few
matcrted entries. The details on how such a relaxation is performed are outside the scope of these Dirgctory

Specifications. These are determined by loca requirements. The relaxation can be performed in steps, potentially
causing-more entries to be found. The relaxation shall be done in such away that when one additional step in relaxation
istaken, al entries returned from previous steps are returned together with potentially some new entries.

The relaxation is performed in steps by specifying different levels of relaxation. A level of zero corresponds to no
relaxation. Level one corresponds to a first level of relaxation, etc. Figure 15 is an abstract way of illustrating this
stepwise relaxation mechanism. What the different levels of relaxations exactly imply is not defined by these Directory
Specifications. The relaxation level can be controlled by the RelaxationPolicy construct, which may be supplied in a
search-rule, in a search request, or both. This allows the relaxation of the mapping-based mapping and relaxation by
matching rule substitutions to be synchronized with each other, as both can be determined from each step of relaxation
as specified by the RelaxationPolicy.

54 ITU-T Rec. X.501 (11/2008)


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

413121

X.501_F15

oo 1l Soarech ralavation
=rgut-E1ro—ar-CHCrebcattron

The gxtendedArea search control is an integer that provides an alternative way of controlling the levelrof relaxati
a mapping-based matching algorithm. It is part of the customization of a mapping-based mapping algorithm whe
can bg controlled by this search control.

If thelextendedArea search control present in a search request and its use is allowed for a-mapping-based algo

are returned for higher levels of relaxation (inclusive relaxation)./If this option is not set, the user i
ed in the result corresponding to the incremental relaxation {exclusive relaxation). The latter col
ing, if the user is stepwise relaxing and is not interested in getting entries that were returned in previous r

e environments, it may also be relevant to be able to specify a negative level for relaxation, which correspo
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atightening of the matching. In this case,"the includeAllAreas search control option has no significance and is ighored,

if present. Tightening may not be relevant for all types of mapping-based matching.

A DSA may simultaneously support several mapping functions, i.e., hold multiple mapping tables with correspd
mappjng algorithms. The reasdns for multiple mapping functions could be:

(see 8.8 of 4TU-T Rec. X.520 | ISO/IEC 9594-6) is a particular important application of mapping-
matching. Other examples are mapping-based matching for Yellow Pages searches, bibliog
searches, etc.

nding

a) The mapping function to be done is dependent on the type of application. Geographical zonal maiching

based
aphic

b) <-Within a particular application, the detailed specification for how the mapping is performed ma
dependent on specific conditions. As an example, the mapping for geographical zonal matching
depend on the geographlcal area (eg as reflected by the baseObjeCt of the Search) or by thet

may depend onthe Ianguage used inthe request

vary

J may
pe of

If multiple mapping functions are simultaneously applicable and the execution of one of these results in an exception
condition that shall be reported to the user, an implementation is not required to check whether multiple exceptions exist

(but it may do so).

A mapping-based mapping specification (see later) determines whether the extendedArea search control shal be
applicable for the mapping function in question. If several mapping functions are active for the same Search operation

and some of those can be controlled by extendedArea search control, they all perform simultaneous relaxati

on or

tightening according to the extendedArea search control, and if applicable, also to the includeAllAreas search control

option.

NOTE 9 — The example given earlier shows that using includeAllAreas with more than one mapping-based mapping can give

rise to difficulties.
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If the extendedArea search control specifies alevel of relaxation or tightening not supported by the DSA for some of
the mapping functions affected by that search control, then the DSA shall perform the mapping based on best effort. If
the extendedArea search control specifies alevel of relaxation or tightening not supported by the DSA for any of the
mapping functions affected by that search control, a searchServiceProblem notification attribute with the value id-pr-
unavailableRelaxationLevel shall be returned in the notification parameter of CommonResults.

NOTE 10— If the evaluation of a Search operation is distributed across multiple DSAs, such DSAs may employ different
mapping functions giving inconsistent result unless some coordination among the DSAs is established.

Although the details of mapping-based matching are local matters, it is possible to define the overall characteristics of
mapping-based matching by defining a special type of matching rules called mapping-based matching rules. Such a
matching rule is defined as an instance of the MATCHING-RULE information object class. However, it is different from
traditional matching rules in the sense that it does not specify matching in the traditiona sense and therefore does not
specify syntax for the matching. However, as part of its definition it gives specifications of its purpose, how it is applied
and How exception conditions are handled. The specific behaviour of a mapping-based matching rule can parfly be
described by an instance of the ASN.1 information object class derived from the below generic (parameterized)
MAPRING-BASED-MATCHING information object class. This information object class is only intended to-specify|those
aspeds that are potentially customizable. This Directory Specification does not dictate how and wherear instance of
such an information object classis stored, just that it is made available to the DSA in some way.

MAPRING-BASED-MATCHING
{ SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matechingRule } ::=
CLASS {

&selectBy SelectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,
&subtypesincluded BOOLEAN DEFAULT TRUE,
&combinable BOOLEAN (combinable),
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULTFALSE,
&exclusive BOOLEAN DEFAULT “TRUE,
&matching-rule MATCHING-RULE.&id (matchingRule),
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
[ SELECT BY &selectBy |
APPLICABLE TO &ApplicableTo
[ SUBTYPES INCLUDED &subtypesincluded ]
COMBINABLE &combinable
[ MAPPING RESULTS &mappingResults ]
[ USER CONTROL &userControl ]
[ EXCLUSIVE &exclusive(
MATCHING RULE &matching-rule
ID &id }

The NIAPPING-BASED-MATCHING-infermation object class has the following field specifications:

a) The &selectBy field)is a dummy reference for a specification of how an instance of a specializat{on of
the informationobject class is selected for a mapping-based mapping. The specialized information pbject
class shall, if-applicable, specify an ASN.1 type determining together with a textual description onh how
the selection*is to be performed. This component shall be ignored if the user in the search reguest
supplies.ainon-empty mapping component of the RelaxationPolicy construct.

NOTE 11 —1In principle, several instances possibly of different derived information object classes ¢an be
selected by the same search request.

b)-.\The &ApplicableTo field specifies what filter items shall be considered mappable filter items by
specifying the attribute types for such filter items. Any filter item for an attribute type listed by this
subcomponent is subject to mapping-based matching. This component shall always be present. Attribute
types listed by this component may not necessarily all be present in the filter. The value is determined by
the information object instance of a specialization of this information object class.

¢) The &subtypesincluded field is a value of boolean type which specifies whether an instance of a
derived information object class can accept subtypes of &ApplicableTo attributes, in addition to the
specified attribute types. If absent, subtypes are permitted, provided that they are not turned off by other
mechanisms. The value is determined by the information object instance of the derived information
object class.
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The &combinable field is a value of boolean type that, if TRUE, permits the mapping-based matching to
use multiple combinable filter items in the satisfaction of the match against the mapping table. The
combinable is a dummy reference for the value of this component to be determined by a specialization
of thisinformation object class.

The &mappingResults field is dummy reference for a specification on how exception conditions are
reported. The derived information object class shall specify an ASN.1 type for reporting relevant
exception conditions.

The &userControl field is a value of boolean type which specifies whether an instance of a derived
information object class and its associated mapping-based matching rule can be controlled by the
extendedArea search control.

NOTE 12 — If several mapping-based matchings are simultaneously being applied, it may be appropriate to let
only one of these allow use of the extendedArea search control.

13.7

13.7.1

A fun
in thg

13.7.2

Thed

If diff

0)

h)

i)

DIT structure definition

Overview

The &exclusive field is a value of boolean type which specifies whether an instance of .a/derived
information object class and its associated mapping-based matching rule allows exclusive relaxatjon to
be performed. The value, if present, is determined by the information object instance of| the derived
information object class. If the value is FALSE or if the DSA does not support exclusive ' matching for
this mapping-based matching, this particular mapping shall act as if the includeAllAreas search cpntrol
option were set.

NOTE 13 - If several mapping-based matchings are simultaneously being applied; it‘may be appropriate to let
only one of these allow exclusive relaxation.

The &matching-rule field is a value of object identifier type identifying, the matching-based matching
rule for which this instance provides additional specification and whichshall be applied for the mapping-
based matching. The matchingRule dummy reference for the value of this component is [to be
determined by a specialization of thisinformation object class, The matching rule specified shall bg used
for the particular mapping-based matching.

The &id field is an object identifier allocated to the particular mapping-based mapping.

damental aspect of the Directory schema is the specification of where an entry of a particular class may be placed

DIT and how it should be named, considering:

efinition of aname form invelves:

a)
b)

0)

d)

Name form definition

the hierarchical relationship of entrfiesin the DIT (DIT structure rules);
the attribute or attributes used-taform the RDN of the entry (name forms).

specifying the mamed object class;

indicating the_mandatory attributes to be used for the RDNs for entries of this object class wheile this
name formapplies,

indicating the optional attributes, if any, that may be used for the RDNSs for entries of this objecf class
where'this name form applies;

assigning an object identifier for the name form.

erent\sets of naming attributes are required for entries of a given structural object class, then a name form shall be

Speci

iedfor each distinct set of attributesto be ised for naming

Only structural object classes are used in name forms.

For entries of a particular structural object class to exist in a portion of the DIB, at least one name form for that object
class shall be contained in the applicable part of the schema. The schema contains additional name forms as required.

The RDN attribute (or attributes) need not be chosen from the list of permitted attributes of the structural object class as
specified in its structural or alias object class definition.

NOTE — Naming attributes are governed by DIT content rules and DIT context use in the same way as other attributes.

A name form is only a primitive element of the full specification required to constrain the form of the DIT to that
required by the administrative and naming authorities that determine the naming policies of a given region of the DIT.
The remaining aspects of the specification of DIT structure are discussed in 13.7.5.
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13.7.3 Nameform specification

Name forms may be defined as values of the NAME-FORM information object class:

NAME-FORM ::= CLASS {

&namedObjectClass OBJECT-CLASS,
&MandatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
NAMES &namedObjectClass
WITH ATTRIBUTES &MandatoryAttributes
[ AND OPTIONALLY &OptionalAttributes ]
ID &id }
For ajname form which is defined using this information object class:

a) &namedObjectClass isthe structural object class it names,

b) &MandatoryAttributes isthe set of attributes which shall be present in the RDN of the entry it gove
c) &OptionalAttributes isthe set of attributes which may be present in the RDN of the-entry it govern
d) &id istheobjectidentifier assigned toit.

All attribute types in the mandatory and optional lists shall be different.

13.7.4
Somsg
objec]

Somd
class

|l Structural object class of an entry

subschema specifications will include name forms for no more than one structural object class per stry
class superclass chain represented in the subschema.

subschema specifications may include name forms for more than,one structural object class per structural
superclass chain represented in the subschema.

In either case, with respect to a particular entry, only the most *subordinate structural object class in the stru
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apply|
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Class chain present in the entry's objectClass attribute détermines the DIT content rule and DIT structur,
ng to the entry. This class is referred to as the structural object class of the entry and is indicated &
uralObjectClass operational attribute.

b DIT structureruledefinition

[ structure rule is a specification provided by the subschema administrative authority which the Directory U
| the placement and naming of entries.within the scope of the subschema. Each object and aias entry is gov
ingle DIT structure rule. A subschema.governing a subtree of the DIT will typically contain several DIT str
bermitting several types of entrieswithin the subtree.

[ structure rule definition includes:
a) aninteger identifier which is unique within the scope of the subschema;
b) anindication-of the name form for entries governed by the DIT structure rule;
c) theset of+alfowed superior structure rules, if required.

et of DIT structure rules for a subschema specifies the forms of distinguished names for entries governed
hema.

I structure rule allows entries in a given subschema to subscribe to a particular name form. The form
DN. component of an entry's DistinguishedName is determined by the name form of the DIT structur
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The namedObjectClass component of the name form (the name form's object class) corresponds to the structural
object class of the entry.

A DIT structure rule shall only permit entries belonging to the structural object class identified by its associated name

form.

It does not permit entries belonging to any of the subclasses of the structural object class.

With respect to a particular entry, the DIT structure rule governing the entry is termed the entry's governing structure
rule. Thisrule may be identified by examining the entry's governingStructureRule attribute.

With respect to a particular entry, the DIT structure rule governing the entry's superior is termed the entry's superior
structurerule.
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An entry may only exist in the DIT as a subordinate to another entry (the superior) if aDIT structure rule exists in the
governing subschema which:

— indicates aname form for the structural object class of the entry; and

— dther includes the entry's superior structure rule as a possible superior structure rule or does not specify
asuperior structure rule, in which case the entry shall be a subschema administrative point.

If an entry which is itself a subschema administrative point is not included for the purposes of subschema
administration in its subschema subentry, then the subschema from the immediately superior subschema administrative
areais used to govern the entry.

Entries which are administrative point entries but have no subschema subentry (e.g., newly created administrative point
entries) have no governing structure rule. The Directory shall not allow subordinates to be created below such entries
until asubschema siibentry has been added

If an pntry is converted to a new subschema administrative point, then the governing structure rule of all entriés|in the
new gubschema administrative areais automatically changed to that implied by the new subschema.

13.7. DIT structurerule specification
The gostract syntax of aDIT structure rule is expressed by the following ASN.1 type:

DITStructureRule ::= SEQUENCE {

ruleldentifier Ruleldentifier ,
-- shall be unique within the scope of the subschema
nameForm NAME-FORM.&id,

superiorStructureRules  SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL"}

Rulelfentifier ::= INTEGER

The dorrespondence between the parts of the definition, as listed in 13.72.5; and the various components of the ASN.1
type defined above, is asfollows:

a) theruleldentifier component identifiesthe DIT structure rule uniquely within a subschema;

b) the nameForm component of the DIT structure'rule specifies the name form for entries governed by the
DIT structurerule;

c) thesuperiorStructureRules componentidentifies permitted superior structure rules for entries governed
by the rule. If this component iscamitted, then the DIT structure rule applies to a subsghema
administrative point.

The §TRUCTURE-RULE information object-class is provided to facilitate the documentation of DIT structure rules:

STRUCTURE-RULE ::= CLASS{

&nameForm NAME-FORM,
&SuperiorStructureRules™ STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier }

WITH SYNTAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules ]
ID &id }

13.8 DI I centent rule definition

13.8.1 .~ Qverview

A DITTontent Tute Specifies the parmissibie content of entries of a particutar structural object cfass via the
identification of an optional set of auxiliary object classes, mandatory, optional and precluded attributes. Collective
attributes shall be included in DIT Content rules if they are to be permitted in an entry.

A DIT content rule definition includes:
a) anindication of the structural object class to which it applies;
b) optionaly, anindication of the auxiliary object classes allowed for entries governed by therule;

c) optionaly, an indication of the mandatory attributes, over and above those called for by the structural
and auxiliary object classes, required for entries governed by the DIT content rule;

d) optionaly, an indication of the optional attributes, over and above those called for by the structural and
auxiliary object classes, permitted for entries governed by the DIT content rule;
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e) optionaly, an indication of optional attribute(s) from the entry's structural and auxiliary object classes
which are precluded from appearing in entries governed by the rule.

For any valid subschema specification, there is at most one DIT content rule for each structural object class.

Every entry in the DIT is governed by at most one DIT content rule. This rule may be identified by examining the value
of the entry's structuralObjectClass attribute.

If no DIT content rule is present for a structural object class, then entries of that class shall contain only the attributes
permitted by the structural object class definition.

The DIT content rules of superclasses of the structural object class for an entry do not apply to that entry.

Asa DIT content rule is associated with a structural object class it foIIows that all entrles of the same structural object

le, be
ted in

An entry's content shall be consistent with the object classesindicated by itsobjectClass attribute i the following way:

— mandatory attributes of object classes indicated by the objectClass attribute shall-always be pregent in
the entry;

— optional attributes (not indicated as additional optional or mandatory in the DIT content rule) of auxiliary
object classes indicated by the DIT content rule may only be preSent if the objectClass atfyibute
indicates these auxiliary object classes.

Mandatory attributes associated with the structural or indicated auxiliary object ¢lasses shall not be precluded in pDIT
content rule.

13.8.2 DIT content rule specification

The gostract syntax of aDIT content rule is expressed by the following ASN.1 type:

DITCpntentRule ::= SEQUENCE {

structuralObjectClass OBJECT-CLASS &id,

auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1I-MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE\A..MAX) OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

The gorrespondence between the parts of theydefinition, as listed in 13.8.1, and the various components of the ASN.1
type defined above, is asfollows:

a) thestructuralObjectClass component identifies the structural object class to which the DIT content rule
applies;
b) the auxiliaries(component identifies the auxiliary object classes alowed for an entry to which the DIT
content ruleapplies;

¢) the magdatory component specifies user attribute types which an entry to which the DIT content rule
applies-shall contain in addition to those which it shal contain according to its structural and auxiliary
objéect classes;

d) <thé optional components specify user attribute types which an entry to which the DIT content rule
applies may contain in addition to those which it may contain according to its structural and auxiliary
object classes;

e) the precluded component specifies a subset of the optional user attribute types of the structural and
auxiliary object classes which are precluded from an entry to which the DIT content rule applies.

NOTE — Content rules for directly identified attributes (e.g., attributes in the mandatory, optional, and precluded lists) apply
rules only to the attributes that they specify, and not to subtypes and friend attributes.

The CONTENT-RULE information object classis provided to facilitate the documentation of DIT content rules:

CONTENT-RULE ::= CLASS{

&structuralClass OBJECT-CLASS.&id UNIQUE,

&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }
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WITH SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]
[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ] }
13.9 Context type definition

The definition of a context type involves:

a) specifying the syntax of the context;
b) specifying the syntax of a context assertion;

1391

A prgsented context assertion matches a stored context value of the same context type ‘aecording to the descript
matching which is part of the context definition.

13.9.2
Contexts are defined using the CONTEXT information object class:

CONTEXT ::= CLASS {

WITH

A DEFAULT-VALUE will cancel out-€ffect (1) of ABSENT-MATCH. Effect (2) of ABSENT-MATCH could be asg

for an

If &d
consi

N
ex

Prep

For €
contel

c) optionally specitying adefault value tor the context;

d) defining the semantics of the context;

e) specifying how matches are done;

f)  specifying behaviour in the absence of a context value; and
g) assigning an object identifier to the context type.

Context Value matching

Context definition

&Type,

&DefaultValue OPTIONAL,

&Assertion OPTIONAL,

&absentMatch BOOLEAN DEFAULT TRUE,
&id OBJECT IDENTIFIERZUNIQUE }
SYNTAX{

WITH SYNTAX &Type

[ DEFAULT-VALUE &DefaultValue ]

[ ASSERTED AS &Assertion(]

[ ABSENT-MATCH &abseniMatch ]

ID &id }

y context defined with a DEFAULT-VALUE, in which case the ABSENT-MATCH field could be dispensed wi
pfaultValue is specified;.then entry modification requests to add values with contexts will behave in a n
stent with the following-preprocessing and post-processing specification.
ternally observablebehaviour.

ocessing

ach modifyEntry request to add values with contexts, remove values with contexts or remove all values
Kts: For each context type applicable to the attribute type, if the context type is defined with a &default

on of

umed
th.

anner

DTE — A DSA is 1ot obligated to implement the exact sequence of steps below, so long as the end result exhibits theé same

5 with
alue,

then:

1) if the context type is not explicitly listed in the request, add the context type with the &defaultva
the request;

lue to

2) for each stored attribute value of the attribute type, if the attribute value does not have the context type,

then add the context type with the &defaultValue to the attribute value.
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Normal Processing
Post-processing

For each modifyEntry request to add values with contexts, remove values with contexts or remove all values with
contexts. For each context type applicable to the attribute type, if the context type is defined with a &defaultvalue, then
for each stored attribute value of the attribute type,

3) if the attribute value does not have the context type, then remove the attribute value;

4) if the attribute value has the context type and the only context value of that context type is the
&defaultvalue, remove the context (but not the attribute value).

If the &Assertion is omitted, the context assertion syntax isthe same as & Type.

Speci

An attribute value that does not have a context of the specified context type is treated as though-jtas no
values of that context type. That is, if an attribute value contains no contexts of an asserted centext|Type,
then the ContextAssertion evaluatesto FALSE.

b) The fallback component of context values of such a context type is treated as being set to FALSE
regardless of its actual setting.

Wher) a context is defined, the specification shall include a description of the semantics of the context, and how a match
is evg uated.

ITU-T Rec. X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.

13.10 DIT Context Use definition

13.101 Overview

A DI Context Use is a specification provided by the subschema administrative authority to specify the permissible
contekt types that may be stored with an attribute, and the mandatory context types that shall be stored with an attrjbute.

A DIT Context Use definition includes:
a) anindication of the attribute type to which.it-applies;

b) optionaly, an indication of the mandatory context types that shall be associated with values ¢f the
attribute type whenever the attributedqs stored;

c) optionaly, an indication of the apfional context types that may be associated with values of the atfribute
type whenever the attribute is'stored.

If no PIT Context Use definition is present for a given attribute type, then values of attributes of that type shall cpntain
no coptext lists. For a given subschema administrative area, there can be only one DIT Context Use for a given atfribute
type. |A DIT Context Use may be defined to apply to all attribute types, in which case it shall be the only DIT Context
Use i the subschema.

13.102 DIT Context Use§pecification
The gostract syntax of aDIT Context Use is expressed by the following ASN.1 type:

DITCpntextUsg, 3= SEQUENCE {

attributeType ATTRIBUTE.&id,
mandatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

The correspondence between the parts of the definition, as listed in 13.10.1, and the various components of the ASN.1
type defined above, is asfollows:

a) theattributeType component identifies the attribute type to which the DIT Context Use applies, or any
attribute type (id-oa-allAttributeTypes);

b) the mandatoryContexts component specifies context types that shall be associated with an attribute
value of the given type whenever the attribute is stored. If thisis omitted, then attribute values may exist
without context lists;
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¢) the optionalContexts component specifies context types that may be associated with an attribute value
of the given type whenever the attribute is stored. If this is omitted but mandatoryContexts is present,
then all attribute values shall appear with the mandatory context types and no others. If this is omitted
and mandatoryContexts is also omitted, it is equivalent to having no DIT Context Use for the attribute
type; that is, attribute values of the given attribute type shall not have associated context lists.

The DIT-CONTEXT-USE-RULE information object class is provided to facilitate the documentation of the DIT Context
Userules:

DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,

&Mandatory CONTEXT OPTIONAL,

&Optional CONTEXT OPTIONAL }
WITH-SYNTAX {

ATTRIBUTE TYPE &attributeType

[ MANDATORY CONTEXTS &Mandatory ]

[ OPTIONAL CONTEXTS &Optional ]}

13.11 Friendsdefinition

The definition of a set of friendsinvolves:
a) specifying the anchor attribute that has the set of friends;
b) specifying the set of attributes that are the friends of the anchor.

The ARIENDS information object class is provided to facilitate the documentation ef sets of friends:

FRIENDS ::= CLASS {

&anchor ATTRIBUTE.&id UNIQUE,
&Friends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }

Any given attribute can only have one set of friends in any subschema.

Exanple:

postdl FRIENDS ::={

ANCHOR {postalAddress}

FRIENDS { physicalDeliveryOfficeName |
postalCode |
postOfficeBox |
streetAddress-}

14 Directory Systesn’Schema

14.1 Overview

The Directory System Schemais a set of definitions and constraints concerning the information that the Directory] itself
needq to know>in order to operate correctly. This information is specified in terms of subentries and opergtional
attriblites.

NOTE— The system schema enables the directory system to, for example:

- prevent the association of subentries of the wrong type with administrative entries (e.g., the creation of a subschema
subentry subordinate to an administrative entry defined only as a security administrative entry);

- prevent the addition of inappropriate operational attributes to an entry or subentry (e.g., a subschema operationa attribute
to aperson's entry).

Formally, the Directory System Schema comprises a set of:

a) Object class definitions that define the attributes that shall or may be present in a subentry of a given
class,

b) Operationa Attribute Type definitions that specify the characteristics of operational attributes known and
used by the Directory.

The complete definition of an operational attribute includes a specification of the way in which the Directory uses and
(if appropriate) provides or manages, the attribute in the course of its operation.
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The Directory System Schema is distributed, like the DIB itself. Each Administrative Authority establishes the part of
the system schemathat will apply for those portions of the DIB administered by the authority.

The Directory System Schema defined in this Directory Specification is an integral part of the Directory System itself.
Each DSA participating in a directory system requires a full knowledge of the system schema established by its
Administrative Authority. The system schema for an Administrative Area may be defined by the Administrative
Authority using the notation defined in this clause.

The Directory System Schema s not regulated by DIT structure or content rules. When an element of system schemais
defined, a specification of how it is used and where it appearsin the DIT is provided.

Certain aspects of the directory system schema are specified in the following subclauses.

The directory system schema required to support directory distribution is specified in clauses 25 through 28.

142 System schema supporting the administrative and oper ational infor mation model

Althgugh subentry and subentryNameForm are specified using the notation of clause 13, subentries are not regplated
by DIT structure or DIT content rules.

14.2.1 Subentry object class

The sjubentry object classis astructura object class and is defined as follows:

subeptry OBJECT-CLASS ::={
SUBCLASS OF {top}

KIND structural
MUST CONTAIN  { commonName | subtreeSpecification }
ID id-sc-subentry }

14.2.2  Subentry nameform

The subentryNameForm name form allows entries of class subentry’to be named using the commonName attribute:

subeptryNameForm NAME-FORM ::= {

NAMES subentry
WITH ATTRIBUTES { commonName }
ID id-nf-subentryNameForm }

No other name form shall be used for subentries,

14.2.3  Subtree Specification operational attribute

The sjubtreeSpecification operational attribute, whose semantics are specified in clause 12, is defined as follows:

subtreeSpecification ATTRIBUFE-“= {

WITH SYNTAX SubtreeSpecification
USAGE directoryOperation
ID id-oa-subtreeSpecification }

This gttribute is presefit in all subentries; each value defines a set of entries (in terms of a portion of an adminisirative
area possibly with.refinement by selection on an object class filter) which may be subject to the policies defined by the
suberftry.

NQTE — This'permits a single complex policy (e.g., a search-rule) to be directed at many object class combinations, in digoint
regions of-an administrative area, while being defined in a single subentry.

14.3 System schema supporting the administr ative model

The Administrative Model defined in clause 11 requires that administrative entries contain an administrativeRole
attribute to indicate that the associated administrative areais concerned with one or more administrative roles.

The administrativeRole operational attribute is specified asfollows:

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-administrativeRole }
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The values of this attribute defined by this Directory Specification are:

id-ar-autonomousArea
id-ar-accessControlSpecificArea
id-ar-accessControllnnerArea
id-ar-subschemaAdminSpecificArea
id-ar-collectiveAttributeSpecificArea
id-ar-collectiveAttributelnnerArea
id-ar-contextDefaultSpecificArea
id-ar-serviceSpecificArea

The semantics of these values are defined in clause 12.

The administrativeRole operational attribute is also used to regulate the subentries permitted to be subordinate to an

adml st ve C y A\ SUIJCH y cu Uy au VERUIC | U

strative entry.

1441  System schema supporting general administrative and operational requirements

Thef
held

from
withi

bllowing clauses describe subschema operational attributes which are not attributes in the usdalVsense (i.e., 3
ithin an entry), but may be thought of as 'virtual' attributes, representing information which is derivable
Existing operational attributes, their values, and other information). Such virtual attributes-are valid for all
N an administrative area. This has the effect that these subschema operational attributes appear to be pres

ate to

e not
(e._g.,
ntries
ent in

every|entry.
1441 Timestamps

The greateTimestamp indicates the time that an entry was created:

createTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
-- asper 46.3b) or ¢) of ITU-T Rec. X.680¢4SO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE  generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOpeération

ID id-oa-createTimestamp }

The modifyTimestamp indicates the time that an‘entry was last modified:

modifyTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
-- asper,46.3Db) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE  generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFIGATION TRUE

USAGE directoryOperation

ID id-oa-modifyTimestamp }

The qubschemaTimestamp indicates the time that the subschema subentry for the entry (see 15.3) was created

modified. It isavailablein every entry:

subs¢hemaTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime

Dr |ast

—-asper 46.3D) or C) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE  generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaTimestamp }

The generalizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in ITU-T Rec. X.520 |

I|SO/IEC 9594-6.

14.4.2 Entry Modifier operational attributes

The creatorsName operational attribute indicates the distinguished name of the Directory user that created an entry:
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creatorsName ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-creatorsName }

The modifiersName operational attribute indicates the distinguished name of the Directory user that last modified the

entry:

modifiersName ATTRIBUTE ::= {
WITH SYNTAX

DistinguishedName

EQUALTTY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

arstinguishedNamematch
TRUE

TRUE

directoryOperation
id-oa-modifiersName }

Thesg operational attributes shall use the primary distinguished name.

14.4.3 Subentry identification operational attributes

The subschemaSubentryList operationa attribute identifies the subschema subentrysthat governs the entry

available in every entry:

subs¢hemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaSubentryList }

It is

The dccessControlSubentryList operational attribute identifies all access control subentries that affect the entry. It is

available in every entry.

accegsControlSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

The ¢ollectiveAttributeSubentrylList) operational attribute identifies all collective attribute subentries that affe

entry] It isavailablein every entry

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-accessControlSubentryList }

collegtiveAttributeSubentryllist ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

The dontéxtDefaultSubentryList operational attribute identifies all context default subentries that affect the entry

availabl€in every entry:

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-collectiveAttributeSubentryList }

ct the

. Itis

contextDefaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-contextDefaultSubentryList }

The serviceAdminSubentryList operational attribute identifies all service administration subentries, if any, that affect
the entry. It isavailable in every entry affected by any such subentry.

serviceAdminSubentryList ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE
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NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-serviceAdminSubentryList }

1444 HasSubordinates operational attribute

The hasSubordinates operationa attribute indicates whether any subordinate entries exist below the entry holding this
attribute. A value of TRUE indicates that subordinates may exist. A value of FALSE indicates that no subordinates exist.
If this attribute is absent, no information is provided about the existence of subordinate entries. The attribute will
ordinarily disclose the existence of subordinates even if the immediate subordinates are hidden by access controls — to
prevent disclosure of the existence of subordinates, the operational attribute itself shall be protected by access controls.
NOTE — A value of TRUE may be returned when no subordinates exist if all possible subordinates are available only through a
non-specific subordinate reference (see ITU-T Rec. X.518 | ISO/IEC 9594-4) or if the only subordinates are subentries or child

family memhers

hasSpbordinates ATTRIBUTE ::={

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }

145 System schema supporting access control

If a qubentry contains prescriptive access control information, then its objectClass attribute shall contain the|value
accegsControlSubentry:

accegsControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-accessControlSubentry }

A subentry of this object class shall contain precisely one prescriptive ACI attribute of atype consistent with thelvalue
of thg accessControlScheme attribute of the corresponding access control specific point.

14.6 System schema supporting the collectivé-attribute model

Subentries supporting collective attribute specific orinner administrative areas are defined as follows:

collegtiveAttributeSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-collectiveAttributeSubentry }

A subjentry of this object class shall'contain at |east one collective attribute.

Collettive attributes contained within a subentry of this object class are conceptually available for interrogation and
filteripg at every entry within the scope of the subentry's subtreeSpecification attribute, but are administered Via the
suberitry.

The cpllectiveExclusions operationa attribute allows particular collective attributes to be excluded from an entry|

collegtiveExclusions ATTRIBUTE ::= {

WITH.SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

D Td-oa-cottectiveExciusions

This attribute is optional for every entry.

The OBJECT IDENTIFIER vaue id-oa-excludeAllCollectiveAttributes may be used, by its presence as a value of the
collectiveExclusions attribute, to exclude all collective attributes from an entry.

147 System schema supporting context assertion defaults

Subentries providing default values for context assertions are defined as follows:
contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary
MUST CONTAIN  {contextAssertionDefaults}

ITU-T Rec. X.501 (11/2008) 67


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

A subentry of this object class shall contain a contextAssertionDefaults attribute:

contextAssertionDefaults ATTRIBUTE ::= {

ID id-sc-contextAssertionSubentry }

WITH SYNTAX

EQUALITY MATCHING RULE

USAGE
ID

TypeAndContextAssertion

objectldentifierFirstComponentMatch

directoryOperation

id-oa-contextAssertionDefault }

Whenever a context is evaluated and no context assertion is provided by the user, the Directory provides context
assertion defaults equal to the values of this attribute in the context assertion subentry controlling the entry being
accessed, as described in 8.9.2.2.

NOTE — TypeAndContextAssertion is defined in 7.6 of (and evaluation of it is defined in 7.6.3 of) ITU-T Rec. X.511 |

14.8
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hiera

Hiera

hieral

/IEC 9594-3.

KIND auxiliary

hRules ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

COMPONENTS OF
name
description

chyLevel ATTRIBUTE ::=A
WITH SYNTAX
EQUALITY MATCHING RULE

SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

FchylL'evel ::= INTEGER

chyBelow ATTRIBUTE ::={

MUST CONTAIN  {searchRules}
ID id-sc-serviceAdminSubentry }

hRuleDescription ::= SEQUENCE {

SearchRule,
SET SIZE (15:'MAX) OF UnboundedDirectoryString OPTIONA
UnboundedDirectoryString OPTIONAL }

ORDERING MATCHING RULE

System schema supporting the service administration model

ceAdminSubentry OBJECT-CLASS ::= {

entry of this object class shall contain asearchRules operational attribute:

SearchRuleDescription
integerFirstComponentMatch
directoryOperation
id-oa-searchRules }

lue of the searchRules operational attribute is either’ a search-rule containing actual search restrictions, or
Ny search-rule that specifies no search restrictions'at all. This dummy search-rule is identified by having an
bnd by having no serviceType component (Or-any other components of SearchRule other than id and dn
i is an identifier for the controlling DMD (see 6.4).

System schema supporting hierar chical groups

HierarchyLevel
integerMatch
integerOrderingMatch
TRUE

TRUE
directoryOperation
id-oa-hierarchyLevel }

itisa
id of
ndlid).

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

HierarchyBelow ::= BOOLEAN

hierarchyParent ATTRIBUTE ::= {

68

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

USAGE

ITU-T Rec. X.501 (11/2008)
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ID id-oa-hierarchyParent }

hierarchyTop ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-hierarchyTop }

The hierarchyLevel operational attribute shall be present in any entry that is a member of a hierarchical group. The
Directory shall create and maintain this attribute. The Directory shall delete this attribute when the entry is no longer
member of a hierarchical group. This attribute shall take the value zero for the hierarchical top. This attribute shall not
be present in a child family member.

attrib

The K
existi

gtes that hierarchical ch|Idren exist. A value of FALSE or the absence of the attribute type indicates(h
chical children exist. The Directory shall create and maintain this attribute. The Directory shall, delet
ite when the entry is no longer member of a hierarchical group.

ierarchyParent attribute shall be present in an Add Entry or Modify Entry operation when\a new entry
Ng entry becomes a hierarchical child. The attribute value shall be the distinguished name-of the immeg
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administrative entry that are not yet present. The value of the administrativeRole attribute shall not be modified
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The
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of the ancestor. Otherwise, the Directory shall return an Update Error with problem _parentNotAncestor
ite shall not be present in a child family member, in an entry that is not within a hierarchical group, nor an
the hierarchical top.

ierarchyTop attribute points to the top entry of the hierarchical group. This attribute is supplied and main
b Directory. The attribute value shall be the distinguished name of the top entry. If the top entry is a com
the value shall be the distinguished name of the ancestor. This attribute shall not be present in a child f

DTE — This attribute provides a unique identification of the hierarchical\group to which the entry belongs.

an entry within a hierarchical group is deleted by a Remove Entry operation, all its hierarchical childrs
ed from the hierarchical group.

Maintenance of system schema

he responsibility of DSAs to maintain consisteney of subentries and operational attributes with the system sc
Sistency between various aspects of system:schema, and between system schema and subentries and opers
ites, shall not occur.

irectory executes entry addition and modification procedures whenever a new subentry is added to the DIT]
g subentry is modified. The Directory shall determine whether the proposed operation would violate the s
ha; if it does, the modification shall fail.

rticular, the Directory( ensures that subentries added to the DIT are consistent with the values
histrativeRole attribute,/that the attributes within the subentry are consistent with the values of the sub:
tClass attribute.

alue of the adniinistrativeRole attribute may be modified to permit classes of subentries to be subordinate

jse exi sting Subentries to become inconsistent.
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Directory also ensures, where the values of operationa attributes are provided by the Directory, that they are

1411 System schemafor first-level subordinates

The Directory enforces the following rules and constraints on entries created immediately subordinate to the DIT root:

—  All such entries shall be created as administrative point entries.

— The object class and naming attributes of such entries shall be as specified in ITU-T Rec. X.

ISO/IEC 9834-1.
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Directory schema administration

Overview

The overall administration of the directory schema of the global DIT is realized through independent administration of
the subschemas of the autonomous administrative areas of the DIT Domains that constitute the global DIT.

Coordination of the administration of the directory schema at boundaries between DIT Domainsis a subject for bilateral
agreement between DM Os and is beyond the scope of this Directory Specification.

The subschema administrative capabilities defined in this clause for the purpose of managing a DIT domain include:

a) creation, deletion and modification of subschema subentries;

h) nbliestian. DCAcia el

nation
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in operational binding protocol exchanges and DUAS to retrieve subschema information via DAR;

¢) subschema regulation for the purpose of ensuring that any modify operations will beperforn
accordance with the applicable subschema specification.

Policy objects
schema policy object may be one of the following:
— asubschemaadministrative area;
— anobject or adias entry within a subschema administrative areg;
— auser attribute of such an object or aias entry.

ed in

Litonomous administrative area may be designated as a subschemasspecific administrative area in ordler to
admimister the subschema. This shall be indicated by the presence of thewalue id-oa-subschemaAdminSpecifi

b associated administrative entry's administrativeRole attributé (in addition to the presence of the
autonomousArea, and possibly other values).

an autonomous administrative area may be partitioned.in‘erder to deploy and administer the subschema
ic partitions. In this case, the administrative entries for'each of the subschema specific administrative arg

indicgted by the presence of the value id-oa-subschemtaAdminSpecificArea in these entries administrativ

attrib

15.3
Subsq

ites.

Policy parameters

hema policy parameters are used ta_express the policies of the subschema Administrative Authority.

paraneters, and the operational attributes used to represent them, are:

— aDIT gtructure parameter: used to define the structure of the subschema administrative area and tg
information about_obsolete DIT structure rules which some entries may have identified as
governing DIT(Structure rule. This parameter is represented by the dITStructureRules and nameH
operational attributes;

— aDIT content parameter: used to define the type of content of object and alias entries contained
the subschema administrative area and to store information about obsolete DIT content rules whi
Directory may have used in determining the content of some entries. This parameter is represented
diTContentRules, objectClasses, attributeTypes, contextTypes, friends, and dITConte
operational attributes;

— amatching capability parameter: used to define the matching capabilities supported by matching rd

tArea
value

bf the
AS are
ERole

These

store
their
orms

vithin
th the
Dy the

tUse

les as

annliod 0o tha attriln o fvnac dafinod 1n o cnlhoohama adi i ctratina aran Thic naramatar 1o rone -ar-ltaj
eE—to—tHe—crtHoute -ty peS-aerca—H—t oSt vy-earec— - ro-patr Sa A~=~ |

cr PorcrrcTeT—t

by the matchingRules and matchingRuleUse operational attributes.

A single subschema subentry is used by the subschema authority to administer the subschema for the subschema
administrative area. For this purpose, the subschema subentry contains the operational attributes representing the policy
parameters used to express subschema policies. The subtreeSpecification attribute of a subschema subentry shall
specify the whole subschema administrative area, i.e., it shall be an empty sequence.

The subschema subentry is specified as follows:

subschema OBJECT-CLASS ::= {
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nameForms |
diTContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse }
ID id-soc-subschema}

The operational attributes of the subschema subentry are defined in 15.7.

15.4 Dnlir‘\]/ prnr‘arhlrm

Therg are two policy procedures associated with subschema administration:
— asubschema modification procedure;
— anentry modification procedure.

155 Subschema madification procedures

schema authority may administer a subschema in a dynamic fashion, including fmaking restrictive subsghema
modifications. This may be accomplished by modifying the values of the subschema*operational attributes, using

area. A subschema authority may also create new subschema areas, or remove existing subschema areas by creatjng or

the subschema authority extends the DIT structure or DIT content rules by adding a new rule, or by adding an
auxililary object class, or a mandatory or an optional attribute to an.existing rule, the referenced schema information
e described in the appropriate attribute in the subschema subentry. Name forms, object classes, attribute|types
atching rules that are referenced (directly or indirectly) by a dITStructureRule, diTContentRule or|by a
matchingRuleUse attribute shall not be removed from the subschema subentry.

The gefinition of information objects such as object classesyattribute types, matching rules and name forms which have
been |registered (i.e., assigned a name of type object identifier) are static and cannot be modified. Changes fo the
semaitics of such information objects require the assignment of new object identifiers.

DIT structure and DIT content rules may be active or obsolete. Only active rules are used to regulate the DIT]. The
identillfication and preservation of obsolete rulesis an administrative convenience allowing location (and possibly repair)
of enfries added under old rules that have sinee changed.

This pbsolete mechanism shall be used where restrictive changes are made to DIT structure or DIT content| rules
creatipg inconsistencies in the DIB;-otherwise, the appropriate active rule may be modified directly. The Dirgctory
permits deletion of obsolete rulesat’any time.

NPTE — The obsolete mechanism provided in subschema operational attributes ensures that all entries with obsolete schera can
bq identified and repaired before the obsol ete subschema operational attribute is deleted.

It is fhe responsibilityof the Subschema Administrative Authority to maintain consistency of entries with the pctive
subschema by means-of the Directory abstract service, or by other local means. This may be done at the conveniepce of
the SiibschemadAdministrative Authority. It is not defined when such an adjustment of inconsistent entries shodild be
done.| However, deletion of obsolete rules prior to the location and repair of inconsistent entries will make thip task
more|difficult.

15.6 Entry addition and modification procedures

The Directory executes entry addition and modification procedures whenever a new entry is added to the DIT or an
existing entry is modified. The Directory shall determine whether the proposed operation would violate a subschema

policy.

In particular, the Directory shall ensure that entries added to the DIT are consistent with appropriate active DIT
structure and DIT content rules.

The Directory shall alow interrogation of entries which are inconsistent with their active rules.

The Directory enforces active rules when requested to modify the DIB. If an entry isinconsistent with its active rule, a
request to modify the entry shall be permitted if it repairs an existing inconsistency, or does not introduce a new
inconsistency. A request which introduces a new inconsistency shall fail.
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For any valid entry in a valid subschema administrative area, there can be only one most subordinate structural object
class in the structural object class superclass chain. When an entry is added to the DIT, the Directory determines this
most subordinate structural object class from the objectClass attribute values provided and permanently associates it
with the entry viathe entry's structuralObjectClass attribute.

When an entry is created, values of the objectClass attribute shall be provided so that the content of the entry is
consistent with the DIT content rule governing the entry. In particular, where a value of the objectClass attribute
identifies a particular object class having superclasses other than top, then values for all of these superclasses shall also
be provided. Otherwise, the Directory operation creating the entry shall fail.

Directory users may subsequently add or delete values of the objectClass attribute for the auxiliary object classes of an
entry. The content of an entry shall remain consistent with the DIT content rule governing the entry following a change

to the values of the objectClass attribute. In particular, where avalue of the objectClass attribute identifies a particular
ra-addad ar dalatad th, valoa far all of thacn o el chall 0 be

Obj C!GSS hav'i ng Sjpcrclw Cthcr thaﬂ tUIJ o UL uU Ul uuireiou, o |Cn VUAUULO TUI TIT UT UTCOoC J.Ar.l\-l Clw S TCAT
added or deleted, except where such superclasses are also present in the superclass chains associated with otheryalues
not bg¢ing added or deleted respectively.

15.7 Subschema palicy attributes

The fpllowing subclauses specify the subschema policy operational attributes. These attributes arg;

—  present in the subschema subentry. The values of these attributes are administered via Directory modify
operations using the distinguished name of the subschema subentry;

— availablefor interrogation in all entries governed by the subschema

The ASN.1 parameterized type UnboundedDirectoryString, used in the following definitions, is defined in [TU-T
Rec. X.520 | ISO/IEC 9594-6.

The [ntegerFirstComponentMatch and objectldentifierFirstComponéntMatch equality matching rules arg@ also
defingd in ITU-T Rec. X.520 | ISO/IEC 9594-6.

For management purposes, a number of human-readable name~components and a description component are
optionally alowed as components of a humber of the subschema’policy operational attributes defined in the follpwing
subclfuses.

A number of subschema policy operational attributes/defined in the following subclauses contain an obgolete
comppnent. This component is used to indicate whether the definition is active or obsolete in the subsghema
admimistrative area.

15.7.1 DIT Structure Rules operational-attribute

The dITStructureRules operational attribute definesthe DIT structure rules which are in force within a subschema:

dITStructureRules ATTRIBUTE ;& {

WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITStructureRule }

DITStructureRuleDeseription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,

name [1] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

The components of dITStructureRule have the same semantics as the corresponding ASN.1 definition in 13.7.6.

15.7.2 DIT Content Rules operational attribute

The dITContentRules operational attribute defines the DIT content rules which are in force within a subschema. Each
value of the operational attribute istagged by the object identifier of the structural object class to which it pertains:

dITContentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITContentRules }

72 ITU-T Rec. X.501 (11/2008)


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

DITContentRuleDescription ::= SEQUENCE {

Thed

COMPONENTS OF DITContentRule,

name [4] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

ITContentRules operationa attribute is multi-valued; each value defines one DIT content rule.

The components of dITContentRule have the same semantics as the corresponding ASN.1 definition in 13.8.2.

15.7.3 Matching Rules operational attribute

The matchingRules operational attribute specifies the matching rules used within a subschema:

matc

MatchingRuleDescription ::= SEQUENCE {

Thei
rule.

Thed

Theinformation component contains the ASN.1 definition of the:assertion syntax of therule.

Such
Assig
impli
are Iq
ASN.
be an

Syntd

N
U9

N
Then

15.7.4
The &

hingRules ATTRIBUTE ::= {
WITH SYNTAX MatchingRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-matchingRules }

identifier MATCHING-RULE.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString ORTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] UnboundedDirectoryString OPTIONAL }

-- describes the ASN.1 syntax

escription component contains a natural language description of.the algorithms associated with the rule.

an ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optiona A
nment productions, followed by an ASN.1 Type production. All type names defined in Directory modul
Citly imported and do not require explicit import..AN type names, whether imported or defined via an Assigr
cal to the definition of this syntax. If the ASN.1 type includes a user-defined constraint and is not one
1 types defined in the Directory modules,«then the last UserDefinedConstraintParameter of the constrain

xConstraint ::= OBJECT IDENWFIER

DTE 1 —-The ASN.1 productions Imports, Assignment, and Type are defined in ITU-T Rec. X.680 | ISO/IEC §
erDefinedConstraintParameter isdefined in ITU-T Rec. X.682 | ISO/IEC 8824-3.

DTE 2 — A typical ASN:definition is ssmply a Type name.

atchingRules.operational attribute is multi-valued; each value describes one matching rule.

| Attribute Types operational attribute
ttributeTypes operational attribute specifies the attribute types used within a subschema:

Hentifier component of a value of the matchingRules attribute is thé.object identifier identifying the malching

SN.1
bS are
ment,
bf the
shall

actual parameter whose governing typeis-SyntaxConstraint and whose value is the object identifier assighed to
the cgnstraint.

824-1.

attrib

uteTypes ATTRIBUTE ::= {
WITH SYNTAX Attribute TypeDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-attributeTypes }
AttributeTypeDescription ::= SEQUENCE {
identifier ATTRIBUTE.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [O] AttributeTypelnformation }

Theidentifier component of avalue of the attributeTypes attribute is the object identifier identifying the attribute type.
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TheattributeTypes operational attribute is multi-valued; each value describes one attribute type:

AttributeTypelnformation ::= SEQUENCE {

derivation [0] ATTRIBUTE.&id OPTIONAL,

equalityMatch [1] MATCHING-RULE.&id OPTIONAL,

orderingMatch [2] MATCHING-RULE.&id OPTIONAL,

substringsMatch  [3] MATCHING-RULE.&id OPTIONAL,

attributeSyntax [4] UnboundedDirectoryString OPTIONAL,

multi-valued [5] BOOLEAN DEFAULT TRUE,

collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [7 BOOLEAN DEFAULT TRUE,

application AttributeUsage DEFAULT userApplications }

The derivation, equalityMatch, attributeSyntax, multi-valued, collective and application components have the same

semalfific as the equivalent PIeces of Notalion Mtroduced Dy the Corresponaing Information object class. - |

The 4ttributeSyntax component contains a text string giving the ASN.1 definition of the attribute's syntax:-SU

ch an

ASN [L definition shall be given as specified for theinformation component of the Matching Rules operational attrfibute.

15.7% Object Classes operational attribute

The dbjectClasses operational attribute specifies the object classes used within a subschema.

objeqtClasses ATTRIBUTE ::= {

Objeq

WITH SYNTAX ObjectClassDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-objectClasses }

tClassDescription ::= SEQUENCE ({

identifier OBJECT-CLASS.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FAL

Theidentifier component of avalue of the objectClasses attribute is the object identifier identifying the object cl

The dbjectClasses operational attribute is multi-valued; €ach value describes one object class;

Objeq

tClassinformation ::= SEQUENCE ({

subclassOf SET SIZE (1:MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
mandatories [3] SET SIZE(1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4]  SETRSIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

The qubclassOf, kind, mandatoriés)and optionals components have the same semantics as the corresponding
of nofation introduced by the corfesponding information object class.

15.7.4

Name Forms opérational attribute

The nameForms operational attribute specifies the name forms used within a subschema.

namgrForms ATTRIBUTE ::= {

WITH SYNTAX NameFormDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

D id-soa-nameForms }

pSS.

Dieces

Name

FormDescription ::= SEQUENCE ({

identifier NAME-FORM.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [O] NameFormInformation }

Theidentifier component of avalue of the nameForms attribute is the object identifier identifying the object class.

ThenameForms operational attribute is multi-valued; each value describes one name form:

Name

74

Forminformation ::= SEQUENCE ({
subordinate OBJECT-CLASS.&id,
namingMandatories SET OF ATTRIBUTE.&id,
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namingOptionals SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

The subordinate, mandatoryNamingAttributes and optionalNamingAttributes components have the same semantics
as the corresponding pieces of notation introduced by the corresponding information object class.

15.7.7 Matching Rule Use operational attribute

The matchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule appliesin a
subschema:

matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

D Td=soammatcihimgRutetse s

MatchingRuleUseDescription ::= SEQUENCE {

identifier MATCHING-RULE.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN BDEFAULT FALPE,
information [O] SET OF ATTRIBUTE.&id }

Theidlentifier component of avalue of the matchingRulesUse attribute is the object identifier identifying the magching
rule.

Thei Iformati on component of avalue identifies the set of attribute types to which the matching rule applies.

15.7. Structural Object Class operational attribute

Every entry in the DIT has a structuralObjectClass operational attributé.which indicates the structural object clipss of
the entry:

strucuralObjectClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTFIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID idsoa-structuralObjectClass }

15.7.9  Governing Structure Rule oper ational attribute

Every entry in the DIT, with the exception of administrative point entries that have no subschema subentry, [has a
governingStructureRule operational‘attribute which indicates the governing structure rule of the entry:

govefningStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO USER MQDIEICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }

15.7.10 ContextTypes operational attribute

The cohtextTypes operational attribute specifies the context types used within a subschema.

contextTypes ATTRIBUTE ::= {

WITH SYNTAX ContextDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-contextTypes }

ContextDescription ::= SEQUENCE {

identifier CONTEXT.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] Contextinformation }
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The identifier component of a value of the contextTypes operational attribute is the object identifier identifying the
context type.

The contextTypes operational attribute is multi-valued; each value describes one context type:

Contextinformation ::= SEQUENCE {
syntax UnboundedDirectoryString,
assertionSyntax UnboundedDirectoryString OPTIONAL }

The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation
introduced in the corresponding information object class.

The syntax component and the assertionSyntax component each contain a text string giving the ASN.1 definition of
the context syntax and context assertlon syntax respectlvely Such an ASN.1 deflnltlon shall be given as an optional
ASN| ol Type
prodyction. All type names defmed in Directory modules are |mpI|C|tIy imported and do not require explicit |mport All
type mames, whether imported or defined via an Assignment, are local to the definition of this syntax. If thel ASN.1L type
includles a user-defined constraint and is not one of the ASN.1 types defined in the Directory modules, then the last
UserDefinedConstraintParameter of the constraint shal be an actua parameter whose governing type is
SyntaxConstraint and whose value is the object identifier assigned to the constraint.

NOTE 1—-The ASN.1 productions Imports, Assignment, and Type are defined in ITU-T Rec.(X%,680 | ISO/IEC 8824-1.
UderDefinedConstraintParameter is defined in ITU-T Rec. X.682 | ISO/IEC 8824-3. SyntaxConstrairit is defined in 15.73.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

15.7.11 DIT Context Use operational attribute
The diITContextUse operational attribute is used to indicate the contexts which shall or may be used with an attribyite:

dITContextUse ATTRIBUTE ::= {

WITH SYNTAX DITContextUseDescriptien
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }

DITCpntextUseDescription ::= SEQUENCE ({
identifier ATTRIBUTE.&id,
name SET SIZE (1..MAX).OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALBE,
information [0] DITContextUselnformation }

The iflentifier component of a value of thesdiTContextUse operational attribute is the object identifier of the attribute
type to which it applies. The valueid-oa-allAttributeTypes indicates that it appliesto all attribute types.

Theinformation component of avalue identifies the mandatory and optional context types associated with the attyibute
type identified by identifier:

DITCpntextUselnformation .= SEQUENCE {
mandatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

15.7.12 Friendsoperational attribute

The fliends-@perational attribute is used to indicate the sets of attribute types which are friends within a subschema:

friendsATTRIBUTE ::= {

WITH SYNTAX FriendsDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-friends }

FriendsDescription ::= SEQUENCE {

anchor ATTRIBUTE.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

friends [0] SET SIZE (1..MAX) OF ATTRIBUTE.&id }
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The anchor component of avalue of the friends attribute is the object identifier of the attribute type that is the anchor
to the set of friends. The friends component of a value of the friends attribute is the set of object identifiers of the
attribute types that are the friends of the anchor attribute type.
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SECTION 7 —DIRECTORY SERVICE ADMINISTRATION

16 Service Administration M odel

This clause provides a model for how an administrative authority can control, constrain and adjust the service both with
respect to what a user can specify in a Search, a Read or Modify Entry request and what information isto be returned.

16.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

16.1.1 effectively present attribute type: An attribute type that is present in at least one non-negated filter item in
each pubfilter of a search filter and which fulfils the requirements as specified for that attribute type in the-televant
searci-rule. For definitions of negated and non-negated filter items, see 7.8.1 of ITU-T Rec. X.511 | ISO/IEC9594-3.

16.1. governing-search-rule: A search-rule with which a particular operation complies and which hag been
selectied for governing that operation.

16.1. named-service: A collection of service-types that together provide an overal serviee,e.g., a White [Pages
servige.

16.1. reguest-attribute-profile: A specification of what is required for afilter item.for the corresponding attyibute
type tp be effectively present.

16.1. request-attribute-type: An attribute type that according to a search-rule Specification may be represertted in
the filter of a Search operation.

16.1.6 Search-rule: The detailed specification of the service constraints/enhancement aspects provided for afgiven
servige-type primarily intended for a given user-class and tailored to a paticular group of users.

16.1.7T servicetype: A globaly unique identification of a service\capability for a particular purpose within g well-
defingd scope, e.g., a capability of search for a particular type of-entries within an area of the DIT. Not all aspects of a
servige-type may be availableto all users.

16.1.8 subfilter: A Boolean component of afilter that-comprises only logical ANDs of non-negated filter itenps and
of negated filter items, i.e., that can be expressed infarmally as NOT (filter-item). Any filter can be expressefl in a
canorjical form comprising alogical OR of subfiltersas discussed in Annex Q.

16.1.9 user-class: An identified set of usersithat due to their functions, position in an organization, etc., can ipvoke
certai aspects of the service-types within anamed-service. Different groups of usersidentified by their names wifthin a
user-¢lass may see variationsin the service provided. A user group can span user-classes.

16.2 Service-type/user -classmodel

The Directory Abstract Service as specified in ITU-T Rec. X.511 | ISO/IEC 9594-3 is the representation of all the
servige capabilities offered by the Directory Specifications. A service-type is a subset of that service for perfornming a
partiqular function, e.g.~.s€arching for a particular type of object within adefined scope.

A nafmed-service js\acollection of service-types for a particular purpose, e.g., to provide a White Pages service, a
partiqular type of+Y:ellow Pages service, etc.

A service-type is realized primarily through the Search operation, but aso through other operations that can specify
entry linformeation selection, i.e., Read and Modify Entry operations. For the purpose of service administration, argad or
amo(lifyEntry request is considered in some respect equivalent to a search reguest with subset equa to baseQbject
and filter equal to and : {}. Service administration does not affect what information can be modified by a Modify Entry
operation. Thisis solely governed by access control.

An object identifier identifies a service type, thereby giving it a global unique identification. Different user-classes,
dependent on their role, position in the organization, etc., may have somewhat different perceptions of a service-type. A
user-class is identified by an integer that is only required to be unique with a DMD. Different DMDs could assign a
different identifier to what could be considered the same user-class. However, it is expected that administrative
authorities cooperating to provide a common named-service across several DMDs will coordinate the user-group
identifiers. Even for a particular user-class, there may be variations in the service available to users in the class. Such
variations are based on the distinguished names of the users. As an example, users of a particular user-class in one
country may not have exactly the same view of a service-type as the users of the same user-class in another country,
e.g., to reflect local privacy laws. The definition of a service-type for a user group is expressed by a search-rule
specifying the details as to how the operation is to be performed.
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The service-type and the user-class for which it is primarily intended are indicated in a search-rule.

A user group may span several user-classes. A user within a user-class could possibly also utilize search-rules that were
primarily intended for other user-classes, e.g., users in a user class with a greater capability would also be granted
permissions intended for user-classes that are generally offered lower service capabilities.

A user group is not directly identified by a search-rule, but is indirectly identified by having the Invoke permission to
that search-rule. A user group can invoke any search-rule to which it has the Invoke permission. If a particular user has
the Invoke permission to severa search-rules for the same service-type but for different user-groups, the procedures
defined in these Directory Specifications will, everything else being equal, select the search-rule with the highest user-
group identifier. This allows the administrative authority by proper assignment of user-class identifiers to control this
selection.

16.3 Service-specific administrative areas

administer search-rules. This shall beindicated by the presence of the value id-ar-serviceSpecificArea in the assofiated
administrative entry's administrativeRole attribute (in addition to the presence of the value id-ar-autohomougArea,
and ppssibly other values).

An aitonomous administrative area may be designated as a service-specific administrative area in order to deplqy and

Such Jan autonomous administrative area may be partitioned in order to deploy and administer-sgarch-rules in specific
partitions. In this case, the administrative entries for each of the service-specific administrative areas are indicated by
the priesence of the value id-ar-serviceSpecificArea in these entries' administrativeRole.attributes. Service policies for
super|or service-specific administrative areas are not rel evant subordinate to such an administrative entry.

If sugh an autonomous administrative area is not partitioned, there is a single sefvite-specific administrative arga for
search-rules encompassing the entire autonomous administrative area.

r more search-rules are represented in the Directory information model* by a subentry, termed a service subentry,
objectClass attribute contains the value id-sc-serviceAdminSubentry, as defined in 14.8. A subentry af this
classishall be the immediate subordinate of an administrative entry.whose administrativeRole attribute contains the
valuglid-ar-serviceSpecificArea.

The gvaluation phase of an operation within a service-specific-administrative area is among other dependent on what
base pbject is used for the operation, possibly after alias dereferencing. Search-rules are therefore tied to entries. When
the base object for an operation has been determined, the'search-rules tied to that entry are candidates for governing the
search. The ties between search-rules within a subentry and entries within the service-specific administrative arga are
establlished by the subtreeSpecification operationa-attribute of the subentry. The entries identified by the valuesjof the
subtreeSpecification operational attribute are in,this way tied to the search-rules placed in the same subentry.

A pafticular entry can be associated with search-rules from multiple subentries; these may have the same or different
subtree specifications. Conversely, different parts of the administrative area can be targeted by the one subentry,|using
multiple values of the subtree specification.

The grguments of an operation.can-be validated against a search-rule by using an algorithm called the search-valiglation
functijon.

operation
arguments

TRUE (OK)
or
FALSE (not OK)

search-validation
function
search-rule

X.501_F16

Figure 16 — Sear ch-validation function

An operation is valid and allowed to proceed if, and only if, the search-validation-function yields TRUE for at least one
of the available search-rules associated with the base object for the operation. For a search-rule to be available for an
operation, the requestor must have Invoke permissions to the attribute value that holds the search-rule. If there is only
one available search-rule with which the operation complies, this search-rule is called the governing-search-rule for that
operation, i.e., the search-rule that is used when the operation is further progressed. If there are several such search-
rules, one of these is selected by local choice as the governing-search-rule. The procedure for selecting a governing-
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search-rule is given in 19.3.2.2.1 of ITU-T Rec. X.518 | ISO/IEC 9594-4. The governing-search-rule is thereby
permanently associated with the operation for its evaluation within the service-specific administrative area. Thisis also
the case when part of the operation is carried out by other DSAs holding parts of that service-specific administrative
area.

It isthe choice of administrative authorities as to whether:

— to collect severa search-rules requiring different Invoke permissions into a single subentry (thereby
requiring access control down to attribute value level if these Invoke permissions vary from value to
value); or

— to collect search-rules with the same access control permissions into distinct subentries, so that access
control permissions can be granted on the basis of permissions to the complete attribute; different
subentries can then hold different access control permissions.

If thére is no search-rule available for an operation specifying a base object entry within a servicesspecific
administrative area, or if the search validation function returns FALSE for al available search-rules, theepéeration is
rejected with an error.

Therg may be users that should not be limited by service restrictions, e.g., administrators, and-there may be entries,

The gcope of a Search operation cannot cross the border of a service-specific administrative area. ITU-T Rec. X|.518 |
| SO/IEC 9594-4 specifies procedures that do not allow a Search operation starting within a particular service-specific
administrative area to go outside that area even when aliases are dereferencéd during the search evaluation. Likewise, a
search starting outside a service-specific administrative area cannot spreachinto that area.

16.4 I ntroduction to search-rules

Search-rules are expressions of policies that, on one hand, censtrain and adjust operations that can be carried odt in a
region of the DIT, and, on the other hand, assist in their execution by guiding the operation process. A search-rue has
the fdlowing main characteristics:

— it gives requirements that an operation shall meet if the operation is to be carried out based op that
search-rule;

— it specifies adjustment of the operation request;

— it provides specification for details of the evaluation of the operation, e.g., by specifying relaxation
policiesif too many ort00.few entries are found for Search operation; and

— it provides entry information selection specifications.

Wher a processing of an oper@ation starts, the base entry of the operation corresponds to one or more service subgntries
whosg subtree-specification-values include that base entry. Thereby, potentially a number of candidate-search-rulles are
identified. The details ofthe operation are evaluated against these candidate-search-rules. An operation can ofly be
execyted if a compatible’search-rule can be found.

16.5 Subfilters

If asparch:rule is designed to control the Search operation, it may specify a set of attribute types that may be pregent in
a filtgrof a search request. These attribute types are called the request-attribute-types for the search-rule. |Other
attribute types shall not be present 1n the Tilter in any form, negaied or non-negated. This subclause Turther qualifies
what it means for an attribute type to be present in a search filter. A search-rule also specifies requirements on valid
combinations of request attribute types. It might be a requirement that certain attribute shall be present; it might be a
requirement that at least one out of two attribute types shall be present; it might be a requirement that one attribute type
is not allowed without another being present, etc. To further elaborate on how to express combinations, it is useful to
introduce the concept of subfilters.

According to propositional calculus, any filter whatsoever can be written as a sequence of subfilters separated by OR
operators. This can be written as:

f:f1+f2+...+fr
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where each subfilter, f;, is a sequence of filter items or negated filter items that are separated by AND operators, which
can be written as:

fi =fi1fi2 ... fis
where f;; is either afilter item or its negation.
The subfilter concept is further described in Annex Q.
For afilter to comply with a search-rule, each subfilter shall comply with the search-rule.

For afilter item to effectively represent an attribute type in a subfilter, it is required to comply with the requirements of
the request-attribute-profile for the attribute type. The request-attribute-profiles are part of the search-rule specification.
If at least one filter-item for an attribute type in each subfilter complies with the request-attribute-profile for that
attribute type, the attribute type is said to be an effectivel y-present-attribute-type.

16.6 Filter requirements

For an attribute type to be effectively present in a filter, the attribute type or, if the includeSubtypes, option pf the
request-attribute-profile is set, one of its subtypes shall be present in at least one non-negated filter item off each
subfilter. Such a non-negated filter item shall comply with al of the following requirements:

— It shal be anon-negated filter item that is not one of the following types:
greaterOrEqual;
lessOrEqual;
present or contextPresence unless explicitly allowed by the request-attribute-profile.
— It shal comply with the request-attribute-profile specification forthat attribute type.

— Ifitisan extensibleMatch filter item, the attribute type shiall be specified in the type component ppf the
MatchingRuleAssertion.

NOTE — If this last restriction is not introduced, this filter, item could implicitly include an unspecified nunjber of
attribute typesinto the search filter and thereby impair the Search validation procedure.

If an gttribute type is represented in afilter, it shall be effectively present.

It is llowed to have extensibleMatch filter items without the type component in the filter. Their presence dogs not
affect| the search validation against search-rules. However, such a filter item shall only be applied to attributes Whose
types| are request-attribute-types, i.e.,, represented in the governing-search-rule by a request-attribute-profile
(see 16.10.2).

16.7 Attribute information selection based on sear ch-rules

Outsifle a service-specific administrative area, attribute information returned is selected by the selection component of
the operation request possibly madified by the operationContext of the CommonArguments, and any context defaults
established either within a context default specific administrative area or by local context defaults. For a $earch
opergion, selection of ifformation may aso be modified by the matchedVvaluesOnly component in the
Sear¢hArgument. Howéver, when an operation is controlled by a governing-search-rule, this search-rule may specify
what |nformation is ta'he returned. When this is the case, the user attribute information returned shall be the intersection
of what the governing-search-rule specifies and what would have been returned had there been no governing-sgarch-
rule. |f the entry Thformation selection in the selection component specifies selection of operational attributes, thq same
rule ghall applyfor operationa attributes. If the entry information selection does not specify return of opergtional
attribyte jinformation, operationa attribute information returned shall solely be determined by the governing-sgarch-
rule.

A governing-search-rule may specify what attribute information is to be returned completely independently of what
attribute types may be specified in asearch filter.

When information is to be returned based on hierarchical groups, selection of attribute information from such entriesis
based on the principle above, except that matchedValuesOnly specifications have no effect.

NOTE — Family member selection is not governed by the above principle (see 16.10.6).

16.8 Access contr ol aspects of search-rules

Search-rules provide some additional access control capabilities besides those capabilities described in clause 18. In a
service-minded approach, it is necessary to apply restrictions on how operations can be formulated and what
information can be returned. This should be based not only on the identity of the user, but also on the service-type and
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the user-class, thereby alowing the administrative authorities to tailor the service based on quality of information,

charg

ing considerations, etc.

The access control capabilities as defined in clause 18 are used for ensuring that only proper user groups can invoke
search-rules. These capabilities can also protect information never to be accessed by particular user groups.

A DSA that caches information originating from a service-specific administrative area may not have search-rules for
controlling the restrictions on that information. As for access control (see 18.8.2), a Security Administrator should be
aware that a DSA with the capability of caching may impose a significant security risk to other DSAs.

16.9

As context a$ert|ons can be part of a fllter |tem for the Search operatlon search ruIe speC|f|cat|0ns need to take

Contexts aspects of search-rules

area. |These defaults apply indiscriminately to al users and to all service-types. However, the |eontext feat

provifled by the search-rules alows the user to specify a minimum of context informationm,2and it allow

administrative authorities to make individual context specifications for each search-rule. In addition, it is possibile, as

indi
Used
redun

16.1(
The S

Searq

Seard

Allow

dant.

Sear ch-rule specification

earchRule ASN.1 data type gives the syntax of a search-rule.

Impo

SearchRuleld,

hRule ::= SEQUENCE {
COMPONENTS OF
serviceType [1]
userClass [2]
inputAttributeTypes [3]
attributeCombination [4]
outputAttributeTypes [5]
defaultControls [6]
mandatoryControls [7]
searchRuleControls [8]
familyGrouping [9]
familyReturn [10]
relaxation [11]
additionalControl [12]
allowedSubset [13]
imposedSubset [14]
entryLimit [15]
hRuleld ::= SEQUENCE ({

id INTEGER,
dmdld {0]

edSubset ::=

EedSubset =

OBJECT IDENTIFIER
INTEGER

SEQUENCE SIZE\(0..MAX) OF RequestAttribute

AttributeCombimnation

SEQUENCE-SIZE (1..MAX) OF ResultAttribute

ControlOptions
ControlOptions
ControlOptions
FamilyGrouping
FamilyReturn
RelaxationPolicy

SEQUENCE SIZE (1..MAX) OF AttributeType

AllowedSubset
ImposedSubset
EntryLimit

OBJECT IDENTIFIER }
BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }

ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }

dted in 16.8, to provide access control like function through proper design of the search-nule context specifid
f context specifications in search-rules could make establishment of context default{specific administrative

OPTIONAL,
OPTIONAL,
OPTIONAL,

DEFAULT and |

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
DEFAULT '111
OPTIONAL,
OPTIONAL }

ation.
areas

{}

RequestAttribute ::=

82

attributeType
includeSubtypes
selectedValues

defaultValues
entryType
values

contexts
contextCombination
matchingUse

ITU-T Rec. X.501 (11/2008)

SEQUENCE {

[0]
(1]

(2]

(3]
(4]
(5]

ATTRIBUTE.&id ({ SupportedAttributes }),

BOOLEAN

SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({ SupportedAttributes H{ @attributeType })
SEQUENCE SIZE (0..MAX) OF SEQUENCE {

OBJECT-CLASS.&id

SEQUENCE OF ATTRIBUTE.&Type

({ SupportedAttributes }{ @attributeType }) }
SEQUENCE SIZE (0..MAX) OF ContextProfile

ContextCombination

SEQUENCE SIZE (1..MAX) OF MatchingUse

DEFAULT FALSE,

OPTIONAL,
OPTIONAL,

OPTIONAL,
OPTIONAL,

DEFAULT and :

OPTIONAL }

{}
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ContextProfile ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion
({SupportedContexts{@contextType}) OPTIONAL }

ContextCombination ::= CHOICE {

context [O] CONTEXT.&id({SupportedContexts}),
and [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination }

MatchingUse ::= SEQUENCE {

restrictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),

restrictionValue MATCHING-RESTRICTION.&Restriction
({SupportedMatchingRestrictions}{ @restrictionType}) }

-- Deffnition of the following information object set is deferred, perhaps to standardized
- prgliles or to protocol implementation conformance statements. The set isrequired to
-- spegify a table constraint on the components of SupportedMatchingRestrictions
SuppprtedMatchingRestrictions MATCHING-RESTRICTION ::= { ...}

AttriquteCombination ::= CHOICE {

attribute [0] AttributeType,
and [1] SEQUENCE OF AttributeCombination,
or [2] SEQUENCE OF AttributeCombination,
not [3] AttributeCombination }
Resu|tAttribute ::= SEQUENCE {
attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly NULL } OPTIONAL,
contexts [O] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }
ContilolOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions  DEFAULT{},
searchOptions [1] SearchControlOptions DEFAULT { searchAliases },
hierarchyOptions [2] HierarchySelections OPTIONAL }
EntrylLimit ::= SEQUENCE {
default INTEGER,
max INTEGER}

RelaXationPolicy ::= SEQUENCE {

basic [O] MRMapping DEFAULT { },

tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum  [8] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1}

MRMapping = SEQUENCE {
mapping [O] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution ~ OPTIONAL }

Mapping .= SEQUENCE {
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an
-- object identifier of a mapping-based matching algorithm--} ),
level INTEGER DEFAULTO0}

MRSubstitution ::= SEQUENCE {
attribute AttributeType,
oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatchingRule [1]  MATCHING-RULE.&id OPTIONAL }

16.10.1 Search-ruleidentification components

Theid component allows for the unique identification of search-rules within aDMD. The value zero is reserved for the
empty search-rule. The purpose of an empty search rule is described in 16.3.
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The dmdIid component gives a unique identification of the DMD that has established the search-rule. This component
together with id permits the definition of aunique, global identification of a search-rule.

NOTE — How this uniquenessis to be policed is outside the scope of this specification.

The id component (with the value of zero) and the dmdid components are the only components relevant for the empty
search-rule.

The serviceType component is an object identifier that identifies the service-type supported by this search-rule. This
component shall always be present except for an empty search-rule.

The userClass component indicates the user-class for which the search-rule is primarily intended. For a given service-
type, there can be several search-rules specifying the same user-class. This component shall always be present except
for an empty search-rule.

16.102 Request-attribute-profiles

The ipputAttributeTypes component shall specify request-attribute-profiles for al attribute types that shall*or m
ted in asearch filter. If asearch filter includes afilter item for an attribute type not represented by a ref
attribyte-profile, the search validation against this search-rule fails. The RequestAttribute data,type specifi
requifement on afilter item for the attribute type specified in the filter item to be effectively present!/If this comp
t, the search-rule does not put any restriction on the presence of attribute types, i.e., any-Qperation complie
this cpmponent. If the component is present, but empty, only aread request, amodifyEntry request or asearch rg
efault filter (and : {}) complies with this component.
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with
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a)

b)

0)

d)

bl lowing subcomponents are relevant for all operation types controlled by search-rules:

bllowing subcomponents are only relevant for the Search Operation:

The attributeType subcomponent specifies the attribute type for which'this specification applies. It
only mandatory subcomponent. There can only be one RequestAttribute specification for a
atribute type within a search-rule. If this is the only<{subcomponent, except possibly fqg
includeSubtypes subcomponent, there are no restrictions.on search filter items for this attribute
except that if such filter items are in thefilter, at least one'of them shall be non-negated.

The includeSubtypes subcomponent specifies that this request-attribute-profile can be satisfied
filter item for a subtype of this attribute type.

The selectedValues subcomponent provides a set of attribute values of the type given in attribute
If this attribute type is represented inthefilter, there shall be at least one non-negated filter item f
attribute type that matches at least one value of this subcomponent. Otherwise, this attribute type
effectively present in thefilter.

If this subcomponent is absent, the above matching evaluates to TRUE.

If an empty set of attribute values is given, this attribute type can only be effectively present in:
— apresent filteritem if the Contexts subcomponent is not present; or

— acontextPresent filter item if the Contexts subcomponent is present.

The defaultvalues subcomponent does not affect the evaluation of a search request against the s
rule, but-cantrols the Search operation when a search-rule has been selected as the governing-search
This eamponent provides a set of attribute values of the type given in attributeType. If afilter item
thisattribute type is defined within the filter, but there is no attribute of this type present in an entry
family grouping), then this filter item evaluates to TRUE (or to FALSE if negated) if the filtel
matches one of the values in this subcomponent. If this subcomponent is absent, there are no d
values.
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If this component is present, but empty, it indicates that this component takes all possible values,

ie,a

filter item for this attribute type always evaluates to TRUE (or to FAL SE if negated) if the attribute type

isabsent in an entry.

NOTE 1 — This reflects the situation where a filter item shall be ignored if an attribute of the type referenced is

absent.
If an entry holds an attribute of thistype, normal matching against this attribute is done.

The contexts subcomponent specifies the context types that are allowed to be represented in afilter item
for this attribute type. A particular context type shall not be represented more than once in this

subcomponent.

— If the subcomponent is absent, any context information may be present in a filter item for this

attribute type.
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If the subcomponent is present, only context types specified by this subcomponent may be present
in a filter item for this attribute type. If it is an empty sequence, no context information may be
present in afilter item for this attribute type.

If only a context type is specified, any context value of that type may be present in the context
assertion.

If context values for a given context type are present in this subcomponent, only those values may

16.103 Attribute combinations

The 3
input
on th
invali
comp
comp
non-g

i¢e control option is net)set) will potentially be present in the result, subject to access control (see 16.7

be present in a corresponding context assertion in afilter item.

If the context specification in the filter item does not comply with the above, the filter item does not

comply with the request-attribute-profile for the attribute type.

f)  ThecontextCombination subcomponent specifies the valid combination of the context types as listed in
the contexts subcomponent within this request-attribute-profile. If this subcomponent is absent, there is

No restriction on the combinaiion of these Comtext types. 1T an Invalid combination Of CONEXL1Y]
present, the filter item does not comply with the request-attribute-profile for the attribute type
component may specify that certain context types shall unconditionally be present.

g) The matchingUse subcomponent is used to specify possible constraints on the use 6f) the appl
matching rule, e.g., minimum lengths for substring matching. The applicable matching rule is th

on the restrictions and how they are evaluated are described as part of the restriction specification.
subcomponent specifies a matching restriction defined for the matching rule to be used, it is ch
whether this matching restriction is violated or whether unsupported aspects.of the matching rule h
be applied. If that is the case, then:

question.

search request does not comply with this searchirule.

ttributeCombination component specifies the valid~combination of the request-attribute-types as listed

e combination of request-attribute-type and allDrelevant types of operations comply with this component.
d combination of request-attribute-types-is.present, the search validation against this search-rule fails|
bnent may specify that certain attribute types shall unconditionally be effectively present in the filter
pnent shall be absent if inputAttributeTypes is absent or empty. If this component is present and
efault value, only a Search operation with a non-default filter can potentially comply with this component.

4 Attributesin theresult
utputAttributeTypes component specifies what attribute types (or their subtypes if the noSubtypeSeld

ed entry or compound entry does not contain any of the attributes defined in this component, it is not inclu

It. A similarrule applies for individual family member marked as the result of the matching or th

pes is

This

cable
e one

that actually is going to be used before any relaxation but after a possible basic substitution. The dletails

f this

ecked
ave to

— if the performExactly search control option is not set, the implementation may use a local rjile on
how to apply the matching rule in a different way;
NOTE 2 — Such a locd rule reguires a customization capability to be applied for the matching fule in

— if the performExactly search control option is set or it is not possible to apply a local rulle, the

n the

AttributeTypes component. If this component is.absent or has the default value (and : {}), there is no restifiction

If an
This
This

has a

ction
.Ifa

ded in
rough

ne of

entry linformation selection except as possibly specified by the familyReturn and additionalControl components. This

comp

onent has the foffowi Ng SUDCOIMPONEeris.

a) TheattributeType subcomponent specifies the attribute type for which this specification applies. It

isthe

only mandatory subcomponent. There can only be one ResultAttribute specification for a given attribute

type within a search-rule.
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b) The outputVvalues subcomponent specifies what attribute values of this attribute type are candidat
being returned. The set of values may be further restricted by the context subcomponent,

es for
entry

information selection as provided by the requestor, access contral, etc. If this subcomponent is absent, all
the attribute values are candidates. The selectedValues choice provides a set of attribute values of the
type given in attributeType. Only those values listed are candidates for attribute values to be returned.

The matchedValuesOnly choice specifies that only those attribute values of the attribute that contri
to the filter returning TRUE via filter items other than present are candidates for being ret
(see 10.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3 for a definition of the term "contributed").

buted
urned

¢) Thecontext subcomponent holds a set of context profiles that specify what attribute value information is

returned for this attribute type.

— If this subcomponent is absent, the search-rule does not make any restrictions on what att
values can be returned based on contexts.

— If a context type is not included in this subcomponent, no context information of this
returned with any returned attribute value of this attribute type.

— If a context profile does not include the contextValue data type, al context values'of'the c
type are returned with each attribute value.

— If one or more context profiles include the contextValue data type, each sdch context pro;
treated as a ContextAssertion to be applied against the attribute values as Specified in 8.9.2.4
those attribute values for which this evaluation yields TRUE for all such context types are ret
If this selection results in no value being returned for this attribute typé,the attribute is not ind
in the result. Likewise, if this selection results in no information(l&ft for an entry, this entry
returned.

— If dl returned attribute values of this attribute type have the'same { context type, context valug
to be returned, such a context value is removed from all<the attribute values. If that leaves ac
without any context value, it is completely removed,

most cases can receive information without eontexts.

16.105 Service and search controls

The defaultControls component, if present, is used to specify setting of bits not explicitly set for an operation
ServiteControlOptions within the service controls of\the operation argument, and if the operation is a Searg
SearghControlOptions and HierarchySelections. Af any specific option is absent, the defaultControls elem
preseft, is used.

If al[the hierarchyOptions subcomponent-istabsent in defaultControls, or the defaultControls is absent, hief

anythjng than self, the search validation against this search-rule fails. Corresponding elements in mandatoryCo
and sparchRuleControls shall be amitted.

If the defaultControls component is completely absent, it shall be considered to take the standard default
{ ser\JiceControls { }, search©ptions {searchAliases} }.

The mandatoryControls~“component specifies, by setting specific bits, the bitstring options that shall be pred
specified in defaultGontrols; if any hit specified by mandatoryControls differs in the user-supplied options
defayltControls, the search validation against this search-rule fails. Bits not specified by the mandatoryCo
comppnent are{taken as zero. If the operation is a Read or Modify Entry operation, only the serviceCo
subcgmponent;is considered.
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NOTE — This will permit a service to be tailored in such a way that a user with simple equipment in
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on shall not be used. If the hierarehySelection component is present in a search argument and spécifies
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The dearchRuleControls component specmes by setti ng speC|f|c b|ts, the bltstn ng options that areto be taken
the de i

component are taken as zero. If the operatlon is a Read or Mod|fy Entry operation, only the servnceControIs

subcomponent is considered.

NOTE —If the user supplies Ug , p in @ Search operation, and the default bits are Dg , n, the result of applying the

defaultControls component is a bit string Cy, n Where bits 0 to p are taken from U and the remaining ones from D. The

search

validation against this search-rule fails if the bitstring C&M is not equal to D&M, where C means Cy o n , ‘&' represents a
bitwise-AND operation, and My, y IS the bitstring specified by mandatoryControls. Otherwise, the value of options that is used
is (C&~S | D&S) where S is the bitstring specified by searchRuleControls, ~S is its bitwise negation, and '|' represents a
bitwise-OR operation. This last manipulation has the effect of excising the bits indicated by searchRuleControls and replacing
them with the default bit values. The familyGrouping component specifies a family grouping specification that, if present, takes

precedence over (i.e., substitutes for) the familyGrouping in the CommonArguments of the search argument.
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16.10.6 Family specifications

The familyGrouping component specifies a family grouping selection that, if present, takes precedence over (i.e.,
substitutes for) the familyGrouping of the CommonArguments of the search argument.

The familyReturn component specifies family member return selection. It adjusts the specification given by the
familyReturn in the EntryinformationSelection (or its default) of the search argument. The search-rule specification
takes precedence with respect to the specification in memberSelect component, while the search argument
specification takes precedence with respect to familySelect component, i.e., if the familySelect component is present in
the search argument, a possible familySelect component in the search-rule shall beignored.

16.10.7 Control of relaxation

The relaxation component defines the relaxation policy using the RelaxationPolicy construct. The same construct may

be in¢luded 1n a search request in the relaxation component. The procedure associated with this construct 1s destribed
here, Lovering both the case where it isincluded in a search-rule and the case where it isincluded in asearchreguest. If
RelaxationPolicy is included in both the search-rule and in the search request, additional specifications are giyen in
10.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

The RelaxationPolicy has the following subcomponents:

a) The basic subcomponent, if present, defines MRMapping, i.e, a set of matehihg-rule substitpitions
and/or mapping-based matching functions that are applied to a search filter for the first eval uatio:lw (i.e,
without tightening or relaxation). This permits the selection of a more appropriate match than the offiginal
match. Omission of the item or supplying it with an empty set causes‘al the normal matching rules
without applying any mapping-based matching to be used for the firstevaluation.

b) Thetightenings subcomponent, if present, comprises a sequence:of substitutions and of mappingg each
defined by MRMapping, that are to be applied in the order given; one at the time, if the matched gntries
are too numerous (greater than maximum).

¢) The relaxations subcomponent, if present, comprises.a‘sequence of substitutions and mappings| each
defined by MRMapping, that are to be applied in the order given, one at the time, if the matched gntries
are too few (less than minimum).

d) The maximum subcomponent shall always bé&present if tightenings is present, and then specifiges the
number of entries found above which atighténing isto be applied.

€) The minimum subcomponent specifies\the number of entries found for which (or below which) a
relaxation is to be applied; if absent;.it defaults to zero.

NOTE 1 — Relaxation/tightening is not affected bythe performExactly search control option.
Matching rule substitutions and mappings are defined by MRMapping elements, each of which consists of a sequence-
of Mapping elements and a sequence:.of MRSubstitution elements. The sequence orders of these elements have no
significance.
A Mapping element has the folloling components:

a) The mappingkunction component identifies a mapping-based mapping function with assofiated
mapping tableto be applied.

b) The level)component identifies the level of relaxation (or tightening if negative) to be applied fpr the
mappifig-based matching. This component shall be ignored if the &userControl is set for the mampi ng-
based matching and the extendedArea search control is included in the search request, in which case
the'value specified in extendedArea is applied.

NPTER ¥ For the basic substitution and mapping, the level should in many cases be set to zero.
A MRSubstitution element has the following components:
a) attribute describes the attribute to which the substitution is to be applied.
b) oldMatchingRule is the matching rule that is to be substituted for. If absent, it applies to the previously

applicable matching rule of the specified type for the attribute, if there is one. For basic substitution,

orif

basic substitution is not performed, for the first relaxation/tightening substitution, the applicable
matching is the one that would otherwise have been used. For subsequent substitutions, the applicable

matching rule is the one brought in by the previous substitution. If this subcomponent specif
matching rule that is not the previously applicable matching rule, then no substitution is performed.

ies a

NOTE 3—As an example, if the filter item is of type equality and thereby selecting an equality matching rule, and this
subcomponent specifies a substring matching rule, then no substitution is performed.
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¢) newMatchingRule is the object identifier for the substitute matching rule that is to be used in place of
the old matching rule. If absent, any corresponding filter-items are evaluated as TRUE for a non-negated
item, and FAL SE for anegated item (i.e., in accordance with id-mr-nullMatch).

The following applies only for matching rule substitution specified in a search request. If a matching
rule is specified for which there is a matching restriction for the attribute type (see 16.10.2, item @)) that
will make the search request non-compliant with the governing-search-rule; or an unsupported or
incompatible matching rule is specified, the substitution is abandoned and no further substitution is
performed for the attribute type.

NOTE 4 — It is assumed that a DSA will not allow invalid substitutions to be present in a search-rule.

One attribute can have multiple MRSubstitution elementsin an MRMapping provided that the combination of attribute
and oIdMatchngule (if preeent) is un|que When oIdMatchngule is absent inone MRSUbStItutIOﬂ but is present in

hment
wher¢ additional control of a Search operation is required. It specifies one or more control attribute types. The
sematics, syntax and placement of such a control attribute type referenced by this component shall’be defined gs part
of thg control attribute definition. Such a specification may be made outside these Directory Specifications. A cpntrol
attribyite specified includes a part of its definition procedures to be executed based on the information provided by the
contrgl attribute.

This gomponent does not affect the search-validation function.

A control attribute could be placed in such way that it affects several entries, €g.,"in a service-specific adminisirative
point|or in a service administration subentry. It can also be placed in individual entries. When a control attriute is
placefl in individual entries, it can only affect entry information selection for those entries. A control attribut¢ may
result] in certain entries or family members being explicitly unmark, which will prevent their presence in the $earch

NOTE 1 -By placing a control attribute in the service-specific administrative point, the control attribute can affect the way
mgtching is performed. As an example, an attribute type specified inafilter item can be mapped into or supplemented by 4 set of
atfribute types ("frieno!ly" attri bute_types_) a_gai nst which match_i ng.can be per_formed in some defi nt_ad way, e.g., to obtain thg same

NQTE 2 — By placing a control attribute in a given entry, it.is' possible to take individual requirements into account, e.g., tq cover
pgrsonal data protection regquirements.

If compound entries are been marked or unmarked as the result of the processing of one or more control attributes, this
shall | be done before applying the family~return specification (as specified by the familyReturn in the

results in no member of acompound entry being returned, the compound entry is completely removed from the regult.

The qllowedSubset component)specifies the valid choices of the Search request subset specification. This search-rule
comppnent isignored if theimposedSubset search-rule component is present and the useSubset search control |is not
set injlasearch request, Asdefault, any subset choiceis possible. If the subset parameter of asearch request dogs not
specily a value compatible with this search-rule component, the search validation against this search-rule fails.|For a

TheimposedSubset component specifies asubset that substitutes the subset specification in asearch request. |f this
comppnent is-hot present or if the useSubset search control is set in the search request, no substitution is performed
and theestriction expressed by the allowedSubset is exercised. This component shall be ignored when evaluging a
read QrmaodifyEntry request :\gni nst asearch-rule

The entryLimit component has two subcomponents. The default subcomponent indicates the size limit to be imposed
by the Directory if the sizeLimit service control is not set. The max subcomponent indicates the maximum allowable
value for the sizeLimit service control. If exceeded, the effective sizeLimit is reduced to this max value. This
component shall be ignored when evaluating aread or modifyEntry request against a search-rule.

16.10.10 ASN.1 information object classes

The SEARCH-RULE, REQUEST-ATTRIBUTE and RESULT-ATTRIBUTE information object classes are provided to
facilitate the documentation of search-rules:
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WITH

REQU

WITH

&dmdid OBJECT IDENTIFIER,

&serviceType OBJECT IDENTIFIER OPTIONAL,
&userClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mandatoryControls ControlOptions OPTIONAL,
&searchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&additionalControl AttributeType OPTIONAL,
&relaxation RelaxationPolicy OPTIONAL,

&allowedSubset
&imposedSubset
&entryLimit

&id

SYNTAX{

DMD ID

[ SERVICE-TYPE

[ USER-CLASS

[ INPUT ATTRIBUTES
[ COMBINATION

[ OUTPUT ATTRIBUTES
[ DEFAULT CONTROL

[ MANDATORY CONTROL
[ SEARCH-RULE CONTROL

[ FAMILY-GROUPING
[ FAMILY-RETURN

[ ADDITIONAL CONTROL

[ RELAXATION

[ ALLOWED SUBSET
[ IMPOSED SUBSET
[ ENTRY LIMIT

ID

EST-ATTRIBUTE ::= CLASS {

&attributeType
&SelectedValues
&DefaultValues

&contexts
&contextCombination
&MatchingUse
&includeSubtypes
SYNTAX {
ATTRIBUTE TYPE

[ SELECTEDWALUES
[ DEFAULTWALUES

[ CONTEXTS

[ CONTEXT COMBINATION

[ MATCHING USE
[ANCLUDE SUBTYPES

AllowedSubset
ImposedSubset
EntryLimit
INTEGER UNIQUE }

OPTIONAL,
OPTIONAL,

&dmdld

&serviceType ]
&userClass |
&InputAttributeTypes ]
&combination ]
&OutputAttributeTypes ]
&defaultControls ]
&mandatoryControls ]
&searchRuleControls ]
&familyGrouping ]
&familyReturn ]
&additionalControl ]
&relaxation ]
&allowedSubset ]
&imposedSubset ]
&entryLimit ]

&id }

ATTRIBUTE.&id,
ATTRIBUTE.&Type
SEQUENCE {
entryType OBJECT-CLASS.&id
valuesSEQUENCE OF ATTRIBUTE.&Type }
SEQUENCE OF ContextProfile
ContextCombination
MatchingUse
BOOLEAN

&attributeType
&SelectedValues ]
&DefaultValues ]
&contexts |
&contextCombination ]
&MatchingUse |
&includeSubtypes ]}

DEFAULT '111'B,

OPTIONAL,

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
DEFAULT FAL

RESULT-ATTRIBUTE ::= CLASS {

WITH

&attributeType
&outputValues
selectedValues

matchedValuesOnly

&contexts
SYNTAX {
ATTRIBUTE TYPE
[ OUTPUT VALUES
[ CONTEXTS

ATTRIBUTE.&id,

CHOICE {

SEQUENCE OF ATTRIBUTE.&Type,

NULL } OPTIONAL,
ContextProfile OPTIONAL }

&attributeType
&outputValues ]
&contexts ]}
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16.11 Matching restriction definition

An administrative authority may want to put restrictions on how a matching rule is applied. As an example, arestriction
on a substring matching rule may specify minimum lengths on substrings provided in a search filter item. Such a
restriction is of a permanent nature and has no dynamic characteristics, asit is the case for search relaxation.

Within a service-specific administrative area, restrictions can be applied by the proper construction of search-rules, and
thisisthe only place where matching restrictions can be introduced.

Matching restrictions may be defined as values of the MATCHING-RESTRICTION information object class:

MATCHING-RESTRICTION ::= CLASS {

&Restriction,

&Rules MATCHING-RULE.&id,
«ld OBJECT IDENTIFIER UNIQUE §
WITH SYNTAX {
RESTRICTION &Restriction
RULES &Rules
ID &id }
For ajmatching rule restriction that is defined using this information object class:

Sever

16.12

The s

apargcular search-rule. The search-validation function yields.TRUE if the search request complies with the search

Othe

For 4
least

a) &Restriction isthe syntax for the matching restriction to be applied;

b) &Rules isthe set of matching rules to which this restriction can be applied,, The restrictions can o
specified for a basic matching rule, i.e, does not include the &ParentMatchingRules field
definition;

c) &id istheobject identifier assigned toit.

Al matching restrictions can be defined for any one matching rule, but énly one can be applied in agiven situ

Sear ch-validation function

parch-validation function is an abstract function that is used-to determine the compatibility of a search reques

Wwise, it yields FALSE. For a search request to complywith a search-rule:

—  attribute types other than those representéd-by the inputAttributeTypes shall not be present in any
in the search filter, negated or non-negated;

— if anattribute typeis present in afilter, it shall also be effectively present;
DTE — Thisimplies that an attribute type shall’not be only represented by negated filter items.

— the condition for the_ effective presence of request attributes as specified by the searc
attributeCombination<component shall be fulfilled;

— if there are request=attribute-profiles that include the selectedValues subcomponent, the correspd
attributes shall enly-be represented by non-negated filter items;

— the mandatory control as specified by the mandatoryControls component shall be exactly
defaultControls for the search-rule.

N attribute’type represented by one or more filter items in a subfilter to be effectively present in that subfil
bne of thefilter items shall comply with the RequestAttribute specification for that attribute type, i.e.:

= ' thefilter items shall be of type as specified in 16.6;

nly be
in its

Bt on.

it with
-rule.

form

h-rule

nding

— thesubset spegification in the search argument shall comply with the search-rule subset specificatjon;

as in

ter, at

H tha calactad\/aluac cuhhnmpnnonf T prmnnf and-non. ﬂ’ﬂpf\]l m-ithe reauest-attriht |h:\_pv-nfi|n th
H—13 rectec vy att HpeheRt f Ht—aRc-RoR-epty—H-He-Feq S4B FoH+Ee R

filter

item shall match this subcomponent;

— the context specification in the filter item shall comply with the context specifications in the request-

attribute-profile;

— the matching rule specification in the filter item shall comply with the matching rule specifications
reguest-attribute-profile; and

— any matching restriction shall be fulfilled.

The detailed search-validation procedure is specified in clause 13 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
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17 Security model
171 Definitions
This Directory Specification makes use of the following terms defined in CCITT Rec. X.800 | 1SO 7498-2:
—  access control;
—  authentication;
—  security policy;
— confidentiality;
— integrity.
The fpllowing terms are defined in this Directory Specification:
17.1.1  access control scheme: The means by which access to Directory information and potentially to access|rights
themselves may be controlled.
17.1.2 protected item: An element of Directory information to which access can be‘separately controlled. The
protegted items of the Directory are entries, attributes, attribute values and names.
17.2|  Security policies
The Directory exists in an environment where various administrative authorities control access to their portion ¢f the
DIB.|Such access is generaly in conformance with some administration-controlled security policy (see ITU-T

Rec. X.509 | ISO/IEC 9594-8).

Two
and the access control scheme.

hspects or components of the security policy which effect accéss'to the Directory are the authentication procedures

NQTE — Clause 18 defines two access control schemes known ‘as Basic Access Control and Simplified Access Contrgl, and
clause 19 defines Rule-based Access Control. These schemies may be used in conjunction with local administrative cgntrols;

hgwever, since local administrative policy has no standardized representation,
information.

17.21

Auth
wher

Authentication procedures and mechanisms

necessary:
— theidentity of DSAs@nd Directory users;

campared to provisions for. the authentication of non-administrative users.

Genefal-use authentication procedures are defined in ITU-T Rec. X.509 |

conjunction with the‘@access control schemes defined in this Directory Specification to enforce security policy.
NOTE 2 — Future editions of the Directory Specifications may define other access control schemes.
NQTE 3=Local administrative policy may stipulate that authentication taking place in certain other DSAs (e.g., DSAs if other

DMDs).isto be disregarded.

~Haarzialaliala a ar=a alLE(] arsa

In gel

by an authentication exchange) to the access control identity (e.g., the distinguished name of an entry, together with an

— theidentity of the origin of information received at an access point.
NQTE 1 - The administrative-authority may sipulate different provisions for the authentication of administrative ugers as

it cannot be communicated in shagdowed

tication procedures and mechanisms.in the context of the Directory include the methods to verify and propagate

ISO/IEC 9594-8 and can be uspd in

AaLian ~a arsa arsal

optional unique identifier, representing the user). A particular security policy may state that the authenticated identity

and the access control identity are the same.

For names in the access control identity, primary distinguished names shall be used. Similarly, where access control
uses names in its specification of grants and denial, primary distinguished names shall be used.

17.2.2  Access control scheme

The definition of an access control scheme in the context of the Directory includes methods to:

—  specify access control information (ACI);
— enforce access rights defined by that access control information;

ITU-T Rec. X.501 (11/2008) 91


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

— maintain access control information.

The enforcement of access rights applies to controlling access to:
—  Directory information related to names,
—  Directory user information;
—  Directory operational information including access control information.

Administrative authorities may make use of al or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However, administrative authorities may stipulate separate provisions for the protection of some or all of the Directory
operational information. Administrative authorities are not required to provide ordinary users with the means to detect
provisions for the protection of operational information

NQTE 1 —Administrative policy may grant or deny any form of access to particular attributes (e.g., operational_attr{butes)
irgespective of access controls which may otherwise apply.

The Directory provides a means for the access control scheme in force in a particular portion of the DIB\to 'be identified
through the use of the operational attribute accessControlScheme. The scope of such a scheme is“defined py an
Accegs Control Specific Area (ACSA), which is a specific administrative area that is the tesponsibility ¢f the
corregponding Security Authority. This attribute is placed in the Administrative Entrycfor the correspanding
Administrative Point. Only administrative entries for Access Control Specific Points a@re dlowed to contdin an
accegsControlScheme attribute.

NQTE 2 —If this operationa attribute is missing with respect to access to a given entry, themthe DSA shall behave as for|a first
edition DSA (i.e, itisalocal matter to determine an access control mechanism and its efféct-on operations, results and errars).

accegsControlScheme ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-aca-accessControlScheme }

Any subentry or entry in an ACSA is permitted to contain entry, ACI if and only if such ACI is permitted and congi stent
with fhe value of the accessControlScheme attribute of the'corresponding ACSA.

17.3 Protection of Directory operations

Therg are two forms of protection available far Pjrectory operations. confidentiality and integrity.

identiality is available only on a point<to-point basis through the use of TLS, which may be invoked for thg IDM
Diredtory protocols, for OSlI Transport, Layer on top of TCP and for LDAP. TLS is not available for a purg¢ OSI
Diredtory protocol stack. It is noted\that point-to-point protection may be inadequate in a distributed envirorjment;
howeyer, end-to-end confidentiality.is only provided through the protection of the attributes themselves.

Integrity is provided in two ways. Point-to-point integrity may be provided for IDM Directory protocols and for L DAP
through the use of TLS. End‘to-end integrity may be provided by signing and optionally chaining signed Dirgctory
opergions other than LBAP using OPTIONALLY-PROTECTED as specified below. The PDUs containing the Dirgctory
opergions are not grotected; rather, the arguments, results, and errors are protected. There is no mechanism for
provigling a securé persistent record of events such as DAP operations. LDAP operations are not protected by mepns of
this Qirectory Specification.
OTE —The experimental |IETF RFC 2649 "An LDAP Control and Schema for Holding Operation Signatures’, propgoses a
mechahism for signing PDUs containing LDAP operations and for providing a secure persistent record of those operations.

cracu

= J L/ S ;l--A‘A o Vi_ Welre e ;\A-NA S __.; VG_ VV_;k'AV;\I;A-;V
option of the generator, be accompanied by their digital signature. This capability is specified by means of the following
type:

OPTIONALLY-PROTECTED { Type } ::= CHOICE{
unsigned Type,
signed SIGNED {Type} }

w

The OPTIONALLY-PROTECTED-SEQ is used instead of OPTIONALLY-PROTECTED when the protected data typeisa
sequence data type that is not tagged.

OPTIONALLY-PROTECTED-SEQ { Type } ::= CHOICE {

unsigned Type,
signed [O] SIGNED { Type } }

92 ITU-T Rec. X.501 (11/2008)


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

The SIGNED parameterized data type, which describes the form of the signed form of the information, is specified in
ITU-T Rec. X.509 | ISO/IEC 9594-8.

18 Basic Access Control

18.1  Scopeand application

This clause defines one specific access control scheme (of possibly many) for the Directory. The access control scheme
defined herein is identified with the accessControlScheme operational attribute by giving it the value
basic-access-control. Subclause 17.2.2 describes which entries contain the accessControlScheme operational
attribute.
NQTE — An access conirol scheme known as "Simplified Access Control™ Is specified in 18.9. Tt is defined as a subset|of the
Basic Access Control scheme. When Simplified Access Control is used, the accessControlScheme operational attribute shall

hgve the value simplified-access-control. Additional access control schemes known as "Rule-based Access(Contrgl" are
specified in clause 19.

The gcheme defined here is only concerned with providing means of controlling access to the Directory informjation
within the DIB (potentially including tree structure and access control information). It does not-eddress contrlling
access for the purpose of communication with a DSA application-entity. Control of access t@ information mears the
prevention of unauthorized detection, disclosure, or modification of that information.

18.2 Basic Access Control model

The Basic Access Control model for the Directory defines, for every Directory @peration, one or more points at yhich
accesp control decisions take place. Each access control decision involves:

— that element of Directory information being accessed, called the protected item;
—  the user requesting the operation, called the requestor;
— aparticular right necessary to complete a portion of the operation, called the permission;

— one or more operationa attributes that collectively contain the security policy governing access tp that
item, called ACI items.

Thus|the basic access control model defines:

— theprotected items;

—  theuser classes;

—  the permission categories required to perform each Directory operation;

—  the scope of application and'syntax of ACI items;

— the basic algorithm,\called the Access Control Decision Function (ACDF), used to decide whether a
particular requestor-has a particular permission by virtue of applicable ACI items.

18.2.1 Protected items

A pratected item is an_gement of Directory information to which access can be separately controlled. The protected
itemg|of the Directory-are entries, attributes, attribute values and names. For convenience in specifying access control
policiles, Basic Aecess Control provides the means to identify collections of related items, such as attributes in anfentry
or al jattributeralties of a given attribute, and to specify a common protection for them.

18.2.2 " Access control permissionsand their scope

Accessiscontrolted by granting or denying permissions. 1 he permission calegories are described in 18.2.3and 18.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of asubentry for a particular administrative point.
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Permission categories are generally independent. Since all Directory entries have a réelative position within the DIT,
access to user and operational information always involves some form of access to DIT related information. Thus, there
are two main forms of access control decision associated with a Directory operation: access to entries as named objects
(referred to as entry access); and access to attributes containing user and operational information (referred to as
attribute access). For many Directory operations, both forms of permission are required. In addition, where applicable,
separate permissions control the name or error type returned. Some important aspects of permissions categories, forms
of access, and access control decision making are as follows:

18.2.1

The

Discl
1SO/I
categ
grant
contr

94

a)

To perform Directory operations on entire entries (e.g., read an entry or add an entry), it is usualy
necessary for permission to be granted with respect to the attributes and values contained within that
entry. Exceptions are permissions controlling entry renaming and removal: in neither case is attribute or
attribute value permissions taken into account.

b) To perform Directory operations that require access to attributes or attribute values, it is necessary to

}

have entry access permission to the entry or entries that contain those attributes or values.

NOTE 1 - The removal of an entry or of an attribute does not require access to the contents of the entry o1 of the
attribute.

The decision whether or not to permit entry access is strictly determined by the position,of the entry in
the DIT, in terms of its distinguished name, and isindependent of how the Directory-ocates that enfry.

d) A design principle of Basic Access Control is that access may be allowed only when'there is an exglicitly

provided grant present in the access control information used by the Directoryto make the access cpntrol
decision. Granting one form of access (e.g., entry access) never automatieally or implicitly grarts the
other form (e.g., attribute access). In order to administer meaningful Directory access control polidies, it
isthus usually necessary to explicitly set access policy for both formsof-access.
NOTE 2 — Certain combinations of grants or denias areillogical, but:t is the responsibility of users, rather than
the Directory, to ensure that such combinations are absent.

NOTE 3 — Consistent with the above design principle, grantingor denying permissions for an attributg value
does not automatically control access to the related attribute”Mereover, in order to access an attribute valye(s) in
the course of a Directory interrogation operation, a user.must be granted access to both the attribute type pnd its
value(s).

e) Theonly default access decision provided in the model is to deny access in the absence of explicit gccess

f)

control information that grants access.
A denial specified in access control information always overrides agrant, all other factors being egqial.

g) A particular DSA may not have the access control information governing the Directory data it caches.

Security Administrators should beiaware that a DSA with the capability of caching may pose a
significant security risk to other DSAS, in that it may reveal information to unauthorized users.

h) For the purposes of interrogation, collective attributes that are associated with an entry are projected

Permission categeriesfor entry access

precisaly asif they were attributes that form part of the entry.

NOTE 4 — For the purposes of modification, collective attributes are associated with the subentry that] holds
them, not with entries within the scope of the subentry. Modify-related access controls are therefore not r¢levant
to collective attributes, except when they apply to the collective attribute and its val ues within the subentryj

permission categories used to control entry access are Read, Browse, Add, Remove, Modify, Re
bseOnError, Export, and Import and ReturnDN. Their use is described in more detail in ITU-T Rec. X
FC 9594-3-Annex L provides an overview of their meaning in general situations. This subclause introdud]
pries by _briefly indicating the intent associated with the granting of each. The actua influence of a par
bd perission on access control decisions are, however, determined by the full context of the ACDF and

name,
511 |
es the
icular

cess

bl decision poi ntsfor each Directory operation.

: Y Y T e %
opposed to the Llst and Search operations) and provides visibility to the information contar ned in the
entry to which it applies.

b) Browse, if granted, permits entries to be accessed using Directory operations which do not explicitly

provide the name of the entry.

¢) Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and attribute

values to be placed in the new entry at time of creation.

NOTE 1 —In order to add an entry, permission shall also be granted to add at least the mandatory attributes and
their values.

NOTE 2 —There is no specific "add subordinate permission”. Permission to add an entry is controlled using
prescriptiveACI operational attributes as described in 18.3.
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Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.

Modify, if granted, permits the information contained within an entry to be modified.

NOTE 3 —1In order to modify information contained within an entry other than the distinguished name attribute
values, appropriate attribute and value permissions shall also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, taking into account the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the
superior is unchanged, the grant is sufficient.
NOTE 4 —In order to rename an entry, there are no prerequisite permissions to contained attributes or values,
including the RDN attributes; this is true even when the operation causes new attribute values to be added or
removed as aresult of the changes of RDN.

t.

h)

)

18.24 Permission categoriesfor attribute and attribute value access

DiscloseOnFrrar if granted permitsthe name of an entry to he disclased in an errar (or empty) req

Export, if granted, permits an entry and its subordinates (if any) to be exported; that is, removed.frgm the
current location and placed in a new location subject to the granting of suitable permissions gt the
destination. If the last RDN is changed, Renameis also required at the current location.
NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite permissions to corjtained
attributes or values, including the RDN attributes; this is true even when the operation causes attribute va ues to
be added or removed as aresult of the changes of RDN.

Import, if granted, permits an entry and its subordinates, if any, to be imparted; that is, removed from
some other location and placed at the location to which the permission appli€s (subject to the grantjng of
suitable permissions at the source location).

NOTE 6 —1In order to import an entry or its subordinates, there are no-prerequisite permissions to cortained
attributes or values, including the RDN attributes; this is true even when-the operation causes attribute vaues to
be added or removed as a result of the changes of RDN.

ReturnDN, if granted, allows the distinguished name of thegntry to be disclosed in an operation resyi

t.

The germission categories used to control attribute and attribute, value access are Compare, Read, FilterMatch| Add,
Remave, and DiscloseOnError. They are described in more détail in ITU-T Rec. X.511 | ISO/IEC 9594-3. Anhex L
provigles an overview of their meaning in general situations. This subclause introduces the categories by Rriefly
indicdting the intent associated with the granting of each, The actual influence of a particular granted permissipn on
access control decisions are, however, determined by -the full context of the ACDF and access control decision points

for egch type of Directory operation.

a)
b)

c)
d)

e

f)

0)

Compare, if granted, permits attriiutes and values to be used in a Compare operation.

Read, if granted, permits attributes and values to be returned as entry information in a Read or $earch
access operation.

FilterMatch, if grantéd; permits evaluation of afilter within a search criterion.

Add, if granted for-an attribute, permits adding an attribute subject to being able to add all specified
attribute values. If granted for an attribute value, it permits adding a value to an existing attribute.

Remove, if-granted for an attribute, permits removing an attribute complete with all of its valyes. If
grantedfor an attribute value, it permits the attribute value to be removed from an existing attribute

DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed by an
attribute or security error. If granted for an attribute value, it permits the presence of the attribute value to
be disclosed by an attribute or security error.

Invoke, if granted, the object (always an operational attribute or a value of an operational attribute) to
which the permission applies can be invoked on behalf of the authenticated user by the DSAl. The

function carried out by invocation is attribute-dependent. No other permissions are required for user for
the operational attribute or on the entry/subentry that holdsiit.

18.3 Access control administrative areas

The DIT is partitioned into subtrees termed "autonomous administrative areas’, each of which is under the
administrative authority of a single Domain Management Organization. It may be further partitioned into subtrees
termed "specific administrative areas" for the purposes of specific aspects of administration; aternatively, the whole of
an autonomous administrative area may comprise a single specific administrative area. Each such specific
administrative areais the responsihility of a corresponding specific administrative authority. A particular administrative
areamay be shared by several specific administrative authorities. See clause 11.
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18.3.1  Accesscontrol areasand Directory Access Control Domains

In the case of access control, the specific administrative authority is a Security Authority, and the specific
administrative area is termed an "Access Control Specific Ared' (ACSA). The root of the ACSA is termed an "Access
Control Specific Point". Each Access Control Specific Point is represented in the DIT by an Administrative Entry which
includes access-control-specific-area as a value of its administrativeRole operationa attribute; it has (potentially)
one or more subentries which contain access control information. Similarly, each Access Control Inner Point is
represented in the DIT by an Administrative Entry which contains access-control-inner-area as a value of its
administrativeRole operational attribute; it also has (potentially) one or more subentries which contain access control
information. Each such administrative entry which has a subentry containing prescriptive ACl information has
basic-access-control, simplified-access-control, or other relevant value as a value of its accessControlScheme
operationa attribute. Each subentry that belongs to an Access Control Specific Point and which contains access control
information has accessControlSubentry as a value of its object class attribute. An administrative entry and its
suberftries may hold operationa attributes (such as access control Information) which relate, respectively, rlo the
admimistrative point (and possibly its subentries) and to collections of entries (within the administrative area) defifjed by
the sybentry subtreeSpecification.

The dccessControlScheme attribute shall be present if and only if the holding administrative entry is anvaccess cpntrol
specific entry. An administrative entry can never be both an access control specific and an access)control inner entry;
onding values can therefore never be present simultaneoudly in the administrativeRole attripute.

The gcope of a subentry that contains access control information, as defined by its subtreeSpecification (which may
includle subtree refinements), is termed a Directory Access Control Domain (DACD).

NOTE — A DACD can contain zero entries, and can encompass entries that have not yet beén added to the DIT.

The $ecurity Authority may permit an Access Control Specific Area to be partitioned into subtrees termed|inner
(administrative) areas. Each such inner area is termed an "Access Control [nner Ared’ (ACIA) with access-coptrol-
innerfarea as the value of the administrativeRole operational attribute. Each subentry of the correspdnding
admimistrative point that contains prescriptive ACI has, as before, an accessControlSubentry value within its pbject
class mttribute.

The gcope (subtreeSpecification) specified in a subentry within.an ACIA is also a DACD and contains entries |nside
ciated Access Control Inner Area.

s alow a degree of delegation of access control autherity within the ACSA. The authority for the ACSA till
retains authority within the ACIA since the ACI in thesiibentries of the ACSA's administrative point apply as well as
the ACI in the subentries of the relevant ACIAs (subelause 18.6 explains how the ACSA controls authority).

In summary, in evaluating access controls, the type of access control scheme (e.g., Basic Access Control) is indjcated
by the accessControlScheme attribute valig.of the relevant access control specific entry; the role of each refevant
administrative entry within the ACSA .is-indicated by its administrativeRole attribute values; the preserice of
prescyiptive access control in a particular subentry is indicated by an accessControlSubentry value in its object class
attribpite.

Subentries, like other entries, can hold an entryACI attribute for protection of its own contents.

18.3.2 Associating conttoels with administrative areas

Access to a given entfy is (potentially) controlled by the totality of superior access control administrative points|(both
inner|and specifie)up to and including the first non-inner access control administrative point or Autonomous
AdmihistrativePoint encountered moving up the DIT from the entry towards the root. Access Control Specific Roints
super|or to thisaccess control administrative point have no effect on access control to the given entry.

NPTEQ < An Autonomous Administrative Point is considered implicitly to be an Access Control Specific Point for the plrpose
of [this-description, even if it is not associated with any prescriptive controls.

Some important points regarding the association between access controls and administrative areas are:

a) Access controls for Directory information may apply to only selected entries, or may have scope
extending throughout portions of the DIB that are logically related by a common security policy and a
common Access Control administration.

b) Access control may be imposed on entries within ACSAs or within ACIAs by placing prescriptiveACI
attributes (see 18.5) within one or more subentries of the corresponding Access Control Administrative
Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 —prescriptiveACI attributes are not collective attributes. There are a humber of significant differences
between prescriptiveACI and collective attributes:
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although a prescriptiveACI attribute may affect access control decisions for each entry within the scope of
the subentry that holds it, the prescriptiveACI attribute is not considered to supply accessible information to
any such entry or to bein any sense a part of such an entry;

prescriptiveACI attributes are associated with the access control aspects of administration, and are associated
with Access Control Specific and Inner Points, not with entry-collection administrative points;

the purpose of aprescriptiveACI attribute isto express a policy that influences across a defined set of entries,
while the purpose of a collective attribute is to provide information that associates a user-accessible set of
attributes within a defined set of entries;

prescriptiveACI attributes represent policy information that will, in general, not be widely accessible by
ordinary users. Administrative users who need to access prescriptiveACI information can access them as

operational attributes within subentries.

A prescriptiveACI operational attribute contains AClitems (see 18.4.1) common to all entries within the

d)

e

f)

9)

SCope Or the supentry, 1.e., DACD, 1N WHNICH the prescriptiveACT OCCUIsS. A DACLD TNOrTally CO
entries inside the associated Access Control Specific Area (but can contain no entries at all).

Although particular ACIlltems may specify attributes or values as protected items, AClitems)are log
associated with entries. The particular set of ACIitems associated with an entry and with)the contg
that entry is a combination of:

— AClitems that apply to that particular entry, specified as values of theventryACI operg
attribute, if present (see 18.5.2);

— AClltems from prescriptiveACI operationa attributes applicable to‘the entry by virtue of
placed in subentries of administrative entries whose scope includestheparticular entry (see 18

tains

ically
ints of

itional

being
5.1).

Each entry (controlled by entryACI and/or prescriptiveACI) necessarily falls within one and only one

ACSA. Each such entry may also fall within one or more ACIAshested inside the ACSA containi
entry. The prescriptiveACI that potentially affects the outcomeof access control decisions for a
entry are located within subentries (of the administrative ‘entry) for the ACSA and for each
containing the entry. Other subentries cannot affect access'control decisions regarding that entry.

If an entry is within the scope of more than one DACD, the complete set of AClitems thal
potentially affect access control decisions regarding that entry includes al prescriptiveACI
attributes of those DACDs, in addition to any(entryACI attributes in the entry itself. An exam
shown in Figure 17. The effective access control at entry E1 is a combination of the prescriptiveA
DACD1, DACD2, DACDS, and entryACIAif present) in entry E1. The effective access control at
E2 is a combination of the prescriptiveACI for DACD1 and DACDS3, and entryACI (if presd
entry E2.

NOTE 3 — Protection of access contral-information is described in 18.6.

The subtreeSpecification (attribute in each subentry defines a collection of entries with
administrative area. Since .a subtreeSpecification may define a subtree refinement, DACD4
arbitrarily overlap within the intersection of their respective administrative areas. For simp
Figure 17 does not-show administrative points, subentries, or administrative areas; however, it m
considered as three-DACDs in the same ACSA with each DACD corresponding to a single suber
the administrative point for that ACSA (and there are no ACIAS). Alternatively, Figure 17 m
considered-in the context of asingle ACSA containing asingle ACIA where DACDL1 is congruent

ng the
given
ACIA

may
item
ple is
Cl for
entry
nt) in

n an
may
licity,
ay be
try of
Ay be
to the

ACSA and-DACD3 is congruent to the ACIA (DACD1 and DACD2 would correspond to subenglis of

the ACSA administrative point and DACD3 would correspond to a subentry of the ACIA admini
point): An administrative areais congruent to a DACD when the collection of entriesin the DACD

rative
isthe

same as the collection of entries in the implicitly defined subtree corresponding to the adminisfrative

area. See the example in Annex M for figures depicting the relationship between administrative e
administrative areas, subentries and DACDs.

htries,
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Figure 17 — Effective Access Control using DACDs

Representation of Access Control I nformation

ASN.1 for Access Control Information

s Control Information is represented as a set of ACIIitems, where each ACIitem grants or denies permissig

N.1, the information is expressed as:

em = SEQUENCE ({
identificationTag UnboundedDirectoryString,
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0} SEQUENCE {
protecteditems Protectedltems,
itemPermissions SET OF ltemPermission },
userFirst [1] SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } } }
dence ::= INTEGER (0..255)
ctedltems :1=_SEQUENCE {
entry [O] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
atlAttributeValues [3] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
alil IQprAtfrihln‘pTypncAnr‘l\/nllmc [A] NI OPTIONAL
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [7] Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [9] INTEGER OPTIONAL,
restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion OPTIONAL,
classes [12] Refinement OPTIONAL }
MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }

98
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RestrictedValue ::= SEQUENCE {
type AttributeType,
valuesin AttributeType }
UserClasses ::= SEQUENCE {
allUsers [0] NULL
thisEntry [1] NULL
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID

userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID
-- dn component shall be the name of an

-- entry of GroupOfUniqueNames

subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification

temPermission ::= SEQUENCE {

| SO/IEC 9594-2:2008 (E)

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,

OPTIONAL }

precedence Precedence OPTIONAL,

-- defaults to precedence in ACllitem
userClasses UserClasses,
grantsAndDenials GrantsAndDenials }

UserPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,

-- defaults to precedence in ACllitem
protectedltems Protectedltems,
grantsAndDenials GrantsAndDenials }

AuthgnticationLevel ::= CHOICE ({
basicLevels SEQUENCE {

Gran{sAndDenials ::= BIT STRING {
-- permissions that may be used in conjunction
-- with any component of Protectedltems

level ENUMERATED { none (0), simple (1), strong(2) },
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE },

other EXTERNAL }

grantAdd 0),
denyAdd 2),
grantDiscloseOnError 2),
denyDiscloseOnError 3),
grantRead 4,
denyRead 5),
grantRemove (6),
denyRemove ),

-- permissions that may be usedtenly in conjunction
-- with the entry component

grantBrowse (8),

denyBrowse 9),

grantExport (10),
denyExport (11),
grantimport (12),
denylmport (13),
grantMogdify (14),
denyModify (15),
grantRename (16),
denyRename a7,
grantReturnDN (18),
denyReturnDN 19),

-- permissions that may be used in conjunction
-- with any component, except entry, of Protectedltems

grantCompare (20),
denyCompare (21),
grantFilterMatch (22),
denyFilterMatch (23),
grantinvoke (24),
denylnvoke (25) }
AttributeTypeAndValue ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),

value

ATTRIBUTE.&Type({SupportedAttributes}{ @type}) }
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18.4.2 Description of AClItem Parameters

18.4.2.1 ldentification Tag

identificationTag is used to identify a particular ACIlitem. Thisis used to discriminate among individual AClitems for

the purposes of protection, management and administration.

18.4.2.2 Precedence

Precedence is used to control the relative order in which AClitems are considered during the course of making an
access control decision in accordance with 18.8. ACIitems having higher precedence values may prevail over others

with lower precedence values, other factors being equal. Precedence values are integers and are compared as such.

Precedence can be used by a superlor authonty W|th|n the Security Authonty to permlt partial deleganon of access

L high
e and
dation
thus requires the means for the superior authority to limit the maximum precedence which the subordi nate authority can
assign to ACI under its control.
Basid Access Control does not specify or describe how to limit the maximum precedence that-can be used|by a
suborginate authority. Thisisto be done by local means.
18.4.2.3 Authentication Level
AuthgnticationLevel defines the minimum requestor security level required for thisA€Htem. It has two forms:
— basicLevels which indicates the level of authentication, optionaly qudlified by positive or nepative
integer localQualifier, and whether the request is required to be signed;
— other; an externally defined measure.
Wher) basicLevels is used, an AuthenticationLevel consisting of alevel and optional localQualifier shall be assigned
to the requestor by the DSA according to loca policy. For a reguestor's authentication level to meet or exdeed a
minium requirement, the requestor's level shall meet or exceed that specified in the AClitem, and in additign the

reguifement for no authentication. For access control purposes, the "simple" authentication level requires a pasg

litem, then the requestor need not have a eorresponding value (if such a value is present, it is ignorg
ilon to meeting or exceeding above requirements, the request shall be signed if the ACIitem specifies signed

Wher) other is used, an appropriate AdthenticationLevel shall be assigned to the requestor by the DSA accord
local | policy. The form of thiscAuthenticationLevel and the method by which it is compared witl
AuthénticationLevel inthe ACI is aloca matter.

NOTE 1 — An authentication(level associated with an explicit denial indicates the minimum level to which a requestor i

on of
beds a
word;

of identification only, with no password supplied, is considered "none". If alocalQualifier is not specified in

d). In
equal

ng to
h the

hall be

authenticated in order not tebe denied access. For example, an ACIitem that denies access to a particular user class and rgquires

stifong authentication will-deny access to all requestors who cannot prove, by means of a strongly authenticated identity, th
are not in that user class.

NQTE 2 — The DSA may base authentication level on factors other than values received in protocol exchanges.

18.4.2.4 itemFirst and user First Parameters

Each [ACHtem contains a choice of itemFirst or userFirst. The choice allows grouping of permissions dependi

bt they

ng on
5t are

whether-they are most conveniently grouped by user classes or by protected items. itemFirst and userFir

equivalent In the sense that they capture the same access control Information, Nowever, they organize that information
differently. The choice between them is based on administrative convenience. The parameters used in itemFirst or

userFirst are described below.

a) Protecteditems define the items to which the specified access controls apply. It is defined as
selected from the following:

— entry means the entry contents as a whole. In case of a family member, it also means the

a set

entry

content of each subordinate family member within the same compound attribute. It does not
necessarily include the information in these entries. This element shall be ignored if the classes

element is present, since this latter element selects protected entries (and subordinate f
members) on the basis of their object class.

100 ITU-T Rec. X.501 (11/2008)

amily


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

allUserAttributeTypes means al user attribute type information associated with the entry, but not
values associated with those attributes.

allUserAttributeTypesAndValues means al user attribute information associated with the entry,
including all values of all user attributes.

attributeType means attribute type information pertaining to specific attributes but not values
associated with the type.

allAttributeValues means all attribute value information pertaining to specific attributes.
attributeValue means a specific value of specific attributes.

selfvalue means the attribute value assertion corresponding to the current requestor. The protected
item selfvalue appllm only when the access controls are to be applled W|th rapect toa specmc

DlstlngmshedName or unlqueMember syntax and the attrlbute value Wlthln the SpeCIfled at i
matches the distinguished name of the originator of the operation.

NOTE 1 —allUserAttributeTypes and allUserAttributeTypesAndValues do not include operationa attrjbutes,
which should be specified on a per attribute basis, using attributeType, allAttributeValues or attributevalje.

rangeOfValues means any attribute value which matches the specified filtery.ve.,, for whigh the
specified filter evaluated on that attribute value would return TRUE.
NOTE 2 — Thefilter is not evaluated on any entries in the DIB; it is evaluated using the semantics definedin 7.8

of ITU-T Rec. X.511 | ISO/IEC 9594-3, operating on a fictitious entry that contains only the single atfribute
value which isthe protected item.

The following items provide constraints that may disable the granting.of-Certain permissions to protected

itemsin the same SEQUENCE:

maxValueCount restricts the maximum number of attribute-values allowed for a specified attyribute
type. It is examined if the protected item is an attfibute value of the specified type arjd the
permission sought is add. Values of that attribute inithe’entry are counted without regard to cpntext
or access control and as though the operation which adds the values were successful. If the niimber
of valuesin the attribute exceeds maxCount, the' ACl item is treated as not granting add acc

maximmSub restricts the maximum numbeér-of immediate subordinates of the superior entry|to an
entry being added or imported. It is examined if the protected item is an entry, the permission
sought is add or import, and the immediate superior entry is in the same DSA as the entry |being
added or imported. Immediate subordinates of the superior entry are counted without regérd to
context or access control as though the entry addition or importing were successful. If the nu
subordinates exceeds maximmSub, the ACI item is treated as not granting add or import acc

restrictedBy restricts values added to the attribute type to being values that are already pr
the same entry as values of the attribute valuesin. It is examined if the protected item is an attyi
value of the specified type and the permission sought is add. Vaues of the valuesin éttribute are
checked without_regard to context or access control and as though the operation which adgls the
values were successful. If the value to be added is not present in valuesin, the ACI item is tregted as
not granting add access.

contexts restricts values added to the entry to having context lists that satisfy all of the cpntext
assertions in contexts. It is examined if the protected item is an attribute value and the permission
Seught is add. If the value to be added does not satisfy the context assertions, the ACI item is tfeated
as not granting add access; if it does satisfy all of them, the ACI item is treated as not denying add
access.

NOTE 3 - Thisisonly relevant when the permission sought is add, and all context assertions shall be satigfied. It
does not provide for general use of contexts to differentiate protected items for other permissions.

b)

TIAaSSES MEaNS e CoMtents of emtries (possioty a famity Tmember ) whith are Testrictetto those that
have object class values that satisfy the predicate defined by Refinement (see 12.3.5), together (in
the case of an ancestor or other family member) with the entry contents as a whole of each
subordinate family member entry; it does not necessarily include the information in these entries.
NOTE 4 — By therules for entry and classes, al family members inherit the access control of the ancestor or of

superior family members within the same family. This does not preclude family members being subject to
further policies from entryACI or prescriptiveACI that increase or decrease protection.

UserClasses defines a set of zero or more users the permissions apply to. The set of users is selected
from the following:

allUsers means every directory user (with possible requirements for authenticationLevel).
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thisEntry means the user with the same distinguished name as the entry being accessed, or if the
entry is a member of a family, then additionally the user with the distinguished name of the
ancestor.

name is the user with the specified distinguished name (with an optional unique identifier).

userGroup is the set of users who are members of the groupOfUniqueNames entry, identified by
the specified distinguished name (with an optional unique identifier). Members of a group of unique
names are treated as individual object names, and not as the names of other groups of unique names.
How group membership is determined is described in 18.4.2.5.

subtree is the set of users whose distinguished names fall within the definition of the (unrefined)

subtree.

Names used to specify a user, group or subtree shall be primary distinguished names. Context and

d)

e

f)

0)

aternalive disiinguished values shall not be included. The access control decision function
required to determine the primary distinguished name for alternative names with which it is suppli
NOTE 5—This means that if a requestor has supplied an aternative name that has not been,‘subseg

resolved by the Directory to the primary distinguished name, access control based on primary“disting
names may fail to recognize the requestor as belonging to the user class granted or denied access!

SubtreeSpecification is used to specify a subtree relative to the root entry named.in base. The
represents the distinguished name of the root of subtree. The subtree extends toythe leaves of th

S not
d.

uently
uished

base
e DIT

unless otherwise specified in chop. The use of a specificationFilter comiponent is not permitted; if

present, it shall be ignored.

NOTE 6 — SubtreeSpecification does not alow subtree refinement because)a refinement might require
to use a distributed operation in order to determine if a given user is‘ma particular user class. Basic
Control is designed to avoid remote operations in the course of makiing ‘an access control decision. Meml]
in a subtree whose definition includes only base and chop can belevauated locally, whereas membersh
subtree definition using specificationFilter can only be evaluatéd by obtaining information from the user'
which is potentially in another DSA.

h DSA
\ccess
ership
pina
5 entry

ItemPermission contains a collection of users and their permissions with respect to Protectedjtems

within an itemFirst specification. The permissions-are specified in grantsAndDenials as discus|
item f) of this subclause. Each of the permissions’specified in grantsAndDenials is considered tq

5ed in
have

the precedence level specified in precedence for the purpose of evaluating access control informatjon as

discussed in 18.8. If precedence is omittediwithin itemPermission, then precedence is taken frg
precedence specified for the AClitem (52e18.4.2.2).

UserPermission contains a collectiomof protected items and the associated permissions with res
userClasses within a userFirst.gpecCification. The protected items are specified in protectedlte
discussed in 18.4.2. The associated permissions are specified in grantsAndDenials as discussed i
f) of this subclause. Each of_the permissions specified in grantsAndDenials is considered to h
precedence level specified in precedence for the purpose of evaluating access control informat
discussed in 18.8. If pprecedence is omitted within UserPermission, the precedence is taken frg
precedence specified-for the AClitem (see 18.4.2.2).

Im the

ect to
ms as
item
e the
on as
m the

GrantsAndDerials specify the access rights that are granted or denied in the ACIltem specificatiof.. The

precise semantics of these permissions with respect to each protected item is discussed in |
Rec. X.5114ISO/IEC 9594-3.

TU-T

Unigdgldentifier may be used by the authentication mechanism to distinguish between instan

es of

distinguished name reuse. The value of the unique identifier is assigned by the authentication authority
aecording to its policy and is provided by the authenticating DSA. If this field is present, then for an
accessing user to match the name user class of an AClitem that grants permissions, in addition fo the
requirement that the user's distinguished name match the specified distinguished name, the authentifation
of the user shall yield an associated unique identifier, and that value shall match for equality with the

specified value.

NOTE 7 —When authentication is based on supplied SecurityParameters, the unique identifier associated with
the user may be taken from the subjectUniqueldentifier field of the sender's Certificate in the optional

CertificationPath.

18.4.2.5 Determining group membership

Determining whether a given requestor is a group member requires checking two criteria. Also, the determination may
be constrained if the group definition is not known locally. The criteria for membership and the treatment of non-local
groups are discussed below.

A DSA is not required to perform a remote operation to determine whether the requestor belongs to a
particular group for the purposes of Basic Access Control. If membership in the group cannot be

a)
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evauated, the DSA shall assume that the requestor does not belong to the group if the ACI item grants
the permission sought, and does belong to the group if it denies the permission sought.
NOTE 1 — Access control administrators should beware of basing access controls on membership of non-locally
available groups or groups which are available only through replication (and which may, therefore, be out of
date).
NOTE 2 — For performance reasons, it is usually impractical to retrieve group membership from remote DSAs as
part of the evaluation of access controls. However, in certain circumstances it may be practical, and a DSA is

permitted, for example, to perform remote operations to obtain or refresh alocal copy of a group entry or use the
Compare operation to check membership prior to applying this clause.

b) Inorder to determine whether the requestor isa member of auserGroup user class, the following criteria

apply:

— The entry named by the userGroup specification shall be an instance of the object class
groupuUrliNaimnes Ul gruupU|uniqueNdn|eb.

—  Thename of the requestor shall be avalue of the member or uniqueMember attribute of that Jantry.

NOTE 3 —Values of the member or uniqueMember attribute that do not match the name of the requesior are
ignored, even if they represent the names of groups of which the originator could be found'to-be a member.
Hence, nested groups are not supported when evaluating access controls.

NOTE 4 —Names used in member or uniqueMember shall be primary distinguished”names. Context, and
alternative values with context, shall not be included.

18.5( ACI operational attributes

Access control information is stored in the Directory as an operational attribdte of entries and subentries| The
opergional attribute is multi-valued, which allows ACI to be represented as a settof ‘ACIitems (defined in 18.4).

185.1 Prescriptive access control information

A Prascriptive ACI attribute is defined as an operational attribute of a'sdbentry. It contains access control information
appli¢able to entries within that subentry's scope:

presdriptiveACI ATTRIBUTE ::= {

WITH SYNTAX AClitem

EQUALITY MATCHING RULE directoryStringkirstComponentMatch
USAGE directoryOpération

ID id-aca-prescriptiveACl }

18.5.2 Entry access control information

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control information applicable
to thg entry in which it appears, and that entry's contents:

entryACl ATTRIBUTE ::= {

WITH SYNTAX AClltem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-entryACI }

1853  Subentry‘A€l

Subentry ACl Gattributes are defined as operational attributes of administrative entries, and provide access cgntrol
information.that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI within the
subertries.of a particular administrative point never applies to the same or any other subentry of that administfative
point] bat can be applicable to the subentries of subordinate administrative points. Subentry ACI attributgs are
contained only 1n administrative points and do not affect any element of the DIT other than iImmediately subordinate
subentries.

In evaluating access control for a specific subentry, the ACI that shall be considered is:
— theentryACI within the subentry itself (if any);
— thesubentryACI within the associated administrative entry (if any);
—  prescriptiveACI associated with other relevant administrative points within the same access control
specific area (if any).

subentryACI ATTRIBUTE ::= {
WITH SYNTAX AClitem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
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18.6

USAGE directoryOperation

ID

id-aca-subentryACl }

Protecting the ACI

ACI operational attributes may be subjected to the same protection mechanisms as ordinary attributes. Some important
related points are;

a) TheidentificationTag provides an identifier for each AClitem. This tag can be used to remove a specific
AClitem value, or to protect it by prescriptive or entry ACI.
NOTE 1 — Directory rules ensure that only one AClitem per access control attribute possesses any specific
identificationTag value.
b) The creation of subentries for an Administrative Entry may be access controlled by means of the

18.7
Each
operg

For <
succe
which

Access control and Directory operations

subentryACI operational attribute in the Administrative Entry.

NOTE 2 — The right to create prescriptive access controls may aso be governed directly by security'\poligy; this
provision is required to create access controls in new autonomous administrative areas.

Directory operation involves making a series of access control decisions on the various(pretected items thét the

[ion accesses.

bme operations (e.g., Modify operations), each such access control decision must.grant access for the operatijon to
Pd; if access is denied to any protected item, the whole operation fails. For other operations, protected items to

access is denied are simply omitted from the operation result and processing continues.

requested access is denied, further access control decisions maybe-heeded to determine if the usgr has

DisclpseOnError permissions to the protected item. Only if DiscloseOnError permission is granted may the Dirgctory
respond with an error that reveals the existence of the protected itemiin“all other cases, the Directory acts so| as to

concedal the existence of the protected item.
The dccess control requirements for each operation, i.e., the protected items and the access permission required to
access each protected item, are specified in ITU-T Rec. X511\ SO/IEC 9594-3.

The ggorithm by which any particular access control decision is made is specified in 18.8.

18.8

Access Control Decision Function

This pubclause specifies how an access conttel decision is made for any particular protected item. It provi
conceptual description of the Access Control Decision Function (ACDF) for basic-access-control. It describeg
ACI items are processed in order to decide whether to grant or deny a particular requestor a specified permissiol
given|protected item.

Hes a
how
hto a

18.8.1 Inputsand outputs
For efch invocation of the ACDF, the inputs are:
a) the requester's Distinguished Name (as defined in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3), ynique
identifier; and authentication level, or as many of these as are available;
b) theprotected item (an entry, an attribute, or an attribute value) being considered at the current degision
point for which the ACDF was invoked;
¢) ¢ therequested permission category specified for the current decision point;
d) the ACI items associated with the. entry cantaini ng (nr which iQ) the Inmrpr*rm item_Pratected iteths are

described in 18.4.2.4. The scope of influence for ACI items within a prescriptiveACI attribute is
described in 18.3.2 and 18.5.1. The scope of influence for ACI items within an entryACI attribute is
described in 18.3.2 and 18.5.2. The scope of influence for ACI items within a subentryACI attribute is
described in 18.5.3.

When an entry is afamily member, it also inherits the access control of the ancestor or of superior family
members within the same family. This does not preclude family members being subject to further
policies from entryACI or prescriptiveACI that increase or decrease protection.

In addition, if the ACI items include any of the protected item constraints described in 18.4.2.4, the whole entry and the
number of immediate subordinates of its superior entry may also be required as inputs.

The output is adecision to grant or deny access to the protected item.
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In any particular instance of making an access control decision, the outcome shall be the same as if the stepsin 18.8.2
through 18.8.4 were performed.

18.8.2 Tuples

For each ACI value in the ACI items of 18.8.1 d), expand the value into a set of tuples, one tuple for each element of
the itemPermissions and userPermissions sets. Collect all tuples from al ACI values into a single set. Each tuple
contains the following items:

(userClasses, authenticationLevel, protecteditems, grantsAndDenials, precedence)

For any tuple whose grantsAndDenials specify both grants and denials, replace the tuple with two tuples—one
specifying only grants and the other specifying only denials.

18.8.3 Discarding non-relevant tuples

Perform the following stepsto discard all non-relevant tuples:
1) Discard all tuplesthat do not include the requestor in the tuplesuserClass (18.4.2.4 b)) asfollows:

—  For tuples that grant access, discard all tuples that do not include the requestor's identity |n the
tuples's userClasses element taking into account uniqueldentifier elements.i¥ relevant. Wiere a
tuple specifies a uniqueldentifier, a matching value shall be present in the reguestor's identity|if the
tuple is not to be discarded. Discard tuples that specify an authentication level higher than that
associated with the requestor in accordance with 18.4.2.3.

—  For tuples that deny access, retain all tuples that include the requestor in the tuple's userClasses
element, taking into account uniqueldentifier elements if relévant. Also retain all tuples thaf deny
access and which specify an authentication level higher than that associated with the requestor in
accordance with 18.4.2.3. All other tuples that deny access are discarded.

NOTE 1 - The second requirement in the second-sub-item above (i.e., to retain any tuple that |[denies
access and also specifies an authentication level higher than that associated with the requestor) reflects
the fact that the requestor has not adequately, proved non-membership in the user class for which the
denial is specified.

2) Discard all tuplesthat do not include the protectéd item in protecteditems (18.4.2.4 a)).

3) Examine al tuples that include the maxVvalueCount, maximmsSub, restrictedBy, or contexts. Djscard
all such tuples which grant access and which do not satisfy any of these constraints (18.4.2.4 a)).

4) Discard al tuples that do not sinclude the requested permission as one of the set bits in
grantsAndDenials (18.4.1, 18.4,2/4f)).

NOTE 2 —The order in which discarding of non-relevant tuples is performed does not change the oufput of
the ACDF.

18.84  Selecting highest precedenge; most specific tuples

Perfofm the following steps to select those tuples of highest precedence and specificity:
1) Discard all tuples’having aprecedence less than the highest remaining precedence.

2) If more thanyone tuple remains, choose the tuples with the most specific user class. If there are any fuples
matching,the requestor with UserClasses element name or thisEntry, discard al other tuples.
Otherwise, if there are any tuples matching UserGroup, discard all other tuples. Otherwise, if there are
any, tuples matching subtree, discard all other tuples.

3) T more than one tuple remains, choose the tuples with the most specific protected item. If the protected
itemis an attribute and there are tuples that specify the attribute type explicitly, discard al other tugles. If
the protected item is an attribute value, and there are tuples that specify the attribute value expljicitly,
discard all other tuples. A protected item which is a rangeOfValues is to be treated as specifying an
attribute value explicitly.

Grant accessif and only if one or more tuples remain and all grant access. Otherwise deny access.

189  Simplified Access Control

18.9.1 Introduction

This subclause describes the functionality of an access control scheme, known as Simplified Access Control, that is
designed to provide a subset of functionality found in Basic Access Control.
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18.9.2

Definition of Simplified Access Control functionality

The functionality of Simplified Access Control is defined as follows:

a) access control decisions shal be made only on the basis of AClitem values of prescriptiveAC
subentryACI operational attributes.

NOTE 1 —entryACl, if present, shall not be used to make access control decisions.

b) access control specific administrative areas shall be supported. Access control inner administrative
shall not be used. Particular access decisions shall be made on the basis of AClitem values obtained
asingle Administrative Point, or from subentries of that Administrative Point.

NOTE 2 —Values of prescriptiveACI attributes appearing in subentries of Administrative Points containi

| and

areas
from

ng no

id-ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make access control

decisions.

19

191

This ¢lause defines a specific access control scheme (of possibly many) for the Directory, The access control sq
defingd herein is identified with the accessControlScheme operational attribute by giving it the value rule-b

¢) al other provisions shal be as defined for basic access control.

Rule-based Access Control

Scope and application

heme

Ased-

accegs-control or if used in conjunction with the basic or simplified access control_schemes defined in clause 18| rule-
and-Qasic-access-control or rule-and-simple-access-control. Subclause 17.2.2 describes which entries contgn the
accegsControlScheme operational attribute.
The $cheme defined here is only concerned with controlling access to~the Directory information within the DIB
(potentially including tree structure and access control information). <t ‘does not address controlling access for the
purpgse of communication with a DSA application-entity. Control ©f. access to information means the preventjon of
unauthorized detection, disclosure, or modification of that information:.
19.2 Rule-based Access Control model
Therg may be environments where information relating to'the clearance (instead of identity) of the requestor is uped in
determining whether or not access to an attribute value is to be denied. This is defined as Rule-based Access Cpntrol
and administratively imposed access contral policy rules in determining when access is to be denied to dertain
contents of the Directory. If access is denied urider Rule-based Access Control, it cannot be allowed under other @ccess
contrgl schemes. The Rule-based Access Control model identifies the information used in determining whether fccess
isto e denied. Thisis applied to every operation. Each access control decision involves:
a) Access control information associated with the attribute values being accessed. This access cpntrol
information is called asecurity label.
b) Access control information associated with the user requesting the operation. This access cpntrol
information.is¢alled the clearance. The user requesting the operation is called the requestor.
¢) Ruleswhich define whether an access is authorized given a security label and a clearance, called sgcurity
policies.
See Hgure 18.
Access Control Decision
Pmn actar > >
access request grant/deny
argument
operation,
DN, . access decision
authentication level, grant/deny
and clearance
Protected R
item security X.501_F18
label t
access control policy rules
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Figure 18 — Rule-based Access Control Decision M odel

The security 1abel(s) can be securely associated with attribute values by binding the label to the information through the
use of a digital signature or other integrity mechanism. A security label is a property of the attribute value and is
associated with the value as a context.

The clearance is needed to enable a comparison to be made against the security label. The clearance can be bound to the
Distinguished Name of the requestor through a certificate extension field (subject Directory attribute) or through an
attribute certificate. The means selected for providing the clearance is a matter for the security policy in effect.

NOTE — The use of other clearance information (e.g., that associated with any intermediate DSAs which may have chained the
operation), is outside the scope of this Directory Specification.

The gecurity rules to be applied in making an access control decision are defined as part of the security policy. The
security policy is either identified in the security label or defined for the environment containing the labelled-abjeqt.

19.3 Access control administrative ar eas

As for basic access control (see 18.3), the DIT is divided into administrative areas including Access Control Specific
Area3. The administrative entry for an ACSA identifies the labelling security policies (access rules) that are appljcable
for that administrative area as well as the applicable access control scheme (rule-based,access-control or ruld-and-
basicraccess-control or rule-and-simple-access-control or some other access control.scheme).

194 Security L abel

19.4.1 Introduction
Security labels may be used to associate security-relevant information with attributes within the Directory.

Securjty labels may be assigned to an attribute value in line with the'security policy in force for that attribute. The
securfty policy may also define how security labels are to be used-to enforce that security policy.

A sequrity label comprises a set of elements optionally including a security policy identifier, a security classification, a
privagy mark, and a set of security categories. The security-label is bound to the attribute value using a digital sighature
or other integrity mechanism.

19.4.2 Administration of Security Labels
A sequrity labdl is assigned to an attribute valvie by an administrative function before being placed in the Directory].

This pdministrative function is responsible for assigning security labels to attribute values in line with the sgcurity
policy in force for the ACSA.

The pinding of a security label is protected using a digital signature or other integrity mechanism. This protection is
appligd by the administrative function, or creator of the attribute value.

19.4.1 Labedlled Attribute Values

A sequrity label context’associates a security label with an attribute value. Only a single label can be associated with an
attribyite value. That-is, the security label context is single-valued. In addition, matching rules for the security| |abel
contekt are not\Supported.

NOTE ~The concept of contextsisintroduced in 8.8.

attributeValueSecurityLabelContext CONTEXT ::={

WITH SYNTAX SignedSecurityLabel -- At most one security label context can be assigned to an
-- attribute value
ID id-avc-attributeValueSecurityLabelContext }

SignedSecurityLabel ::= SIGNED { SignedSecurityLabelContent }

SignedSecurityLabelContent ::= SEQUENCE {

attHash HASH {AttributeTypeAndValue},

issuer Name OPTIONAL, -- name of labelling authority
keyldentifier Keyldentifier OPTIONAL,

securityLabel SecurityLabel }

SecurityLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier OPTIONAL,
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security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
security-categories SecurityCategories OPTIONAL }

(ALL EXCEPT ( {-- none, at least one component shall be present --}))
SecurityPolicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {

unmarked 0),
unclassified 2),
restricted 2),
confidential 3),
secret 4,
top-secret %)}

PrivagpyMark ::= PrintableString (SIZE (1..MAX))

SecufityCategories ::= SET SIZE (1..MAX) OF SecurityCategory

This ¢ontext is not used to filter or select particular attributes, as for other contexts, and the mechani sms associategl with
contekts (fallback, default context values, etc.) are not used to apply rule-based access control.

The gttHash component contains the resulting value of applying a cryptographic hashing procedure to DER-entoded
octetg, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

Theigsuer component conveys the name of the labelling authority.

The Keyldentifier component may be the identifier of a certified public key as held\in the Subject Public Key Identifier
extension field defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and assofiated
security control information.

The securityLabel component is composed of a set of elements optionally including a security policy identifier, a
security classification, a privacy mark, and a set of security categories as defined in 8.5.9 of ITU-T Rec. X|411 |
I SO/IEC 10021-4.

19.5 Clearance

A cleprance attribute associates a clearance with a named entity including DUAS.
cleargance ATTRIBUTE ::= {

WITH SYNTAX Clearance

ID id-at-clearance }

Clearpnce ::= SEQUENCE ({

policyld OBJECT IDENTIFIER,
classlList ClassList DEFAULT {unclassified},
securityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL }
ClasdList ::= BIT STRINGY
unmarked 0),
unclassified 2),
restricted 2),
confidential ),
secret 4,
topSecret %)}
SecurityCategory .= SEQUENCE{
type [O] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [1] EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER

SecurityCategoriesTable SECURITY-CATEGORY ::={ ...}

The policyld component conveys an identifier that may be used to identify the security policy in force to which the
clearance classList and securityCategories relates.

The classList component includes alist of classificationsthat are associated with the named entity.
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The securityCategories (see 8.5.9 of ITU-T Rec. X.411 | ISO/IEC 10021-4) component, if present, provides further
restrictions within the context of aclassList.

NOTE — A clearance is securely bound to a named entity using an Attribute Certificate (ITU-T Rec. X.509 | ISO/IEC 9594-8), a
public key Certificate extension field (e.g., within the SubjectDirectoryAttribute extension) (ITU-T Rec. X.509 |
ISO/IEC 9594-8), or means outside the scope of this Directory Specification.

19.6  AccessControl and Directory operations

Each Directory operation involves making a series of access control decisions on the attribute values that the operation
accesses.

For some operations (e.g., the Remove Entry operation), even though the operation may appear to have succeeded if
access is denied to one or more attribute values, the hidden attributes would remain in the Directory. For other

operTons, protected 1fems to WhiCh acCess 1S denied are simply omitted from the operation result and procgssing
contifues.

The geeess control requirements for each operation are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

The ggorithm by which any particular access control decision is made is specified as:

— If access to dl the attribute values of an entry is denied under rule-based-access$<gontrol, the acgess is
denied to that entry for all operations.

— |If access to al the attribute values of an attribute is denied under rule-baséd-access-control, the ficcess
isdenied to that attribute for all operations.

— Rule-based access control affects operations on reading attribute values (e.g., Read, Search) in that the
attribute value is not visible (the operation is carried out as though the attribute value is not present) if
access is denied to the attribute value.

— Rule-based access control affects operations which involve removing an entry (e.g., Remove Enfry) in
that they do not remove those attribute values to which-ac€ess is denied.

— Rule-based access control affects operations which involve removing an attribute type (e.g., Modify
Entry — Remove Attribute) in that they do not remove those attribute values to which accessis denigd.

— Rule-based access control affects operations, which involve removing an attribute value (e.g., Modify
Entry — Remove Value) in that these operationsfail if the accessis denied to the attribute value.

19.7 Access Control Decision Function

This pubclause specifies how an access control decision is made for any particular attribute value. It provifles a
concgptual description of the Access Control)Decision Function (ACDF) for rule-based-access-control. It de%rbib&

how @ clearance and a security label are processed in order to decide whether to grant or deny a particular requestor a
specified permission to a given attribute value. The decision function applies the security policy rules which establish
whether an access is authorized-on”an attribute value given its security label and the requestor's clearance| The
definition of the security rules-is.outside the scope of the Directory Specifications. A simplified example of se¢urity
policy rulesfor rule-based-aceess-control isgivenin M.10.

For efch invocation of the ACDF, the inputs are:

a) thereguestor's clearance (as defined in 19.5);

b) aftribute value being considered at the current decision point for which the ACDF was invoked;
C)-the security policy in force for the access-control-specific arega;

d) security label bound to the attribute value.

The output is a decision whether to deny access to the attribute value.

For any particular instance of making an access control decision, the outcome shall be the same as if the stepsin 19.6
were performed.

19.8 Use of Rule-based and Basic Access Control

If both rule-based and basic access control are in effect, the order in which they are applied is alocal matter, except that
if accessis denied to the entry, an attribute type or an attribute value by either mechanism, it shall not be granted by the
other mechanism. In this respect, DiscloseOnError (see 18.2.3 and 18.2.4) permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.
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Data Integrity in Storage

I ntroduction

In some situations, the Directory may not give sufficient assurance that data is unchanged in storage, regardless of
access controls. The integrity of data stored in the Directory may be validated using digital signatures held as part of the
Directory Information. Either the digital signature of an entry or selected attributes within an entry may be held as an
attribute (see 20.2), or the digital signature of a single attribute value may be held in a context (see 20.3).

NOTE — Confidentiality of attribute values is outside the scope of this specification.

20.2

Protection of an Entry or Selected Attribute Types

ribute holding adigital signature of all the attribute values being protected.

This gligital signature is created by an authority or directory user responsible for placing the informatioh im the dir

entry
itself
This
comp
direct

Digitdl signatures applied to the whole entry do not include operational, collective attributes of

attrib

The fi
provi

attrib

Attrib

The digital signature can be validated by any user reading the attribute values for the entry. Thedirectory 9
snot involved in the creation or validation of the digital signature held in this attribute.

ntegrity mechanism protects the integrity of directory attributes both in storage and,during transfer be
pnents of the Directory (DSAs and DUAS). This integrity mechanism does not.depend on the security
ory serviceitself.

utelntegrityinfo itself. Any attribute value contexts are included.

pllowing defines an attribute type to hold a digital signature, along with associated control information,
es integrity of awhole entry or all values of selected attribute typés.

Ltelntegritylnfo ATTRIBUTE ::= {
WITH SYNTAX Attributelntegrityinfo
SINGLE VALUE TRUE
ID id-at-attributelntegrityIlnfo }

utelntegrityIlnfo ::= SIGNED { AttributelntegritylnfoContent }

AttrigutelntegrityinfoContent ::= SEQUENCE{
scope Scope, -- Identifies the attributes protected
signer SignerOPTIONAL, -- Authority or data originators name
attribsHash AttribsHash } -- Hash value of protected attributes
Signgr ::= CHOICE {

ThisH

Issue

thisEntry [0] EXPLICIT ThisEntry,
thirdParty  [1] Specificallyldentified }

tectl ng. The integrity of awhole entry, or of al attribute values for selected attri butes in an entry, is protect

pctory
brvice

fween
Df the

the

which

Spec

ntry ::= CHOICE({

onlyOne NULL,

specific IssuerAndSerialNumber }
rAndSerialNumber ::= SEQUENCE {

issuer Name,

sefial CertificateSerialNumber }
freattytdentified——="SEQUENCE

name GeneralName,

issuer GeneralName OPTIONAL,
serial CertificateSerialNumber OPTIONAL }

(WITH COMPONENTS{ ..., issuer PRESENT, serial PRESENT } |
(WITH COMPONENTS{ ..., issuer ABSENT, serial ABSENT }))

Scope ::= CHOICE {

wholeEntry [O] NULL, -- Signature protects all attribute values in this entry
selectedTypes [1] SelectedTypes

-- Sgnature protects all attribute values of the selected attribute types
}

SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType
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AttribsHash ::= HASH { HashedAttributes }

HashedAttributes ::= SEQUENCE SIZE (1..MAX) OF Attribute

-- Attribute type and values with associated context values for the selected Scope

integritylnfo OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MUST CONTAIN { attributelntegrityInfo }
ID id-oc-integrityInfo }

An AttributelntegrityInfo value can be created in three different ways:

If the
Rec.
Seled
N
Pg
The
(see §
create
N

The
retriey

N

known by off-line means.

b) The owner of the entry, i.e., the object represented by the entry, can create and sign the value.
owner has several certificates, or expected to have that in the future, the certificate has to be identif
the CA issuing the certificate together with the certificate serial number.

certificate and the certificate serial number isrequired.

scope is wholeEntry, all the applicable attributes shall be ordered as specified fora’set-of type in 6.1 of |
X.509 | ISO/IEC 9594-8. If scope is selectedTypes, the ordering shall be-thel same as the one given
tedTypes.

DTE 1 —If a user does not retrieve al the complete attributes that are defined within the Scope data type, it will
ssible for the user to verify the integrity of the attributes.

reator of the attributelntegrityinfo attribute shall, when creating{the’AttribsHash data type, use DER end

the hash from the resulting encoding.
DTE 2 — The creator needs to have full knowledge of all the attributé syntaxes to create the hash.

erifier of the integrity shall produce its own version of AttribsHash using the same procedure as abo
ed attributes, and then compare the result with thevaue in the attribsHash component.

DTE 3 — The verification isonly possibleif the verifier has full knowledge of al the attribute syntaxes.

An entry that shall hold an attributeintegrityInfolattribute shall include the integrityinfo auxiliary object-class.

20.3
The f]

Context for Protection of a-Single Attribute Value

bllowing defines a context to/ald a digital signature, along with associated control information, which pr

integlity for a single attribute value.” Any attribute value contexts are included in the integrity check, excludi

conte

attrib

Attrib

Attrib

Kt used to hold signatures.

uteValuelntegritylnfoContext CONTEXT ::= {

WITH SYNTAX AttributeValuelntegritylnfo

ID id-avc-attributeValuelntegrityinfoContext }

uteValuelntegrityIlnfo ::= SIGNED { AttributeValuelntegritylInfoContent }

uteXaluelntegritylnfoContent ::= SEQUENCE {

a) An administrative authority can create and sign the value, and the public key to verify the signafure is

If the
ed by

c) A third party may create and sign the value. The name of the signer, the name. of the CA issuing the

TU-T
n the

hot be

oding

.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8) of the attributes ordering the attributes as specified above, angl then

e for

vides
g the

Signer SignerOPTIONAL, -- Authority or data originators name

NI 1 FRWITH Jo bl 1 1 r - P R R
avirtasTT AVITTASIT 5 == F1d31T vdiuT© Ul gruteiicu auirioulc

AVIHash ::= HASH { AttributeTypeValueContexts }

-- Attribute type and value with associated context values

AttributeTypeValueContexts ::= SEQUENCE {

Thec

type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context OPTIONAL }

ontextList shall be ordered as specified for a set-of typein 6.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8.
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SECTION 9 —DSA MODELS

21 DSA Models

This clause is concerned with general models describing various aspects of the components comprising the Directory,
Directory System Agents (DSAS). Subsequent clauses treat additional DSA models.

21.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

21.1.1 DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more naming
contexts.

21.1.2 context prefix: The sequence of RDNs leading from the Root of the DIT to the initial vertex ofya naming
contekt; corresponds to the distinguished name of that vertex.

21.1.3 naming context: A subtree of entries held in asingle master DSA.

21.2 Directory Functional M odel

The Directory is manifested as a set of one or more application-processes known as Ditéeetory System Agents (DSAS)
and/of LDAP servers. Each DSA provides zero, one or more of the access points. Each'LDAP server provides ¢ne or
morelaccess points. Thisis illustrated in Figure 19. Where the Directory is compesed of more than one DSA or LDAP
servey, it is said to be distributed. The procedures for the operation of the Directory when it is distributed are specified

inITY-T Rec. X.518 | ISO/IEC 9594-4.
m

X.501_F19

Figure 19 — The Directory Provided by Multiple DSAs

Specifications. For example, a DSA which is responsible for holding some or all of the information in the DIB will normally do
so| by-means of a database, the interface to which is alocal matter.

NPTE 1=A DSA will likely exhibit local behaviour and structure which is outside the scope of envisaged Dichtory

A particular pair of application-processes which need to interact in the provision of directory services may be located in
different open systems. Such an interaction is carried out by means of Directory protocols, as specified in ITU-T Rec.
X.519 | ISO/IEC 9594-5, or by means of the Lightweight Directory Access Protocol (LDAP), as specified in IETF
RFC 4510.

NOTE 2 — LDAP server behaviours are specified in IETF RFC 4510 and may differ from DSA behaviours specified in this
clause.

Clause 23 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A
framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAS, is provided in clauses 25 through 28.
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21.3 Directory Distribution M odel

This subclause defines the principles according to which the DIB can be distributed across multiple DSASs.
NOTE 1 —The DIB may also be distributed across any number of LDAP servers, which may or may not coexist with one or more
DSAs. LDAP servers and their characteristics and behaviours are specified in IETF RFC 4510 and may differ from DSA
characteristics and behaviours specified in this clause.

Each entry within the DIB is administered by one, and only one, DSA's Administrator who is said to have
administrative authority for that entry. Maintenance and management of an entry shall take placein aDSA administered
by the administrative authority for the entry. This DSA isthe master DSA for the entry.

Each master DSA within the Directory holds a fragment of the DIB. The DIB fragment held by a master DSA is
described in terms of the DIT and comprises one or more naming contexts. A naming context is a subtree of the DIT, all
entries of which have a common administrative authority and are held in the same master DSA. A naming context starts
a a Vertex of the DIT (other than the root) and extends downwards to leaf and/or non-leaf vertices. Such-vertices
constitute the border of the naming context. The superior of the starting vertex of a naming context is not hield“in that
mastgr DSA. Subordinates of the non-leaf vertices belonging to the border denote the start of further naming-contexts.

NOTE 2—-The DIT is therefore partitioned into disjoint naming contexts, each under the administrative authority of alsingle
mester DSA.

NOTE 3 — A naming context in itself is not an administrative area having an administrative poift.er an explicit gubtree
specification, but it may coincide with an administrative area.

A family of entries shall reside in a single naming context.

It isgossible for a master DSA's administrator to have administrative authority for severa disjoint naming contexts. For
every| naming context for which a master DSA has administrative authority, it-shal logicaly hold the sequernce of
RDNs$ which lead from the root of the DIT to the initial vertex of the subtreeicomprising the naming context| This
sequeance of RDNsis called the context prefix of the naming context.

NOTE 4 —The primary distinguished name of the naming context shall be used as the context prefix. Contexts and altefnative
vgues with context may optionally be included in the RDNs.

A master DSA's administrator may delegate administrative authority_for any immediate subordinates of any entry held
locally to another master DSA. A master DSA that delegated anthority is called a superior DSA and the context that
holds the superior entry of one for which the administrative authority was delegated, is called the superior naming
context. Delegation of administrative authority begins withsthe root and proceeds downwards in the DIT; that is, |it can
only ¢ccur from an entry to its subordinates.

Figurg 20 illustrates a hypothetical DIT logically partitioned into five naming contexts (named A, B, C, D and E), vhich
are physicaly distributed over three DSAs (DSAL, DSA 2, and DSA 3).

From|the example, it can be seen that the mraming contexts held by particular master DSAs may be configured sq as to
meet [a wide range of operational requirements. Certain master DSAs may be configured to hold those entrigs that
repregent higher level naming domains\within some logical part(s) of the DIB, the organizational structure of g large
comppny say, but not necessarily-allthe subordinate entries. Alternatively, master DSAs may be configured t¢ hold
only fhose naming contexts representing primarily leaf entries.

From(the above definitions,the Timiting case for a naming context can be either a single entry or the whole of the DIT.

the logical to physical mapping of the DIT onto master DSAs is potentially arbitrary, the task of information

DSA$ may hald entry-copies as well as entries. Shadowed entries, the only sort of entry-copy considered |n the
ory Specifications, are maintained by means of the shadowing service described in ITU-T Rec. X525 |
I SO/IEC.9594-9. In addition to this standardized sort of replicated information, two additional non-standardized sorts of
entry{copy may be encountered in the Directory. ST

—  Copiesof an entry may be stored in other DSA(s) through bilateral agreement.

—  Copies of an entry may be acquired by storing (locally and dynamically) a cache-copy of an entry which
results from a request.

NOTE 5 — The means by which these copies are maintained and managed is not defined in these Directory Specifications. Due to
more precise handling of features like access control, it is recommended that the shadow service be used instead of using
cached-copies.
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Figure 20 — Hypothetical DIT

A DSA holding an entry-copy is a shadow DSA for that entry. A shadew DSA may hold a copy of a naming cont
portign thereof. The specification of the portion of a naming context.that is shadowed is termed a unit of replicati

informnation model, and a specification mechanism is provided-The shadowing mechanism in the Directory isb
the definition of the subset of the DIT that will be shadowed. This subset is called unit of replication. The ynit of
replidation comprises a three-part specification which.defines the scope of the portion of the DIT to be replicat
attribyites to be replicated within that scope, and theyrequirements for subordinate knowledge. The unit of repli
also implicitly causes the shadowed information.to include policy information in the form of operational attribut

The griginator of a Directory request)is informed (via fromEntry) as to whether information returned in responge to a
is from an entry-copy or not. A service control, dontUseCopy, is defined which allows the user to prohibit the

NQTE 6 — Such name reselution will fail in some instances for a valid aternative name when resolved against a copy hdd in a
pre-third edition DSAs.0Lin alater edition DSA holding a copy with incomplete name information, where an RDN includes an

In order for a DUAto begin processing a request, it shall hold some information, specifically the presentation address,

During the process of modification of entries, it is possible that the Directory may become inconsistent. This will be
larly likely if modification involves aliases or aliased objects which may be in different DSAs. The inconsigtency
shall be corrected by specific administrator action, for example, to delete aliases If the corresponding aliased objects
have been deleted. The Directory continues to operate during this period of inconsistency.

114 ITU-T Rec. X.501 (11/2008)


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

| SO/IEC 9594-2:2008 (E)

SECTION 10 - DSA INFORMATION MODEL

22 Knowledge

22.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
22.1.1 category: A characteristic of a knowledge reference that qualifiesit as identifying a master or a shadow DSA.

22.1.2 commonly usable: A characteristic of areplicated areathat permits general distribution of the access point of
the DSA holding it; acommonly usable replicated areais normally a complete shadow copy of a naming context.

22.1. cross reference: A knowledge reference containing information about a DSA that holds an entry-op pntry-
copy.| Thisis used for optimization. The entry need have no superior or subordinate relationship to any entry.itrthg DSA
holdipg the cross reference.

DIT bridge knowledge reference: A knowledge reference containing information aboutya DSA that|holds
in adifferent DIT. The entry need have no superior or subordinate relationship to any entry“in the DSA holding

immediate superior reference: A knowledge reference containing information/about a DSA that holfis the
g context (or a commonly usable replicated area derived from it) that is immediately superior to one held by the
DSA for which the knowledge reference is rel evant.

22.1.6 knowledge (information): DSA operational information held by a DSA that it uses to locate remote erjtry or
entry{copy information.

2217 knowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or entry-copy
with lhe DSA inwhichiit islocated.

master knowledge: Knowledge of the master DSA foranaming context.

22.1.9 non-specific subordinate reference: A knowledge reference containing information about a DSA that|holds
one of more unspecified subordinate entries or entry-copigs:

22.1.10 referencepath: A continuous sequence of knowledge references.
22.1.11 root naming context: The set of subordinate references of the root to be held by thefirst level DSAs.

22.1.12 shadow knowledge: Knowledge of*one or more shadow DSAs for a naming context (if the knowlefige is
specific) or contexts (if non-specific).

22.1.13 subordinate reference: A~knowledge reference containing information about a DSA that holds a sgecific
suborginate entry or entry-copy.

22.1.14 superior referenee-A knowledge reference containing information about a DSA considered capable of
resoljing (i.e., finding any entry within) the whole of the DIT.

22.2 I ntroduction

The DIB is distributed across a large number of master DSAS, each holding and having administrative authority for a
DIB lragment. The principles governing this distribution are specified in 21.3.

In adglition, these and other DSAs may hold copies of portions of the DIB.

It is a requirement of the Directory that, for particular modes of user interaction, the distribution of the directory be
rendered transparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order to support this operational requirement, it is necessary that each DSA be able to gain access to the information
held in the DIB associated with any name (i.e., any object's distinguished or alias hames). If the DSA does not itself
hold an object entry or object entry-copy associated with the name, it shall be able to interact with a DSA that does,
either directly or indirectly by means of direct and/or indirect interactions with other DSAS.

When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA
servicing the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information
associated with the name supplied in the user's request.
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This clause defines knowledge as that DSA operationa information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.
NOTE — The preceding statements represent technical objectives of the Directory. Readlization of these technical objectives
depends on other matters (e.g., policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 25
through 28 establish a framework to address some of these matters.

Annex O contains an illustration of the modelling of knowledge. Theillustration is based on the hypothetical DIT given
in Figure 20.

22.3

Knowledge References

Knowledge is that operational information held by a DSA that represents a partial description of the distribution of entry
and entry-copy information held in other DSAs. Knowledge is used by a DSA to determine an appropriate DSA to

conta|
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2231
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Ct when arequest recerved Trom a DUA or another DSA cannot be satistied with locally held intormation.

ledge consists of knowledge references. A knowledge reference associates, either directly or indirectly,the
irectory entry with a DSA holding the entry or a copy of the entry.

s used in knowledge references, whether as context prefixes, DSA names or entry names;, shall be pr
puished values. Context, and aternative values with context, may aso be included in RDNs:

DTE — Name resolution may fail for a valid aternative name when knowledge references are held in'pre-third DSAs wh
t recognize multiple distinguished values differentiated by context, or in DSAs not holding, &l the alternative disting
Imes in knowledge references or entry-copies.

Knowledge Categories

are two categories of knowledge reference: master knowledge references and shadow knowledge references
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The K

MastI( knowledge is knowledge of the access point of the master DSA for,anaming context.

w knowledge is knowledge of DSAs holding replicated Directory{information; it may be distributed by i
ers to shadow consumers by means of the replication, ‘procedures described in ITU-T Rec. X.
FC 9594-9. Shadow knowledge is knowledge of the access point of a set of one or more shadow DSAS
ated area (a naming context or a portion thereof).

A that is the object of shadow knowledge shall holdia commonly usable replicated area. One form of repl
hat is commonly usable is a complete shadow copy-of a naming context. An incomplete shadow copy of an
Xt held by a DSA may be commonly usable ifit is sufficiently complete to satisfy the interrogation reques]
commonly make to the DSA. It is the responsibility of the administrative authority who causes shadow know

a)

en DSA may hold both master ahd shadow knowledge, the latter involving multiple shadow DSAS, regard
e.g., in the name resolutionjprocess, is determined by a DSA specific selection procedure whereby the

\ capable of progressingithe request.

DTE — The Directory~Specifications do not constrain how master and shadow knowledge is used by DSAs (othd
Hirectly through eonstraints on DSA behaviour, for example, the dontUseCopy and copyShallDo service controls as sp
ITU-T Rec. X.5¥1TISO/IEC 9594-3).

Knowledge Reference Types
noviledge possessed by a DSA is defined in terms of a set of one or more knowledge references wherg
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DSA holding an incomplete copy of a-naming context to be distributed that the replicated area be comimonly
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ular naming context. The specificknowledge used in the processing of arequest received from a DUA or another

DSA

Lites, based on any non-standardized criteria deemed appropriate by the administrative authority, an access pgint of

r than
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nce)associates, either directly or indirectly, entries (or entry-copies) of the DIB with the DSA which holds

entries (or entry-copies).

A DSA may hold the following types of knowledge reference:

116

—  superior references,

— immediate superior references;

—  subordinate references;

—  non-specific subordinate references; and
—  cross references.
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A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the
following types of knowledge reference:

—  supplier references; and
— consumer references.

These knowledge reference types are described below.

22.3.2.1 Superior References

A superior reference consists of:
—  the Access Point of aDSA.

Each hon-first level DSA (see 22.5) shall maintain at least one superior reference. The superior reference shall fonln part
of argference path to the root. Unless some method outside the standard is employed to ensure this, for example Wwithin
a DMD, this shall be accomplished by referring to a DSA which holds a naming context or replicated area \vhose
contekt prefix has fewer RDNs than the context prefix with fewest RDNs held by the DSA holding the reference.

22.3.2.2 Immediate Superior References

An inmediate superior reference consists of:

— the context prefix of a naming context that is immediately superiar.t0 one held (as entries or
entry-copies) by the DSA holding the reference;

—  the Access Point of the DSA holding that naming context (as entries'or’entry-copies).

Immediate superior references are an optiona reference type that only ocetr when there is a hierarchical opergtiona
binding to the referenced DSA (see clause 24 in ITU-T Rec. X.518 | ISQ/IEC 9594-4). In the absence of such explicit
opergional bindings, an immediate superior naming context may be reférenced by means of a cross reference.

22.3.2.3 Subordinate References

A subjordinate reference consists of':

— acontext prefix corresponding to a naming-context immediately subordinate to one held (as entriies or
entry-copies) by the DSA holding the reference;

—  the Access Point of the DSA holding that naming context (as entries or entry-copies).

All naming contexts immediately subordinaté_ fo naming contexts held by a master DSA shall be represented by
suborginate references (or non-specific subordinate references as described in 22.3.2.4).

In the case where a DSA holds entry-copies, the subordinate naming contexts may or may not be represented,
deperjding on the shadowing agreement in effect.

22.3.2.4 Non-Specific Subordinate References

A non-specific subordinateéreference consists of:

— the Access Points of a DSA that holds the entries (or entry-copies) of one or more immediately
subordinate Naming Contexts.

This fype of reference is optional, to allow for the case in which a DSA is known to contain some subordinate entries
(or enjtry-copies) but the specific RDNs of those entries (or entry-copies) is not known. This type of reference canpot be

accessed viaanon- specmc reference shall be able to rwolve the request dlrectly (either success or failure). In the event
of failure, aserviceError reporting a problem of unableToProceed is returned to the requestor.

In the case where a DSA holds entry-copies, the non-specific subordinate references may or may not be represented,
depending on the shadowing agreement in effect.

22.3.2.5 Cross References

A cross reference consists of:
— aContext Prefix;
— the Access Point of a DSA which holds the entries or entry-copies for that naming context.
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This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including
zero) of cross references.

22.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of:

— the context prefix of the naming context from which the replicated area received from the shadow
supplier is derived,;

— the identifier of the shadowing agreement that the shadow consumer has established with a shadow
supplier;

—  the Access Point of the shadow supplier DSA;
— anindication of whether the shadow supplier of the replicated areais or is not the master; and

— optionally, the access point of the master DSA if the supplier is not the master.

22.3.2.7 Consumer References

A consumer reference held by a shadow supplier DSA consists of :

— the context prefix of a naming context from which the replicated area provided by the'shadow supglier is
derived;

— theidentifier of the shadowing agreement that the shadow supplier has established with a consumer} and
—  the Access Point of the shadow consumer DSA.

224 Minimum Knowledge
It is g property of the Directory that each entry can be accessed independentty~of where arequest is generated.

It is gso aproperty of the Directory that, to achieve adequate levels of, performance and availability, some requegts can
be sgisfied using a copy of an entry, while other requests may~only be satisfied using the entry itself (i.¢., the
informnation held at the master DSA for the entry).

To reglize these location independence properties of the Directory, each DSA shall maintain a minimum quanfity of
know]edge which depends on the particular configuration-6f'the DSA.

The ¢bjective of these minimum requirements is to permit the distributed name resolution process to estabjish a
refergnce path, as a continuous sequence of master kiowledge references, to all naming contexts within the Directory.

It is g so arequirement that the minimum knowledge consists of references that can be processed by the DSA (seg 12.3
of ITU-T Rec. X.519 | ISO/IEC 9594-5).

Beyopd these minimum requirements;~additional knowledge may be employed to establish other reference pahs to
copies of naming contexts. Cross-reference knowledge (master and shadow) may be employed to establish optimized
refergnce paths to naming contexts-and copies of naming contexts.

The minimum knowledge réguirements for DSAs are specified in 22.4.1-22.4.4.

22.4, Superior KAowledge
Each |DSA that is\not a first level DSA shall maintain at least one superior reference. Additional superior refefences

category master knowledge to ear;h master DSA hoId| ng (as master) an |mmed|ately subordmate nami ng context.

2243 Supplier Knowledge

For each shadow supplier DSA that suppliesit with areplicated area, a shadow consumer DSA shall maintain a supplier
reference. If the shadow consumer's subordinate knowledge for the copy of the naming context is incomplete, it shall
use its supplier reference to establish a reference path to subordinate information. This procedure is described in
clause 20 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

2244  Consumer Knowledge

For each shadow consumer DSA that it supplies with a replicated area, a shadow supplier DSA shall maintain a
consumer reference.
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225 First Level DSAs

The DSA referenced by a superior reference assumes the burden of establishing a reference path to all of the DIT that is
unknown to the referring DSA. A DSA referenced by other DSAs may itself maintain one or more superior references.
This recursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility for the
establishment of reference paths falls.

A first level DSA is characterized asfollows:
a) itdoesnot hold asuperior reference;

b) it may hold one or more naming contexts immediately subordinate to the root of the DIT (as master or
shadow DSA for the naming context); and

c) it holds subordmate references (of category master and/or shadow) and non- specn‘lc subordmate
ICE X iately

subordlnate to the root of the DIT WhICh it does not |tse|f hold

The administrative authorities for first level DSAs are jointly responsible for the administration of the immediate
suborginates of the root of the DIT. This set of subordinate references is called root naming context: The procgdures
governing this joint root naming context are determined by multilateral agreements which are outside’the scope of| these
Diretory Specifications.

NOTE — In arelated entries environment, it is possible that some first-level entries will have the-same name, creating multiple

DITs. The administrative authorities for the associated first level DSASs are jointly responsible for’ the administration of these
DITs.

To limit the quantity of interrogation requests that might be directed to a master first-fevel DSA (i.e., a DSA thgt isa
mastgr for a naming context immediately subordinate to the root of the DIT), it ispossible to establish shadow firsj level
DSAgfor that master first level DSA. Such shadow DSASs hold copies of the entriés and the root naming context Held in
its master (or supplier) first level DSA. They therefore may serve as a superiof reference for non-first level DSAs.

23 Basic Elements of the DSA Information M odel

231 Definitions
For the purposes of this Directory Specification, the following definitions apply:

23.1.1 DSA information tree: The set of all DSEs’held by a DSA when viewed from the perspective of their n]ames.

23.1.2 DSA shared attribute: An operational attribute in the DSA information model associated with a particular
namejwhose value or values, if held by several DSAS, are identical (except during periods of transient inconsistengy).

23.1.3 DSA specific attribute: An.Operational attribute in the DSA information model associated with a particular
namelwhose value or values, if held by several DSAS, need not be identical .

2314 DSA specific entry(BSE): Theinformation held by aDSA that is associated with a particular name; the DSE
may (but need not) contain the information associated with the corresponding Directory entry.

23.1.% DSE type: Anindication of the particular purpose of a DSE; a DSE may serve multiple purposes angl thus
have ultiple types:

23.2 I ntrodUction

The Directory information model describes how the Directory as a whole represents information about objects haying a
distinguished name and optionally alias names. In its description of the DIT, entries and attributes, the composit|on of
the Directory as a set of potentially cooperating DSAs is abstracted from the model.

The DSA information model, on the other hand, is especially concerned with DSAs and the information that must be
held by DSAs in order that the set of DSAs comprising the Directory may together realize the Directory information
model. It is concerned with:

—  how Directory information (object and aias entries and subentries) is mapped onto DSAS,

—  how copies of Directory information may be held by DSAS;

— the operational information required by DSAs to perform name resolution and operation evaluation; and
— the operational information required by DSAs to engage in shadowing and to use shadowed information.
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The purpose for modelling a representation of DSA operational information such as knowledge is to establish the
genera framework for management access to DSA operationa information.

233

DSA Specific Entries and their Names

In the DSA information model, the information repositories holding the information associated with a particular name
are termed DSA Specific Entries (DSES). Directory entries exist in the DSA information model only as information
elements from which DSEs may be composed. Operational attributes specific to the DSA information model comprise

the ot

her variety of information element from which DSEs may be composed.

If a DSA holds any information concerning a name directly (i.e., information held in a repository identified by the
name), it is said to know or have knowledge of that name.

For e
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itself is represented by one DSE. This latter information (i.e., the RDN and its relationship to the DIT)

it fabric on which the associated DSEs can be considered to be attached.

DTE 1 — One consequence of the way the DSA information model handles names is that, for DSES that are not of typg
as or subentry, the AVA(s) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

E aternative names exist because of naming attributes having multiple distinguished ‘valUes differentiat
Kt, a single DSE represents all the information held by the DSA about all the aternative names. This is mol
DSA information model as a single name with context-specific variants, rather than as'separate names.

the primary distinguished values of all attributes contributing to a name, and-desirably as many of the atel
inguished values as possible.

et of all names known by a DSA, together with the information associgted with each name, when viewed frg
bctive of these names, is termed the DSA information tree for that;DSA. A DSA information tree is depig
b 21.
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The minimum information that a DSA may associate with a name, and thus know the name, consists of an expression of
the purpose for which the name is known (i.e., the role played by the name in the operation of the DSA knowing it).
This purpose is represented in the DSA information model by the DSA specific attribute, dseType.

In addition, a DSE may hold other information associated with the name such as an entry or entry-copy, DSA shared
attributes and DSA specific attributes.

A DSE may represent a Directory entry directly, a portion of an entry or no Directory information. The information held
in a DSE varies, depending on its type or purpose. In general, the following sorts of DSEs may occur in DSAS.

— A DSE directly representing a Directory entry contains the user and operational attributes corresponding
to that Directory entry (as depicted in DSE 2 in Figure 21). The DSE may also contain DSA shared and
DSA specific attributes.

— A DSF representing a portion of an entry (as a reqilt of shadowing) contains some of the user and
operational attributes corresponding to the Directory entry, DSA specific attributes and may alsoycpntain
DSA shared attributes.

— A subentry DSE representing, for example prescriptive ACI or collective attributes, containsthe rejevant
user and operationa attributes corresponding to a Directory subentry (as depictedin DSE| 3 in
Figure 21). The DSE may also contain DSA shared and DSA specific attributes.

— A DSE representing no Directory entry information contains only DSA shared-and/or DSA specific
attributes (as depicted in DSEs 1 and 4 in Figure 21). For example, a DSE representing a suborglinate
reference may have a DSA shared attribute that indicates the master acceSs point and a DSA specific
attribute to indicate that the DSE is a subordinate reference.

NQTE 3—-The DSE is a conceptua entity which facilitates the specification and madelling of information componenis in a

consistent and convenient way. Although DSEs are said to "hold" or "store" information, this is not intended to impope any
particular constraints or data structure on implementations.

234 Basic Elements

A DSE is comprised of three basic elements: the DSE type, some fumber of DSA operational attributes (the DS type
is ong of these) and optionally an entry or entry-copy.

2341 DSA Operational Attributes

Two parieties of operational attribute occur in the DSA information model that do not correspond to informatjon in
Diregory entries. Those are DSA shared and DSA gpecific attributes.

A D3A shared attribute is an operational attripute in the DSA information model associated with a particular |name
whosg value or values, if held by several DSAs, are identical (except during periods of transient inconsistency). Al DSA
old a shadow-copy of aDSA shared attribute.

A DA specific attribute is an operationa attribute in the DSA information model associated with a particular|name
b value or values, if held by several DSAS, need not be identical. A DSA specific attribute represents opergtional
information that is specific toythe functioning of the DSA holding it. A DSA cannot hold a shadow-copy| of a

OTE — While a shadow-=supplier DSA may provide a shadow-consumer DSA with a DSA specific attribute, thisis conceptually
a shadow-copy,of. information hgld by the supplier but, rather, information produced by the supplier for the consumer|which

DSE\Types

peof{a DSE, represented in the DSA information model by the DSA specific operational attribute dsefType,
Jtes the part|cular purpose (or roI e) of a DSE ThIS purpose is |nd|cated by the named bits of the smgle vaI ue

yp
represent these purposes A number of combinations of named bits that are likely to occur are specified in Annex N.

The phrase "a DSE of type X" is used in the Directory Specifications to indicate that the named bit x of the DSE's
dseType attribute has been set. For a DSE of type x, other named bits may or may not be set, as required. The aternate
phrase "the DSE type includes x" may also be used.

The syntactic specification of the dseType operational attribute may be expressed using the attribute notation as
follows:

dseType ATTRIBUTE ::= {

WITH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
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NO USER MODIFICATION TRUE

USAGE

ID

dSAOperation
id-doa-dseType }

This DSA specific operational attribute is managed by the DSA itself.

The ASN.1 type that represents the syntax of the possible values of the dseType attribute is DSEType. Its definition is:

DSEType ::= BIT STRING {
root 0), -- root DSE --
glue 2), -- represents knowledge of a name only --
cp 2), -- context prefix --
entry 3), -- object entry --
alias 4, -- alias entry --
SHbr 5% suberdinatereference
nssr (6), -- non-specific subordinate reference --
supr ), -- superior reference --
Xr (8), -- cross reference --
admPoint 9), -- administrative point --
subentry (20), -- subentry --
shadow (112), -- shadow copy --
immSupr (23), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
familyMember a7), -- family member --
ditBridge (18), -- DIT bridge reference --
writeableCopy (19)} -- writeable copy --

The Vidlues of DSEType are:

a) root: Theroot DSE contains DSA specific attributes, used by the DSA, that characterize that DS/
whole. The name corresponding to the root DSE is the degenerate name consisting of a sequence g
RDNs.

NOTE 1 - Information that characterizes a DSA-that-is to be made available via the Directory abstract ser
contained in the DSA's entry. A DSA may, but,need not, hold its own entry or a copy of its own entry.

b) glue: A glue DSE represents knowledge.of’aname only. A DSA holding a context prefix DSE or 3
reference DSE may hold glue DSESs to represent the names of the superiors of the context prefix of
reference DSE if no other operational‘ihformation (e.g., knowledge) is associated with those nameq.
isillustrated in Figure 22. A DSE ¢f-type glue shall not have any other DSEType bit set.

¢) cp: The DSE representing the context prefix of a naming context.

d) entry: A DSE that holds.an object entry.

€) alias: A DSE that holds'an alias entry.

f)  subr: A DSE that holds a specific knowledge attribute to represent a subordinate reference.

g) nssr: A DSE-that holds a non-specific knowledge attribute to represent a non-specific subor
reference,

h) supr.A\DSE that holds a specific knowledge attribute to represent the DSAS superior references.

i) xr: A"DSE that holds a specific knowledge attribute to represent a cross reference.

j) <admPoint: A DSE corresponding to an administrative point.

k) subentry: A DSE that holds a subentry.

0)
p)
Q)
r

\ as a
f zero

viceis

cross
Cross
This

Hinate

(eg., knowledge) received from ashadow suppller this named blt is set by the shadow consumer.
immSupr: A DSE that holds a specific knowledge attribute to represent an immediate superior reference.

rhob: A DSE that holds administrative point and subentry information received from a superior DSA ina
Relevant Hierarchical Operational Binding (i.e., in either a Hierarchical Operational Binding or a Non-
specific Hierarchical Binding as described in clauses 24 and 25 of ITU-T Rec. X.518 | ISO/IEC 9594-4).

sa: A qualifier of asubr DSE indicating that the subordinate naming context entry is an alias.
dsSubentry: A DSE that holds a DSA specific subentry.

familyMember: A DSE that holds afamily member.
ditBridge: A DSE that holdsa DIT bridge reference.
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s) writeableCopy: A DSE that holds a writeable copy of an entry or other information (e.g., knowledge)

that is replicated in a multiple master implementation.

NOTE 2 — Certain Directory operations require the ability to identify a single master for any given
Therefore, in a multiple master implementation, all but one of the master copies of each entry shall be
DSE type; exactly one of the master copies shall not be of this DSE type in order for it to function as the p
master when such operation is necessary.

The use of this operational attribute to represent aspects of the DSA information model is described in clause 23.

24

Representation of DSA Information

entry.
of this
rimary

This clause treats the representation of DSA information. It describes the representation of DSA operational information

k \Wia-aedaa— it st it St onal M '3 . ational Laf o
nov TCUg ), DT CClOry G T O o o oo DT CCtOr y - OpPCIatrOrna T T O e r oS

24.1
This

24.1.1 Object Entry

An object entry is represented by a DSE of type entry which contains the user and Diréctory operational attr

assoc|ated with the Directory entry. The name of the DSE is the name of the object entry\(i.e., the object's distingyished

name).
If the|DSE holds a copy of the entry, the DSE type includes shadow.

If thel name of the object entry includes any alternative distinguished names differentiated by context, the name

DSE

shadgw of the entry, the name of the DSE may include a subset of the alternative distinguished names. In the cag

DSE
N

prmary distinguished value of any naming attribute. Thus the cepy has at least the primary distinguished name of the
entry. Name resolution is enhanced if every distinguished value(and thus every alternative distinguished name) is present.

2412 AliasEntry

And
theR

If the]DSE holds a copy of the alias entry, the DSE type includes shadow.

If thg name of the dlias entry includes any alternative distinguished names differentiated by context, the name

DSE

shadgw of the alias entry, thefiame of the DSE may include a subset of the alternative distinguished names. In th
of a)SE that is not a copy, the hame of the DSE shall include all distinguished names.

N

pr
N

24.1.
An

admimistrative point. The name of the DSE is the name of the administrative point.

Representation of Directory User and Operational Information

may also include those alternative distinguished names differentiated by context. In the case of a DSE that h

hat is not a copy, the name of the DSE shall include all distinguished names.
DTE — For consistency and interworking with pre-third DSAs,thie' name of a DSE holding a copy shall include at 1€

jas entry is represented by a DSE of typedlias which contains the attributes associated with the alias entry
DN attributes and the aliased object nameattribute). The name of the DSE is the name of the alias entry.

may also include those alterhative distinguished names differentiated by context. In the case of a DSE that h

DTE — For consistency”and interworking with pre-third DSAs, the name of a DSE holding a copy shall include at 1€
mary distinguished,value of any naming attribute. Thus the copy has at |east the primary distinguished name of the aliag
e resolution.is€nhanced if every distinguished value (and thus every alternative distinguished name) is present.

Adnihistrative Point

ministrative point is represented by a DSE of type admPoint which contains the attributes associated wi

lause specifies the representation of Directory user and Directory operational information in the DSA information
modqg.

butes

of the
plds a
e of a

bst the
object
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of the
plds a
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bst the
entry.

th the

If the DSE represents an entry, the DSE type includes entry. If the DSE holds a copy of the administrative point
information, the DSE type includes shadow.

If the name of the administrative point includes any alternative distinguished names differentiated by context, the name
of the DSE may aso include those alternative distinguished names differentiated by context. In the case of a DSE that
holds a shadow of the administrative point, the name of the DSE may include a subset of the alternative distinguished
names. In the case of a DSE that is not a copy, the name of the DSE shall include all distinguished names.

NOTE — For consistency and interworking with pre-third DSASs, the name of a DSE holding a copy shall include at least the

primary distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of the
administrative point. Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is

pr

esent.
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2414

Subentry

A subentry is represented by a DSE of type subentry which contains the operational and user information associated
with the subentry. The name of the DSE is the name of the subentry.

If the DSE holds a copy of the subentry, the DSE type issubentry and shadow.

2415

Family member

A family member (including the ancestor) is represented by a DSE of type familyMember. The ancestor also is of DSE
type entry; it isthe only family member that is permitted to have this DSE type.

24.2

Representation of Knowledge Refer ences

A knpwledge reference consists of a DSE of an appropriate type which holds a correspondingly appropriatel DSA

opergional attribute and which is identified by a name bearing a defined relationship to the naming context kield
refergnced DSA.
The mame of this DSE shall be the primary distinguished name and may include alternative names and c

inforr
DSE
IS not

N

2421

DSA

Objeq
24.2.]

The myAccessPoint operationa attribute type is used by a DSA to represent its own access point. It isa DSA g
ite. All DSAs shall hold this-attribute in their root DSE. It is single-valued and managed by the DSA itself.

atribi

myAd

The A

ID

Knowledge Attribute Types
pperational attributes are defined in the DSA information model to expressa DSA's:

knowledge of its own access point;

superior knowledge;

specific knowledge (its subordinate references);

non-specific knowledge (its non-specific subordinate references);

knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;
knowledge of its consumer(s) if it is a shadew supplier;

knowledge of secondary shadows, if it is-a shadow supplier; and

knowledge of another DIT.

t Identifier values are assigned in Annex.=for these operationa attributes.

.1 My Access Point

cessPoint ATTRIBUTE ::= {

WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE

NO USER*MODIFICATION TRUE

USAGE dSAOperation

id-doa-myAccessPoint }

SN)1 type AccessPoint isdefined in ITU-T Rec. X.518 | ISO/IEC 9594-4. I1ts ASN.1 specification is repro,

by the

bntext

nation if they are present in the context prefix of the naming context held by the referenced BSA. In the cage of a
hat holds a shadow, the name of the DSE may include a subset of the aternative names. Jithe case of a DSE that
acopy, the name of the DSE shall include all distinguished names.

DTE — Name resolution is enhanced if every distinguished value (and thus every aternative digtinglished name) is present.

ecific

duced

heref

AccessPoint

or the convenience of the reader.

= SET {
ae-title [0] Name,
address [1] PresentationAddress
protocolinformation [2] SET SIZE (1..MAX) OF Protocolinformation OPTIONAL }

NOTE — The Name in the ae-title may be the primary distinguished name or an aternative distinguished name; however,
consistency and interworking with pre-third DSAs is enhanced if the primary distinguished name is used.

How a DSA obtains the information held in myAccessPoint is not described in the Directory Specifications.

The myAccessPoint attribute typeisheld in a DSE of typeroot.
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The information held in myAccessPoint may be employed in the DOP when establishing or modifying an operational
binding.

24.2.1.2 Superior Knowledge

The superiorKnowledge operational attribute type is used by a non-first level DSA to represent its superior references.
It isa DSA specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is multi-valued and
managed by the DSA itself.

superiorknowledge ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

NO USER MODIFICATION TRUE

USAGE dSAOQOperation

ID id-doa-superiorKnowledge }

A DPA may acquire the information held in superiorKnowledge by means not described in the\Birectory
Specifications. It might also construct it from its immediate superior references, e.g., from its immediate superior
refergnce whose context prefix has the least number of RDNsin its name.

The sjuperiorKnowledge attribute type is held in a DSE of typeroot.

The ipformation held in superiorkKnowledge may be employed by a DSA when constructing a continuation reférence
returnjed in aDAP or DSP referral or when performing chaining.

24.2.1.3 Specific Knowledge

namimg context. It is specific because the context prefix of the naming context is known and associated with the gccess
point|information. Specific knowledge is represented by the specifickfiowledge operational attribute type. It is a
DSA shared attribute, is single-valued, and managed by the DSA itself.

Specific knowledge consists of the access points for the master DSA of a naming.context and/or shadow DSAs ftg(that

specificKknowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificknowledge }

The ASN.1 type MasterAndShadowAccessRoints is defined in ITU-T Rec. X.518 | ISO/IEC 9594-4. Its ASN.1
specification is reproduced here for the convenience of the reader.

MasterAndShadowAccessPoints ::=\SET OF MasterOrShadowAccessPoint

MasterOrShadowAccessPoint (=) SET {

COMPONENTS OF AccessPoint,
category [3] ENUMERATED {

master 0),

shadow (1)} DEFAULT master,
chainingRequired [5] BOOLEAN DEFAULT FALSE}

A DPFA may @cquire the information held in specificKknowledge by means not described in the Dirgctory
Specifications;n the case of a cross reference (DSE of type xr), it might also construct it from information receiyed in
the cfossReference component of ChainingResults of a DSP reply. In the case of a subordinate reference (DISE of
type gubr), it might construct it from information received in the DOP when establishing or modifying a HOB.

The specificknowledge attribute type is held in a DSE of type subr, immSupr, or xr. It is used by a DSA to represent
subordinate, immediate superior and cross references.

The information held in specificKknowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral (or when performing chaining) and when constructing Shadowed DSA Specific
Entries (SDSEs) of type subr, immSupr, or xr provided in the DISP.

24.2.1.4 Non-Specific Knowledge

Non-specific knowledge consists of the access points for the master DSA of one or more naming contexts and/or
shadow DSAs for the same one or more naming contexts. It is non-specific because the context prefixes of the naming
context(s) is (are) not known. The immediate superior of the naming context(s) is known, however, and the access point
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information is associated with its name. Non-specific knowledge is represented by the nonSpecificKknowledge
operationa attribute type. ItisaDSA shared attribute, is multi-valued and managed by the DSA itself.

nonSpecificKknowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-nonSpecificKknowledge }

The MasterAndShadowAccessPoints value consists of an access point for a master DSA holding one or more
subordinate naming contexts, and zero or more access points of DSAs holding shadows of some or all of these naming
contexts.

q
Specifications. In the case of a non-specific subordinate reference (DSE of type nssr), it might also construet-if from
information received in the DOP when establishing or modifying aNHOB.

The honSpecificknowledge attribute type is held in a DSE of type nssr. It is used to represent” non-sgecific
suborplinate references.

The information held in nonSpecificknowledge may be employed by a DSA when conStructing a continyiation
refergnce returned in a DAP or DSP referral (or when performing chaining) and when construeting SDSESs of typg nssr
provigled in the DISP.

24.2.15 Supplier Knowledge

The $upplier knowledge of a shadow consumer DSA consists of the access. point(s) and shadowing agrepment
identifier(s) for its supplier(s) of a copy (or copies) of areplicated area. Optionaly, if the supplier is not the magter of
the n@ming context from which a replicated area is derived, the access paint of the master may be included in supplier
know]edge. Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DSA specific,
multitvalued and managed by the DSA itself.

The ASN.1 syntax for avalue of supplierKnowledge is Suppliérinformation. A value of this attribute is compoged of
a shaglow supplier DSA's access point and the agreement ID of.the shadowing agreement between the supplier DSA and
the :Elnsumer DSA holding the DSA specific attribute (expressed as a value of the type SupplierOrConsumer), an
indicgtion of whether the supplier of the replicated area\s or is not the master of the naming context from which it is
derived, and, if not, optionaly, the access point of themaster DSA.

SupplierOrConsumer ::= SET {

COMPONENTS OF AccessPoint,-- supplier or consumer --
agreementID [3] OperationalBindingID }

Supplierinformation ::= SET {
COMPONENTS OF SupplierOrConsumer, -- supplier --
supplier-is-master (4] BOOLEAN DEFAULT TRUE,

non-supplying-master [5] AccessPoint OPTIONAL }

supplierKknowledge ATTRIBUTE ::= {

WITH SYNTAX Supplierinformation
EQUALITY{MATCHING RULE supplierOrConsumerinformationMatch
NO USER"MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-supplierKnowledge }

A DBATmay acquire the information held in supplierknowledge by means not described in the Dirgctory
Specifications. A shadow consumer DSA might also construct it from information received in the DOP when
establishing or modifying a shadowing agreement.

The supplierKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more supplier
references. All shadow consumer DSAs shall hold avalue of this attribute for each shadowing agreement they engage in
as a consumer.

The information held in supplierKnowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral. The agreementID component (its type, OperationalBindingID, is defined in 28.2)
of supplierKnowledge is required in the operations of the DOP for managing a shadowing agreement and in al the
DISP operations.
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24.2.1.6 Consumer Knowledge

The consumer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agreement
identifier(s) for the consumer(s) of a copy (or copies) of a naming context provided to them by the supplier. Consumer
knowledge is represented by the consumerknowledge operational attribute type. It is DSA specific, multi-valued and
managed by the DSA itself.

The ASN.1 syntax for a value of consumerKnowledge is Consumerinformation (which has the same syntax as
SupplierOrConsumer, but refersto a consumer access point).

Consumerinformation ::= SupplierOrConsumer -- consumer --

consumerKnowledge ATTRIBUTE ::= {

WITH SYNTAX Consumerinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }

A DPHA may acquire the information held in consumerknowledge by means not described)in the Dirgctory
Specifications. A shadow supplier DSA might also construct it from information received in the DOP when establ{shing
or mqdifying shadowing agreements.

The qonsumerKnowledge attribute type is held in a DSE of type cp. It is used to reptesent one or more consumer
refergneces. All shadow supplier DSAs shall hold a value of this attribute for each shadewing agreement they enggge in
asagupplier.

The agreementlD component of consumerKnowledge is required in the gperations of the DOP for managing a
shadgwing agreement and in all the DISP operations.

24.2.1.7 Secondary Shadow K nowledge

Secondary shadow knowledge consists of information a supplier<BSA (e.g., a master DSA) may choose to mgintain
regargling consumer DSAs that are engaged in secondary shadowing from its perspective. Secondary shadow knowledge
is represented by the secondaryShadows operational attribute type. It is DSA specific, multiple-valued and mahaged
by th¢ DSA itself. The ASN.1 syntax for a value of secondaryShadows is SupplierAndConsumers. It consists pf the
accesp point of a shadow supplier and alist of its direct cénsumers.

SupplierAndConsumers ::= SET {
COMPONENTS OF AccessPoint -- supplier --
consumers [3] SET OF AccessPoint }

secopdaryShadows ATTRIBUTE ::=¢{

WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows }

The qonsumers comgonent of SuppliersAndConsumers contains only access points of DSAS that hold commonly
usabl e copies of areplicated area.

A supplier DSA may obtain the information required to construct values of this attribute from a consumer D$A by
following the procedure described in 23.1.1 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

The secondaryShadows attribute typeis held in a DSE of typecp.

Support for secondary shadow knowledge is optional.
24.2.1.8 DIT Bridge Knowledge

A master DSA of a naming context in another DIT is represented by a ditBridgeKnowledge, which consists of a
domain identifier and its access point. The dITBridgeKnowledge operational attribute contains the
DITBridgeKnowledge of al known such DSAs. It is a multi-valued, DSA shared attribute and is managed by the DSA
administrator. This attribute is held in a DSE of type root, which additionally gets the DSE type ditBridge for DIT
bridge reference.
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ditBridgeKnowledge ATTRIBUTE ::= {

WITH SYNTAX DitBridgeKnowledge

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-ditBridgeKnowledge }

The ASN.1 type DitBridgeKnowledge is defined in ITU-T Rec. X.518 | ISO/IEC 9594-4. Its ASN.1 specification is
reproduced here for the convenience of the reader.

DitBridgeKnowledge ::= SEQUENCE {
domainLocallD UnboundedDirectoryString OPTIONAL,
accessPoints MasterAndShadowAccessPoints }

The ihformation held in ditBridgeKnowledge will be employed by the DSA when performing a Search_épgration
involying related entries.

24.2.1.9 Matching Rules

Four pquality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with
syntakes of types AccessPoint, MasterAndShadowAccessPoints, Supplierinformation, Consumerinformation and
SuppliersAndConsumers.

24.2.1.9.1 Access Point Match
The Access Point Match ruleis specified as:

accegsPointMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-accessPointMatch }

The dccessPointMatch matching rule applies to attribute values of type AccessPoint. A value of the assertion gyntax
is der|ved from avalue of the attribute syntax by using the value of the [0] context specific tag (Name) component Two
values are considered to match for equality if the Name compenent of each match using the matching procedure for
DistinguishedName values.

24.2.1.9.2 Master And Shadow Access Points Match
The Naster and Shadow Access Point Match equality“matching rule is specified as:

masterAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYNTAX SET OF Name
ID id-kmr-masterShadowMatch }

The | masterAndShadowAccessPbintsMatch matching rule  applies to  attributes  of type
MastérAndShadowAccessPoints./A value of the assertion syntax is derived from a value of the attribute syntax by
remoying the category and.address components of each SET in the SET OF MasterOrShadowAccessPoints| Two
such yalues are considered.to’'match for equality if both values have the same number of SET OF elements, and} after
ordering the SET OF elements of each in any convenient fashion, the ae-title component of each pair of SHT OF
eleménts matches usingthe matching procedure for distinguishedNameMatch.

24.2.1.9.3 Supplier or Consumer Information Match

The Suppliérer Consumer |nformation Match rule is specified as:

supplier@rConsumerinformationMatch MATCHING-RULE ::= {
SYNTAX SET{

ae-title [O] Name,
agreement-identifier [2] INTEGER }
ID id-kmr-supplierConsumerMatch }

The supplierOrConsumerinformationMatch matching rule applies to attribute values of type Supplierinformation or
Consumerinformation (and other attributes having values compatible with Supplierinformation or
Consumerinformation). A value of the assertion syntax is derived from a value of the attribute syntax by selecting the
SET components with tags that match the SET components of the assertion syntax. Two such values are considered to
match for equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the
matching procedure for DistinguishedName values and the identifier component contained in the agreement
component of each (after removing the explicit [2] and SEQUENCE tag information) matches using the matching
procedure for INTEGER values.
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24.2.1.9.4 Suppliersand ConsumersMatch
The Supplier and Consumers Match rule is specified as.

supplierAndConsumersMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers (and other
atributes having values compatible with SupplierAndConsumers). Two such values are considered to match for
equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the matching
procedure for DistinguishedName values.

2422 Knowledge Reference Types

This subclause specifies the representation of knowledge in the DSA information model.

24.2.2.1 Self Reference

A self reference represents a DSA's knowledge of its own access point. It is represented by a value 6f the attribute
myAdcessPoint held in the DSA'sroot DSE, a DSE of typeroot.

24.2.2.2 Superior Reference

A superior reference is represented by a DSE of type supr and root which contains a'stperiorkKnowledge atttlibute.
Sincq a superiorKnowledge attribute value may contain access points of several DSAS, it may therefore represent
severgl superior references.

24.2.2.3 Immediate Superior Reference

An immediate superior reference is represented by a DSE of type immSupr which contains a specificknow|edge
attribyite. The name of the DSE holding the attribute corresponds to the context prefix of the naming context held by the
refergnced superior DSA.

Since a specificknowledge attribute value may contain access’/points of several DSAS, it may therefore represent
severgl immediate superior references, at most one of category'master and zero or more of category shadow.

If the DSE holding the immediate superior reference.is received from a shadow supplier, the DSE type in¢ludes
shadpw.

24.2.2.4 Subordinate Reference

A suhordinate referenceis represented by aDSE of type subr which contains aspecificknowledge attribute. Thelname
of thg DSE holding the attribute corresponds to the context prefix of the relevant naming context held by the referenced
suborginate DSA.

Sinceg a specificknowledge attribute value may contain access points of several DSAS, it may therefore represent
severfl subordinate references, at most one of category master and zero or more of category shadow.

If thel DSE holding the subordinate reference is shadowed information, received from a shadow supplier, the DSI type
inclugles shadow.

The IDSE may also~include immSupr in a DSA holding two naming contexts, one superior to the other, whi¢h are
separgted by a'third single-entry naming context held in another DSA. An example of this situation is depicied in
Annex O.

24.2.2.5-Non-Specific Subordinate Reference

A non-specific subordinate reference is represented by a DSE of type nssr (and entry normally) which contains a
nonSpecificKnowledge attribute. The name of the DSE holding the attribute corresponds to the name formed by
eliminating the final RDN of the context prefixes of the naming context held by the referenced subordinate DSAS.

NOTE — NSSRs cannot reference LDAP servers.

Since anonSpecificknowledge attribute value may contain access points of several DSAS, it may therefore represent
several non-specific subordinate references, at most one of category master and zero or more of category shadow.
Each nonSpecificknowledge attribute value represents a related set of non-specific subordinate references — the DSAs
of category shadow hold one or more replicated areas derived from the naming context(s) held by the DSA of category
master.

If the DSE holding the non-specific subordinate reference is shadowed information, received from a shadow-supplier,
the DSE type includes shadow.
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The DSE includes shadow in the situation of a shadow DSA when the DSE corresponds to an entry for which the
master DSA has non-specific subordinate knowledge and for which only the nonSpecificknowledge attribute for the
non-specific subordinate reference is shadowed.

The DSE includes cp and shadow in the situation of a shadow DSA whose replicated area does not include the context
prefix entry and the master DSA for the naming context has non-specific subordinate knowledge for the context prefix.

The DSE includes admPoint and shadow in the situation of a shadow DSA when the DSE corresponds to an
administrative point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming context has non-specific subordinate knowledge for the administrative point.

When the administrative point coincides with a context prefix in the preceding two cases, the DSE may include
admPoint, cp and shadow.

24.2.2.6 CrossReference

A crdss reference is represented by a DSE of type xr which contains a specificKnowledge attribute. Themname pf the
DSE holding the attribute corresponds to the context prefix of the naming context held by the referenced DSA.

Sincq a specificKknowledge attribute value may contain access points of several DSAs, it may thérefore represent
severfl cross references, at most one of category master and zero or more of category shadow.

24.22.7 Supplier Reference

A supplier reference is represented by a DSE of type cp which contains a supplierknowlédge attribute. The ngme of
the DISE holding the attribute corresponds to the context prefix of the shadowed naming context.

Sincg a supplierkKnowledge attribute may have several values, it may represent several supplier references.| Each
attribyite value represents one supplier reference.

24.2.2.8 Consumer Reference

A compsumer reference is represented by a DSE of type cp which caontains a consumerKnowledge attribute. Thelname
of thg DSE holding the attribute corresponds to the context prefix.of\the shadowed naming context.

Sincg a consumerKnowledge attribute may have several values, it may represent several consumer references) Each
attribyite value represents one consumer reference.

24.3 Representation of Names and Naming Contexts

24.3.1 Namesand Glue DSEs

As dgscribed in 23.3, the minimum information that a DSA may associate with a name is the purpose for which it|holds
the name, represented by a DSE holding-a value of the attribute dseType. When a DSE contains only such a m(iLni mal
information, its DSE type shall be glue. In this case, the DSE shall not hold an entry or subentry (or a shadow-cgpy of
an enfry or subentry) or aDSA shared attribute.

Glue [DSEs arise in the DSAyinformation model to represent names that are known by a DSA as a consequerice of
holding information assaCiated with other names. For example, consider the cross reference depicted in Figure 22. The
DSA [holding this cross)reference also "knows' (in the sense described in 23.3) the names that are superior fo the
context prefix namé@ssociated with the cross reference. When no other information is associated with such superior
nameg, they arerepresented in the DSA information model by glue DSEs.

24.3.2 Naming Contexts

A naning context consists of a context prefix, a subtree of zero or more entries subordinate to the context prefix (the
root of the subfree), and, 1T there are naming contexts subordinate to I, subordinate and/or non-specific subordinate
references sufficient to constitute full subordinate knowledge.

A context prefix is represented by a DSE of type cp. If the context prefix corresponds to an entry, the DSE type
includes entry. If it corresponds to an dlias, the DSE type includes alias. If the context prefix corresponds to an
administrative point, the DSE type includes admPoint.

The subtree of entries and subentries subordinate to the context prefix is represented by DSEs as described in 24.1.1
t0 24.1.5.

The representation of the subordinate knowledge of the naming context is represented by DSEs as described in 24.2.2.
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A replicated area (a shadow-copy of all or part of a naming context) is represented as above except that the DSE type
includes shadow in each DSE for which user or operationa attributes are received from the shadow supplier. In the
case of incomplete replicated areas, DSEs of type glue may occur to represent a bridge between the separate pieces of
the shadowed information. No user or operational attributes are associated with these (or any) glue DSEs.

2433 Example

Figure 22 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) onto
the information tree of a DSA. In addition to the naming context information itself, the DSA's root DSE containing its
superior reference (this is not the DSA information tree for afirst level DSA), a glue DSE and a DSE representing a

reference (either a cross reference or an immediate superior reference) to an immediately superior naming context are
also depicted.

| Root + supr

O [ ] o

O X1 (or immSupr)
cpentry

DIT Subtree corresponding
to a Naming Context

Entlyl | | entry + nssr
==
Other Entfy, Alias  subr
subordinates
Knowledge attribute
[ ] Object entry B3 Object/alias entry
A Alias entry DSE X.501_F22

DSA Information Tree
for the Naming Context

Figure22 —DSEsfor a Naming Context
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SECTION 11 - DSA OPERATIONAL FRAMEWORK

25 Overview

25.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

25.1.1 cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding
instance has been established and has not been terminated.

25.1.2 directory operational framework: Provides the framework from which specific operational models
concearned with particular aspects (e.g., shadowing or creating a naming context) of the operation of the compenénts of
the Directory (DSASs) may be derived by application of the framework. It factors out common elementshi¢h are
present in al interactions between Directory components.

25.1.3 non-cooperative state; With respect to a second DSA, the state of a DSA prior to the estahlishment of after
the tefmination of an operational binding instance.

25.1.4 operational binding: A mutua understanding between two DSAs that, once established, expresseg their
"agreement” subsequently to engage in some sort of interaction.

25.1.% operational binding establishment: The process of establishing an operational, binding instance.
25.1.6 operational binding instance: An operational binding of a specific typebetiveen two DSAS.

2517 operational binding management: The process of establishing, terminating or modifying an instancejof an
opergional binding. This management may be achieved viainformation exchanges defined by Directory Specificgtions,
viaefchanges defined in other Specifications, or by other means.

25.1.8 operational binding modification: The process of modifying an operational binding instance.
25.1.9 operational binding termination: The process of termirating an operational binding instance.

25.1.10 operational binding type: A particular type of .gperational binding specified for some distinct purposg, that
expresses the "agreement” of two DSAs to engage in specific types of interaction (e.g., shadowing).

25.2 Introduction

The Directory Specifications define application protocol information exchanges and associated DSA procedurgs that
defing the distributed operation of the Directory. Clauses 25 through 28 define a DSA operational framework which
modgs certain common elements in these information exchanges and procedures.

Two PSAsinteract in a cooperative manner because, in addition to their technical capacity to exchange informatign and
perfofm procedures associated-with these exchanges, each has been configured to accept certain interactions with the
other

Thesg clauses are coneerhed with the expression of a common framework for the specification of the structure pf the
elemants of the cooperation between two DSAS.

One gbjective of this framework is that it be sufficiently general to account for al of the forms of DSA cooperatjon to
be ddfined in:thi's and future editions of the Directory Specifications. The framework is used within the Dirgctory
Specificationsto define shadowing and hierarchical operational binding types.

26 Operational bindings

26.1 General

This clause is concerned with the definition of a general framework, the DSA operational framework, within which the
specification of the nature of the cooperative interactions of components of the Directory (DSAS) may be structured in
order to achieve acommonly agreed objective.

The general framework factors out common features which characterize all interactions between DSAs. By applying the
DSA operational framework to specific aspects of cooperative interaction between DSAS, the resulting specifications
will be both concise and consistent so that the overall number of mechanisms a DSA shall support will be reduced.
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The mutual understanding between two DSAs that, once established, expresses their "agreement” subsequently to
engage in some sort of interaction is termed an operational binding. Two DSASs may share as many operational binding
instances of a specific type as are required.

The DSA operationa framework provides a common approach to the definition of an operational binding type. An
operational binding type is a particular type of operational binding specified for some distinct purpose, that expresses
the "agreement” of two DSAS to engage in specific types of interaction (e.g., shadowing). This interaction alows
operations from awell-defined set to be invoked by one or the other party to the agreement.

Two particular DSAs that have reached such an "agreement" share an operational binding instance of a specific
operationa binding type. They are said to be in the cooperative state of that instance of an operational binding type.

Prior to the establishment or after the termination of an operational binding instance, two DSAs are said to be in the
non-cooper ative state.

Operlitional binding management is the process of establishing, terminating or modifying an instance of an opergtional
bindipg. This management may be achieved via information exchanges defined by Directory Specifications, via
exchanges defined in other Specifications, or by other means.

Thesg general concepts are depicted in Figure 23.

X.501_F23

Agreement V A@m Operations

C] Operational binding —» Initiation

Figure 23<="An operational binding

26.2| Application of the operational-framewor k

The gpplication of the DSA operational framework to define an operational binding type is concerned with the
following basic elements:

a) twoDSAs
b) an "agreement” of the service that one DSA will provide to another DSA;

c) aset of‘one or more operations, together with the accompanying procedures a DSA shall follow, through
which¢he service can be realized;

d) .agpecification of the DSA interactions needed to manage the agreement.

The relationship of these basic elements is expressed by an operational binding. An operational binding comprises the
set of| these basic elements that are involved to represent the abstract agreement in technical terms. It represerjts the

53).

26.21 TwoDSAs

The DSA operational framework provides a structure within which the interaction of one DSA with another and the
procedures they consequently execute may be specified.

The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operationa binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to
follow the same set of procedures. Thisistermed a symmetric operationa binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This
istermed an asymmetric operational binding.
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26.2.2 Theagreement

An "agreement" is a mutual understanding reached between the administrative authorities of two DSAs about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement” is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of the Directory Specifications.

Parameters of this "agreement" can be formalized by the recording in aDSA of an ASN.1 data type for use in a protocol
exchange in the management of the operationa binding. In this way, both DSAs reach a mutual understanding of the
service that each is providing to the other.

26.2.3 Operations

Operations are the basic medium that DSAS use to interact. A pair of DSAs will pass on one or more operations
between themselves, in order to provide the agreed-to service.

Whilgt a DSA may be technically capable of supporting a large number of operations, it may only be witliing to
coopgrate with another DSA in the processing of a small number of these operations, or in the processing af\opergtions
that oanly have particular values set for certain parameters.

The definition of an operational binding type requires the enumeration of the operations that can be'exchanged. It also
allowp restrictions to be placed on the values of parameters defined within the operations.

26.2. Management of the agreement

The firamework provides generic operations for managing an instance of an operational” binding. These operptions
provifle for the establishment, modification and termination of an operational binding.

The gpplication of the framework to the specification of a particular operational_binding type requires the initigtor of
each pf the three management operations to be specified and also requires the’ procedures to be defined for each of
establli shment, modification and termination. Whenever a management operation is applied to an operational bindjng of
the specified type, the DSA shall follow the corresponding procedure.

26.3 States of cooper ation

The deneric operational model defines two states of cooperatien, as governed by an instance of a particular opergtional
bindipg type, between two DSAs as seen by one DSA with-fespect to the other DSA and three transitions between| these
stateg Each identified instance of an operational bindingtype shared by two DSASs has its own states of coopetation.
The gates of cooperation are:

a) Non-cooperative state: A particular identified instance of an operational binding type has not| been
established or has been terminated between the two DSAs. The interaction between the two DSAS (with
respect to the identified instance of an operational binding type) is not defined. A DSA contacted by
another with whom it is‘in a non-cooperative state may, for example, refuse to engage in any interpction
at al, or it may be prepared to service the request.

b) Cooperative state:\There is an instance of an operational binding of the type in question between the two
DSAs. Their cooperative behaviour is governed by the definition of the operational binding type and its
specific parameters and associated procedures.

The fransitions between these two states of cooperation may be invoked in two ways. by standardized pretocol
intergctions or by othermeans.

The ipteractions.between two DSAS to manage an instance of an operational binding (e.g., to establish and termipate a
shadgwing agreement) are distinct from their potential interactions as governed by the binding (e.g., the interactjon to
update aUnit of replication).

The statetranstionsareas fottows:

a) The establishment transition creates an instance of an operational binding of a particular type between
two DSAS, resulting in the movement from the non-cooperative to the cooperative state.

b) The termination transition destroys an instance of an operational binding of a particular type between
two DSAS, resulting in the movement from the cooperative to the non-cooperative state.

¢) Themodification transition modifies the parameters of an instance of an operational binding between two
DSAs, resulting in the movement from the cooperative state to the cooperative state.
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These generic states and transitions are illustrated in Figure 24.

Non-cooperative

state '\
Establishment Termination
Cooperative /

state

27

27.1

Wher
shall

Modification
X.501_F24

Figure 24 — States of cooperation

Operational binding specification and management

Operational binding type specification

applying the framework to define a specific type of operational binding, the following characteristics of th
be specified:

a)

b)

0

d)

e)

Symmetry
A specification of the respective roles of the DSAs thatiare party to the operational binding.

b type

Operational bindings may be symmetric, in which case the role of one DSA is interchangeable wifth the

other and both DSAs exhibit the same external intéractions. They may also be asymmetric, in whicl
each DSA plays a distinct role and both DSAs'exhibit different external interactions. In this latter
the Directory operational framework distinguishes the two abstract roles as"ROLE-A" and "ROLE

h case
case,
B".

Each of the abstract roles "ROLE-A" and "ROLE-B" have to be associated with a concrete rolg with

defined semantics (e.g., "ROLE-A" ‘as-shadow supplier, "ROLE-B" as shadow consumer).
Agreement

A definition of the semantics.and representation of the components of the "agreement”. This inforn
parameterizes the specific instance of an operational binding between two DSAS.

Initiator

A definition which”of the two abstract roles "ROLE-A" and "ROLE-B" is allowed to initial
establishment; madification or termination of an operational binding of thistype.

Managemeént procedures

A setref\procedures that a DSA shall follow when the operational binding of this type is establ
modified or terminated.

Type identification
This identifies the type of DSA interaction that is determined by the operational binding.

hation

e the

shed,

These

identifiers are object identifier values.

f)

Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.
For each operation referenced by the operational binding type, a description of the procedures

to be

followed by a DSA if the operation isinvoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes OPERATIONAL-
BINDING, OP-BINDING-COOP and OP-BIND-ROLE defined in this clause.
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27.2 Operational binding management

In general, the management of an operational binding requires initially the establishment of an operational binding
instance. This may optionally be followed by one or more modifications to some or all of the parameters of the initial
agreement, and finally may involve the termination of the operational binding instance. The precise details of how an
instance may be managed are defined during the definition of the operational binding type. This type definition requires
the specification of:

a) theinitiator of each of the management operations (this can be either, both, or neither of the two DSAS);
b) the parametersfor each of the management operations; and
¢) the proceduresthat each DSA shall follow for each of the management operations.

During the establlshment of an operatlonal binding mstance an operatlonal binding mstance |dent|f|er (bindi ng |d) is

binding, will form a unlque |dent|f|er for the binding mstance All management operations subsequent_to the
establlishment of the operational binding instance will use the binding id to identify which operational binding’ingtance
is beiphg modified or terminated.

The ijnitiator of the establish operation aways transfers the parameters of the "agreement” to the<second DSA. In
additijon, the initiator may also transfer some establishment parameters which are specific to itsirele in the opergtiona
bindifpg. If the responding DSA iswilling to enter into the operational binding, it may return.in-the result establishment
paranpeters which are specific to its role. If the responding DSA is unwilling to enter into.the operational bind[ng, it
shall feturn an error, which may optionally contain an agreement with a revised set of\parameters. This is depidted in
Figurg 25 in the case where Role A and in Figure 26 in the case where Role B is the initiator of the establish operaion.

Result (p, , )

Establish (a, py ,%)

Error (a")

X.501_F25

a Agreement
b Establishment parameter

Figure25 — DSA with Role A initiating establishment

Result (pB ~>A)

Establish (a, p, , )

EITora J X.501_F26

a Agreement
b Establishment parameter

Figure 26 — DSA with Role B initiating establishment

27.3 Operational binding specification templates

For the definition of a specific type of operational binding, the following three ASN.1 information object classes may
be used as templates. They alow those parts of the operational binding type that can be formalized to be specified by
the use of ASN.1. Other aspects of the operational binding type, such as the procedures a DSA has to follow when an
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operational binding is established or terminated, have to be specified by some other means (this can be done in a
manner similar to the informal description of the DSA procedures during the name resolution process described in
ITU-T Rec. X.518 | ISO/IEC 9594-4).

27.3.1 Operational binding information object class

OPERATIONAL-BINDING ::= CLASS {

&Agreement,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC
[ ROLE-A &roleA ]
[ ROLE-B &roleB ]
ID &id }
The QPERATIONAL-BINDING information object class serves as a specification template for an operational binding
type. |A variable notation is defined for this class to simplify its use as a template. Thedcorrespondence betwegn the
definition of an operational binding type and the fields of the variable notation is as follows:

a) The ASN.1 type of the agreement parameter that is used for this.type of operational binding ils that
referenced by the AGREEMENT field.

b) The application contexts and the operations of these applieation-contexts that are employed withjn the
cooperation phase of an operational binding instance of the'defined type are those enumerated follpwing
the APPLICATION-CONTEXTS field. All operations of_a listed application-context are selected unless
the optional APPLIES TO field is present and followed by a list of references to operations thet are
selected from the application context. This listd's an object class set composed of instances ¢f the
OPERATION information object class.

¢) The class of the operational binding is defified by the SYMMETRIC or ASYMMETRIC fields. In the case
of a symmetric operational binding, the te&rm SYMMETRIC is followed by a single information objfect of
class OP-BIND-ROLE that is valid forboth roles of the operational binding. In the case of an asymimnetric
operational binding, the term ASYMMETRIC is followed by two information objects of class OP-BIND-
ROLE, one referenced by the subfield ROLE-A and the other by ROLE-B.

d) The object identifier value that serves to identify this type of operational binding is defined by the ID
field.

27.3.2 Operational binding cooperation information object class
OP-B|NDING-COOP ::= CLASS {
&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
WITH SYNTAX {
&applContext
[ APPLIES)TO &Operations ] }
The DP-BINBING-COOP information object class serves as a specification template for the identification ¢f the
operatlons of a named appllcanon context, some aspect of WhICh is determi ned by the operat|onal bi nd| ng. An ingtance

tion is

defined for thls class to S|mpI|fy its use as a template. The correspondence between the deflnltlon of an operatlonal
binding type and the fields of the variable notation is as follows:

a) TheapplContext field identifies an application context, some or all of whose operations are in some way

determined by an operational binding.
b) The APPLIES TO field, if present, identifies the particular operations to which the operational bi

nding

applies. If the field is absent, the operational binding applies to all the operations of the

application-context.
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3 Operational binding role information object class

OP-BIND-ROLE ::= CLASS {

&establish BOOLEAN DEFAULT FALSE,
&EstablishParam OPTIONAL,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }
WITH SYNTAX {
[ ESTABLISHMENT-INITIATOR &establish ]
[ ESTABLISHMENT-PARAMETER &EstablishParam ]
[ MODIFICATION-INITIATOR &modify ]
[ MODIFICATION-PARAMETER &ModifyParam ]
[ TERMINATION-INITIATOR &terminate |
[ TERMINATION-PARAMETER &TerminateParam ] }

The QP-BIND-ROLE information object class serves as a specification template for roles of an operational binding type.
An instance of this class is meaningful only within the context of a particular operational binding type. A vdriable
notatijon is defined for this class to simplify its use as a template. The correspondence between-the definition|of an

opergiona binding role and the fields of the variable notation is as follows:

28

This
vario

The gpecification of these operationstnakes use of the definitions provided for a certain type of operational bindi
appli¢ation of the OPERATIONAL-BINDING information object class template.

a) The ESTABLISHMENT INITIATOR field indicates whether the DSA assuming the defined rolé may
initiate the establishment of an operational binding of a particular type.

b) The ESTABLISHMENT PARAMETER field defines the ASN.1 type exchanged by a DSA assuminfg the
defined role when an instance of the operational binding type is established.

¢) The MODIFICATION INITIATOR field indicates whether the DSA~assuming the defined role may ipitiate
the modification of an operational binding of a particular type,

d) The MODIFICATION PARAMETER field defines the ASN1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding.type is modified.

€) The TERMINATION INITIATOR field indicates whether the DSA assuming the defined rolg may
terminate the establishment of an operational binding of a particular type.

f) The TERMINATION PARAMETER field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is terminated.

Operationsfor operational binding management

s types. These operations are generic in the way that they can be used to manage operational bindings of any type.

Clause defines a set of operations that’can be used to establish, modify and terminate operational bindi ;{vgs of
ng by

NOTE — By using this facility,)arbitrary types of operational bindings may be managed. These operations (together w(th the

m

28.1

ciated application-context) provide a means of extensibility concerning DSA interactions. New types of operational bipdings
be defined in the future which extend the functionality that is provided between DSAs.

Application-context definition

The st of operations for managing operational binding instances can be used for the definition of an application-cpntext

in thg follewing two ways:

1) An application-context may be constructed containing only the operations for operationa binding
management. An application-context for generic operational binding management is defined in
ITU-T Rec. X.519 | ISO/IEC 9594-5.

The operations that may be exchanged during the cooperative phase of the operational binding form one
or more separate application-contexts.

2) The set of operations can be imported into the module used to define a specific application-context. The
operational binding management operations can then be used together with the operations of the
cooperative phase within a single application-context.

NOTE — The first approach is useful in the case where a specialized component of a DSA wants to use an association solely for
managing the set of operational bindings of that DSA, and it is not prepared to accept any of the operations defined for the co-
operative phase (e.g., Update Shadow).
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28.2 Establish Operational Binding operation

The Establish Operational Binding operation allows establishment of an operational binding instance of a predefined
type, between two DSAs. This is achieved through the transfer of the establishment parameters and the terms of
agreement which were defined in the definition of the operational binding type. The arguments of the operation may be
signed (see 17.3) by the requestor. If so requested, the responder may sign the results.

In the case of a symmetrical operational binding, either of the two DSAs may take the initiative to establish an
operational binding instance of the predefined type.

In the case of an asymmetrical operational binding, either the DSA assuming "ROLE-A" or "ROLE-B" establishes the
operational binding, depending on the specific definition of the operational binding type.

establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult

ERRORS {operationalBindingError | securityError}

CODE id-op-establishOperationalBinding }
EstaljlishOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingID [1] OperationalBindingID OPTIONAL,

accessPoint [2] AccessPoint,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both &EstablishParam
({OpBindingSetl{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&raleA.&EstablishParam
({OpBindingSetH{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING:&Agreement
({OpBindingSetH{@bindingType}),
valid [7] Validity DEFAULT { }
securityParameters [8] SecurityParameters OPTIONAL } }

OpBipdingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OpergtionalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

The qgomponent bindingType states Which type of operational binding is to be established. Operationa binding|types
are defined by the use of the ©PERATIONAL-BINDING information object class template which assigns an pbject
identiffier value to the operational binding type. The bindingType is taken from the ID field of one of the instanceg of an
opergional  binding_C-type referenced by  OpBindingSet. This set is a parameter| of
EstaljlishOperationalBindingArgument, a parameterized type.

The ipitiating DSA’"may assign an identification to the operational binding instance via the bindingID component. If
bindipgID is absent within the operation argument, the responding DSA shall assign an ID to the operational bijnding
instarjce and>teturn it in the bindinglD component of the establishOperationalBindingResult. In either case, [when

establlishing 'an operational binding, both the identifier and version components of the OperationalBindingID |value
shall ' i ing the assignment

The component accessPoint specifies the access point of the initiator for subsequent interactions.

The role that the DSA issuing the Establish Operational Binding operation assumes is indicated by the CHOICE type
with the options symmetric, roleA-initiates, and roleB-initiates. The CHOICE option governs the particular
establishment parameters employed by the initiating and responding DSAs. The semantics of the roles are defined as
part of the definition of the operational binding type. The ASN.1 type of the CHOICE is determined by the
ESTABLISHMENT PARAMETER of the initiator's OP-BIND-ROLE information object class template. The CHOICE
typeis omitted if establishment of the operational binding type requires no establishment parameter from the initiator.
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The component agreement contains the terms of agreement governing the operational binding instance. Its actual
content depends on the type of operational binding to be established. The ASN.1 type for this parameter is defined by
the AGREEMENT field of the OPERATIONAL-BINDING information object class template of the operational binding

type.

The duration that the operational binding instance shall exist is defined in valid. The starting time of the existence of the
operational binding instance is specified in validFrom and the time that the operational binding instance is terminated is
givenin validUntil.

Validity ::= SEQUENCE {
validFrom  [0] CHOICE {

now [0] NULL,
time [1] Time } DEFAULT now : NULL,
validintil [1] ("I—Iﬂl("I:{
explicitTermination [O] NULL,
time [1] Time } DEFAULT explicitTermination : NULL }

Time|::= CHOICE {
utcTime UTCTime,
generalizedTime  GeneralizedTime }

Before a value of Time isused in any comparison operation and if the syntax of Time has been-chosen as the UTQTime
type, the value of the two-digit year field shall be rationalized into a four-digit year value asfollows:
—  If the 2-digit value is 00 through 49 inclusive, the value shall have 2000-added to it.
—  If the 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.
The yse of GeneralizedTime may prevent interworking with implementationsunaware of the possibility of chgosing
either) UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in which this Dirgctory

Specification will be used, e.g., profiling groups, as to when the GengralizedTime may be used. In no casq shall
UTCTlime be used for representing dates beyond 2049.

If the| Establish Operational Binding operation succeeds, the following result is returned and, may be signed (seg17.3)
by thé¢ responder.

EstaljlishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINBING.&id ({OpBindingSet}),
bindingID [1] OperationalBinding!D OPTIONAL,
accessPoint [2] AccessPoint,

-- symmetric, Role Areplies, or Role B replies:
initiator CHOICE {

symmetric [3] ORERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }

The HindingType comiponent is contained within the result to indicate the type of operational binding for use within the
CHOICE element. ltsvalue is the same as that provided by the establishment initiator and is taken from the ID figld of
one ¢f the instanCes of an operational binding type referenced by OpBindingSet. This set is a paramefer of
EstaljlishOperationalBindingResult, a parameterized type.

The ipentification of the established operational binding instance may be returned in bindingID. It shall be uged to
identifythis operational binding instance in any subsequent Modify or Terminate Operational Binding operatiop, and
may be used in any other operation that is executed within the cooperative phase of the established operational binding
instance.

The component accessPoint specifies the access point of the responder for subsequent interactions.

The initiating DSA may assign an identification to the operational binding instance via the bindinglD component. |f
bindingID is absent within the operation argument, the responding DSA shall assign an ID to the operational binding
instance and return it in the bindinglD component of the establishOperationalBindingResult.

Therole that the DSA replying to the Establish Operational Binding operation assumesis indicated by the CHOICE type
with the options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined as part of the
definition of the operational binding type. The ASN.1 type of the CHOICE is determined by the ESTABLISHMENT
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PARAMETER of the responder's OP-BIND-ROLE information object class template. The CHOICE type is omitted if
establishment of the operational binding type requires no establishment parameter from the responder.

28.3 Modify Operational Binding operation

The Modify Operational Binding operation is used to modify an established operational binding. The right to modify is
indicated by the MODIFICATION INITIATOR field(s) within the definition of the operationa binding type using the
OP-BIND-ROLE and OPERATIONAL-BINDING information object class templates.

The components of an operational binding that can be modified are the content of the agreement for the operational
binding and its period of validity. Further, a modification parameter can be specified by the initiating role. The
arguments of the operation may be signed (see 17.3) by the requestor. If so requested, the responder may sign the result.

modifyOperationalBinding OPERATION .= {

ARGUMENT ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult

ERRORS { operationalBindingError | securityError }

CODE id-op-modifyOperationalBinding }
ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingID [1] OperationalBindingID,

accessPoint [2] AccessPoint OPTIONAL,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both:&ModifyParam
({OpBindingSet{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet{@hindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
newAgreement [7] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{ @bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,
securityParameters [9] SecurityParameéters OPTIONAL } }

The gomponent bindingType states which type of coperational binding is to be modified. The bindingType is|taken
fromthe ID field of one of the instances of an operational binding type referenced by OpBindingSet. This sgt is a
paraneter of ModifyOperationalBindingArgutent, a parameterized type.

The iglentification of the operational bindinginstance to be modified is given by bindingID. The revised identifier jof the
opergional binding instance is given by\newBindingID. The version component of newBindingID shall be greater than
that of bindinglID.

The ¢ptional component accessPoint is present if the initiator's access point for subsequent interactions is|to be

The rple that the DSA jissliing the Modify Operational Binding operation assumes is indicated by the CHOICE typg with
the options symmetpicy roleA-initiates and roleB-initiates. The semantics of the roles are defined as part ¢f the
ini TION

mformatlon object class template of the operatlonal bi ndmg type. If newAgreement is not pr&eent the parameters of
the agreement are not changed by the operation.

The optional valid component may be used to indicate arevised period of validity for the altered agreement. If the valid
component is absent, the validFrom component is presumed to have the value now and the validUntil component is
assumed to be unchanged. If the validFrom component is present and refers to an instant of time in the future, the
current agreement remains in effect until that time.

If the Modify Operational Binding operation succeeds, the following result is returned and, may be signed (see 17.3) by
the responder:

ModifyOperationalBindingResult ::= CHOICE {
null [O] NULL,
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protected [1]  OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@.bindingType}),
valid Validity OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }
It is not possible for the responding DSA to return the modification parameter defined for its role to the modification
initiator.
284 Terminate Oper ational Binding oper ation

instarjce. The right to request termination is indicated by theTERMINATION INITIATOR field(s) within the definitjon of
the gperational binding type using the OP-BIND-ROLE and OPERATIONAL-BINDING information ebjéect| class
templiates. The arguments of the operation may be signed (see 17.3) by the requestor. If so requested, the respondegr may
sign the result.
termihateOperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument
RESULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }
Term|nateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ {SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [2] OPERATIONAL-BINBING.&both.&TerminateParam
({OpBindingSet}{@bindingType}),
roleA-initiates [3] OPERATIONAIZBINDING.&roleA.&TerminateParam
({OpBindingSetH{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
terminateAt [5] Time OPTIONAL,
securityParameters [6] SecurityParameters OPTIONAL } }

The ¢
from

Thei
presey

Ther|
with

definition of the operational binding type. The ASN.1 type of the CHOICE is determined by the TERMINA
METER of thelnitiator's OP-BIND-ROLE information object class template. The CHOICE type is omifted if

PAR/
termi

If the
If the]

omponent bindingType states which type of operational binding is to be terminated. The bindingType is

Hentification of the operational-hinding instance to be terminated is given by bindinglID. The version comy
Nt in the bindingID isignored.

he options symmetri¢;roleA-initiates and roleB-initiates. The semantics of the roles are defined as part

nation of the operational binding type requires no termination parameter from the initiator.
operational "binding is not to be terminated immediately, a delayed termination time can defined in terminate

Terminate Operational Binding operation succeeds, the following result is returned and, may be signed (se€

Dle that the DSA issuing.the Terminate Operational Binding operation assumes is indicated by the CHOICE

taken

the ID field of one of the instances of ;an operational binding type referenced by OpBindingSet. This sgt is a
paraneter of TerminateOperationalBindingArgument, a parameterized type.

onent

type
of the
TION

At.
17.3)

by théresponder:

TerminateOperationalBindingResult ::= CHOICE {

null [O] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }
It is not possible for the responding DSA to return the termination parameter defined for its role to the termination
initiator.
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28.5 Operational Binding Error

An Operational Binding Error reports a problem related to the usage of operations for management of operational
bindings. The parameter of the error may be signed (see 17.3) by the responder.

operationalBindingError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED-SEQ { OpBindingErrorParam }
CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidID (0),
duplicatelD ),
unsupportedBindingType (2),
notAllowedForRole 3),
parametersMissing (4),
roleAssignment 5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),
currentlyNotDecidable 9),
modificationNotAllowed (10) },
bindingType [1] OPERATIONAL-BINDING.&id ({OpBindingSet})(OPTIONAL,
agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) ORTIONAL,
retry At [3] Time OPTIONAL,
COMPONENTS OF CommonResultsSeq }
The values of problem have the following meanings:

a) invalidiD: The operationa binding ID given in the request.is not known by the receiving DSA of isin
the wrong state for the requested operation.

b) duplicatelD: The operational binding ID given in-the establishment request aready exists @ the
responder. This may be caused by a prior attemptdo establish an operational binding instance when the
result was lost and initiator has repeated the establishment request.

¢) unsupportedBindingType: The requested;operational binding type is not supported by the DSA.

d) notAllowedForRole: A management.operation on the operationa binding instance has been reqnljested
which is not allowed for the role\that the requestor plays (e.g., a Terminate Operational Binding
operation has been issued by a DSA that takes a role which is not allowed to initiate the terminat{on of
the operational binding instance):

€) parametersMissing: Any required establishment or termination parameters that are defined for the type
of operational binding-are missing.

f)  roleAssignment: TheTrequested role assignment for an asymmetric operational binding instance hps not
been accepted.

g) invalidStartTime: The specified starting time for the operational binding instance has not been accepted.

h) invalidEndTime: The specified termination time for the operational binding instance has not| been
accepted.

i) iavalidAgreement: The terms of agreement for the requested operational binding instance have nof been
accepted. The terms of agreement that would be accepted by the responding DSA can be retured in
agreementProposal.

i) currentlyNotDecidable: The DSA is not able to decide on-line about the establishment or modifigation
of the requested operational binding instance. A time when the request should be repeated can be given
inretryAt.

k) modificationNotAllowed: The Modify Operational Binding operation is rejected since modification is

not permitted for this binding instance.

The bindingType component shall be the same as that transmitted by the invoker of the failed operational binding
management operation.

The agreementProposal component shall only be used in response to an EstablishOperationalBinding request to
propose arevised set of agreement parameters as described in 28.2.

The retryAt component shall be used only in conjunction with the problem value currentlyNotDecidable to indicate a
time when the EstablishOperationalBinding or ModifyOperationalBinding request should be retried.
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The CommonResultsSeq component (see 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3) includes SecurityParameters.
The SecurityParameters component (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3) shall be included in the
CommonResultsSeq if the parameter of the error isto be signed by the responder.

28.6

Operational Binding Management Bind and Unbind

The DSA Operational Binding Management Bind and DSA Operational Binding Management UnBind operations,
defined in 28.6.1 and 28.6.2, are used by a DSA at the beginning and end of a particular period of operationa binding
management activity.

Protection for the dSAOperationalBindingManagementBind and dSAOperationalBindingManagementUnbind shall
be equivalent to the protection applied to the DSABind and DSAUnbind operations.

28.6.T

DA Uperational binding ivianagement sind

A DSA Operational Binding Management Bind operation is used to begin a period of operational binding management.

dSAd

The pomponents of the dSAOperationalManagementBind are identical to their counterparfs,in director
(see I[TU-T Rec. X.511 | ISO/IEC 9594-3) with the following differences.

28.6.1.1 Initiator Credentials

The

be sent to the responding DSA. The AE-title shall be in the form of a Directory Distinguished Name.

28.6.]

The
sent t

28.6.2

The
7.6.4
1SO/I

perationalBindingManagementBind OPERATION ::= directoryBind

redentials of the DirectoryBindArgument allows information identifying the(AE-Title of the initiating D

.2 Responder Credentials

redentials of the DirectoryBindResult allows information identifying the AE-Title of the responding DSA|
D the initiating DSA. The AE-title shall bein the form of a Distingtished Name.

DSA Operational Binding Management Unbind

and 7.6.5 of ITU-T Rec. X.519 | ISO/IEC 9594-5 and:for the TCP/IP environment in 9.2.2 of ITU-T Rec. X
FC 9594-5.

Bind

SA to

to be

nbinding at the end a period of providing operational binding management is for the OSI environment specified in

519 |
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Annex A

Object identifier usage
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which all
non-leaf nodes in the subtree are assigned names.

UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

DEFINITIONS ::=
BEGI
-- EXRORTSAII --
-- Theltypes and val ues defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access
-- Dirgctory services. Other applications may use them for their own purposes, but thiswill not constrain
-- extgnsions and modifications needed to maintain or improve the Directory service.
ID = OBJECT IDENTIFIER
ds ID = {joint-iso-itu-t ds(5)}
-- catggories of information object --
modyle ID = {ds 1}
servi¢eElement ID = {ds 2}
appligationContext ID = {ds 3}
attributeType ID = {ds 4}
attribpteSyntax ID = {ds'5}
objeqtClass ID = {ds 6}
-- attrlbuteSet ID = {ds 7}
algor|thm ID = {ds 8}
abstrpctSyntax ID & {ds 9}
j ID = {ds 10}
1D = {ds11}
ID = {ds 12}
ID = {ds 13}
ID = {ds 14}
ID = {ds 15}
ID = {ds 16}
ID = {ds 17}
ID = {ds 18}
ID = {ds 19}
ID = {ds 20}
ID = {ds 21}
ID = {ds 23}
ID = {ds 24}
1D = {ds 25}
1D = {ds 26}
-- package ID = {ds 27}
accegsControlSchemes ID = {ds 28}
certif|cateExtension ID = {ds 29}
managenrertobject 115 = {os—S6F
attributeValueContext ID = {ds 31}
-- securityExchange ID = {ds 32}
idmProtocol ID = {ds 33}
problem ID = {ds 34}
notification ID = {ds 35}
matchingRestriction ID = {ds 36} -- None are currently defined by this
-- specification
controlAttributeType ID = {ds 37}
keyPurposes ID = {ds 38}
-- modules --
usefulDefinitions ID = {module usefulDefinitions(0) 6}
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informationFramework ID = {module informationFramework(1) 6}
directoryAbstractService ID = {module directoryAbstractService(2) 6}
distributedOperations ID = {module distributedOperations(3) 6}

-- protocol Objectldentifiers ID = {module protocol Objectidentifiers(4) 6}
selectedAttributeTypes ID = {module selectedAttributeTypes(5) 6}
selectedObjectClasses ID = {module selectedObjectClasses(6) 6}
authenticationFramework ID = {module authenticationFramework(7) 6}
algorithmObijectldentifiers ID = {module algorithmObjectldentifiers(8) 6}
directoryObjectldentifiers ID = {module directoryObjectldentifiers(9) 6}

-- upperBounds ID = {module upperBounds(10) 6}

-- dap ID n= {module dap(11) 6}

-- dsp ID = {module dsp(12) 6}

distributedDirectoryOIDs ID = {module distributedDirectoryOIDs(13) 6}
directoryShadowOIDs ID n= {module directoryShadowOIDs(14) 6}
direcforyShadowAbstractService 1D = {module directoryShadowADbstractService(15) 6}

- di ID n= {module disp(16) 6}

-- dop| ID = {module dop(17) 6}

opBipdingManagement ID = {module opBindingManagement(18) 6}
opBinpdingOIDs ID = {module opBindingOIDs(19) 6}
hierafchicalOperationalBindings ID = {module hierarchicalOperationalBindings(20) 6}
dsaOperational AttributeTypes ID = {module dsaOperational Attributelypes(22) 6}
schemaAdministration ID = {module schemaAdministration(23) 6}
basicAccessControl ID = {module basicAccessContfol(24) 6}
direcjoryOperationalBindingTypes ID = {module directoryOperatignalBindingTypes(25)
certiflcateExtensions ID = {module certificateExtensions(26) 6}
direcforyManagement ID = {module directoryManagement(27) 6}
enhancedSecurity ID = {module enhancedSecurity (28) 6}

-- dirgctorySecurityExchanges ID = {module directorySecurityExchanges (29) 6}
iDMPfotocolSpecification ID = {module iDMProtocolSpecification(30) 6}
direcforyIDMProtocols ID = {module directoryIDMProtocols(31) 6}
attributeCertificateDefinitions ID = {moduléattributeCertificateDefinitions(32) 6}
servigeAdministration ID n= {module serviceAdministration(33) 6}

-- the following definition is for a module that holds externally defined schemma el ements not defined

-- usir|g formal ASN.1 notation

exterpalDefinitions ID = {module externalDefinitions(34) 6}
commonProtocolSpecification ID = {module commonProtocolSpecification (35) 6}
oSIPijotocolSpecification ID = {module oSIProtocolSpecification (36) 6}
direcforyOSIProtocols ID = {module directoryOSIProtocols (37) 6}
- Wna)nyrrs -

id-oc ID = objectClass

id-at ID = attributeType

id-as ID = abstractSyntax

id-mr ID = matchingRule

id-nf ID = nameForm

id-sc ID = subentry

id-oa ID = operationalAttributeType

id-ob ID = operationalBinding

id-dop ID = dsaOperational Attribute

id-kmr ID = knowledgeMatchingRule

id-sof ID = schemaObjectClass

id-sop ID = schemaOperational Attribute

id-ar ID = administrativeRoles

id-aca ID = accessControlAttribute

id-ac ID = applicationContext

-- id-rosonfect D = TOSODJect

-- id-contract ID = contract

-- id-package ID = package

id-acScheme ID = accessControlSchemes

id-ce ID = certificateExtension

id-mgt ID = managementObject

id-avc ID = attributeValueContext

--id-se ID = securityExchange

id-idm ID = idmProtocol

id-pr ID = problem

id-not ID = notification

id-mre ID = matchingRestriction

id-cat ID = controlAttributeType

id-kp ID = keyPurposes
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obsolete module identifiers --

useful Definition ID n= {module 0}
informationFramework ID = {module 1}
directoryAbstractService ID n= {module 2}
distributedOperations ID = {module 3}
protocol Objectldentifiers ID = {module 4}
selectedAttributeTypes ID = {module 5}
selectedObjectClasses ID = {module 6}
authenticationFramework ID = {module 7}
algorithmObjectidentifiers ID = {module 8}
directoryObjectldentifiers ID = {module 9}
upperBounds ID = {module 10}
dap D = {moduTe 11}
dsp ID = {module 12}
distributedDirectoryObjectldentifiers ID = {module 13}

directoryShadowOIDs 1D = {module 14}
directoryShadowAbstractService ID = {module 15}
disp 1D = {module 16}
dop ID n= {module 17}
opBindingManagement ID = {module 18}

opBindingOIDs ID n= {module 19}
hierarchical Operational Bindings ID = {module 20}
dsaOperational AttributeTypes ID = {module 22}
schemaAdministration ID = {module 23}
basicAccessControl ID = {module 24}
operational BindingOIDs ID = {module 25}
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Annex B

Information Framework in ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of al the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 6}
DEFINITIONS ::=
BEGIN

-- EXRORTSAII --

-- Theltypes and val ues defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access
-- Dirgctory services. Other applications may use them for their own purposes, but this will not constrain
-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS

-- frop ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, id-ar, id-at, id-mr, id-nf, id-0a, id-oc, id-sc,
selectedAttributeTypes, serviceAdministration

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDgfinitions(0) 6}

SearchRule
FROM ServiceAdministration serviceAdministration

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3

TypeAndContextAssertion
FROM DirectoryAbstractService directoryAhstractService

-- fro ITU-T Rec. X.520 | ISO/IEC 9594-6

booleanMatch, commonName, generalizedTimeMatch,

generalizedTimeOrderingMatch, integerfFirstComponentMatch, integerMatch,

integerOrderingMatch, objectldentifierFirstComponentMatch, UnboundedDirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes ;

-- attr{bute data types --

Attriqute {ATTRIBUTE:SupppertedAttributes} ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
values SET SIZE (0..MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),
valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {

value ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),

contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

AttriquteType~*= ATTRIBUTE.&id

AttriguteValue ::= ATTRIBUTE.&Type

Context ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }
AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes{@type}),
assertedContexts CHOICE {
allContexts [0] NULL,

selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContextAssertion ::= SEQUENCE {
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contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF
CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

AttributeTypeAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set isrequired to
-- specify a table constraint on the values component of Attribute, the value component
-- of AttributeTypeAndValue, and the assertion component of AttributeVal ueAssertion.

SupportedAttributes ATTRIBUTE ::= { objectClass | aliasedEntryName, ... }

-- profiles or to protocol implementation conformance statements. The set isrequired to

-- DeJnltl on of the following Information object set 1s deferred, perhaps to standar dized
ify a table constraint on the context specifications

- 5p

SuppprtedContexts CONTEXT ::= {...}

-- nanjing data types --

Namg ::= CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }
RDN$equence ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

Relat|veDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttriquteTypeAndDistinguishedValue ::= SEQUENCE {

-- subfree data types --

SubtreeSpecification ::= SEQUENCE {

base [0] LocalName DEFAULT { },
COMPONENTS OF ChepSpecification,
specificationFilter [4] Refinement OPTIONAL }
-- empty sequence specifies whole administrative area

LocalName ::= RDNSequence

ChopfSpecification ;:= 'SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SuppartedAttributes}{ @type}),

primaryDistinguished BOOLEAN DEFAULT TRUYE,

valuesWithContext SET SIZE (1..MAX) OF. SEQUENCE {
distingAttrvalue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTIONA
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {
cheopBefore [0] LocalName,
chopAfter [1] LocalName } OPTIONAL,
minimtm [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }
BaseDistance .= INTEGER (U..MAX)

Refinement ::= CHOICE {

item [0] OBJECT-CLASS.&id,

and [1] SET SIZE (1..MAX) OF Refinement,
or [2] SET SIZE (1..MAX) OF Refinement,
not [3] Refinement }

-- OBJECT-CLASS information object class specification --

OBJECT-CLASS n= CLASS{
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,
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&MandatoryAttributes
&OptionalAttributes
&id

ATTRIBUTE OPTIONAL,
ATTRIBUTE OPTIONAL,
OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
[ SUBCLASS OF &Superclasses |
[ KIND &kind ]
[ MUST CONTAIN &MandatoryAttributes ]
[ MAY CONTAIN &OptionalAttributes ]
ID &id }
ObjectClassKind ::= ENUMERATED {
abstract 0),
structural (1),
auxiliary 2)}
-- objgct classes --
top OBJECT-CLASS ::= {
KIND abstract
MUST CONTAIN  { objectClass }
ID id-oc-top }
alias |[OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUST CONTAIN  { aliasedEntryName }
ID id-oc-alias }
parerjt OBJECT-CLASS ::=
KIND abstract
ID id-oc-parent }
child| OBJECT-CLASS ::= {
KIND auxiliary
ID id-oc-child }

-- ATTRIBUTE information object class specification --

ATTH

WITH

IBUTE ::= CLASS {
&derivation
&Type

&equality-match
&ordering-match
&substrings-match
&single-valued
&collective
&dummy

&no-user-modification
&usage

&id

SYNTAX.$

[ SUBTYPE OF

[ WATH SYNTAX

-- operational extensiens --

ATTRIBUTE OPTIONAL,

QPTIONAL, -- either &Type or &derivation required --
MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,

BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,
AttributeUsage DEFAULT userApplications,
OBJECT IDENTIFIER UNIQUE }

&derivation ]
&Type]

FEQUALITY MATCHING RULE

&equality-match ]

| ORDERING MATCHING RULE
[ SUBSTRINGS MATCHING RULE
[ SINGLE VALUE

ordering-matcn ]
&substrings-match ]
&single-valued ]

[ COLLECTIVE &collective ]
[ DUMMY &dummy |
[ NO USER MODIFICATION &no-user-modification ]
[ USAGE &usage |
ID &id }
AttributeUsage ::= ENUMERATED {
userApplications 0),
directoryOperation ),
distributedOperation (2),
dSAOperation 3)}
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-- attributes --

objectClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectldentifierMatch

ID id-at-objectClass }
aliasedEntryName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

ID id-at-aliasedEntryName }

- MA

MAT(

WITH

-- mat|

objeq

distin

'CHING-RULE information object class specification --

CHING-RULE ::= CLASS {

&ParentMatchingRules MATCHING-RULE OPTIONAL,
&AssertionType OPTIONAL,
&uniqueMatchlindicator ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
SYNTAX {

[ PARENT &ParentMatchingRules ]

[ SYNTAX &AssertionType ]

[ UNIQUE-MATCH-INDICATOR  &uniqueMatchindicator ]

ID &id }
ching rules --

tidentifierMatch MATCHING-RULE ::= {

SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

guishedNameMatch MATCHING-RULE ::= {
SYNTAX DistinguishedName
ID id-mr-distinguishedNameMateh }

MAPPING-BASED-MATCHING

CLAS

WITH

{ SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=

S {

&selectBy SetlectedBy OPTIONAL,
&ApplicableTo ATTRIBUTE,

&subtypesincluded BOOLEAN DEFAULT TRUE,
&combinable BOQLEAN (combinable),
&mappingResults MappingResult OPTIONAL,
&userControl BOOLEAN DEFAULT FALSE,
&exclusive BOOLEAN DEFAULT TRUE,
&matching-fufe MATCHING-RULE.&id (matchingRule),
&id OBJECT IDENTIFIER UNIQUE }
SYNTAX M

[ SELECT BY &selectBy ]

APPLICABLE TO &ApplicableTo

[FSUBTYPES INCLUDED &subtypesincluded ]

CONMBINABLE gcombinaple

[ MAPPING RESULTS &mappingResults ]

[ USER CONTROL &userControl ]

[ EXCLUSIVE &exclusive ]

MATCHING RULE &matching-rule

ID &id }

-- NAME-FORM information object class specification --

NAME-FORM ::= CLASS {

&namedObjectClass OBJECT-CLASS,
&MandatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,
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&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes

[ AND OPTIONALLY &OptionalAttributes ]

ID &id }

-- STRUCTURE-RULE class and DIT structure rule data types --

DITStructureRule ::= SEQUENCE {

ruleldentifier Ruleldentifier ,
-- shall be unique within the scope of the subschema

nameForm NAME-FORM.&id,

superiorStructureRules  SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL }
Rulelpentifier ::= INTEGER
STRYCTURE-RULE ::= CLASS{

&nameForm NAME-FORM,

&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,

&id Ruleldentifier }
WITH SYNTAX {

NAME FORM &nameForm

[ SUPERIOR RULES &SuperiorStructureRules |

ID &id }

-- DIT| content rule data type and CONTENT-RULE class

DITCpntentRule ::= SEQUENCE {

structuralObjectClass OBJECT-CLASS.&id,
auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF’ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX)<OF ATTRIBUTE.&id OPTIONAL }
CONTENT-RULE ::= CLASS{
&structuralClass OBJECT-CLASS.&id UNIQUE,
&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }
WITH SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]
[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ]}
CONTEXT ::= CLASS {
&Type,
&Default\Valte OPTIONAL,
&Assertion OPTIONAL,
&absentMatch BOOLEAN DEFAULT TRUE,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX &Type
[ DEFAULT-VALUE &DefaultValue ]
[ ASSERTED AS &Assertion ]
[ ABSENT-MATCH &absentMatch ]
ID &id }
DITContextUse ::= SEQUENCE {
attributeType ATTRIBUTE.&id,
mandatoryContexts [1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }
DIT-CONTEXT-USE-RULE ::= CLASS {
&attributeType ATTRIBUTE.&id UNIQUE,
&Mandatory CONTEXT OPTIONAL,
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CONTEXT OPTIONAL }
&attributeType

&Mandatory ]

&Optional ] }

&anchor ATTRIBUTE.&id UNIQUE,
&Friends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }
-- system schema information objects --
- objelct classes --
subeptry OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND structural

sube

subtr

admi

creat

modi

MUST CONTAIN

histrativeRole ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

bTimestamp ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

yTimestamp ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION

{ commonName | subtreeSpecification }

ID id-sc-subentry }
htryNameForm NAME-FORM ::=

NAMES subentry

WITH ATTRIBUTES { commonName }

ID id-nf-subentryNameForm }
peSpecification ATTRIBUTE ::= {

WITH SYNTAX SubtreeSpecification

USAGE directoryOperation

ID id-oa-subtreeSpecification }

OBJECT-CL¥ASS.&id
objectldentifierMatch
directofyOperation
id-oa=administrativeRole }

GeneralizedTime

-- asper 46.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-createTimestamp }

GeneralizedTime

-- asper 46.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

USAGE
ID

directoryoperation
id-oa-modifyTimestamp }

subschemaTimestamp ATTRIBUTE ::= {

WITH SYNTAX

GeneralizedTime

- asper 46.3 b) or ¢) of ITU-T Rec. X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

creatorsName ATTRIBUTE ::= {

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaTimestamp }
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WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

modifiersName ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-creatorsName }

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-modifiersName }

subs

acceqy

colle

contg

servi

hasS

chemaSubentryList ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

bordinates ATTRIBUTE ::={
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION

sControlSubentryList ATTRIBUTE ::= {

tiveAttributeSubentryList ATTRIBUTE ::

xtDefaultSubentryList ATTRIBUTE ::= {

ceAdminSubentryList ATTRIBUTE ::= {

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaSubentryList }

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-accessControlSubentryList }

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-collectiveAttributeSubentryList }

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-contextDefaultSubentryList }

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-serviceAdminSubentryList }

BOOLEAN
booleanMatch
TRUE

TRUE

USAGE
ID

directoryoperation
id-oa-hasSubordinates }

accessControlSubentry OBJECT-CLASS ::= {

KIND
ID

auxiliary

id-sc-accessControlSubentry }

collectiveAttributeSubentry OBJECT-CLASS ::= {

KIND
ID

auxiliary

collectiveExclusions ATTRIBUTE ::= {
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directoryOperation
id-oa-collectiveExclusions }

contextAssertionSubentry OBJECT-CLASS ::= {

KIND
MUST CONTAIN

auxiliary

{contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }

contextAssertionDefaults ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

TypeAndContextAssertion
objectldentifierFirstComponentMatch
directoryOperation
id-oa-contextAssertionDefault }

servigeAdminSubentry OBJECT-CLASS ::= {

KIND
MUST CONTAIN

auxiliary

seardhRules ATTRIBUTE ::={

WITH SYNTAX SearchRuleDescription

EQUALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

ID id-oa-searchRules }
SearghRuleDescription ::= SEQUENCE {

COMPONENTS OF SearchRule,

name
description

hierafchyLevel ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID
HierafchyLevel ::= INTEGER
hierafchyBelow ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE
ID
HieraychyBelow ::= BOOLEAN
hierafchyParent ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

USAGE

{ searchRules }
ID id-sc-serviceAdminSubentry }

[28] SET SIZE (1 .. MAX) OF UnboundedDirectoryString OPTIONAL,
[29] UnboundedDirectoryString OPTIONAL }

HierarchyLevel
integerMatch
integerOrderingMatch
TRUE

TRUE
directofyOperation
id-oa=hierarchyLevel }

HierarchyBelow
booleanMatch

TRUE

TRUE
directoryOperation
id-oa-hierarchyBelow }

DistinguishedName
distinguishedNameMatch
TRUE

directoryOperation

1D

hierarchyTop ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
USAGE
ID

-- object identifier assignments --
-- object classes --

id-oc-top

Id-0a-nierarchyrarent g

DistinguishedName
distinguishedNameMatch
TRUE

directoryOperation
id-oa-hierarchyTop }

OBJECT IDENTIFIER

{id-oc 0}
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id-oc-alias OBJECT IDENTIFIER = {id-oc 1}
id-oc-parent OBJECT IDENTIFIER = {id-oc 28}
id-oc-child OBJECT IDENTIFIER = {id-oc 29}
-- attributes --

id-at-objectClass OBJECT IDENTIFIER = {id-at 0}
id-at-aliasedEntryName OBJECT IDENTIFIER = {id-at 1}
-- matching rules --

id-mr-objectldentifierMatch OBJECT IDENTIFIER = {id-mr O}
id-mr-distinguishedNameMatch OBJECT IDENTIFIER = {id-mr 1}
-- opefational attributes --

id-oatexcludeAllCollectiveAttributes ~ OBJECT IDENTIFIER = {id-oa 0}
id-oajcreateTimestamp OBJECT IDENTIFIER = {id-oa 1}
id-oatmodifyTimestamp OBJECT IDENTIFIER = {id-oa 2}
id-oajcreatorsName OBJECT IDENTIFIER = {id-oa 3}
id-oatmodifiersName OBJECT IDENTIFIER = {id-oa 4}
id-oatadministrativeRole OBJECT IDENTIFIER = {id-oa 5}
id-oatsubtreeSpecification OBJECT IDENTIFIER = {id-oa 6}
id-oajcollectiveExclusions OBJECT IDENTIFIER = {id-oa~}
id-oatsubschemaTimestamp OBJECT IDENTIFIER = {ids0a-8}
id-oathasSubordinates OBJECT IDENTIFIER = {id-o0a 9}
id-oatsubschemaSubentryList OBJECT IDENTIFIER = {id-oa 10}
id-oataccessControlSubentryList OBJECT IDENTIFIER = {id-oa 11}
id-oatcollectiveAttributeSubentryList OBJECT IDENTIFIER = {id-oa 12}
id-oatcontextDefaultSubentryList OBJECT IDENTIFIER = {id-oa 13}
id-oatcontextAssertionDefault OBJECT IDENTIFIER = {id-oa 14}
id-oatserviceAdminSubentryList OBJECT IDENTIFIER = {id-oa 15}
id-oatsearchRules OBJECT IDENTIFIER = {id-oa 16}
id-oathierarchylLevel OBJECT IDENTIFIER = {id-oa 17}
id-oathierarchyBelow OBJECT IDENTIFIER = {id-oa 18}
id-oathierarchyParent OBJECT IDENTIFIER = {id-oa 19}
id-oathierarchyTop OBJECT IDENTIFIER = {id-oa 20}
-- subgntry classes --

id-scisubentry OBJECT IDENTIFIER = {id-sc 0}
id-scjaccessControlSubentry OBJECT IDENTIFIER = {id-sc 1}
id-scicollectiveAttributeSubentry OBJECT IDENTIFIER = {id-sc 2}
id-scicontextAssertionSubentry:. OBJECT IDENTIFIER = {id-sc 3}
id-scyserviceAdminSubentry OBJECT IDENTIFIER = {id-sc 4}
-- Naine forms --

id-nf-subentryNameForm OBJECT IDENTIFIER = {id-nf 16}
-- adnjinistrativerales --

id-ar-putonomousArea OBJECT IDENTIFIER = {id-ar 1}
id-ar-pecessControlSpecificArea OBJECT IDENTIFIER = {id-ar 2}
id-ar-accesscontrolmnerArea OBJECT IDENTIFIER = {id-ar 3F
id-ar-subschemaAdminSpecificArea  OBJECT IDENTIFIER = {id-ar 4}
id-ar-collectiveAttributeSpecificArea  OBJECT IDENTIFIER = {id-ar 5}
id-ar-collectiveAttributelnnerArea OBJECT IDENTIFIER = {id-ar 6}
id-ar-contextDefaultSpecificArea OBJECT IDENTIFIER = {id-ar 7}
id-ar-serviceSpecificArea OBJECT IDENTIFIER = {id-ar 8}

END -- InformationFramework
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Annex C

SubSchema Administration Schemain ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined
in clause 15 in the form of an ASN.1 module, SchemaAdministration.

SchemaAdministration {joint-iso-itu-t ds(5) module(1) schemaAdministration(23) 6}
DEFINITIONS ::=
BEGIN

-- EXRORTSAII --

-- Theltypes and val ues defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access
-- Dirgctory services. Other applications may use them for their own purposes, but this will not constrain
-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

id-soa, id-soc, informationFramework, selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

ATTRIBUTE, AttributeUsage, CONTEXT, DITContentRule, DITStruetureRule, MATCHING-RULE,
NAME-FORM, OBJECT-CLASS, ObjectClassKind, objectldentifierMatch
FROM InformationFramework informationFramework

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6

integerFirstComponentMatch, integerMatch,
objectldentifierFirstComponentMatch, UnboundedDirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes

subsghema OBJECT-CLASS ::= {

KIND auxiliary

MAY CONTAIN {
dITStructureRules |
nameForms.|
diTContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse }

ID id-soc-subschema}

dITStfuctureRules ATTRIBUTE ::= {

WITH SYNTAX DITStructureRuleDescription
EQI JIALITY MATCHING RLIE infngnrl:ircff‘nmpnnnntl\/lofr\h
USAGE directoryOperation

ID id-soa-dITStructureRule }

DITStructureRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,

name [1] SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

dITContentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription

EQUALITY MATCHING RULE
USAGE

objectldentifierFirstComponentMatch
directoryOperation
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ID

DITContentRuleDescription

id-soa-dITContentRules }

1= SEQUENCE {

COMPONENTS OF DITContentRule,

name
description
obsolete

(4]

SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
UnboundedDirectoryString OPTIONAL,
BOOLEAN DEFAULT FALSE }

matchingRules ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-matchingRules }

MatclingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FAL
information [0] UnboundedDirectoryString ORTIONAL }

-- describes the ASN.1 syntax

attributeTypes ATTRIBUTE ::= {

WITH SYNTAX AttributeTypeDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-attributeTypes }
AttriquteTypeDescription ::= SEQUENCE {
identifier ATTRIBUTE.&id,
name SET SIZE (1..MAX) OF UnboundedBirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [O] AttributeTypelnformation_}
AttriquteTypelnformation ::= SEQUENCE {
derivation [0] ATTRIBUTE.&id OPTIONAL,
equalityMatch [1] MATCHING-RULE:&id OPTIONAL,
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch  [3] MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] UnboundeédDirectoryString OPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [7 BOOLEAN DEFAULT TRUE,
application AtfributeUsage DEFAULT userApplications }

objeqtClasses ATTRIBUTE (=) {

WITH SYNTAX ObjectClassDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-objectClasses }

Objeg¢tClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [O] ObjectClassInformation }
ObjectClassIinformation ::= SEQUENCE {
subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
mandatories [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
nameForms ATTRIBUTE ::= {
WITH SYNTAX NameFormDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-nameForms }
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NameFormDescription ::= SEQUENCE {

identifier NAME-FORM.&id,

name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [O] NameFormInformation }

NameFormInformation ::= SEQUENCE {

subordinate OBJECT-CLASS.&id,

namingMandatories SET OF ATTRIBUTE.&id,

namingOptionals SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-matchingRuleUse }

MatchingRuleUseDescription ::= SEQUENCE {

identifier MATCHING-RULE.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN BEFAULT FALSE,
information [O] SET OF ATTRIBUTE.&id }
strucfuralObjectClass ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-soa-structural©bjectClass }

governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }

contgxtTypes ATTRIBUTE ::= {

WITH SYNTAX ContextDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-contextTypes }

ContextDescription ::=CSEQUENCE {

identifier CONTEXT.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
descriptien UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] Contextinformation }

Contextinformation ::= SEQUENCE {
Syntax UnboundedDirectorystring,
assertionSyntax UnboundedDirectoryString OPTIONAL }

dITContextUse ATTRIBUTE ::= {
WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }

DITContextUseDescription ::= SEQUENCE ({
identifier ATTRIBUTE.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
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information

DITContextUselnformation
mandatoryContexts

optionalContexts

friends ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE

USAGE
ID

FriendsDescription

(9]

DITContextUselnformation }

1= SEQUENCE {
[1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
[2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

FriendsDescription
objectldentifierFirstComponentMatch
directoryOperation

id-soa-friends }

::= SEQUENCE {

anchor ATTRIBUTE.&id,
name SET SIZE (1..MAX) OF UnboundedDirectoryString OPTIONAL,
description UnboundedDirectoryString OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
friends [0] SET SIZE (1..MAX) OF ATTRIBUTE.&id }

- objI:dentifier assignments --

-- sch object classes --

id-sog-subschema

-- schema operational attributes --

id-sop-dITStructureRule
id-sop-dITContentRules
id-sop-matchingRules
id-sop-attributeTypes
id-sofp-objectClasses
id-sop-nameForms
id-sop-matchingRuleUse

id-sof-structuralObjectClass

id-sofp-governingStructure
id-sof-contextTypes
id-sop-dITContextUse
id-sop-friends

Rule

END |-- SchemaAdministration

OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIEIER

{id-soc 1}

{id-soa 1}
{id-saa 2}
{id4soa 4}
{id-soa 5}
{id-soa 6}
{id-soa 7}
{id-soa 8}
{id-soa 9}
{id-soa 10}
{id-soa 11}
{id-soa 12}
{id-soa 13}
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Annex D

Service Administration in ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration as defined
in clause 16 in the form of an ASN.1 module, ServiceAdministration.

ServiceAdministration {joint-iso-itu-t ds(5) module(1) serviceAdministration(33) 6}
DEFINITIONS ::=
BEGIN

-- EXRORTSAII --

-- Theltypes and val ues defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access
-- Dirgctory services. Other applications may use them for their own purposes, but this will not constrain
-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, informationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

ATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE, OBJECT-CEASS,
SupportedAttributes, SupportedContexts
FROM InformationFramework informationFramework

-- frop ITU-T Rec. X.511 | ISO/IEC 9594-3
FamilyGrouping, FamilyReturn, HierarchySelectionsySeéarchControlOptions,

ServiceControlOptions
FROM DirectoryAbstractService directoryAbstractService ;

-- typags --

Searg¢hRule ::= SEQUENCE ({
COMPONENTS OF SearchRuleld,
serviceType [1] OBJECT IDENTIFIER OPTIONAL,
userClass 2 INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination [4] AttributeCombination DEFAULT and | {},
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultControls [6] ControlOptions OPTIONAL,
mandatoryControls [7] ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT '111|B,
impnanthcnf [1 /1] Impncar‘lcllhcnf OPTIONAL -
entryLimit [15] EntryLimit OPTIONAL }

SearchRuleld ::= SEQUENCE {
id INTEGER,
dmdld [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }
ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }

RequestAttribute ::= SEQUENCE {
attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
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includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({ SupportedAttributes H{ @attributeType }) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes H{ @attributeType })} OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and : { },
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }
ContextProfile ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion

{SupportedContexts}{@contextType}) OPTIONAL }

ContextCombination ::= CHOICE {

context [O] CONTEXT.&id({SupportedContexts}),
and [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination }

MatchingUse ::= SEQUENCE {

restrictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),

restrictionValue MATCHING-RESTRICTION.&Restriction
({SupportedMatchingRestrictions}{@restrictionType}) }

-- Deffnition of the following information object set is deferred, perhaps to standardized
-- prcéliles or to protocol implementation conformance statements. The set is required to
-- spegify a table constraint on the components of SupportedMatchingRestrictions
SuppprtedMatchingRestrictions MATCHING-RESTRICTION ::= {0}

AttriquteCombination ::= CHOICE {

attribute [0] AttributeType,
and [1] SEQUENCE OF AttributeCombination,
or [2] SEQUENCE QF/AttributeCombination,
not [3] AttributeCombination }
ResultAttribute ::= SEQUENCE {
attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly NULL } OPTIONAL,
contexts [O] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }
ContilolOptions ::= SEQUENCE {
serviceControls [O] ServiceControlOptions  DEFAULT { },
searchOptions [1] SearchControlOptions DEFAULT { searchAliases },
hierarchyOptions [2] HierarchySelections OPTIONAL }
EntrylLimit ::=SEQUENCE {
default INTEGER,
max INTEGER }
RelaxationPolicy .= SEQUENCE {
basic [O] MRMapping DEFAULT { },

tightenings [1]  SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] = SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum  [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum  [4] INTEGER DEFAULT 1}

MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL }

Mapping ::= SEQUENCE {

mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an
-- object identifier of a mapping-based matching algorithm--} ),
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level INTEGER DEFAULTO0}
MRSubstitution ::= SEQUENCE {
attribute AttributeType,
oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatchingRule [1] MATCHING-RULE.&id OPTIONAL }

-- ASN.1 information object classes --

SEARCH-RULE ::= CLASS {

&dmdld OBJECT IDENTIFIER,
&serviceType OBJECT IDENTIFIER OPTIONAL,
&userClass INTEGER OPTIONAL,
&InputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mandatoryControls ControlOptions OPTIONAL,
&searchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&additionalControl AttributeType OPTIONALS,
&relaxation RelaxationPolicy OPTIONAL
&allowedSubset AllowedSubset DEFAULT '111'B,
&imposedSubset ImposedSubset ORTIONAL,
&entryLimit EntryLimit OPTIONAL,
&id INTEGER UNIQUE }

WITH SYNTAX {
DMD ID &dmdld
[ SERVICE-TYPE &serviceType ]
[ USER-CLASS &userClass |

[ INPUT ATTRIBUTES

[ COMBINATION

[ OUTPUT ATTRIBUTES

[ DEFAULT CONTROL

[ MANDATORY CONTROL

[ SEARCH-RULE CONTROL
[ FAMILY-GROUPING

[ FAMILY-RETURN

[ ADDITIONAL CONTROL

[ RELAXATION

[ ALLOWED SUBSET

[ IMPOSED SUBSET &imposedSubset ]
[ ENTRY LIMIT &entryLimit ]

ID &id }

&InputAttributeTypes ]
&combination ]
&OutputAttributeTypes ]
&defaultControls]
&mandatoryCantrols ]
&searchRuleControls ]
&familyGrouping ]
&familyReturn ]
&additionalControl ]
&relaxation ]
&allowedSubset ]

REQUEST-ATTRIBUTE ::=-€LASS {

&attributeType ATTRIBUTE.&id,

&SelectedValues ATTRIBUTE.&Type OPTIONAL,
&DefaultValties SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
valuesSEQUENCE OF ATTRIBUTE.&Type} OPTIONAL,
&contexts SEQUENCE OF ContextProfile OPTIONAL,
&cantextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,

ZINCIudesSubtypes
WITH SYNTAX {
ATTRIBUTE TYPE
[ SELECTED VALUES
[ DEFAULT VALUES
[ CONTEXTS
[ CONTEXT COMBINATION
[ MATCHING USE
[ INCLUDE SUBTYPES

BOOLEAN

&attributeType
&SelectedValues ]
&DefaultValues ]
&contexts |
&contextCombination ]
&MatchingUse |
&includeSubtypes ]}

RESULT-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE.&id,
&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
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matchedValuesOnly NULL } OPTIONAL,
&contexts ContextProfile OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ OUTPUT VALUES &outputValues ]
[ CONTEXTS &contexts |}

MATCHING-RESTRICTION ::= CLASS {

&Restriction,

&Rules MATCHING-RULE.&id,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

RESTRICTION &Restriction

RULES &Rules

D Zid T

END |[-- ServiceAdministration
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Annex E

Basic Access Control in ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasicAccessControl {joint-iso-itu-t ds(5) module(1) basicAccessControl(24) 6}
DEFINITIONS ::=
BEGIN

-- EXRORTSAII --

-- Theltypes and val ues defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access
-- Dirgctory services. Other applications may use them for their own purposes, but this will not constrain
-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, id-aca, id-acScheme, informationFramework,
selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDgfinitions(0) 6}

ATTRIBUTE, AttributeType, ContextAssertion, DistinguishedName; MATCHING-RULE,
objectldentifierMatch, Refinement, SubtreeSpecification, SupportedAttributes
FROM InformationFramework informationFramework

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3

Filter
FROM DirectoryAbstractService directoryAbstractService

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6
directoryStringFirstComponentMatch (NameAndOptionalUID,

UnboundedDirectoryString, Uniqu€ldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

accegsControlScheme ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING-RULE objectldentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-aca-accessControlScheme }
-- typgs --
AClltém :=( SEQUENCE {
identificationTag UnboundedDirectoryString,
nrecedanca Dracadanca
15 7
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
protecteditems Protectedltems,
itemPermissions SET OF IltemPermission },
userFirst [1] SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } } }

Precedence ::= INTEGER (0..255)

Protectedltems ::= SEQUENCE ({

ITU-T Rec. X.501 (11/2008) 165


https://standardsiso.com/api/?name=3a997211ae4b40cd675a1f6536c99f24

SO/

EC 9594-2:2008 (E)

entry [0] NULL
OPTIONAL,
allUserAttributeTypes [1] NULL
OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allAttributeValues [3] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [7] Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [9] INTEGER OPTIONAL,
restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion OPTIONAL,
classes [12] Refinement OPTIgNAL
}
MaxMalueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }
RestrjctedValue ::= SEQUENCE {
type AttributeType,
valuesin AttributeType }
UserClasses ::= SEQUENCE {
allUsers [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames
subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL }
ltemRermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in AClltem
userClasses UserClasses,
grantsAndDenials GrantsAndDenials }
UserPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACllitem
protecteditems Protecteditems,
grantsAndDenials Grants/AndDenials }
AuthgnticationLevel ::= CHOICE {
basicLevels SEQUENCE ({
level ENUMERATED { none (0), simple (1), strong (2) },
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE },
other EXTERNAL }
Gran{sAndbBenials ::= BIT STRING {
--permissions that may be used in conjunction
~~with any component of Protectedltems
grantAdd O,
denyAdd Q),
grantDiscloseOnError 2),
denyDiscloseOnError 3),
grantRead 4),
denyRead 5),
grantRemove (6),
denyRemove ),
-- permissions that may be used only in conjunction
-- with the entry component
grantBrowse (8),
denyBrowse 9),
grantExport (20),
denyExport (11),
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grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),

-- permissions that may be used in conjunction
-- with any component, except entry, of Protectedltems

grantCompare (20),
denyCompare (21),
grantFilterMatch (22),
denyFilterMatch (23),
grantinvoke (24),
denylnvoke (25) }

AttriquteTypeAndValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{ @type}) }
-- attr{butes --

presdriptiveACI ATTRIBUTE ::= {

WITH SYNTAX AClitem
EQUALITY MATCHING RULE directoryStringFirstComponentMateh
USAGE directoryOperation
ID id-aca-prescriptiveACl }
entryACl ATTRIBUTE ::= {
WITH SYNTAX AClitem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-entryACl}

subentryACl ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE
USAGE

AClltem
directoryStringFirstComponentMatch
directoryOperation

ID id-aca-subentryACl }

-- objgct identifier assignments --

-- attr{butes --

id-ac@a-accessControlScheme OBJECT IDENTIFIER = {id-acal}
id-aca-prescriptiveACl OBJECT IDENTIFIER = {id-aca4}
id-aca-entryACI OBJECT IDENTIFIER = {id-aca5}
id-aca-subentryACI OBJECT IDENTIFIER = {id-aca6}

-- accgss control schefmes

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

basicjAccessControlScheme
simplifiedAccessControlScheme
rule-jased-access-control
rule-and-basic-access-control
rule-and-simple-access-control

{id-acScheme 1}
{id-acScheme 2}
{id-acScheme 3}
{id-acScheme 4}
{1d-acscheme b |

END -- BasicAccessControl
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Annex F

DSA Operational Attribute Typesin ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in clauses 23 and 24 in the form of an ASN.1
module, DSAOperational AttributeTypes.

DSAOperational AttributeTypes {joint-iso-itu-t ds(5) module(1) dsaOperational AttributeTypes(22) 6}
DEFINITIONS ::=
BEGIN

-- EXRORTSAII --
-- Theltypes and val ues defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access
-- Dirgctory services. Other applications may use them for their own purposes, but this will not constrain
-- extgnsions and modifications needed to maintain or improve the Directory service.
IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2
distributedOperations, id-doa, id-kmr, informationFramework, opBindingManagement,
selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDgfinitions(0) 6}

ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework

OperationalBindingID
FROM OperationalBindingManagement opBindingManagement

-- from ITU-T Rec. X.518 | ISO/IEC 9594-4

AccessPoint, DitBridgeKnowledge, MasterAndShadowAccessPoints
FROM DistributedOperations distributedOperations

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6

bitStringMatch, directoryStringFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes ;

dseType ATTRIBUTE ::= {

WITH SYNTAX DSEType
EQUALITY MATCHING-RULE bitStringMatch
SINGLE VALUE TRUE
NO USER MODIRICATION TRUE
USAGE dSAOperation
ID id-doa-dseType }
DSEType :=BIT STRING {
roat (0), -- root DSE --
glue 2), -- represents knowledge of a name only --
np (’))’ contaxt profiv
entry 3), -- object entry --
alias 4, -- alias entry --
subr 5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
supr ), -- superior reference --
Xr (8), -- cross reference --
admPoint 9), -- administrative point --
subentry (20), -- subentry --
shadow (12), -- shadow copy --
immSupr (23), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
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familyMember a7),
ditBridge (18),
writeableCopy (19)}

myAccessPoint ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

superiorkKnowledge ATTRIBUTE ::= {
WITH SYNTAX

| SO/IEC 9594-2:2008 (E)

-- family member --
-- DIT bridge reference --
-- writeable copy --

AccessPoint
accessPointMatch
TRUE

TRUE

dSAOperation
id-doa-myAccessPoint }

AccessPoint

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

specificKknowledge ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

nonSpecificKknowledge ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE

NO USER MODIFICATION

USAGE

ID

SupplierOrConsumer ::= SET {
COMPONENTS OF
agreementID [3]

Supplierinformation ::= SET {
COMPONENTS OF
supplier-is-master [4]
non-supplying-master [5]

supplierKnowledge ATTRIBUTE ::=-
WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

Conspumerinformation

consyimerKnowledge ATTRIBUTE ::= {
WITH.SYNTAX

EQUALITY MATCHING RULE

NO USER MODIFICATION

SupphiérOrConsumer,
BOGLEAN DEFAULT TRUE,
AccéessPoint OPTIONAL }

::= SupplierOrConsumer

accessPointMatch

TRUE

dSAOperation
id-doa-superiorKnowledge }

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

TRUE

distributedOperation
id-doa-specificKknowledge }

MasterAndShadowAccesSPoints
masterAndShadowAccessPointsMatch
TRUE

distributedOperation
id-doa-nonSpecificKnowledge }

AccessPoint,-- supplierser consumer --
OperationalBindinglD}

-- supplier --

Supplierinformation
supplierOrConsumerinformationMatch
TRUE

dSAOperation
id-doa-supplierKnowledge }

-- consumer --
Consumerinformation

supplierOrConsumerinformationMatch
TRUE

USAGE
ID

SupplierAndConsumers
COMPONENTS OF
consumers [3]

= SET{

secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

AccessPoint,
SET OF AccessPoint }

dSAOperation
id-doa-consumerKnowledge }

-- supplier --

SupplierAndConsumers
supplierAndConsumersMatch
TRUE

dSAOperation
id-doa-secondaryShadows }
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ditBridgeKnowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

-- matching rules --

DitBridgeKnowledge
directoryStringFirstComponentMatch
TRUE

dSAOperation
id-doa-ditBridgeKnowledge }

accessPointMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-accessPointMatch }

masterAndShadowAccessPointsMatch

MATCHING-RULE ::= {

SYNTAX SET OF Name

supplierOrConsumerinformationMatch
SYNTAX SET{
ae-title
agreement-identifier

ID id-kmr-masterShadowMatch }

MATCHING-RULE ::= {

[O] Name,
[2] INTEGER }

ID id-kmr-supplierConsumerMatch }

supplierAndConsumersMatch MATCHING-RULE ::= {

SYNTAX Name

-- object identifier assignments --
-- dsaoperational attributes --

id-dop-dseType
id-dop-myAccessPoint
id-dop-superiorKnowledge
id-dop-specificKnowledge
id-dop-nonSpecificKknowledge
id-dop-supplierKnowledge
id-dop-consumerKnowledge
id-dop-secondaryShadows
id-dop-ditBridgeKnowledge

-- knoyvledge matching rules --
id-kmr-accessPointMatch
id-kmr-masterShadowMatch
id-kmr-supplierConsumerMatch
id-kmr-supplierConsumersMatch

END |-- DSAOperationalAttributeTypes

ID id-kmr-supplierConsumersMatch }

OBJECT IDENTIFIER = {id-doa 0}
OBJECT IDENTIFIER = {id-doa 1}
OBJECT IDENTIFIER = {id-doa 2}
OBJECT IDENTIFIER = {id-doa 3}
OBJECT IDENTIFIER = {id-doa 4}
OBJECT IDENTIFIER = {id-doa 5}
OBJECT.IDENTIFIER = {id-doa 6}
OBJEGT IDENTIFIER = {id-doa 7}
OBJECT IDENTIFIER = {id-doa 8}
OBJECT IDENTIFIER = {id-kmr 0}
OBJECT IDENTIFIER = {id-kmr 1}
OBJECT IDENTIFIER = {id-kmr 2}
OBJECT IDENTIFIER = {id-kmr 3}
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Annex G

Operational Binding Management in ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational
Bindings relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement {joint-iso-itu-t ds(5) module(1) opBindingManagement(18) 6}
DEFINITIONS ::=
BEGIN

-- EXRORTSAII --

-- Theltypes and val ues defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access
-- Dirgctory services. Other applications may use them for their own purposes, but this will not constrain
-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, directoryShadowAbstractService, distributedOperations,
directoryOSIProtocols, enhancedSecurity, hierarchicalOperationalBindings,
commonProtocolSpecification

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

OPTIONALLY-PROTECTED-SEQ
FROM EnhancedSecurity enhancedSecurity

hierarchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings hierarchicalOperationalBindings

-- frop ITU-T Rec. X.511 | ISO/IEC 9594-3

CommonResultsSeq, directoryBind, securityError, SecurityParameters
FROM DirectoryAbstractService directoryAbstractService

-- from ITU-T Rec. X.518 | ISO/IEC 9594-4

AccessPoint
FROM DistributedOperations distributedOperations

-- from ITU-T Rec. X.519 | ISO/IEE,9594-5

id-err-operationalBigdingError, id-op-establishOperationalBinding,
id-op-modifyOperationalBinding, id-op-terminateOperationalBinding,
OPERATION; ERROR

FROM.CommonProtocolSpecification commonProtocolSpecification

APPLICATION-CONTEXT
FROM DirectoryOSIProtocols directoryOSIProtocols

-- fromHU-T-Rec—>-52511SOUNEC-9504.0

shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadowAbstractService

-- bind and unbind --
dSAOperationalBindingManagementBind OPERATION ::= directoryBind

OPERATIONAL-BINDING ::= CLASS {

&Agreement,

&Cooperation OP-BINDING-COOP,

&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
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&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC
[ ROLE-A &roleA ]
[ ROLE-B &roleB ]
ID &id }
OP-BINDING-COOP ::= CLASS{
&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }

WITH SYNTAX{
&applContext

[ APPLIES TO &Operations ] }

OP-BI|ND-ROLE ::= CLASS{
&establish BOOLEAN DEFAULT FALSE,
&EstablishParam OPTIONAL,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }

WITH SYNTAX {
[ ESTABLISHMENT-INITIATOR &establish ]
[ ESTABLISHMENT-PARAMETER &EstablishParam ]
[ MODIFICATION-INITIATOR &modify ]
[ MODIFICATION-PARAMETER &ModifyParam ]
[ TERMINATION-INITIATOR &terminate ]
[ TERMINATION-PARAMETER &TerminateParam J\}

-- opefations, arguments and results --

establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindidgArgument

RESULT EstablishOperationalBindingResult

ERRORS {operationalBindingError | securityError}

CODE id-op-establishOperationalBinding }
EstaljlishOperationalBindingArgument :(=)OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingID [1] OperationalBindingID OPTIONAL,

accessPoint (2] AccessPoint,

-- symmetric, Role A inifiates, or Role B initiates --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSetH{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet{@bindingType}),
roleB-iitiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSetl{@bindingType}),
valid [7] Validity DEFAULT { },
SecurityParameters 18] SecurityParameters OPTTONAL | §

OpBindingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

Validity ::= SEQUENCE {

validFrom  [0] CHOICE {
now [0] NULL,
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time [1] Time } DEFAULT now : NULL,
validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] Time } DEFAULT explicitTermination : NULL }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime  GeneralizedTime }

EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [O] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
accessPoint [2] AccessPoint,

-- symmetric, Role Areplies, or Role B replies --

initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet{@bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }

modifyOperationalBinding OPERATION ::= {
ARGUMENT ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult

ERRORS { operationalBindingError | securityError }

CODE id-op-modifyOperationalBinding }
ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id/({OpBindingSet}),

bindingID [1] OperationalBindingID,

accessPoint [2] AccessPoint OPTIONAL,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] QperationalBindingID,
newAgreement [7] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,

securityParameters [9] SecurityParameters OPTIONAL } }

ModifyOperationalBindingResult ::= CHOICE {

null [O] NULL,

protected  [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement

({OpBindingSet}{@.bindingType}),

valid Validity OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }

terminateOperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument

RESULT TerminateOperationalBindingResult

ERRORS {operationalBindingError | securityError}

CODE id-op-terminateOperationalBinding }
TerminateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingID [1] OperationalBindinglID,

-- symmetric, Role A initiates, or Role B initiates --

initiator CHOICE {

symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam

({OpBindingSetH{@bindingType}),
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roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
terminateAt [5] Time OPTIONAL,
securityParameters [6] SecurityParameters OPTIONAL } }
TerminateOperationalBindingResult ::= CHOICE {
null [O] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingID OperationalBindinglID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResultsSeq }}}

-- errdrs and parameters --
opergtionalBindingError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED-SEQ { OpBindingErrorParam }
CODE id-err-operationalBindingError }
OpBipdingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidID (0),
duplicatelD ),
unsupportedBindingType (2),
notAllowedForRole 3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),
currentlyNotDecidable (9),
modificationNotAllowed (20) },
bindingType [1] OPERATIONAL-BINDING:&id ({OpBindingSet}) OPTIONAL,
agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
retryAt [3] Time OPTIONALs
COMPONENTS OF CommonResulisSeq }

END |-- OperationalBindingManagement
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Annex H

Enhanced security
(Thisannex forms an integral part of this Recommendation | International Standard)

This module is known to contain invalid specifications. Part of this module is therefore deprecated. The deprecated part
is indicated by ASN.1 comment items. A future edition will either remove the deprecated specifications or provide
updated specifications.

EnhancedSecurity {joint-iso-itu-t ds(5) modules(1) enhancedSecurity(28) 6}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXRORTSAII --

IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

authenticationFramework, basicAccessControl, certificateExtensions, id-at, id=avc, id-mr,
id-oc, informationFramework
FROM UsefulDefinitions { joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

Attribute{}, ATTRIBUTE, AttributeType, Context, CONTEXT, MATCHING-RULE, Name,
OBJECT-CLASS, objectldentifierMatch, SupportedAttributes, top.
FROM InformationFramework informationFramework

AttributeTypeAndValue
FROM BasicAccessControl basicAccessControl

-- from ITU-T Rec. X.509 | ISO/IEC 9594-8

CertificateSerialNumber, HASH{}, SIGNED{}
FROM AuthenticationFramework authenticationFramework

GeneralName, Keyldentifier
FROM CertificateExtensions cettificateExtensions ;

OPTIPNALLY-PROTECTED { Type } ::= CHOICE {

unsigned Type,
signed SIGNED {{Type} }
OPTIDNALLY-PROTECTED-SEQ { Type } ::= CHOICE {
unsigned Type,
signed [O] SIGNED { Type } }
attributeValueSecufitylabelContext CONTEXT ::={
WITH SYNTAX SignedSecurityLabel -- At most one security label context can be assigned to an
-- attribute value
ID id-avc-attributeValueSecurityLabelContext }

SigngdSecurityLabel ::= SIGNED { SignedSecurityLabelContent }

SignedSecurityLabelContent ::= SEQUENCE {

attHash HASH {AttributeTypeAndValue},

issuer Name OPTIONAL, -- name of labelling authority
keyldentifier Keyldentifier OPTIONAL,

securityLabel SecurityLabel }

SecurityLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier =~ OPTIONAL,

security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
security-categories SecurityCategories OPTIONAL }

(ALL EXCEPT ( {-- none, at least one component shall be present --}))
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SecurityPolicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {

unmarked 0),
unclassified (1),
restricted 2),
confidential ),
secret 4,
top-secret 5)}

PrivacyMark ::= PrintableString (SIZE (1..MAX))

SecurityCategories ::= SET SIZE (1..MAX) OF SecurityCategory

cleargnce ATTRIBUTE ::= {
WITH SYNTAX Clearance
ID id-at-clearance }

Clearpnce ::= SEQUENCE ({

policyld OBJECT IDENTIFIER,
classlList ClassList DEFAULT {unclassified},
securityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL }
ClasdList ::= BIT STRING {
unmarked 0),
unclassified (2),
restricted 2),
confidential 3),
secret 4,
topSecret %)}
SecufityCategory ::= SEQUENCE {
type [O] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [1] EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECYRITY-CATEGORY ::= TYPE-IDENTIFIER
SecufityCategoriesTable SECURITY-CATEGORY ::=+¢{...}
attributelntegrityinfo ATTRIBUTE ::= {

WITH SYNTAX Attributelntegrityinfo

SINGLE VALUE TRUE

ID id-at-attributelntegrityinfo }
AttrigutelntegrityIlnfo ::= SIGNED_{ AttributelntegritylnfoContent }

AttriqutelntegrityinfoContent ‘= SEQUENCE {

scope Scopé€; -- Identifies the attributes protected
signer SighefOPTIONAL, -- Authority or data originators name
attribsHash AttrnibsHash } -- Hash value of protected attributes

Signgr ::= CHOIGE{
thisEntry [0] EXPLICIT ThisEntry,
thirdRarty  [1] Specificallyldentified }

ThisBntry ::= CHOICE {

onlyone NOLL,
specific IssuerAndSerialNumber }

IssuerAndSerialNumber ::= SEQUENCE {
issuer Name,
serial CertificateSerialNumber }

Specificallyldentified ::= SEQUENCE {

name GeneralName,
issuer GeneralName OPTIONAL,
serial CertificateSerialNumber OPTIONAL }

(WITH COMPONENTS{ ..., issuer PRESENT, serial PRESENT } |
(WITH COMPONENTS { ..., issuer ABSENT, serial ABSENT }))
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Scope ::= CHOICE {

wholeEntry [O] NULL, -- Signature protects all attribute values in this entry

selectedTypes [1] SelectedTypes

-- Sgnature protects all attribute values of the selected attribute types

}
SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType
AttribsHash ::= HASH { HashedAttributes }

HashedAttributes ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}
-- Attribute type and values with associated context values for the selected Scope

integritylnfo OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MUST CONTAIN { attributelntegrityInfo }
ID id-oc-integrityInfo }

attributeValuelntegritylnfoContext CONTEXT ::= {
WITH SYNTAX AttributeValuelntegrityInfo
ID id-avc-attributeValuelntegritylnfoContext }

AttriquteValuelntegritylnfo ::= SIGNED { AttributeValuelntegritylnfoContent }
AttriguteValuelntegritylnfoContent ::= SEQUENCE {

Signer SignerOPTIONAL, -- Authority or data originators name
aVIHash AVIHash } -- Hash value of protected attribute

AVIHgsh ::= HASH { AttributeTypeValueContexts }
-- Attribute type and value with associated context val ues

AttriquteTypeValueContexts ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),
contextList SET SIZE (1..MAX) OF Context:OPTIONAL }

-- Objpct identifier assignments --

-- object classes --

id-octintegrityIlnfo OBJECT IDENTIFIER::= {id-oc 40}
-- attr{butes --

id-at-clearance OBJECT IDENTIFIER::= {id-at 55}
-- id-gt-defaultDir Qop OBJECT IDENTIFIER ::= {id-at 56}
id-at-pttributelntegrityInfo OBJECT IDENTIFIER::= {id-at 57}
-- id-gt-confKeylnfo OBJECT IDENTIFIER ::= {id-at 60}
-- matghing rules --

-- id-npr-reader AndKeyl DMatch OBJECT IDENTIFIER ::= {id-mr 43}
-- confexts

id-avC-attributevaluesecurityLabercontext OBJECT IDENTIFIER: = {fd-avc 3F
id-avc-attributeValuelntegrityInfoContext OBJECT IDENTIFIER::= {id-avc 4}

END -- EnhancedSecurity
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