INTERNATIONAL ISO/IEC
STANDARD 29167-17

First edition
2015-06-01

Information technology —cAutomatic
identification and data capture
techniques —

Part 17:

Crypto suite cryptoGPS security
services for gir interface
communications

Technologies:de l'information — Techniques d’identification
automatiquies et de capture des données —

Partie 1.7 Services de sécurité par suite cryptographique crypfoGPS
pour.sommunications d’'interface radio

Reference number

@ m ISO/IEC 29167-17:2015(E)
Y=
©ISO/IEC 2015



https://standardsiso.com/api/?name=df703d1b54e8456508d634a0a919227b

ISO/IEC 29167-17:2015(E)

/0'\ COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2015, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

WwWw.iso.org

ii © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=df703d1b54e8456508d634a0a919227b

ISO/IEC 29167-17:2015(E)

Contents Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 iv
IIUETOQUICEION........cco s \%
1 S0P .. 1
2 COMEOTTMMATICE..........ooooveeessse e85 51858555
2.1 Claiming conformance
2.2 Interrogator conformance and 0bligations ... e 1
2.3 Tag conformance and 0bliatioNS ... g e 1
3 Normative references
fi Terms and definitions ... g S e 2
b Symbols and abbreviated terms. ... e e 5
51 P37 40100 ORI © ) SO S 5
5.2 ADDIreviated TOIINS ...t s e | e 6
b Cipher INTrOAUCEION..........cccoeeeeeesensseeesee e A s e 6
7 Parameter definitions ... .. et 7
B State diagram
D Initialization and resetting

10.1
10.2 Tag authentication: CCR variant (Method “00” = TAM1)...
10.3  Tag authentication: NTS variant (Method “01” = TAM2)

10.3.1 CCR variant (Method “00 Z TAMT) ... 15
10.3.2 NTS variant (Method f071” = TAM2) ... 19
11 COMMUINECATIONN. ... v 23
12 Key table and Key UPdate ... -5 ..o
Annex A (normative) State transition tables
Annex B (normative) Error.codes and error handling..................o s oo 25
Annex C (normative) Cipher deSCriPtion ... 27
Annex D (informative) TE@SE VECEOT'S ...ttt | 28
Annex E (normative) Protocol SPECIfic. ... 35
BIDIEOZIAPIIY LI oo | 38

© ISO/IEC 2015 - All rights reserved iii


https://standardsiso.com/api/?name=df703d1b54e8456508d634a0a919227b

ISO/IEC 29167-17:2015(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |
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ed in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed foj
erent types of document should be noted. This document was drafted in accordance with thg
1 rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

n is drawn to the possibility that some of the elements of this document ‘may be the subject

bf any patentrights identified during the development of the document will’be in the Introduction
pn the ISO list of patent declarations received (see www.iso.org/paténts).

de name used in this document is information given for the convenience of users and does nof
te an endorsement.

explanation on the meaning of ISO specific terms and “expressions related to conformity
ent, as well as information about ISO’s adherence to the WTO principles in the Technical Barrier
e (TBT), see the following URL: Foreword — Suppleméntary information.

hmittee responsible for this document is ISO/IEGJTC 1, Information technology, SC 31, Automatig
ation and data capture techniques.

29167 consists of the following parts, under the general title Information technology — Automatig
ation and data capture techniques:

t 1: Security services for RFID ain(interfaces

t 10: Crypto suite AES-128 security services for air interface communications

t 11: Crypto suite PRESENT-80 security services for air interface communications
t 12: Crypto suite ECE-DH security services for air interface communications

t 13: Crypto suite Grain-128A security services for air interface communications
t 14: Cryptoisuite AES OFB security services for air interface communications

t 16; €rypto suite ECDSA-ECDH security services for air interface communications

t'17: Crypto suite cryptoGPS security services for air interface communications

Part 19: Crypto suite RAMON security services for air interface communications

The following part is under preparation:

— Part 15: Crypto suite XOR security services for air interface communications
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Introduction

015(E)

cryptoGPSis alightweight asymmetricidentification scheme thatis suitable for RFID Tag authentication.
While there are many types of such scheme, the computational costs for the Tag when using cryptoGPS
are relatively low. This is particularly the case since cryptoGPS is well-suited to an implementation

strategy using what is referred to as “coupons”. These are the results given by a modest off-1
computation, with coupons being used by the prover at each invocation of the cryptoGPS sche
resultant scheme offers very useful performance trade-offs.

ine pre-
me. The

brovides Tag authentication.

[he International Organization for Standardization (ISO) and International Electrotechfical Com

nvolve the use of patents concerning radio-frequency identification technolog§-given in the
dentified below.

SO and IEC take no position concerning the evidence, validity, and scope ¢f these patent rights.

[he holders of these patent rights have assured the ISO and IEC that theyiare willing to negotiate

nformation on the declared patents can be obtained from:

[his part of ISO/IEC 29167 specifies the security services of the cryptoGPS cryptographicésuite that

mission

[IEC) draw attention to the fact that it is claimed that compliance with this part of ISO/IEC 2916[7 might

clauses

icences

inder reasonable and non-discriminatory terms and conditions with-applicants throughout th¢ world.
n this respect, the statements of the holders of these patent rights are registered with ISO gnd IEC.

Orange

38-40, rue du General Leclerc
F-92794 Issy Les Moulineaux CEDEX 9

['he latest information on IP that might be applicable to this part of ISO/IEC 29167 can be found 4
so.org/patents.
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Information technology — Automatic identification and

data capture techniques —

Part 17:

ommunications

Scope

['his partofISO/IEC 29167 defines the cryptoGPS cryptographicsuite for the ISO/IEC 18000 air int
standards for radio frequency identification (RFID) devices. Its purpose isto provide a commor
suite for security for RFID devices that might be referred by ISO committees for air interface stg
hnd application standards.

['his part of [SO/IEC 29167 defines a lightweight mechanism using asymmetric techniques and pr

ogarithms on elliptic curves.

P Conformance

2.1 Claiming conformance

[0 claim conformance with this part of ISO/IEC 29167, an Interrogator or Tag shall comply
relevant clauses of this part of ISO/IEC 29167, except those marked as “optional”.

.2 Interrogator conformance-and obligations
[0 conform to this part of ISQ/IEC 29167, an Interrogator shall

— implement the message’and response formatting defined in this part of ISO/IEC 29167 and d
to the relevant part of ISO/IEC 18000.

[0 conform to thispart of ISO/IEC 29167, an Interrogator might

— implementany subset of the parameters for message and response formatting defined in t
of ISQ/TEC 29167.

[0 conferm to this part of ISO/IEC 29167, the Interrogator shall not

erfaces
crypto
ndards

oviding

h unilateral authentication mechanism whose security is related to the difficulty of taking discrete

with all

onform

his part

-L~implement any command that conflicts with this part of ISO/IEC 29167, or

— require the use of an optional, proprietary, or custom command to meet the requirements of this

part of ISO/IEC 29167.

2.3 Tag conformance and obligations
To conform to this part of ISO/IEC 29167, a Tag shall

— implement the message and response formatting defined in this part of ISO/IEC 29167
supported types and conform to the relevant part of ISO/IEC 18000.

© ISO/IEC 2015 - All rights reserved
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To conform to this part of ISO/IEC 29167, a Tag might

— implement any subset of the parameters for message and response formatting defined in this part
of ISO/IEC 29167.

To conform to this part of ISO/IEC 29167, a Tag shall not
— implement any command that conflicts with this part of ISO/IEC 29167, or

— require the use of an optional, proprietary, or custom command to meet the requirements of this
payt of ISO/1EC 29167.

3 Normative references

The following documents, in whole or in part, are normatively referenced in this docufhént and ars
indispepsable for its application. For dated references, only the edition cited applies.”For undated
referenges, the latest edition of the referenced document (including any amendments)-applies.

ISO/IE( 9798-5:2010, Information technology — Security techniques — Entity authentication — Part 5
Mechanlisms using zero-knowledge techniques

ISO/IE(q 15946-1, Information technology — Security techniques — Cryptographic techniques based or
elliptic ¢urves — Part 1: General

ISO/IE( 18000-3, Information technology — Radio frequency identification for item management — Part 3
Parametters for air interface communications at 13,56 MHz

ISO/IE( 18000-63, Information technology — Radio frequencyidentification for item management — Part
63: Parameters for air interface communications at 860 MHZ-to 960 MHz Type C

ISO/IE( 19762 (all parts), Information technology —SAutomatic identification and data capture (AIDC]
techniqlyies — Harmonized vocabulary

ISO/IE( 29167-1, Information technology —, Automatic identification and data capture techniques —
Part 1: $ecurity services for RFID air interfaces

4 Terms and definitions

For the[purposes of this documeriit, the terms and definitions given in ISO/IEC 19762 (all parts) and the
following apply.

4.1
asymnletric cryptographic technique
cryptographic technique that uses two related operations: a public operation defined by a public data
item, and a private operation defined by a private data item

Note 1 fo entry: The two operations have the property that, given the public operation, it is computationally
infeasibleto derive the private operation.

[SOURCE: ISO/IEC 9798-5:20009, 2.3]

4.2

asymmetric pair

two related data items where the private data item defines a private operation and the public data item
defines a public operation

[SOURCE: ISO/IEC 9798-5:20009, 2.5]

2 © ISO/IEC 2015 - All rights reserved
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4.3
challenge
procedure parameter used in conjunction with secret parameters to produce a response

[SOURCE: ISO/IEC 9798-5:20009, 2.6]

4.4
claimant

entity whose identity can be authenticated, including the functions and the private data necessary to
engage in authentication m(r‘hnngpc onbehalfofa prinr‘ip:ﬂ

SOURCE: ISO/IEC 9798-5:2009, 2.7]

#.5
flaimant parameter
bublic data item, number or bit string, specific to a given claimant within the donzain

SOURCE: ISO/IEC 9798-5:2009, 2.9]

#.6
commitment
public value used to engage a secret value without revealing it

Note 1 to entry: The commitment is used in a protocol so that a party‘cannot change a secret value after it has
fommitted to it.

1.7
coupon
bre-computed number which shall be used only once

SOURCE: ISO/IEC 9798-5:2009, 2.8, modified]

1.8
lomain
Collection of entities operating undera single security policy

Note 1 to entry: For instance, public)key certificates created either by a single certification authority| or by a
Follection of certification authorities using the same security policy.

SOURCE: ISO/IEC 9798-5:20009, 2.11]

.9
Homain parameter
bublic key, or furiCtion, agreed and used by all entities within the domain

SOURCE: ISO/IEC 9798-5:20009, 2.12]

#.10
entity’ authentication
corpoboration that an entity is the one claimed

[SOURCE: ISO/IEC 9798-1:2010, 3.14]

411
hash function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

— itis computationally infeasible to find for a given output, an input which maps to this output;
— itis computationally infeasible to find two different input which map to the same output.

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

© ISO/IEC 2015 - All rights reserved 3
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[SOURCE: ISO/IEC 10118-1:2000, 3.5]

4.12

private key

private data item of an asymmetric pair, that shall be kept secret and should only be used by a claimant
in accordance with an appropriate response formula, thereby establishing its identity

[SOURCE: ISO/IEC 9798-5:2009, 2.21]

413

procedure parameter

transient public data item used in an instance of an authentication mechanism, e.g. a commitmerit
challenge, or response

[SOUR(E: ISO/IEC 9798-5:20009, 2.22]

4.14
public key
public data item of an asymmetric pair, that can be made public and shall be used by every verifier foj
establighing the claimant’s identity

[SOUR(E: ISO/IEC 9798-5:20009, 2.23]

4.15
random number
time vafiant parameter whose value is unpredictable

[SOURCE: ISO/IEC 9798-1:2010, 3.29]

4.16
responjse

procediire parameter produced by the claimant, and processed by the verifier for checking the identity
of the cJaimant

[SOURAE: ISO/IEC 9798-5:20009, 2.25]

417
secret parameter
numbef or bit string that does not-appear in the public domain and is only used by a claimant

Note 1 tp entry: For instance, a private key.
[SOUR(E: ISO/IEC 9798-5:2009, 2.26]

4.18
unilatjll;al authentication
entity authentication which provides one entity with assurance of the other’s identity but not vice versz

[SOURAE: 1SO/IEC 9798-1:2010, 3.39]

4.19
verifier

entity including the functions necessary for engaging in authentication exchanges on behalf of an entity
requiring an entity authentication or for engaging in verifying a signature of a given message and signer

[SOURCE: ISO/IEC 9798-5:2009, modified]

4.20

verify

verification process that takes a message, a signature and an identity of a signer to output accept meaning
the given signature is generated by the signer with the corresponding signing key, or reject otherwise

4 © ISO/IEC 2015 - All rights reserved
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procedure parameter that provides evidence of the claimant’s identity to the verifier

[SOURCE: ISO/IEC 9798-5:20009, 2.31]

5 Symbols and abbreviated terms

ply.

<KA<2i
string

bended

In cases
gorithm

in inter-
g on the

ecoding,

br)

signifi-

5-1—Symbots

For the purposes of this part of ISO/IEC 29167, the following symbols and abbreviated termis ap

Al bit size of the number A if A is a non-negative integer (i.e. the unique integer i so'that 2 i-1
ifA>0,0or0ifA=0,e.g. 165537 = [216+1| = 17), or bit length of the bit string4 if 4 is a bit
NOTE To represent a number 4 as a string of a bits with a >|A|, a -|A| bits-set to 0 are ap
to the left of the |A] bits.

Ali] ith-bit of the number A, where A[0] is the right-most bit and A[|41-#is the left-most bit

Alif] bit string made of the bits from the ith-bit to the jth-bit of the nqumber A, where i > j

B || C bit string resulting from the concatenation of data iteths B and C in the order specified.
where the result of concatenating two or more data items is input to a cryptographic al
as part of an authentication mechanism, this resultshall be composed so that it can be finiquely
resolved into its constituent data strings, i.e. So'that there is no possibility of ambiguity
pretation. This latter property could be achieved in a variety of different ways, dependir
application. For example, it could be guaranteed by
(@) fixing the length of each of the subistrings throughout the domain of use of the mechanism, or
(b) encoding the sequence of concaténated strings using a method that guarantees unique d
e.g. using the distinguished encoding rules defined in ISO/IEC 8825-1 [10]

y response (procedure parameter)

A challenge (procedure parameter)

bi| byte length of fresh strings of random bits for representing challenges (domain parametg

h’ bit length of frésh strings of random bits for representing challenges (domain parameter

B¢ set ofchallenges ¢

4 derived challenge (procedure parameter)

2 byte length of the derived challenge z (procedure parameter)

o’ bit length of the derived challenge z (procedure parameter)

Y, set of derived challenges z

E elliptic curve (domain parameter)

TRUNC truncation function; TRUNC(input) denotes the bitwise truncation of input to the k least
cant (right-most) bytes

F one-way function taking two inputs, a commitment X and a challenge c, and producing a derived
challenge z

PRESENTk(B) encryption of the block B with the 128-bit key K, using the lightweight block cipher PRESENT

AES-Lk(B) encryption of the block B with the L-bit key K, using the block cipher AES

© ISO/IEC 2015 - All rights reserved
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P base point over the elliptic curve E (domain parameter)
N order of the base point P (domain parameter)
[k]R multiplication operation that takes a positive integer k and a point R on the curve E as input and

produces as output another point Q on the curve E, where Q = [k]R=R+ R + ... + Ris the sum of k
occurrences of R. The operation satisfies [0]R = Of (the point at infinity), and [-k]R = [k](-R)

S private key (secret parameter)

2 bit length of the secret key (domain parameter)

1% public key (public parameter)

%4 byte length of the public key (domain parameter)

Q field size (domain parameter)

n{ry} fresh random number or fresh string of random bits, or indexed set thereof (Secret parameter)
P length of fresh strings of random bits for representing random numbers.domain parameter)
X, {Xi} commitment, or indexed set thereof (procedure parameter)

X security parameter, length of a commitment X (domain parameter)
o security parameter (domain parameter)

A bit length of the signature of the public key (public:\parameter)

{a, b, ¢, .4} set containing the elements a, b, ¢, ...

0k string bit constructed with k zero bits

CCCCp binary notation

CCCCh hexadecimal notation

5.2 Apbbreviated terms

CCR Commitment Challenge Response

CS CryptographicSuite

CSI Cryptographic Suite Identifier

ECDLP Elliptic Curve Discrete Logarithm Problem

LHW Loew Hamming Weight

NTS Non-transmissible Signature

RFU Reserved for Future Use

TAM Tag Authentication Method

6 Cipher introduction

This mechanism, cryptoGPS - called GPS in the earlier cryptographic literature - is due to Girault,
Poupard, and Stern [3]. The name cryptoGPS is now used so as to avoid confusion with the physical
location service. cryptoGPS is a zero-knowledge identification scheme that provides unilateral entity

6 © ISO/IEC 2015 - All rights reserved
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authentication. Several variants of cryptoGPS are specified in ISO/IEC 9798-5 and ISO/IEC 29192-4 [15]
with the elliptic curve variant [2], along with some optimizations, being presented below.

cryptoGPS is a public key, or asymmetric, cryptographic mechanism for Tag authentication that offers
the potential for lightweight implementation on the Tag and security that is related to the difficulty of
solving the elliptic curve discrete logarithm problem (ECDLP).

Two variants of the authentication are described:

The Commitment-Challenge-Response (CCR) variant. CCR schemes, such as cryptoGPS, have

)

D)

1)

%
L

7

)

n addition cryptoGPS can be used with a variety of implementation optimizations.'These includ

All of these optimizations are optional and they can be used in combination.

ssues such as the key infrastructure required to support the techniques described in this Crypto|
buite are outside the scope of.the document. They remain, nevertheless, important consideratiorns when
hssessing the suitability of any Cryptographic Suite for a given application.

CryptoGPS allows.a verifier to check that a claimant knows the elliptic curve discrete logarit
claimed public_point with respect to a base point. A general framework for cryptographic tec
based on elliptic curves is given in ISO/IEC 15946-1.

Within'a given domain the following requirements shall be satisfied.

previously been proposed as lightweight solutions to the problem of Tag authentication.

The Non-Transmissible Signature (NTS) variant. This variant is based on the crypteGPS si
scheme and reduces the number of exchanges between the reader and the Tag.

the use of what are termed coupons, essentially a pre-computation of the)form (r, X) that
stored by the claimant and used at the time of authentication, and

bnature

le:

can be

the use of a pseudo-random number generator that can be used to\re<generate the first compponent

r of the coupons in optimization 1, and

the use of a cryptographic hash function that can be used to reduce the size of the second compponent

X of the coupons in optimization 1, and

the use of bitwise truncation that can be used to further reduce the size of the second comp
of the coupons in optimization 3, and

the use of what are termed low hamming weight(LHW) challenges, available only to the CCR
that provides a carefully constructed challenge space offering some computational efficie
the claimant. A challenge is said to be LHW if there are at least o - 1 zero bits between 4§
consecutive one bits in its binary représentation (where o is the bit length of the private ke)

Parameter definitions

onent X

variant,
ncies to
ny two
 5).

oraphic

hm of a
hniques

elected

Domain parameters that govern the operation of the mechanism shall be selected. The 5

b)

d)

parameters shall be made available in a reliable manner to all entities within the domain.

Every claimant shall be equipped with the same elliptic curve E and a set of parameters, namely the
field size g, a base point P over E, and n the order of point P. The curve and the set of parameters are

either domain parameters or claimant parameters.

Each point P used as the base for elliptic curve discrete logarithms shall be such that,

for any

arbitrary point J of the curve, finding an integer k in [0, n — 1] (if one exists) such that J = [k]P is

computationally infeasible, where feasibility is defined by the context of use of the mechani

Every claimant shall be equipped with a private key.

© ISO/IEC 2015 - All rights reserved
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e) Eve

ry verifier shall obtain an authentic copy of the public key corresponding to the claimant’s

private key.

NOTE1 The exact means by which the verifier obtains a trusted copy of the public key of the claimant is
beyond the scope of this part of ISO/IEC 29167. This may, for example, be achieved by the use of public-key
certificates or by some other environment-dependent means.

f) Every verifier shall have the means to produce fresh strings of random bits. When coupons are not

use

d, every claimant shall also have the means to produce fresh strings of random bits.

NOTE 2
scope of]

8 State diagram
This paft of ISO/IEC 29167 shall implement an INITIAL state.

After ppwer-up and after a reset of the Cryptographic Suite, the Cryptographic Suite-transitions to its

INITIAL
remain

The tra

engine [TAM1 and TAM2 mechanisms).

Figur

The exact means by which the verifier and claimant obtain fresh strings of random bits is beyond th¢
this part of ISO/IEC 29167.

state. After a successful Tag Authentication (TAM1 or TAM2) the Cryptographic Suite shal
in its INITIAL state. If the Cryptographic Suite returns an error code, it go€s to the INITIAL state

nsition between states is specified in Figure 1 — State machine-0f cryptoGPS cryptographid

TAM
/ \ TAM2
TAM1-Step1 TAM i2§p2
N /\
INITHAL INITIAL

e 1 — State machine of cryptoGPS cryptographic engine (TAM1 and TAM2 mechanisms)

9 Ini

Implemlentations of this suite shall assure that all memory used for intermediate results is cleared afte
each authéntication operation and after reset.

tializationand resetting

For claimant 4, a fresh string shall be uniformly selected at random from the set {2, 3, ..., n - 1}. The
string represents the private key, denoted s.

The number o =|n| gives the number of bits to be used to represent private keys.

Denoted V, the public point for claimant A is set equal to the inverse of the multiplication of the base

point P

by the number s; namely

V=(xyyv) =~ [s]P

© ISO/IEC 2015 - All rights reserved
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The challenges are selected from a set of integers S of cardinality 4., where 26" -1 < A, <26". The length
in bits of the greatest possible challenge is denoted by . It is a domain parameter.

NOTE1 The total number of possible challenges is application dependent. Values of ¢’ from 8 to 64 can be
considered, but most applications would likely use §” equal to 20 to 40.

NOTE 2  When the set of challenges is the interval [0, 4. - 1], then f = §".

The derived challenges are selected from a set of integers S of cardinality 4, where 2« -1 < A, <2w’,

OTE 3~ Thetotal number of possible derived ciallenges 1S application dependent. Values of @ from 8 tp 64 bits
can be considered, but most applications would likely use w’ equal to 20 to 40 bits.

NOTE4  Inthe CCR variant, when the LHW optimization is not used, then 6’= w’and c = z.

n the NTS variant, the derived challenge z is computed as the result of the one-way function F with
nput a commitment X and a challenge c:

z=F(X o).

[he F function is based either on the lightweight block cipher PRESENT;On the block cipher AES, or on
'he hash function SHA-256.

NOTES5  PRESENT is a standardized lightweight block cipher and is deseribed in ISO/IEC 29192-2 [14]. AES is the
block cipher described in FIPS-197 [19]. SHA-256 is the fourth hash fufigtion specified in ISO/IEC 10118-3] [12],

10 Authentication

[10.1 Introduction
['his section outlines two variant mechanismsiising cryptoGPS that provide Tag authentication
['he claimant shall store a private key s (as a string of o bits).

Dptionally, the claimant may store thecorresponding public key IV and a certificate C on that puplic key
/ issued by a trusted authority.

fthe coupon optimization isnetused, the claimantshall store the agreed base point Pand the paragmeters
for associated elliptic curve)operations on the pre-selected elliptic curve E.

f the coupon optimization is used, the claimant shall store m coupons C; where 0 < i < m-1. The exact
form of the coupons-stored will depend on the additional optimizations that are used.

n the case of ¢oupon use, in addition to:
— numbel 6 and a private key s, in the CCR variant;

— nwmbers § and w, and a private key s, in the NTS variant ;

[he claimant shall only store a set of coupons. To be used only once, each coupon consists of a p-bit string
(that need not be stored if it can be reproduced by a pseudo-random function, e.g. one of the functions
specified in ISO/IEC 18031[16]) and a commitment.

Thebracketed lettersin Figures 2 and 3 correspond to the steps of the mechanism, including the exchanges
of information, described in detail below. The claimant is denoted by A. The verifier is denoted by B.
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10.2 Tag authentication: CCR variant (Method “00” = TAM1)

Authenticate(TAM 1-Step 1, Payload)

A 4

B P (b) TAM1-Step1 Response A
Interrogator [ ) Authenti TAM1 5 Pavload Tag
©), (&) (d) Authenticate( -Step 2, Payload) > (), (e)

(f) TAM1-Step2 Response

A

Figure 2 — Commitment-Challenge-Response variant

h application of the mechanism the following procedure shall be performed. The verifier B (théd
bator) shall only accept the claimant A (the Tag) as valid if the procedure completes'sticcessfully]

" each authentication,
either a new coupon (r;, X;) is used, or
a fresh string of p bits shall be uniformly selected at random. It shall)be kept secret.

p=c+w+06

TE 1 A value of 0 of 80 is appropriate for most applications.
TE 2 If the LHW optimization is not used, thenw!=¢". Else, 0’ =256 x § + (6 - 1) x (6 - 1)
TE 3 The p-bit value r; shall not be equal tozero.

i) Denoted rj, the number represented by-the fresh string shall be converted into a commit
ment (used as witness) X; as

X; = EC20SPg([ri]P, fmt)
with EC20SPg the function to convert a point on elliptic curve E to octet strings defined in ISO
[EC 15946-1 and fmt a format specifier, which is one of the symbolic values compressed, uncom

pressed, or hybrid.

NOTE 4 Under certain circumstances some might prefer to use the witness formulg
Xi = EC20SPg([r; mod.n] P, fmt).

ii)  Then, in-addition and depending on Tag initialization, optionally set X; = SHA-256(Xj).
NOTE 5 SHA-256 is the fourth hash function specified in ISO/IEC 10118-3 [12].
iii) «Then, in addition and depending on Tag initialization, optionally set X; = TRUNC(Xj).

NOTE 6 The size of the witness will depend on application security demands.

A sends commitment X; to B.

On receipt of commitment X;, the following steps are performed:

For eac
Interro
a) Fo
1
2)
NC
NC
N(
b)
0)
1)
2)
10

If the commitment length x, sent by 4, is lower than application security policies allow, then the
procedure fails.

If the desired challenge length 6§, sent by A, does not satisfy application security policies then the
procedure fails.
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3) A fresh challenge string c shall be uniformly selected at random from S; so that a derived
challenge z lies in the set S, and is not equal to zero.

d) Bsends challenge c to A.
NOTE 7  Ifthe LHW optimization is not used then z = ¢, and c shall not be equal to zero.
e) Onreceipt of the challenge, the following computational steps are performed.

1) Ifthe challenge cis not an element of S, then the procedure fails, and the commitment X; can be
re-used.

2) A computes a derived challenge z as follow:
i) Ifthe LHW optimization is not used, then z = c.
ii) Ifthe LHW optimization is used, then the following computational steps are performed:
[) The &-byte challenge c can be denoted as: as || as-1 || --- || az{) a1-
II) Starting from the least significant bit of z, there are a;.z€ro bits before the first ‘1.

[II) There are then (o - 1) + a; zeros between the (i-1)tand the ith ‘1",

3) Ifthe derived challenge zis not an element of S;, oris)equal to zero, then the procedure f3ils, and
the commitment Xj can be re-used.

4) Aresponse y shall be computed (as an integer) using the number r; and the private key § as
y =i+ ZXS
) A sendsresponsey to B.

NOTE8 A shall now delete coupon (ry, X;), or otherwise make it functionally inaccessible, in order to forbid
the reuse of the same coupon for another authentication.

) On receipt of response y, the'following computational steps are performed.

1) If the response y is'hot a string of p bits and/or if the leftmost 6 bits of y are all equal, then the
procedure fails(

2) Denoted X#*-acandidate witness shall be computed as follows:
i) X¥3EC20SPg([z]V + [y]P, fmt)
NOTE-9\™ Some might prefer to use the verification formula X* = EC20SPg([z]V + [y mod n]P, fmt).

i1) Then, in addition and depending on Tag initialization, optionally set X* = SHA-256(X*).

iii) Then, in addition and depending on Tag initialization, optionally set X* = TRUNC(X*)

3) IfX*=X;then verification is successful and the claimant is accepted as authentic. Otherwise the
procedure fails.

© ISO/IEC 2015 - All rights reserved 11
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10.3 Tag authentication: NTS variant (Method “01” = TAM2)

B (a) Authenticate(TAM 2-Step1, Payload) _ A
Interrogator > Tag
(e) < (d) TAM2-Step1 Response (b), (c)

For eac
Interro

a) Bs
b) On
1)

c¢) Then, within A:

1y
2)

Nd
Nd

Figure 3 — Non-Transmissible Signature variant

h application of the mechanism, the following procedure shall be performed. The verifier|B (théd
bator) shall only accept the claimant A (the Tag) as valid if the procedure completes successfully]

ends to A a fresh string c of length & bytes.
receipt of the challenge c, the following steps are performed by A.

If the length of c does not satisfy application security policies then theptocedure fails.

either a new coupon (r;, X;) is used, or
a fresh string of p bits shall be uniformly selected at random. It shall be kept secret.
p=0+w+06
TE 1 A value of 0 of 80 is appropriate for‘most applications.
TE 2 The p-bit value r; shall not be equal to zero.

i) Denoted rj, the number represented by the fresh string shall be converted into a commit
ment (used as witness) X; as

Xi = EC20SPEg([r{]P, fmt)
with EC20SPg the(function to convert a point on elliptic curve E to octet strings defined
in ISO/IEC 15946-1 and fmt a format specifier, which is one of the symbolic values com

pressed, uncampressed, or hybrid.

NOTE 3 Under certain circumstances some might prefer to use the witness formula
Xi = EC20SPg({r; mod n]P, fmt).

ii)  Then, in addition and depending on Tag initialization, optionally set X; = SHA-256(Xj).

iif) ¥ Then, in addition and depending on Tag initialization, optionally set X; = TRUNC(X;).

3)

12

NOTE % The size of the witness will depend on application security demands.
A derived challenge z shall be computed using the commitment X; and the challenge c as
Z= F(Xi, C)

The F function can be based either on the lightweight block cipher PRESENT, on the block cipher
AES, or on the hash function SHA-256.To compute z, the following steps are performed:

i) The commitment X; and the challenge c are concatenated to get K= X; || c.
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ii)  If PRESENT is used (depending on Tag initialization), the following computational steps

are performed:

[)  If the length of K is greater than 128 bits, then the procedure is aborted and the

commitment X; can be re-used.

I1) Ifthelength of Kis lower than 128 bits, then Kis expanded with zero bits at the most

significant (left-most) bit positions until its length is 128 bits: K=0...0 || K.

1)

4)
5)

6)

A'sends response y and derived challenge z to B.

) —With K askey, the tightweight block tipher PRESENT s Used toencrypt th
zero string bit:

Z = PRESENTg/(064)

NOTE 5 PRESENT is a standardized lightweight block cipher and/is’described
IEC 29192-2.[14]

iii) Elseif AESisused (depending on Taginitialization), let L be the key length used (L
to 128,192 or 256 bits) and let AES-L be the corresponding version of AES (AES-L 1
AES-128, AES-192 or AES-256). The following steps are performed:

[)  Ifthelength of K is greater than L bits, then theprocedure is aborted and t
mitment X; can be re-used.

IT1)  Ifthelength of K is lower than L bits, then K is expanded with zero bits at t
significant (left-most) bit positions uftil its length is L bits: K=0...0 || K.

[II) With K as key, the block cipher AES-L is used to encrypt the 128-bit zero sti
z = AES-Lg(0128)

NOTE 3 AES is the block cipher described in FIPS-197.[19]

iv) Elseif SHA-256 is used (depending on Tag initialization), then set z = SHA-256(K].

v)  Then, in addition(and depending on Tag initialization, optionally set z = TRUNC,,
If zis equal to zerotheauthentication procedure is aborted and the commitment X; can be

If the length of'zdoes not satisfy application security policies then the procedure fails
commitmentX; can be re-used.

Otherwise response y shall be computed (as an integer) using the number r; and the
key s-as

Y=Tri+ZXxs

P 64-bit

in 1SO/

is equal
s either

ne com-

he most

'ing bit:

2).
re-used.

and the

private

NOTE 4 A shall now delete coupon (ri, Xi), or otherwise make it functionally inaccessible,

in order to forbid the reuse of the same coupon for another authentication.

On receipt of response y and derived challenge z, the following computational steps are performed.

1y

2)
3)

If the response y is not a string of p bits and/or if the leftmost 6 bits of y are all equal, then the

procedure fails.

If the derived challenge z is equal to zero, then the procedure fails.

If the length of z does not satisfy application security policies then the procedure fails.

© ISO/IEC 2015 - All rights reserved
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4) Ifthe witness length x does not satisfy application security policies then the procedure fails.
5) Denoted X* a candidate witness shall be computed as follows:

i)  X*=EC20SPg([z]V + [y]P, fmt)

NOTE 5 Some might prefer to use the verification formula X* = EC20SPg([z]V + [y mod n]
P, fmt).

1) Thaox 33 S A A4 s S d o e din s ey Mo o st it ey s D1l cnd VX CIT A DD £ (VX))
ll} ITIICTI, TIT AdUUItIUIT dITuU ubybllulll& JUIl 1(15 ITIIVIAIIZLZAtIVII, UlJLAUllClll)’ oL L /) = JIIlX LnnJULIl J

iii) Then, in addition and depending on Tag initialization, optionally set X* = TRUNC(X%):
6)| Denoted z* a candidate derived challenge shall be computed as follows:
i) The candidate witness X* and the challenge c are concatenated to get K* £X* || c.

ii)  If PRESENT is used (depending on Tag initialization), the following computational steps
are performed:

[)  Ifthelength of K* is greater than 128 bits, then the procedure is aborted.

[1) If the length of K* is lower than 128 bits, then K* i expanded with zero bits at thg
most significant (left-most) bit positions until its length is 128 bits: K* = 0...0 || K*.

[II) With K* as key, the lightweight block ciphef PRESENT is used to encrypt the 64-bif
zero string bit:

z* = PRESENTg*(064)

iii) Elseif AESisused (depending on Tag initialization), let L be the key length used (L is equa
to 128,192 or 256 bits) and let AES-kbe the corresponding version of AES (AES-L is eithet
AES-128, AES-192 or AES-256), The following steps are performed:

[)  Ifthelength of K* is greater than L bits, then the procedure is aborted.

II) Ifthelength of K*islower than L bits, then K* is expanded with zero bits at the mosf
significant (left=most) bit positions until its length is L bits: K* = 0...0 || K*.

[II) With K* as\key, the block cipher AES-L is used to encrypt the 128-bit zero string bit
z*= AES-Lg+(0128)
iv) Else ifSHA-256 is used (depending on Tag initialization), then set z* = SHA-256(K*).
v)  Then, in addition and depending on Tag initialization, optionally set z* = TRUNC,,(z*).

7)| 1fz*=zthen verification is successful and the claimant is accepted as authentic. Otherwise the
procedure fails.

Message layout for authentication methods TAM1 and TAM2

For both Tag authentications variants described in 9.2 and 9.3, a sequence of one or more commands
needs to be sent to the Tag in order to complete authentication with the authentication methods in this
Cryptographic Suite. In order for an authentication to succeed, the entire sequence of commands needs
to be executed successfully.

Message and Response are part of the security commands that are described in the air interface
specification. The following sections of this document describe the formatting of Message and Response
for the Tag authentication methods TAM1 and TAM2 and the payloads for each step of the authentication
sequence will be detailed below.
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State transition tables are provided in Annex A.

10.3.1 CCR variant (Method “00” = TAM1)

Tag authentication using a commitment-challenge-response protocol.

10.3.1.1 TAM1-Step1: Interrogator payload formatting

The Interrogator starts the authentication process and constructs a TAM1-Step1 payload defined below:

field AuthMethod Step Flags

# bits 2 2 4

Figure 4 — TAM1-Step1l Interrogator message

['he fields have the following interpretation:

— AuthMethod: This field is set to 00.

— Step: This field is set to 00.

— Flags: This field is set to the following values:

— Flags[0] = 0 if the Interrogator doesn‘t need‘to-receive the Tag public key from the Tag.
— Flags[0] = 1 if the Interrogator needs to'teceive the Tag public key from the Tag.

— Flags[3:1] = 000.

NOTE The value of Flags[3:1] candbe'viewed as RFU.

10.3.1.2 TAM1-Step1: Tag processing

[he Tag shall only accept this\payload in the INITIAL state. In any other state, receipt of this 1
penerates an error.

[he Tag checks if the(following conditions are fulfilled:

1) The Tagchecksthat AuthMethodis equal to 00.Ifnot, the Tag returns error code ERR_AUTHM
and stays i JINITIAL state.

P) The Tag checks that Step is equal to 00. If not, the Tag returns error code ERR_STEP and
INFRML state.

B)-.. The Tag checks that the received value of Flags is compatible with whether the Tag publi

nessage

ETHOD

stays in

c key is

starad antho Taag Ifnat tho Taaraoturne orrar cado EFRR PIUBKEY and ctauc in INITIAL ot
Sterea-oh+tHe g Hou e g et RS e o o6t Enr o b AR a S S hA

The Tag then performs the following steps:

otoree.

1) It generates, or retrieves from memory, an unused commitment X; of length x bytes. If the Tag is
unable to produce a new commitment Xj, then it returns error code ERR_COMMITMENT and stays

in INITIAL state.
2) It constructs a response message as described below.

3) It moves to state TAM.

© ISO/IEC 2015 - All rights reserved
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10.3.1.3 TAM1-Step1: Tag response formatting

The full response payload is defined below:

if requested
— —"— —~
] . . Public Signature
field AuthMethod Step Flags Length & Length x | Commitment X; | Length v T T CA
# bits 2 2 4 4 4 8 x x 8 8xv A
Figure 5 — TAM1-Step1 Tag message

The fields have the following interpretation:
— AugthMethod: This field is set to 00.
— Step: This field is set to 00.

— Flags: This field is set to the following values:

— | Flagsl3] = 0.

NOTE1 The value of Flags[2:0] will likely be fixed at the time of Tag manufacture or personalization.

NOTE 2  The value of Flags(3] eanbe viewed as RFU.
— Length é: The length in bytes of the challenge that is anticipated by the Tag.

NOTE3  The length.6will depend on application security considerations.

NOTE4  Ifthe EHW challenge is used then § also denotes the hamming weight of the derived challenge.
— Length x: The)length in bytes of the commitment X;.

NOTE 5¢ \('The length x will depend on application security considerations.

NOTE6  Iftruncationisusedthenxeffectively communicatesthe extentoftruncationtobe used by the verifie

Flags[0] = 0 if the LHW challenge optimization is not used.

Flags[0] = 1 if the LHW challenge optimization is used.

Flagsl1l = 0 if no hash function is used to construct the-coupons.

Flagsll] = 1 if the hash function SHA-256 is used t&construct the coupons.
Flagsl2] = 0 if truncation is not used to construict the coupons.

Flagsl2] = 1 if truncation is used to construct the coupons.

— Commitment Xj: The cryptoGPS Tag commitment.

Optionally included, depending on the value of Flags in the Interrogator authentication command:

— Length v: The length in bytes of the representation of the Tag-specific public key V.

— Public key: The Tag-specific public key V.

— Signature CA: The signature (certificate) for the Tag-specific public key V. The choice of signature
scheme will be system-wide and the size of the certification signature field will be fixed throughout.

16
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10.3.1.4 TAM1-Step1: Interrogator processing

The Interrogator recovers the TAM1-Stepl Response and performs the following steps:

rogator

not, the

1) The Interrogator checks that AuthMethod is equal to AuthMethod from the TAM1-Step1 Inter
message. If not, the Interrogator generates an error code and halts.

2) The Interrogator checks that Step is equal to Step from the TAM1-Step1 Interrogator message. If not,
the Interrogator generates an error code and halts.

) The Interrogator authenticates the Tag public key V. If the Tag public key cannot be authenlticated,

the Interrogator generates an error code and halts.

1) The Interrogator verifies that it supports the Tag type identified by the value of#lggs. If
Interrogator generates an error code and halts.

) The Interrogator “saves” the status of the Tag by setting three boolean flags.ds'follows:

1)

B)
)

BL.Hw = TRUE if Flags[0] = 1, FALSE otherwise
Buasy = TRUE if Flags(1] = 1, FALSE otherwise
BTrRUNC = TRUE if Flags(2] = 1, FALSE otherwise

[hen the Interrogator performs the following steps:

10.3.1.5 TAM1-Step2: Interrogator message formatting

[he Interrogator shall compute a non-zero challenge c. This will be interpreted by the Tag as a
challenge in one of two ways, depending on the value of Flags received in the response to TAM14

[he Interrogator shall construct a TAM1-Step2 payload.

['he full message payload is defined below:

If the commitment length x, sent by the Tag, is lowerjthan associated application security
allow then the Interrogator generates an error code.and halts.

The Interrogator checks that the requested length § of the challenge satisfies associated app
security policies. If it’s not then the Interrogator generates an error code and halts.

The Interrogator stores the value of X; iruser-memory.

Depending on the value of Flags, thé Interrogator constructs the message for TAM1-Step2 i
two ways.

field AuthMethod Step Flags Challenge C

# bits 2 2 4 8 x4

policies

lication

h one of

derived
Stepl.

Figure 6 — TAM1-Step2 Interrogator message

The fields have the following interpretation:

— AuthMethod: This field is set to 00.

— Step: This field is set to 01.

— Flags: This field is set to 0001 if BLyw = TRUE and to 0000 otherwise.

© ISO/IEC 2015 - All rights reserved
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Challenge: This field contains a random challenge c.

Case BLyw = FALSE: The challenge ¢ and the derived challenge z will be the same non-zero
random string of length 6 bytes.

Case BLyw = TRUE: The challenge c represents a 6-byte encoding of a non-zero random derived
challenge z that has hamming weight 6.

10.3.1.6 TAM1-Step2: Tag processing

The Taj; shall only accept this payload in the TAM state. In any other state, receipt of this messagg

genera
The Tag
1) The
and
2) Thg
INI
3) Thq
ER
4) The
err
5) Thq
NO
zer
If these
1) Thd
wif]
2) Thq
NO
3) Thd
the
10.3.1.
The ful

to the INITIAL state.

challenge c gives the derived value z.

€s an error.
checks that the following conditions are fulfilled:

 Tag checks that AuthMethod is equal to 00. If not, the Tag returns error code ERR_AUTHMETHOT
returns in INITIAL state.

 Tag checks that Step is equal to 01. If not, the Tag returns error code ERR_STEP and returns ix
1AL state.

 length of ¢ corresponds to the length (6 bytes) demanded. If not;-the Tag returns error codgd
R_CHALLENGE and returns to the INITIAL state.

e length of the derived challenge z satisfies application security policies. If not, the Tag returng
pr code ERR_CHALLENGE and returns to the INITIAL state.

 derived challenge z is non-zero. If not the Tag returns'error code ERR_CHALLENGE and returng

[E1  When using the LHW variant of cryptoGPS, thé encoding method necessarily implies that zis non
b since it must have hamming weight 6.

conditions are fulfilled the Tag perform@)the following steps:

t Tag generates, or retrieves from.niemory, the pseudo-random number r; of length p associated
h coupon of index i.

 Tag uses z, r;, and the Tag authentication key s to compute the cryptoGPS response y.
[E2  When the LHW challenge is not used then z = c. When the LHW challenge is used, the §-byte

b Tag constructs‘@response containing the value y, transmits the response and disables reuse of
selected coupon.

/ TAM1:Step2: Tag response formatting

reSponse payload is defined below:

field AuthMethod Step Response y

# bits 2 2 p

Figure 7 — TAM1-Step2 Tag message

The fields have the following interpretation:

— AuthMethod: This field is set to 00.

18
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— Step: This field is set to 01.

— Responsey: The p-bit cryptoGPS Tag response.

10.3.1.8 TAM1-Step2: Interrogator response processing
The Interrogator recovers the TAM1-Step2 Response and performs the following steps:

1) The Interrogator checks that AuthMethod is equal to AuthMethod from the TAM1-Step2 Interrogator

message £ not, the Inh:rrng:\fnr gnnnr:\fnc an errorcode and halts

P) The Interrogator checks that Step is equal to Step from the TAM1-Step2 Interrogator messagg. If not,
the Interrogator generates an error code and halts.

B) The Interrogator uses the derived challenge z, the response y, the public key V, and'the ellipt{c curve
system parameters to compute X* = EC20SPg([z]V + [y]P, fmt).

1) If Byasy = TRUE, the Interrogator computes X* = SHA-256(X*).
b) If Brrunc = TRUE, the Interrogator computes X* = TRUNCx(X*).
b) If X* = X; then verification succeeds.

f verification succeeds the Tag is authenticated. In all other cases.the Tag is not authenticated.

10.3.2 NTS variant (Method “01” = TAM2)

[ag authentication using a challenge-response protocol:

10.3.2.1 TAM2: Interrogator message formatting

[he Interrogator starts the authentication process and constructs a TAM2 payload.

field AuthMethod Flags Length & Challenge ¢

# bits 2 2 4 8x8

Figure 8 — TAM2 Interrogator message

['he fields have the following interpretation:
— AuthMethod: This field is set to 01.

— FlagsY This field is set to the following values:

= Flags[0] = 0 if the Interrogator doesn‘t need to receive the Tag public key from the Tag.

— Flags[0] = 1 if the Interrogator needs to receive the Tag public key from the Tag.
— Flagsll = 0.
NOTE The value of Flags[1] can be viewed as RFU.

— Length &: The length in bytes of the challenge c.

— Challenge c: The challenge.
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10.3.2.2 TAMZ2: Tag processing
The Tag shall always accept this payload since the Tag is always in the INITIAL state.
The Tag checks if the following conditions are fulfilled:

1) The TagchecksthatAuthMethodis equalto 01.Ifnot, the Tagreturns error code ERR_AUTHMETHOD,
halts, and stays in INITIAL state.

2) The Tag checks that the length 6 of the challenge c satisfies associated application security policies.
If njot, the Tag returns an error code ERR_CHALLENGE, halts, and stays in INITIAL state.

3) The¢ Tag checks that the received value of Flags is compatible with whether the Tag public key if
stofed on the Tag. If not, the Tag returns error code ERR_PUBKEY, halts, and stays in INITIAL'State.

The Tag then performs the following steps:

1) It generates, or retrieves from memory, an unused commitment X; of length x hytes. If the Tag is
ungble to produce a new commitment X;, then it returns error code ERR_COMMITMENT and stays
in INITIAL state.

2) With commitment X; and challenge c, it computes a derived challenge Z of'length that satisfies the
application security policies. If the length of X; and ¢ does not allow_to compute z, then the Tag
retpirns an error code ERR_CHALLENGE, halts, and stays in INITIAL State.

NOTE1 In this situation the selected coupon has not been used in‘the computation of a Tag response and
it cgn be reused.

3) If the derived challenge z is equal to zero, then the Tag'¥eturns an error code ERR_CHALLENGE
halts, and stays in INITIAL state.

NOTE 2  In this situation the selected coupon has not been used in the computation of a Tag response and
it cqn be reused.

4) If the derived challenge z is non-zero, the Tag uses z, r;, and the Tag authentication key s to computsg
the|cryptoGPS response y.

5) Thg¢ Tag constructs a response containing the value y, transmits the response and disables reuse of
the|selected coupon.

10.3.2.3 TAM2: Tag responseformatting

The full response payload.is/defined below:

if r
if requested
— ——
Derived Publi Signati
field | AuthMethod Flags Length w erive Length x Response y | Length v i R
challenge z Key V CA
# bits 2 6 4 8 xw 4 p 8 8 xv A

Figure 9 — TAM2 Tag message

The fields have the following interpretation:
— AuthMethod: This field is set to 01.
— Flags: This field is set to the following values:

— Flags[2:0] = 000 if SHA-256 is used to compute the derived challenge z.
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— Flags[2:0] = 001 if PRESENT is used to compute the derived challenge z.
— Flags[2:0] = 010 if AES-128 is used to compute the derived challenge z.
— Flags[2:0] = 011 if AES-192 is used to compute the derived challenge z.
— Flags[2:0] = 100 if AES-256 is used to compute the derived challenge z.

— Flagsl3] = 0 if no hash function is used to construct the coupons.

Ll

Dptionally included, depending on the value of Flags in the Interrogator authentication comman

10.3.2,4.TAM2: Interrogator response processing

[héInterrogator recovers the TAM2 Response and performs the following steps:

—Fhgst=tif the hashfunctionr SHA=256 s usedtoconstruct thecoupons:
— Flagsl4] = 0 if truncation is not used to construct the coupons.

— Flagsl4l = 1 if truncation is used to construct the coupons.

— Flagsl5] = 0 if truncation is not used to compute the derived challenge z.
— Flagsl5] = 1 if truncation is used to compute the derived challenge z.
NOTE1 The value of Flags[5:0] will likely be fixed at the time of Tag mahufdcture or personalizat]
Length w: The length in bytes of the derived challenge.

NOTE 2  Thelength w will depend on application security considerations.

NOTE 3  If truncation is used then w effectively communicates the extent of truncation to be
the verifier.

Derived challenge z: The derived challenge coniputed by the Tag.
Length x: The length in bytes of the commitment X;.

NOTE4  Thelength x will depend on application security considerations.
NOTES5  Iftruncationisused thenxeffectively communicates the extent of truncation to be used by thg

Response y: The p-bit cryptoGRS Tag response.

Length v: The length in/bytes of the representation of the Tag-specific public key V.
Public key: The.Tag-specific public key V.

Signature CA) The signature (certificate) for the Tag-specific public key V. The choice of si
scheme willbe system-wide and the size of the certification signature field will be fixed thro

ion.

used by

verifier.

bnature
ughout.

i)

2)

3)

4)

5)

The Interrogator checks that AuthMethod is equal to AuthMethod from the TAM2 Inter
message. If not, the Interrogator generates an error code and halts.

If the response y is not a string of p bits and/or if the leftmost 0 bits of y are all equal, t
procedure fails.

rogator

hen the

The Interrogator checks that the length x of the commitment X satisfies associated application

security policies. If not then the Interrogator generates an error code and halts.

If the length w of the derived challenge z does not satisfy application security policies then the

Interrogator generates an error code and halts.

If the derived challenge z is equal to zero, then the Interrogator generates an error code and halts.

© ISO/IEC 2015 - All rights reserved
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6) The Interrogator authenticates the Tag public key V. If the Tag public key cannot be authenticated,
the Interrogator generates an error code and halts.

7) The Interrogator verifies that it supports the Tag type identified by the value of Flags. If not, the
Interrogator generates an error code and halts.

8) The Interrogator “saves” the status of the Tag by setting three boolean flags and two additional
values as follows:

FpEriv = “SHA-256" if Flags[2:0] = 000

Then tHe Interrogator performs the following steps:

1) The¢ Interrogator uses the derived challenge z, the response Jj the public key V, and the elliptic curve
system parameters to compute X* = EC20SPg([z]V + [y]R fmt).

2) If Byash = TRUE, the Interrogator computes X* = SHA-256(X*).
3) If Brrunci = TRUE, the Interrogator computes X¥= TRUNCy(X*).

4) The¢ Interrogator computes z* = F(X* c). Imorder to do so, the following computational steps arg
perfformed:

a) | The Interrogator sets K* = X* ||(c.

b) | If Fpgriv = "PRESENT”, thelnterrogator performs the following steps:

i)

ii)

iii)

c) | Elseif Fpgriv = “AES”, the Interrogator performs the following steps:

Fperiv = “PRESENT” if Flags[2:0] = 001
Fperiv = “AES” and L = 128 if Flags[2:0] = 010
Fperiv = “AES” and L = 192 if Flags[2:0] = 011
Fperiv = “AES” and L = 256 if Flags[2:0] = 100
Byash = TRUE if Flags(3] = 1, FALSE otherwise

Btrunci = TRUE if Flagsl4] = 1, FALSE otherwise
Btruncz = TRUE if Flags[5] = 1, FALSE otherwisé

If the length of K¥ is greater than 128 bits, then the Interrogator generates an erroj
code and halts!

If the lengthhof K* is lower than 128 bits, then K* is expanded with zero bits at the mos
significant/(left-most) bit positions until its length is 128 bits: K* = 0...0 || K*.

With\K™* as key, the Interrogator uses the lightweight block cipher PRESENT to encrypt the
64~bit zero string bit: z* = PRESENTg*(064).

i)
ii)

iii)

NOTE

Ifthe length of K*is greater than L bits, then the Interrogator generates an error code and halts.

If the length of K* is lower than L bits, then K* is expanded with zero bits at the most
significant (left-most) bit positions until its length is L bits: K* = 0...0 || K*.

With K* as key, the Interrogator uses the block cipher AES-L to encrypt the 128-bit zero
string bit: z* = AES-Lg~(0128).

AES-L is either AES-128, AES-192, or AES-256 if L equals respectively 128, 192 or 256.

d) Elseif Fpgriv = "SHA-256", the Interrogator computes z* = SHA-256(K*).

22
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e) Then, if Brryncz = TRUE, the Interrogator computes z* = TRUNC,,(z*).

5) Ifz*=zthen verification succeeds.

If verification succeeds the Tag is authenticated. In all other cases the Tag is not authenticated.

11 Communication

This cryptographic suite does not support secure communication.

12 Key table and key update
[he Tag shall store in memory the following values:

— The private key value s which is used by the Tag for the computation of the response y. The|private
key value is o bits long.

— If the coupon optimization is used: a set of m coupons.

— Optionally: the public key value V which is used by the Interrogator for the verification of the
response y. The public key is v bytes long.

— Optionally: the certificate C on that public key V. The length-of certificate is A bits.

['his cryptographic suite does not support other cryptographic functions such as updating the Key.
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Annex A

(normative)

State transition tables

Table A.1 — TAM1 Cryptographic state transitions
Payload Start states End state (success) End state (failure)
TAM1-Stepl initial tam initial
AM1-Step2 tam initial initial
Table A.2 — TAM1-Step1 Cryptographic state transitions
Start state End state Condition
initial tam Success
initial initial Error
tam initial Error
Table A.3 — TAM1-Step2 Cryptographic state transitions
Start state End state Condition
initial initial Error
tam initial Success
tam initial Error
tam initial Success
Table A.4 — TAM2 Cryptographic state transitions
Payload Start states End state (success) End state (failure)
TAM?2 initial initial initial
Table A.5 — TAM2 Cryptographic state transitions
Start state End state Condition
initial initial Success
initial initial Error

24
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Annex B
(normative)

Error codes and error handling

Table B.1 — TAM Error codes

Error code Description Error condition
Message TAM1-Stepl. The Tag checks that AuthMdqthod
is equal to 00. If not, the Tag returns etror code ERR_
AUTHMETHOD and stays in INITIADstate.
Message TAM1-Step2. The Tag checks that AuthMgthod
ERR_AUTHMETHOD Incorrec\;c;llllféhMethod is equal to 00. If not, the Tag réturns error code ERR _

AUTHMETHOD and returns’in INITIAL state.

Message TAM2. The(Tag checks that AuthMethod i
to 01. If not, the Tagreturns error code ERR_AUT
METHOD, haltsjand stays in INITIAL state.

5 equal
H-

Message TAM1-Stepl. The Tag checks that Step is
to 00. If iot) the Tag returns error code ERR_STE]
staysindNITIAL state.

pqual
and

ERR_STEP Incorrect Step value.
Méssage TAM1-Step2. The Tag checks that Step is pqual
t0,01. If not, the Tag returns error code ERR_STER and
returns in INITIAL state.
Message TAM1-Stepl and TAM2. The received valjie of
ERR_PUBKEY Unavailable pubi key. Flags is not compatible with whether the Tag publiic key

is stored on the Tag. The Tag returns error code E
PUBKEY and stays in INITIAL state.

RR_

ERR_COMMITMENT

Unavailable commit-
ment.

Message TAM1-Stepl. The Tag is unable to produc
commitment. It returns error code ERR_COMMIT
and stays in INITIAL state.

Message TAM2. The Tag is unable to produce a ne
mitment. It returns error code ERR_COMMITMEN
stays in INITIAL state.

e a new
MENT

v com-
T and

© ISO/IEC 2015 - All rights reserved
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Table B.1 (continued)

Error code

Description

Error condition

Message TAM1-Step2. The length of ¢ does not corre-
spond to the length § bytes demanded. The Tag returns
error code ERR_CHALLENGE and returns to INITIAL
state.

Message TAM1-Step2. The derived challenge z computed
by the Tag is equal to zero. The Tag returns error code

ER

R_CHALLENGE

Incorrect challenge.

ERR_CHALLENGE and returns to INITIAL state.

Message TAM1-Step2. The length of the derived chaj-
lenge z does not satisfy application security policies, The
Tag returns error code ERR_CHALLENGE and returns to
INITIAL state.

Message TAM2. The length of the challengéc sent by

the Interrogator does not satisfy asso¢iated application
security policies. The Tag returns error code ERR_CHAL-
LENGE and stays in INITIAL stateg.

Message TAM2. With commijtment X; and challenge c, the
Tag tries to computes a derived challenge z. The length
of X; or ¢ does not allow,to.compute z. The Tag returns an
error code ERR_CHALEENGE, halts, and stays in INITIAL
state.

Message TAM2{The derived challenge z computed by
the Tag is equal to zero. The Tag generates an error code
ERR_CHAELENGE, halts, and stays in INITIAL state.

26
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Annex C
(normative)

Cipher description

e cryptoGPSauthentication algorithim is described in References | 3] and [1]- Implementation prpposals
[including a LHW version) and technical discussions can be found in References [2], [4], [5], and|[6].

—
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Annex D
(informative)

Test vectors

D.1 Key production
The elliptic E curve for this example is curve P-192 defined in FIPS PUB 186-3 [2].
E:Y2=X3-3X+bover F

q-= FFFFFEFEFE FFFFEFEFEE FFFFFEFEFE FFFFFEFFE FFFFFEFEFE FEFFFFEE
b= 64210519 E59C80E7 OFAT7E9AB 72243049 FEBSDEEQ Cl46B9BR1
Base pqint P over E.
P=""|(xpyp)

= (188DABOE BO3090F6 7CBF20EB 43A18800 FAFFOAFD 82FF1012,
07192B95 FFC8DA78 631011ED 6B24CDD5 T3F977A1 1E794811)
n is thelorder of point P.

n= FFFFFEFEE FEFFEFETE FFEFEFETE 99DEF836 146BCI9B1 B4D22831

The bit[length of the cryptoGPS private key is o ="tn| = 192 bits.

D.2 Authentication exchange: CCR variant
The lengths are the following:

— 0 =|w =5 bytes for the challénges c and z.

— x=H9 bytes for the commitment X.

Private key

s= 4F1DFO3A\VVA32DCAO2 652E83E7 EOLFF5259 D61F5563 B3A0FALQ

Public point

V = 4[s]P

= (xwyv)
- (D753BF14 9529BC23 BI1850A37 57C4D34A O0D686A95 C3B03855,

1656B8CB 2896BFD4 BC8F94A8 F3708741 BO954CC44 4FC3951A)
Step a

ris a fresh string of random bits of length p =0 + w’+ 8 = 192 + 40 + 80 = 312 bits.
X is the witness such that X = EC20SPg([r]P, uncompressed).
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r= 05E8B1 E1121B08 FBY9AOF58 FCIE932F O9CEFE94D 629BC223 40B5F04B
554DCD2B C812A76D 98F8BA3E

[[]Pp= (DAD48D02 4B83E223 4COFSFFF B51C15B7 1D52CF92 B35358CF,

FFE42756 843D0DF8 F3166971 E8AF6E22 6FD381B0O0 A816720F)

X= 04 DAD48D02 4B83E223 4COFS5FFF B51C15B7 1D52CF92 B35358CF
FFE42756 843DODF8 F3166971 E8SAF6E22 6FD381B0 A816720F

Step b

Commitment is equal to X.

K= 04 DAD48D02 4B83E223 4COFS5FFF B51C15B7 1D52C8P92 B35348CF
FFE42756 843DODF8 F3166971 E8AF6E22 6FD381B0 ,A8Kk6720F

Step ¢, d

Verifier’s challenge:

- = 2D FOF5B4F2

Step e, f

= 2D FOF5BA4F2

y= S5E8B1 E1121B08 FBOAOF67 2®DI9CE48 044BD618 3242087C ADDDA392
F2CA1F36 FDD94248 E8485D5H

btep g

Verification:

K*= 04 DAD48DOZ2* 4B83E223 4COFS5FFF B51C15B7 1D52CF92 B35338CF
FFE42756 843DODF8 F3166971 EBAF6E22 6FD381B0 A816720F

Authentication is vahd:

D.3 Autheéntication exchange: NTS variant

['he lengths are the following:

—.'6.= w = 8 bytes for the challenges c and z.

— x =8 bytes for the commitment X.

Private key

s= 4F1DFO03A A32DCAQ2 652E83E7 ES5FF5259 D61F5563 B3A0FALO

Public point

V. = -[s]P

= (xwyw)

ISO/IEC 29167-17:2015(E)
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= (D753BF14 9529BC23 B1850A37 57C4D34A 0D686A95 C3B03855,

1656B8CB 2896BFD4 BC8F94A8 F3708741 B954CC44 4FC3951A)

D.3.1 Challenge z derived with PRESENT
Stepa,b

Verifier’s challenge:

Cc= P2E49A1E 98917CAb6

Step c

risafr
Xis the

Stepd

Respon

y:

Derived

Z=

Step e

Verificg

X*=

K*=

z¥=

i

H

82C2E28

BAEOC3D
BAEOC3D
(5132316
EATE

[7TE1E66B

EATE

[TE1E66B

(5132316

tion:

9C9AE803 BCEACS8FO

8DC46B50 3906506F

3C4BB35A 6A6EDEO3

FOA38D27
FOA38D27
5068D17C
7FD99858

335E3784

e is equal to y.

7FD99858

335E3°A84

challenge is equal to z.

5068D17C

9B348470

5D56E629

D2E49A1E

4AB2612E

32A77FCC

4AB2612E

32A77FCC

51FE6A83
45186762

4BES1AB7

98917CAb6

93F@7C67

569E9A43

93F77C67

569E9A43

EATE 7FD99858 4AB2612E 4D2BCA71 DBF5T7A64

ACF8F187

C495D387

218BF5D1

218BF5D1

bsh string of random bits of length p =0 + w’+ 6 = 192 + 64 + 80 = 336 bits.
witness such that X = TRUNCg(SHA-256(EC20SPg([r]P, compressed))).

28275FFb

29DCDFEB,

EBA20DCC)

41D603CD

41D603CD

7E1807D2

03C4FAB1

03C4FAB1

4BAEOC3D FOA38D27

4BAEOC3D FOA38D27

E5132316 5068D17C

Authentication is valid.
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