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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/TECTTC 1.

The procedures used to develop this document and those intended for its further mainternlance are
d¢scribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria‘need¢d for the
different types of ISO documents should be noted. This document was drafted in@accordance|with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the §ubject of
p4tent rights. ISO shall not be held responsible for identifying any or all‘such patent rights. Details of
any patent rights identified during the development of the document will be in the Introductign and/or
on the ISO list of patent declarations received (see www.iso.org/paténts).

Any trade name used in this document is information given for the convenience of users and|does not
cqnstitute an endorsement.

Fgr an explanation on the voluntary nature of standards, the meaning of ISO specific tgrms and
ejpressions related to conformity assessment, as wellras information about ISO’s adherenge to the
World Trade Organization (WTO) principles in the Téchnical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by ISO/IEC JTC-¥’Information technology, Subcommittee SC 27, IT Security
techniques.

This third edition cancels and replaces;the second edition (ISO/IEC 24759:2014), of which it cgnstitutes
a minor revision. It also incorporates:the Technical Corrigendum ISO/IEC 24759:2014/Cor.1:2()15.

The main changes compared. to.the previous edition (plus other minor editorial modifications) are as
follows:

— References to ISO/AEC 19790:2012 have been corrected throughout:
— 6.2.3.2: AS02.25,A502.16, AS02.17 and AS02.18 modified;

— 6.3.3: AS030%, AS03.07, AS03.10 and AS03.15 modified;

— 6.3.4:A803.19 modified;

— 641: AS04.02 modified;

— 6.4.2; A504.05, A504.06 and A5S04.07 modified,;

— 6.4.3.1: AS04.11, AS04.13 and AS04.14;

— 6.4.3.2 and AS04.20;

— 6.4.4: AS04.39, AS04.40 and AS04.42 modified;

— 6.5:AS05.05, AS05.06, AS05.07, AS05.08, AS05.13, AS05.17 and AS05.18 modified;
— 6.8: AS08.04 modified;

— 6.10.1: AS10.17 modified.
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Information technology — Security techniques — Test
requirements for cryptographic modules

1

Scope

This document specifies the methods to be used by testing [aboratories to test whd
cilyptographic module conforms to the requirements specified in ISO/IEC 19790:2012. Thetme
d¢veloped to provide a high degree of objectivity during the testing process and to ensure co
aqross the testing laboratories.

This document also specifies the requirements for information that venders provide t

ther the
thods are
nsistency

b testing

laporatories as supporting evidence to demonstrate their cryptographic modules’ conformity to the
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for testing.

umndated references, the latest edition of the referénced document (including any amendments

quirements specified in ISO/IEC 19790:2012.

ndors can use this document as guidance in trying to verify whether their cryptographic
tisfy the requirements specified in ISO/IEC 19790:2012 before they apply to the testing I3

Normative references
ne following documents are referred to in the texttinrsuch a way that some or all of thei

nstitutes requirements of this document. For dated references, only the edition cited ap

0/IEC 19790:2012, Information technology’ — Security techniques — Security requiren
yptographic modules

Terms and definitions

r the purposes of this document, the terms and definitions given in ISO/IEC 19790:2012 app

modules
boratory

I content
blies. For
applies.

nents for

ly.

0 and IEC maintain terminological databases for use in standardization at the following addfresses:

IEC Electropediazavailable at http://www.electropedia.org/

ISO Online bfewsing platform: available at http://www.iso.org/obp

Symbols and abbreviated terms

r the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 19790:2(

12 apply.

5

5.

Document organization

1 General

Clause 6 specifies the methods that shall be used by testing laboratories and the requirements for
information that vendors shall provide to testing laboratories. Clause 6, besides a general subclause,
6.1, includes eleven subclauses corresponding to the eleven areas of security requirements and six
subclauses corresponding to the six annexes, Annex A to Annex F, of ISO/IEC 19790:2012.

©
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5.2 Assertions and security requirements

Within each subclause, the corresponding security requirements from ISO/IEC 19790:2012 are divided
into a set of assertions (i.e. statements that have to be true for the module to satisfy the requirement of
a given area at a given level). All of the assertions are direct quotations from ISO/IEC 19790:2012.

The assertions are denoted by the form
AS<requirement_number>.<assertion_sequence_number>
where “requirementnumber” is the number of the corresponding a : SO/AEC 0:20
(i.e. one fo twelve and A to F), and “sequence_number” is a sequential identifier for assertions withir a
subclaus¢. After the statement of each assertion, the security levels to which the assertion applies:(ile.
levels 1 tp 4) are listed in parentheses.

Following each assertion is a set of requirements levied on the vendor. These requirements’describe the
types of flocumentation or explicit information that the vendor shall provide in order, fer the tester fo
verify copformity to the given assertion. These requirements are denoted by the form

VE<1equirement_number>.<assertion_sequence_number>.<sequence_number>

where “requirement_number” and “assertion_sequence_number” are identical to the corresponding
assertion requirement number and sequence number, and “sequence_number” is a sequential identifier
for vendqr requirements within the assertion requirement.

Also follpwing each assertion and the requirements levied on<thé vendor is a set of requiremenits
levied on] the tester of the cryptographic module. These requirements instruct the tester as to whiat
he or shelshall do in order to test the cryptographic module with respect to the given assertion. Thepe
requirenjents are denoted by the form

TE<nequirement_number>.<assertion_sequence situmber>.<sequence_number>

where “requirement_number” and “assertion_sequence_number” are identical to the corresponding
assertiorn] requirement number and sequence.number, and “sequence_number” is a sequential identifier
for testel requirements within the assertion‘requirement.

A validatjon authority may modify, add, or delete VEs and/or TEs in this document.
5.3 Assertions with cross references

For clarify in some assertions,)cross references to ISO/IEC 19790:2012 or other assertions numbejrs
have beeh put between curly’brackets ““ and ”}”. Those cross references are written in italics.

6 Secuyrity requirements

6.1 Gepheral

NOTE 6.1 states general requirements to meet the assertions of the other subclauses in Clause 6, and
ISO/IEC 19790:2012, Annex A to Annex F. 6.1 sets no assertion of itself and is not separately tested.

AS01.01: (General — Levels 1, 2, 3, and 4)

This clause specifies the security requirements that shall be satisfied by the cryptographic
module’s compliance to {ISO/IEC 19790:2012}.

AS01.02: (General — Levels 1, 2, 3, and 4)

A cryptographic module shall be tested against the requirements of each area addressed in
this clause.

NOTE The tests can be performed in one or more of the following manners.

2 © ISO/IEC 2017 - All rights reserved
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Tester performs tests at the tester’s facility.

Tester performs tests at the vendor’s facility.

Tester supervises vendor performing tests at the vendor’s facility.

— Rationale is included that explains why tester could not perform the tests.
— Tester develops the required test plan and required tests.

— Tester directly observes the tests being performed.

A1|1 assertion fails if any of its subsequent tests fails.

AB501.03: (General — Levels 1, 2, 3, and 4)

The cryptographic module shall be independently rated in each area.

A$01.04: (General — Levels 1, 2, 3, and 4)

Al]l documentation, including copies of the user and installation mand@als, design speciﬂcations,
life-cycle documentation shall be provided for a cryptographic(moedule that is to undergo an
independent verification or evaluation scheme.

6{2 Cryptographic module specification

62.1 Cryptographic module specification general requirements

AB02.01: (Specification — Levels 1, 2, 3, and 4)

Alcryptographic module shall be a set of hardware, software, firmware, or some compbination
thereof, that at a minimum, implements a defined cryptographic service emplgying an
approved cryptographic algorithm, security function or process and contained within g defined
ciiyptographic boundary.

NOTE This assertion is not separately tested.

AB02.02: (Specification — Levels 1, 2, 3, and 4)

The documentation requiréments specified in {ISO/IEC 19790:2012} A.2.2 shall be provided.
NOTE This assertionis tested as part of ASA.01.

> » o

2.2 Typeseoferyptographic modules
502.03: (Specification — Levels 1, 2, 3, and 4)

cryptographic module shall be defined as one of the following module types:

Hald are maoa 2. mod a avalVs Niog ala ava ng avs aYa

perimeter. Firmware and/or software, which ay also include an o
included within this hardware cryptographic boundary.

ardware

perating system, may be

Software module is a module whose cryptographic boundary delimits the software exclusive
component(s) (may be one or multiple software components) that execute(s) in a modifiable
operational environment. The computing platform and operating system of the operational
environment which the software executes in are external to the defined software module
boundary.

Firmware module is amodule whose cryptographic boundary delimits the firmware exclusive
component(s) that execute(s) in a limited or non-modifiable operational environment.
The computing platform and operating system of the operational environment which the

© ISO/IEC 2017 - All rights reserved 3
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firmware executes in are external to the defined firmware module boundary but explicitly
bound to the firmware module.

Hybrid Software module is a module whose cryptographic boundary delimits the composite of
asoftware component and a disjoint hardware component (i.e. the software component is not
contained within the hardware module boundary). The computing platform and operating
system of the operational environment which the software executes in are external to the

defined hybrid software module boundary.

— Hybrid

of a

ope
exte
firm

Require

VE02.03.
cryptogr

VE02.03.
hardwar

Wd U DO d 1 d 0 U dI UWd U DO .C. Wd U e
pt contained within the hardware module boundary). The computing platform. a
ating system of the operational environment which the firmware executes'in a
nal to the defined hybrid firmware module boundary but explicitly bound to the’‘hybr
are module.

1l Vendor Information

D1: The vendor shall provide a description of the cryptographic module{describing the type
hphic module. It will explain the rationale of the module type selectipn!

D2: The vendor shall provide a specification of the cryptographic module identifying :
e, software, and/or firmware components of the cryptographicanodule.

Firmware module is a module whose cryptographic boundary delimits the composite

t

d
e
id

11

Requirel Test Procedures

TE02.03.p1: The tester shall verify that the vendor provided docitmentation identifies one of the module
types listed in AS02.03.

TEO02.03.p2: The tester shall verify from the vender-provided specification documentation, by
identifying all hardware, software, and/or firmware components (AS02.15 to AS02.18), that the
cryptogrpphic module is consistent with the type ofithe cryptographic module.

AS02.04¢ (Specification — Levels 1, 2, 3, and 4)

For hardware and firmware modules, the applicable physical security and non-invasive security
requirerments found in {ISO/IEC 19790:2012} 7.7 and 7.8 shall apply.

NOTE This assertion is not tested.séparately.

AS02.05} (Specification — Levels 1, 2, 3, and 4)

For soffware modules”)executing in a modifiable environment, the physical security
requirements found-in/{ISO/IEC 19790:2012} 7.7 are optional and the applicable non-invasiye
security|requirements in {ISO/IEC 19790:2012} 7.8 shall apply.

NOTE This assertion is not tested separately.

4 © ISO/IEC 2017 - All rights reserved
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AS02.06: (Specification — Levels 1, 2, 3, and 4)

For hybrid modules, all applicable requirements of {ISO/IEC 19790:2012} 7.5, 7.6, 7.7 and 7.8
shall apply.

NOTE This assertion is not tested separately.

6.2.3 Cryptographic boundary

6.2.3.1 Cryptographic boundary general requirements
AB02.07: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary shall consist of an explicitly defined perimeter (i.e, set of hagrdware,
software or firmware components) that establishes the boundary of all, cemponents of the
ciiyptographic module.

Required Vendor Information
\Y%

£02.07.01: The vendor documentation shall specify all components within the cryptographic
bgundary.

Required Test Procedures
T

£02.07.01: The tester shall verify by inspection and frem/the vendor documentation that all the
cqmponents specified in AS02.15 to AS02.18 are within thé'cryptographic boundary.

TE02.07.02: The tester shall verify by inspection and from the vendor documentation that there are
nI unidentified components which are not specified in AS02.15 to AS02.18 within the cryptographic
b¢undary.

A$502.08: (Specification — Levels 1, 2, 3, and 4)
T

he requirements of {ISO/IEC 19790:2012} shall apply to all algorithms, security fynctions,
processes, and components within.the module’s cryptographic boundary.

Z

DTE This assertion is not tested separately.
AB02.09: (Specification — Levels 1, 2, 3, and 4)

The cryptographic boundary shall, at a minimum, encompass all security relevant algprithms,
s¢curity functions;processes, and components of a cryptographic module (i.e. security [relevant
wiithin the scopeof this document).

Required Véndor Information

VEO02.09:01: The vendor shall provide a list of all the security relevant algorithms, security functions,
pfocesses, and components within the cryptographic boundary.

Required Test Procedures

TE02.09.01: The tester shall verify that the vendor provided documentation clearly identifies and lists
all the security relevant algorithms, security functions, processes, and components of the module
within the cryptographic boundary.

AS02.10: (Specification — Levels 1, 2, 3, and 4)

Non-security relevant algorithms, security functions, processes or components which are
used in an approved mode of operation shall be implemented in a manner to not interfere or
compromise the approved operation of the cryptographic module.

© ISO/IEC 2017 - All rights reserved 5


https://standardsiso.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

Required Vendor Information

VE02.10.01: The vendor provided documentation shall list the non-security relevant functions used in
an approved mode of operation and justify that they are not interfering with the approved mode of
operation of the module.

Required Test Procedures

TE02.10.01: The tester shall verify through documentation review and inspection of the module that the
non-security relevant functions are not interfering or compromising the approved mode of operation of
the modife-

TE02.10.92: The tester shall verify the correctness of any rationale for not interfering nor compremising
provided| by the vendor. The burden of proof is on the vendor; if there is any uncertainty or afbiguity,
the tester shall require the vendor to produce additional information as needed.

AS02.11{ (Specification — Levels 1, 2, 3, and 4)

The defined name of a cryptographic module shall be representative of the'composition of txe
components within the cryptographic boundary and not representative of.aldarger composition
or prodyct.

Required Vendor Information
VE02.11.p1: The vendor shall provide the defined name of the module!
Required Test Procedures

TE02.11.p1: The tester shall verify that the vendor provided module name is consistent with the
compositiion of the components within the cryptographieboundary.

TE02.11.02: The tester shall verify that the modale name does not represent a composition [of
components or functions that are not consistent with the composition of the components within the
cryptogrpphic boundary.

AS02.12{ (Specification — Levels 1, 2, 3;and 4)

The cryptographic module shall have, at minimum, specific versioning information representing
the distipnct individual hardware; software, and/or firmware components.

Requiredl Vendor Information

VE02.12.p1: The vendor shall provide the versioning information of the modules distinct individufal
hardwarg, software, and /ot firmware components.

Requiredl Test Procedures

TE02.12.p1: The tester shall verify the versioning information represents the modules distinct
individudl haxdware, software, and/or firmware components.

AS02.13: (Specification — Levels 1, 2, 3, and 4)

The excluded hardware, software or firmware components shall be implemented in a manner to
not interfere or compromise the approved secure operation of the cryptographic module.

Required Vendor Information

VEO02.13.01: The vendor shall describe the excluded components of the module and justify that these
components will not interfere with the approved secure operation of the module.

VE02.13.02: The vendor documentation shall provide the rationale for excluding each of the
components. The rationale shall describe how each excluded component, when working properly or

6 © ISO/IEC 2017 - All rights reserved
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when it malfunctions, cannot interfere with the approved secure operation of the module. Rationale
that may be acceptable, if adequately supported by documentation, includes the following.

a)

b)

R

The component is not connected with security relevant components of the module that wo
inappropriate transfer of SSPs, plaintext data, or other information that could interfere
approved secure operation of the module.

uld allow
with the

All information processed by the component is strictly for internal use of the module, and does not

in any way impact the correctness of control, status or data outputs.

T
cq
th

T
Tl
th

T

ey
sh
sd

A
T
R

Vv
lid

R

T
to

£02.13.01: The tester shall verify from the vendor provided documentation that~the
mponents of the cryptographic boundary will not interfere with the approved sectite opg
e module.

£02.13.02: The tester shall verify the correctness of any rationale for exclusion provided by th
ne burden of proof is on the vendor; if there is any uncertainty or ambiguity,.the tester sha
e vendor to produce additional information as needed.

£02.13.03: The tester shall manipulate (e.g. to cause the component to operate not as desig
cluded components in a manner to cause incorrect operation of the’excluded component. T
all verify that the incorrect operation of the excluded componentshall not interfere with the
cure operation of the module.

502.14: (Specification — Levels 1, 2, 3, and 4)
he excluded hardware, software or firmware shall be specified {ISO/IEC 19790:2012)} (A
pquired Vendor Information

£02.14.01: All components that are to be excluded from the security requirements shall be
ted in the vendor documentation.

pquired Test Procedures

£02.14.01: The tester shall verify'whether the vendor indicates that any components of the m
be excluded from the requirements of ISO/IEC 19790:2012.

2.3.2 Definitions of cryptographic boundary

502.15: (Specification — Levels 1, 2, 3, and 4)
he cryptographic boundary of a hardware cryptographic module shall delimit and ide

the set of hardware components which may include:

excluded
ration of

e vendor.
| require

rmed) the
he tester
hpproved

nnex A).

explicitly

bdule are

ntify:

—= \(physical structures, including circuit boards, substrates or other mounting surfaces that

provide the interconnecting physical wiring between components;

©

— active electrical components such as semi-integrated, custom-integrated or common-

integrated circuits, processors, memory, power supplies, converters, etc.;

— physical structures, such as enclosures, potting or encapsulation materials, connectors,

and interfaces;
— firmware, which may include an operating system;

— other components types not listed above.

ISO/IEC 2017 - All rights reserved
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Required Vendor Information

VE02.15.01: All hardware components of the cryptographic module shall be identified in the vendor
documentation. Components to be listed shall include all of the following:

a) physical structures, including circuit boards, substrates or other mounting surfaces that provide
the interconnecting physical wiring between components:

1y

b) active electrical components such as semi-integrated, custom-integrated or common-integrat
circyits, processors, memory, power supplies, converters, etc.:

1y

2)

3)

4)

5)

6)

7)

c) physjcal structures, such as enclosures, potting or encapsulation materials, connectors, amd

interffaces:

1) physical structures and enclosures, including any removable access doors or covers;
2) potting or encapsulatien materials;

3) boundary connegtors;

4) ¢onnectors b€tween major independent sub assemblies within the module;

d) firmyware, wliich may include an operating system:

1y

circuit boards, substrates and mounting surfaces;

ilrocessors, including microprocessors, digital signal processors, custom processoi
icrocontrollers, or any other types of processors (identify manufacturer and type);

tead-only memory (ROM) integrated circuits for program executable code and data (this m
include mask-programmed ROM, programmable ROM (PROM) such as ultraviolet, erasab
ROM (EPROM), electrically erasable PROM (EEPROM), or Flash-memory);

tandom-access memory (RAM) or other integrated circuits for tempgrary data storage;

arrays, field programmable gate arrays, or other programmablé.Jogic devices;

ully custom, application-specific integrated circuits, including any custom cryptograph
integrated circuits;

ower supply components, including power supplyypower converters (e.g. AC-to-DC or DC-t
C modules, transformers), input power connectors, and output power connectors;

ther active electronic circuit elements (paSsive circuit elements such as pull up/pull dow
esistors or bypass capacitors do not need to be included if they do not provide securi
elevant function as part of the cryptographic module);

¢xecutable code:

gdemi-custom, application-specific integrated circuits, such as gate arrays, programmable logi

iNg
le

—

C

yn
Ly

iy nor-modifiable

ii) modifiable

e) other components types not listed above:

1y

cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger,

cooling fins, fans, heaters, or other arrangements for removing or adding heat.

VEO02.15.02: The vendor documentation shall indicate the internal layout and assembly methods (e.g.
fasteners and fittings) of the module, including drawings that are at least approximately to scale.
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VEO02.15.03: The vendor documentation shall describe the primary physical parameters of the module,
including descriptions of the enclosure, access points, circuit boards, location of power supply,
interconnection wiring runs, cooling arrangements, and any other significant parameters.

VEO02.15.04: The vendor documentation shall include a block diagram which represents the module’s
boundary and relationship of the hardware components.

Required Test Procedures

TE02.15.01: The tester shall identify all hardware components of the cryptographic module.

Cnmnnnnn{-n taobalictad chall il dn 11 el a Lol ain .

1)

iy

2)

3)

4)

5)

6)

7)

TP OTICTIICS TO O T TS TC U STIaTT IIIcrat ot OT CrCTOTTO VW It S

circuit boards, substrates and mounting surfaces;

a)l physical structures, including circuit boards, substrates or other mounting surfaces.that provide
the interconnecting physical wiring between components:

b) active electrical components such as semi-integrated, custom-integrated or common-ingtegrated
circuits, processors, memory, power supplies, converters, etc.:

processors, including microprocessors, digital signal pfocessors, custom prpcessors,

microcontrollers, or any other types of processors (identify‘manufacturer and type);

read-only memory (ROM) integrated circuits for progrdm executable code and data
include mask-programmed ROM, programmable ROM (PROM) such as ultraviolet,
PROM (EPROM), electrically erasable PROM (EEPROM), or Flash-memory;

random-access memory (RAM) or other integrated circuits for temporary data storage;

semi-custom, application-specific integrated circuits, such as gate arrays, programm
arrays, field programmable gate arrays;or other programmable logic devices;

[this may
erasable

D

)

hble logic

fully custom, application-specific, integrated circuits, including any custom cryptographic

integrated circuits;

power supply components;\including power supply, power converters (e.g. AC-to-DC
DC modules, transformers}; input power connectors, and output power connectors;

or DC-to-

other active electronic circuit elements (passive circuit elements such as pull up/pull down

resistors or bypass capacitors do not need to be included if they do not provide
relevant function-as part of the cryptographic module);

security

fors, and

c)| physical structures, such as enclosures, potting or encapsulation materials, connec
interfaces;
1) physical structures and enclosures, including any removable access doors or covers;
2) \Upotting or encapsulation materials;
3) boundary connectors;
4) connectors between major independent sub assemblies within the module;

d) firmware, which may include an operating system:

1)

executable code:

i) non-modifiable
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ii) modifiable
e) other components types not listed above:

1) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger,
cooling fins, fans, heaters, or other arrangements for removing or adding heat.

TEO02.15.02: The tester shall verify that the components list is consistent with information provided for
other assertions of 6.2.3, as defined below.

a) The

onents inside the cryptographic boundary are included in the components list and vice vérs
Also|verify that any components outside the cryptographic boundary are not listed as compenenits
of thg cryptographic module.

b) The |specification of the block diagram under assertion ASA.01. Verify that ahy “individual
components identified in the block diagram (e.g. processors, application spegific integrated
circyits) are also listed in the components list.

c) Any fomponents that are to be excluded from the requirements of ISO/IEC.19790:2012 under the
provijsions of assertions AS02.13 and AS02.14. Verify that components_to )be so excluded are stjll
listeql in the components list.

TE02.15.p3: The tester shall verify that the cryptographic boundary is physically contiguous, such thiat
there arg no gaps that could allow uncontrolled input, output, or Gther access into the cryptographic
module. [Physical protection and tamper protection are covered separately in requirements under
ISO/IEC 19790:2012, 7.7.) The module design has to also ensure that there are no uncontrolled interfacgs
into or oyt of the cryptographic module.

TEO02.15.p4: The tester shall verify that the cryptographicboundary encompasses all components thiat
are identjfied in the block diagram under assertion A§A:01 as inputting, outputting, or processing SSHs,
plaintext|data, or other information.

TEO02.15.p5: As a partial exception to the above requirements, the vendor is allowed to exclude certajin
components from the requirements of ISQAEC 19790:2012 after satisfying the requirements undgr
assertions AS02.13 and AS02.14 in 6.2)3J)1. The tester shall verify that any interfaces or physidal
connectipns between such excluded components and the rest of the module do not allow the following:

o]

a) uncontrolled release of CSPg; plaintext data, or other information that if misused could lead to a
compromise;

b) uncontrolled modifications of SSPs or other information that could lead to a compromise.

TEO02.15.p6: The testér-shall verify that the vendor’s documentation shows the internal layout of the
module, Including the-placement and approximate dimensions of major identifiable components of the
module. This has\te/include drawings that are at least approximately to scale.

TE02.15.07:”The tester shall verify that the vendor’s documentation indicates the major physidal
assembligsof the module and how they are assembled or inserted into the module.

TE02.15.08: The tester shall verify that the vendor’s documentation describes the primary physical
parameters of the module. This description has to include at least the following:

a) enclosure shape and approximate dimensions, including any access doors or covers;
b) circuit board(s) approximate dimensions, layout, and interconnections;

c) location of power supply, power converters, and power inputs and outputs;

d) interconnection wiring runs: routing and terminals;

e) cooling or heating arrangements, such as conduction plates, cooling airflow, heat exchanger, cooling
fins, fans, heaters, or other arrangements for removing heat from or adding heat to the module;
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f) other component types not listed above.

TEO02.15.09: The tester shall verify that the vendor provided block diagram represents the module’s
boundary and relationship of the hardware components.

AS02.16: (Specification — Levels 1, 2, 3, and 4)
The cryptographic boundary of a software cryptographic module shall delimit and identify

— the set of executable file or files that constitute the cryptographic module, and

— the instantiation of the cryptographic module saved in memory and executed by one or more
processors.

Required Vendor Information

VE02.16.01: All software components of the cryptographic module shall be idéentified in the vendor
d¢cumentation. Components to be listed shall include all of the following:

a)| the set of executable file or files that constitute the cryptographic module;
b) other security relevant component types not listed above.

VE02.16.02: The vendor documentation shall indicate the internalsoftware architecture, including how
the software components interact.

VE02.16.03: The vendor documentation shall indicate the software environment (e.g. operating system,
ryn-time library, etc.) on which the module executes.

Required Test Procedures

TE02.16.01: The tester shall verify that the doctimentation includes a components list that ingludes all
sdftware components of the cryptographic moedule.

TE02.16.02: The tester shall verify that the components list includes all occurrences of the following
tylpes of components, excluding only.¢omponent types that are not used in the module:

a)l the set of executable file or files that constitute the cryptographic module;
b) other component types not listed above.

TE02.16.03: The testershall verify that the components list is consistent with information prgvided for
otlher assertions of 6:2)3, as defined below.

a)l The specification of the cryptographic boundary under assertion AS02.07. Verify| that all
components inside the cryptographic boundary are included in the components list and vjce versa.
Also vérjfy that any components outside the cryptographic boundary are not listed as corpponents
of theeryptographic module.

b) CEhe specification of the software under assertion ASA.01. Verify that the list of [software
COIMPOTENtS 1S the same as 1T the specifications unmder assertiomn AS02:67:

c) The specification of the block diagram under assertion ASA.01. Verify that any individual
components identified in the block diagram are also listed in the components list.

d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012 under the
provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still
listed in the components list.

TE02.16.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012 after satisfying the requirements under
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assertions AS02.13 and AS02.14 in 6.2.3.1. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a
COmpromise;

b) unco

ntrolled modifications of SSPs or other information that could lead to a compromise.

TEO02.16.05: The tester shall verify that the vendor’s documentation indicates the major software

compone

nts of the module and how they are linked together forming the module.

AS02.17

The cryptographic boundary of a firmware cryptographic module shall delimit and identify

the s

thei
proc

Require

VE02.17.

documenjtation. Components to be listed shall include all of the following:

a) thes
b) othe

VE02.17.
how the f

VEO02.17.
run-time

Require

TE02.17.
firmwarg

TE02.17.
types of

a) thes
b) othe

(Specification — Levels 1, 2, 3, and 4)

et of executable file or files that constitute the cryptographic module, and

nstantiation of the cryptographic module saved in memory and executed by one or mo
eSSOors.

l Vendor Information

1: All firmware components of the cryptographic module shall\bé identified in the vend

et of executable file or files that constitute the cryptographi¢ module;
" security relevant component types not listed above.

2: The vendor documentation shall indicate the<nternal firmware architecture, includit
irmware components interact.

3: The vendor documentation shall indicate-the firmware environment (e.g. operating systel
library, etc.) on which the module executes.

1 Test Procedures

1: The tester shall verify thatthe documentation includes a components list that includes 3
components of the cryptographic module.

2: The tester shall verify that the components list includes all occurrences of the followii
omponents, excluding only component types that are not used in the module:

et of executable file or files that constitute the cryptographic module;

" component fypes not listed above.

TE02.17.
other ass

a) The

3: Thetester shall verify that the components list is consistent with information provided fj
ertionS of 6.2.3, as defined below.

e

pr

g

—

11

g

11

components inside the cryptographic boundary are included in the components list and vice versa.

Also verify that any components outside the cryptographic boundary are not listed as components
of the cryptographic module.

components is the same as in the specifications under assertion AS02.07.

components identified in the block diagram are also listed in the components list.

12

The specification of the firmware under assertion ASA.01. Verify that the list of firmware

The specification of the block diagram under assertion ASA.01. Verify that any individual
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d) Any components that are to be excluded from the requirements of ISO/IEC 19790:2012 under the
provisions of assertions AS02.13 and AS02.14. Verify that components to be so excluded are still

listed in the components list.

TEO02.17.04: As a partial exception to the above requirements, the vendor is allowed to exclude certain
components from the requirements of ISO/IEC 19790:2012 after satisfying the requirements under
assertions AS02.13 and AS02.14 in 6.2.3.1. The tester shall verify that any interfaces or physical
connections between such excluded components and the rest of the module do not allow the following:

a) uncontrolled release of CSPs, plaintext data, or other information that if misused could lead to a

b)

T
Cq

b)

R

T
N

a)

b)

COMPTOMISE;
uncontrolled modifications of SSPs or other information that could lead to a compromise.

£02.17.05: The tester shall verify that the vendor’s documentation indicates the, major
mponents of the module and how they are linked together forming the module:

502.18: (Specification — Levels 1, 2, 3, and 4)
he cryptographic boundary of a hybrid cryptographic module shall:

be the composite of the module’s hardware component boundary and the disjoint s
or firmware component(s) boundary; and

include the collection of all ports and interfaces fromréach component.

DTE In addition to the disjoint software or firmware component(s), the hardware componen
clude embedded software or firmware.

bquired Vendor Information

£02.18.01: The cryptographic module shall’be identified in the vendor documentation as
brid Software Module or a Hybrid Firmware Module.

For Hybrid Software Module components, the vendor documentation shall provide inf
required under VE02.15.01 to /E02.15.04 and VE02.16.01 to VE02.16.03.

For Hybrid Firmware Module components, the vendor documentation shall provide infi
required under VE02.15:01' to VE02.15.04 and VE02.17.01 to VE02.17.03.

pquired Test Procedures

£02.18.01: The tester shall verify that the documentation identifies the module as either
ftware Moduleor’a Hybrid Firmware Module.

For Hybrid Software Module components, the tester shall follow procedures requir
TE02:35.01 to TE02.15.09 and TE02.16.01 to TE02.16.05.

For' Hybrid Firmware Module components, the tester shall follow procedures requir

irmware

software

[ can also

either a

prmation

prmation

a Hybrid

bd under

bd under

TE02.15.01 to TE02.15.09 and TE02.17.01 to TE02.17.05.

6.

6.

2.4 Modes of operations

2.4.1 Modes of operation general requirements

AS02.19: (Specification — Levels 1, 2, 3, and 4)

The operator shall be able to operate the module in an approved mode of operation.

©
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Required Vendor Information

VE02.19.01: The vendor provided non-proprietary security policy shall provide a description of the
approved mode of operation.

VE02.19.02: The vendor provided non-proprietary security policy shall provide instructions for
invoking the approved mode of operation.

Required Test Procedures

TE02.19.01: The tester shall verify that the vendor provided non-proprietary security policy containg a
descriptipn of the approved mode of operation.

TE02.19.02: The tester shall invoke the approved mode of operation using the vendor previde¢d
instructipns found in the non-proprietary security policy. The tester shall verify, by inspection and
from the[vendor documentation, that the cryptographic module is the approved mode ofi0peration a4 a
result of flocumented instructions.

AS02.20¢ (Specification — Levels 1, 2, 3, and 4)

An approved mode of operation shall be defined as the set of services which include at least oIe
service that utilizes an approved cryptographic algorithm, security-function or process and
those services or processes specified in {ISO/IEC 19790:2012)} 7.4.3.

Required Vendor Information

VEO02.20.p1: The vendor shall provide a validation certificate foi~each approved security function.
VEO02.20.p2: The vendor shall provide a list of all non-approwed security functions.

Requiredl Test Procedures

TEO02.20.p1: The tester shall verify that the vendor has provided a validation certificate for eath
approved security function issued by a validatien-authority.

TEO02.20.p2: The tester shall verify that the’vendor has provided the list of non-approved security
functiong.

AS02.21} (Specification — Levels-15:2, 3, and 4)

Non-approved cryptographic algorithms, security functions, and processes or other services npt
specifiec{ in {ISO/IEC 19790:2012} 7.4.3 shall not be utilized by the operator in an approved mode
of operagion unless the nonapproved cryptographic algorithm or security function is part of gn
approvefl process and is'hot security relevant to the approved processes operation (e.g. a nop-
approvefl cryptographic algorithm or non-approved generated key may be used to obfuscage
data or (SPs but the result is considered unprotected plaintext and provides no security relevant
functionjality until protected with an approved cryptographic algorithm).

Required Vendor Information

VE02.21.01: The vendor provided documentation shall identify all of non-approved cryptographic
algorithms, security functions or processes utilized for each service in each approved mode of operation.

VE02.21.02: The vendor documentation shall provide a rationale for why utilized non-approved
cryptographic algorithms, security functions or processes are considered non-security relevant to the
approved processes operation.

Required Test Procedures

TEO02.21.01: The tester shall verify by inspection that the vendor provided documentation identifies all
of non-approved cryptographic algorithms, security functions or processes utilized for each service in
each approved mode of operation.
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TE02.21.02: The tester shall verify the correctness of any rationale provided by the vendor. The burden
of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the vendor to
produce additional information as needed.

6.2.4.2 Normal operation
AS02.22: (Specification — Levels 1, 2, 3, and 4)

CSPs shall be exclusive between approved and non-approved services and modes of operation
(e.g. not shared or accessed).

Required Vendor Information

VE02.22.01: The vendor shall provide a list of all CSPs within the module and identify their usage
b¢tween approved and non-approved services and mode of operation.

VE02.22.02: The vendor shall provide a description of how each CSP becemes exclusive [between
approved and non-approved services and modes of operation.

Required Test Procedures

TEO02.22.01: The tester shall verify that the vendor provided docuniehtation contains a description of
thHe usage of each CSP in an approved or non-approved mode of operation.

TE02.22.02: The tester shall verify by inspection and from theé vendor documentation that the|CSPs are
exclusive between approved and non-approved services and modes of operation.

502.23: (Specification — Levels 1, 2, 3, and 4)

A
The module’s security policy shall define the complete set of services that are provided|for each
defined mode of operation (both approved.and non-approved).

DTE This assertion is tested under ASB-Q1.

1 services shall provide an.indicator when the service utilizes an approved cryptpgraphic
orithm, security function'er process in an approved manner and those services or processes
ecified in {ISO/IEC 19790:2012} 7.4.3.

N
APB02.24: (Specification — Levels 1,2,3, and 4)
A
a

pquired Vendor Infermation

R
VE02.24.01: The vendor provided documentation shall specify the indicator for each service.
Required Test’Procedures

T

02.24,01+/The tester shall verify that the vendor provided documentation contains a description of
i:ldicator when the service utilizes an approved cryptographic algorithm, security function of process

infan approved manner.

TEO02.24.02: The tester shall execute all services and verify that the indicator provides an unambiguous
indication of whether the service utilizes an approved cryptographic algorithm, security function or
process in an approved manner or not.

6.2.4.3 Degraded operation
AS02.25: (Specification — Levels 1, 2, 3, and 4)

For a cryptographic module to operate in degraded operation, the following {ISO/IEC 19790:2012
AS02.26 to AS02.30) shall apply.

NOTE This assertion is not separately tested.
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AS02.26: (Specification — Levels 1, 2, 3, and 4)

The degraded operation shall be entered only after exiting an error state.

Required Vendor Information

VEO02.26.01: If the cryptographic module allows a degraded operation, the vendor shall provide a
description of all degraded operation after exiting each error state.

VE02.26.02: The vendor shall provide specification of degraded operation. For each degraded operation,

the specification shall include:

a) con
b) oper
¢) non-

d) isola

e) techhiques to isolate mechanisms, functions, or components;

f) staty

g) staty
proc

Require

TEO02.26.
degraded

TE02.26.
only be 3
AS03.11)

TEO02.26.

operation. For each degraded operation, the tester shall attempt to perform a service to verify that

conditio]
algorithn

TEO02.26.
degraded

cryptogr
without f

TEO02.26.
degraded
in pre-of

itions of entry into and exit from the degraded operation;
htional algorithms, security functions, services, or processes;
bperational algorithms, security functions, services, or processes;

Led mechanisms, functions, or components in the degraded operation;

s information provided in the degraded operation;

s indicator if attempts are made to use a non-operational,algorithm, security function,
bSS.

1 Test Procedures

P1: The tester shall verify that the vendor provided documentation clearly identifies tl
operation and its conditions of entry and exit.

P2: The tester shall use the vendor documeftation to check that the degraded operation c4
ccessed after exiting in error state. Thetester shall check that the error status indicator (s
is correctly positioned.

P3: The tester shall exercise the@ryptographic module, causing it to operate in each degrads

al algorithm self-tests are performed prior to the first operational use of any cryptograph
.

operation. Thefester shall next perform pre-operational self-tests to verify that tl
hphic module remains in degraded operation until such time the cryptographic module pass
ailure all pre>operational self-tests successfully.

erational self-tests to occur. The tester shall verify that the cryptographic module does n

D4: The tester shalllfirst exercise the cryptographic module, causing it to operate in ea¢

D5: Thetester shall first exercise the cryptographic module, causing it to operate in ea¢
operation. The tester shall next perform pre-operational self-tests, causing an error conditipn

ne

in
Pe

bd
11
ic

e

£S

h

ot

remain i) degraded operation but enters an error state.

AS02.27: (Specification — Levels 1, 2, 3, and 4)

The module shall provide status information when re-configured and the degraded operation

entered.
NOTE
AS02.28

The mec

16

This assertion is not separately tested. Tested as part of AS02.26.

: (Specification — Levels 1, 2, 3, and 4)

hanism or function that failed shall be isolated.

© ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

Required Vendor Information

VEO02.28.01: The vendor documentation requirement is specified under VE02.26.02. The vendor design
shall ensure that any failure from the failed mechanisms, functions, and components cannot interfere
or compromise the approved operation of the cryptographic module.

Required Test Procedures

TE02.28.01: The tester shall verify by inspection and from the vendor documentation that failed

m

echanisms, functions, and components are isolated before entering degraded operation.

T

Cyj
A

A
cy

N
A

\Y:
S€

R

Vv
sh

R
T

T

pi
A
T

N

mlechanisms, functions, and components cannot interfere or compromise the approved operat

algorithm, security function, or process.

inldicators if attempts are made to\use a non-operational algorithm, security function, or proce

module passes without failure all pre-operational self-tests successfully.

£02.28.02: The tester shall verify by inspection and from the vendor documentation/th

yptographic module.
502.29: (Specification — Levels 1, 2, 3, and 4)

I conditional algorithm self-tests shall be performed prior to the first operational u
'yptographic algorithm after entering degraded operation.

DTE This assertion is not separately tested. Tested as part of AS02.26.
502.30: (Specification — Levels 1, 2, 3, and 4)

brvices shall provide an indicator if attempts are made/to use a non-operational al
curity function, or process.

bquired Vendor Information

£02.30.01: The vendor documentation requirement’is specified under VE02.26.02. The vend
all ensure that service output includes an indicator if attempts are made to use a non-op|
pquired Test Procedures

£02.30.01: The tester shall verifyfrem the vendor documentation that services provide doc

£02.30.02: The tester shalliexercise the cryptographic module and verify that the dog

ocess.
502.31: (Specifieation — Levels 1, 2, 3, and 4)

he cryptographic module shall remain in degraded operation until such time the crypt

DTE This assertion is not separately tested. Tested as part of AS02.26.

at failed
on of the

se of the

porithm,

br design
erational

umented
SS.

umented

indicator is provided if attempts are made to use a non-operational algorithm, security function, or

bgraphic

A

502.32: (Specification — Levels 1, 2, 3, and 4)

If the cryptographic module fails the pre-operational self-tests, the module shall not enter a
degraded operation.

NOTE This assertion is not separately tested. Tested as part of AS02.26.

6.

6.

3 Cryptographic module interfaces

3.1 Cryptographic module interfaces general requirements

AS03.01: (Module interfaces — Levels 1, 2, 3, and 4)
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A cryptographic module shall restrict all logical information flow to only those physical
access points and logical interfaces that are identified as entry and exit points to and from the
cryptographic boundary of the module.

Required Vendor Information

VE03.01.01: The vendor documentation shall specify each of the physical ports and logical interfaces of
the cryptographic module, including the following:

a) physical ports and their pin assignments;

b) phys
c) logic

func
d) man
e) phys
f) mapj

indid

g) phys

VE03.01.
of the ci
specifica
provide 3
and physg
above in
to ASO2.
input/ou

VE03.01.
output fi
physical
be consig
6.11, and

Require

TE03.01.

ical covers, doors or openings;

ions;
hal controls (e.g. buttons or switches) for applicable physical control inputs;
ical status indicators (e.g. lights or displays) for applicable physical status/outputs;

ping of the logical interfaces to the physical ports, manual contrels; and physical stat
ators of the cryptographic module;

ical, logical, and electrical characteristics, as applicable, of the above ports and interfaces.

hl interfaces (e.g. APIs and all other data/control/status signals) and the signal names and

D2: The vendor documentation shall specify the informatien flows and physical access poi
yptographic module by highlighting or annotating.copies of the block diagrams, desi
fions, and/or source code and schematics provided\in 6.2 and 6.11. The vendor shall al
ny other documentation necessary to clearly specify the relationship of the information flo
ical access points to the physical ports and logical interfaces. The vendor shall establish t
formation in relation with the information provided under assertions AS02.07 and ASO02.
18 without inconsistencies in the description of components and physical layout for t
[put ports.

the specifications of thelogical interfaces provided in assertions AS03.04 to AS03.11 of 6.3.

1 Test Procedures

logical inferfaces of the eryptographic module. The required specifications shall include:

a) allp
mod
signd

hysical input and output ports, including their pin assignments, physical locations within t}
hle, a_surhmary of the logical signals that flow through each port, and the timing sequence
1 fléwss if two or more signals share the same physical pin;

D1: The tester shall verify that vendor documentation specifies each of the physical ports and

O U1ld vun © 5 »n

D3: For each physical or logical input to the cryptographic module, or physical and logidal
om the module, the vendor documentation shall specify the logical interface to which the
input or output belongs, and the physical entry/exit port. The specifications provided shall
tent with the specifications:of the cryptographic module components provided under 6.2 and

.
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b) allp
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module, and the components or functions that can be accessed and/or modified via each cover/door/
opening;

c) alllogical input and output interfaces (e.g. APIs and all other data/control/status signals), including
a listing or annotated block diagram of all the logical data and control inputs and data and status
outputs of the cryptographic module, and a listing and description of the signal names and
functions;

d) all manual controls used to physically enter control signals, such as switches or buttons, including
their physical location within the cryptographic module, and a listing and description of the control
signals that can be entered manually;

18
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e) all physical status indicators, including their physical location within the module and a listing and
description of the status indication signals that are output physically;

f) amapping of the logical input and output interfaces to the physical input and output ports, manual
controls, and physical status indicators of the cryptographic module;

g) physical, logical, and electrical characteristics, as applicable, of the above physical ports and
interfaces, including summaries of pin designations, logical signals carried on each port, voltage
levels and their logical significance (e.g. what a low or high voltage signifies in terms of a logic “0”,
“1”, or other meaning) and the timing of signals.

TE03.01.02: The tester shall verify that the vendor documentation specifies all infornfation flows
d physical access points of the cryptographic module, by examining the block diagramis, design
ecifications, and/or source code and schematics provided in 6.2 and 6.11, and any other documentation
ovided by the vendor. The documentation shall specify the relationship of the information flows and
ysical access points to the physical ports and logical interfaces of the cryptographic moglule. The
ter shall compare the above information with the information provided under assertiong AS02.07
d AS02.15 to AS02.18 and verify that there are no inconsistencies in the description of cothponents
d physical layout for the input/output ports.

LY DT 0D

TE03.01.03: The tester shall verify that for each physical or logical input to the cryptographi¢ module,
off physical and logical output from the module, the vendor documentation specifies the logicaljinterface
tg which the physical input or output belongs, and the physical entry/exit port. The specjfications
ptovided shall be consistent with the specifications of the cpyptographic module componentsprovided
unpder 6.2 and 6.11, and the specifications of the logical ifiteffaces provided in assertions A$03.04 to
A$03.11 of 6.3.3.

TE03.01.04: The tester shall verify, by inspectionof the cryptographic module, that all the above
specifications provided by the vendor documentation are consistent with the actual design of the
cilyptographic module.

A$03.02: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module logical interfaces shall be distinct from each other although they may
z{are one physical port (e.g. input.data may enter and output data may exit via the same port) or

ay be distributed over one or more physical ports (e.g. input data may enter via both a serial
and a parallel port).

NOTE An Application Program Interface (API) of a software component of a cryptographic modyile can be
ddfined as one or more légical interface(s).
R

bquired Vendor‘lnformation

VE03.02.01: The vendor’s design shall separate the cryptographic module interfaces into|logically
distinct and\isolated categories, using the categories listed in assertion AS03.04, and, if applicable,
A$03.12<ahd AS03.13 in 6.3.3. This information shall be consistent with the specification of the logical
interfaces and physical ports provided in AS03.01 in 6.3.1.

VEG3 02 02 Thaoavandor docyiraantatingy chall BEOV zida o mapbine ofaach catesory n{-']nrn'rv\l in erface to
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a physical port of the cryptographic module. A loglcal interface may be physically distributed across
more than one physical port, or two or more logical interfaces may share one physical port as long
as the information flows are kept logically separate. If two or more logical interfaces share the same
physical port, the vendor documentation shall specify how the information from the different interface
categories is kept logically separate.

Required Test Procedures

TEO03.02.01: The tester shall verify from the vendor documentation and by inspection of the
cryptographic module that the module interfaces are logically distinct and isolated for the categories
of interfaces specified in assertions AS03.04 and, if applicable, AS03.12 and AS03.13 of 6.3.3. This
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information shall be consistent with the specification and design of the logical interfaces and physical
ports provided in AS03.01 in 6.3.1.

TE03.02.02: The tester shall verify that the vendor documentation provides a mapping of each category
of logical interface to a physical port of the cryptographic module. A logical interface may be physically

distributed across more than one physical port, or two or more logical interfaces may share one
physical port. If two or more interfaces share the same physical port, the tester shall verify that the
vendor documentation specifies how the information flows for the input, output, control, and status
interfaces are kept logically separate.

AS03.03

(Module interfaces— Levels 1, 2,3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.3 shall be provided.

Require
VEO03.03.
Require

TE03.03.
ISO/IEC

6.3.2 1

6.3.3 [
AS03.04

1 Vendor Information
D1: The vendor shall provide documentation as specified in ISO/IEC 19790:2012,°A.2.3.
1 Test Procedures

PD1: The tester shall verify completeness of the documentation specified
19790:2012, A.2.3.

ypes of interfaces

Jefinition of interfaces

(Module interfaces — Levels 1, 2, 3, and 4)

A cryptographic module shall have the following\ five interfaces (“input” and “output” a

indicate
— data
— data
— cont

— cont

[l from the perspective of the module):
input interface;

output interface;

rol input interface;

rol output interface;

— statuys output interface.

Require

VE03.04.
logically
the crypt

a) data

l Vendor Information

P1: The vendor documentation shall separate the cryptographic module interfaces in|
Histinctdnd'isolated categories by the following five distinctly defined logical interfaces with,
ographic'module (“input” and “output” are indicated from the perspective of the module):

input interface (for the input of data as specified in AS03.05);

in

e

b) data

output interface (for the output of data as specified in AS03.06 and AS03.07);

c) control input interface (for the input of commands as specified in AS03.08);

d) control output interface (for the output of commands as specified in AS03.09, and AS03.10);

e) status outputinterface (for the output of status information as specified in AS03.11).

Required Test Procedures

TE03.04.01: The tester shall verify that the vendor documentation specifies that the five logical
interfaces as listed in VE03.04.01 have been designed within the cryptographic module. If so,
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verification that the logical interfaces within the cryptographic module function as specified shall be
performed under assertions AS03.05 to AS03.11 in 6.3.3.

Data input interface
AS03.05: (Data input interface — Levels 1, 2, 3, and 4)

All data (except control data entered via the control input interface) that is input to and
processed by a cryptographic module (including plaintext data, ciphertext data, SSPs, and status
information from another module) shall enter via the “data input” interface.

Required Vendor Information

VE03.05.01: The cryptographic module shall have a data input interface. All data (excépt control data
enptered via the control input interface) that is to be input to and processed by the cryptographic module
sHall enter via the data input interface, including:

a)l plaintext data;

b) ciphertext or signed data;

c)| cryptographic keys and other key management data (plaintext at-encrypted);
d] authentication data (plaintext or encrypted);

e)| statusinformation from external sources;

f)] any other input data.

VEO03.05.02: If applicable, the vendor documentationshall specify any external input devices tp be used
wiith the cryptographic module for the entry of data into the data input interface, such as smart cards,
tgkens, keypads, key loaders, and/or biometricdevices.

Required Test Procedures

TE03.05.01: The tester shall verify,.b{ inspection, that the cryptographic module includes a data input
interface, and that the data input(interface functions as specified. The tester shall verify that all data
(eixcept control data entered via the control input interface) that is to be input to and processed by the
cilyptographic module enters\via the data input interface, including:

a)l plaintext data thatis te'be encrypted or signed by the cryptographic module;
b) ciphertext or sighed data that is to be decrypted or verified by the module;

c)| plaintext ovencrypted cryptographic keys and other key management data that are input into and
used by the cryptographic module, including initialization data and vectors, split key inf¢ormation,
and/er Key accounting information. (Other key management requirements are covered in
ISO/IEC 19790:2012, 7.9.);

d] “plaintext or encrypted authentication data that is input into the cryptographic module, jncluding
passwords, PINs, and/or biometric information;

e) statusinformation from external sources (e.g. another cryptographic module or device);

f) any other information that is input into the cryptographic module for processing or storage, except
for control information that is covered separately in AS03.08.

TE03.05.02: The tester shall verify if the vendor documentation specifies any external input devices
to be used with the cryptographic module for the entry of data into the data input interface, such as
smart cards, tokens, keypads, key loaders, and/or biometric devices. The tester shall enter data into the
data input interface using the identified external input device(s), and verify that entry of data using the
external input device functions as specified.
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Data output interface
AS03.06: (Data output interface — Levels 1, 2, 3, and 4)

All data (except status data output via the status output interface and control data output via
the control output interface) that is output from a cryptographic module (including plaintext
data, ciphertext data, and SSPs) shall exit via the “data output” interface.

Required Vendor Information

VE03.06.01: The cryptographic module shall have a data output interface. All data (except status data
output vila the status output interface and control data output via the control output interface) that\hps
been professed and is to be output by the cryptographic module shall exit via the data output interfade,
including:

a) plaintext data;
b) ciphg¢rtext data and digital signatures;
c) crypfographic keys and other key management data (plaintext or encrypted);

d) any ¢ther information that is output from the cryptographic module @fter processing or storage
except for status information that is covered separately in AS03.11 and control information thatlis

covered separately in AS03.09 and AS03.10 in 6.3.3.

VE03.06.p2: If applicable, the vendor documentation shall specify any external output devices to be
used with the cryptographic module for the output of data fromthe data output interface, such as smajrt
cards, tokens, displays, and/or other storage devices.

Requirel Test Procedures

TE03.06.p1: The tester shall verify, by inspection, thatthe cryptographic module includes a data outppt
interface} and that the data output interface functions as specified. The tester shall verify that all daEa

(except sfatus data output via the status output’interface and control data output via the control outp
interface) that has been processed and is toch€ output by the cryptographic module exits via the da
output infterface, including:

a) plaintext data that has been decrypted by the cryptographic module;

b) ciphg¢rtext data that has beényencrypted, and digital signatures that have been generated by the
crypfographic module;

c) plaintext or encrypted cryptographic keys and other key management data that have be¢n
interpnally generatéd)and output from the module, including initialization data and vectors, split
key Information,and/or key accounting information (other key management requirements afe
covered in ISO/EC 19790:2012, 7.9);

d) any ¢ther\information that is output from the cryptographic module after processing or storage
exceptfor status information that is covered separately in AS03.11 in 6.3.3 and control 1nformat11)n
that > LOVCEI UU SEPdI dLEl_y lll ﬂDUD U‘7 dllu ﬂDUD LU lll O. .) D

TE03.06.02: The tester shall verify if vendor documentation specifies any external output devices to
be used with the cryptographic module for the output of data from the data output interface, such as
smart cards, tokens, displays, and/or other storage devices. The tester shall output data from the data
output interface using the identified external output device(s), and verify that output of data using the
external output device functions as specified.

AS03.07: (Data output interface — Levels 1, 2, 3, and 4)

All data output via the “data output” interface shall be inhibited while performing manual
entry, pre-operational self-tests, software/firmware loading and zeroisation; or when the
cryptographic module is in an error state.
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Required Vendor Information

VEO03.07.01: The vendor documentation shall specify how the cryptographic module inhibits data output
while performing manual entry, pre-operational self-tests, software/firmware loading and zeroisation,
or when the cryptographic module is in an error state.

VE03.07.02: The vendor documentation shall specify how the design of the cryptographic module
ensures that all data output via the data output interface is inhibited while performing manual entry,
pre-operational self-tests, software/firmware loading and zeroisation, or when the cryptographic
module is in an error state.

Required Test Procedures

TE03.07.01: The tester shall verify that the vendor documentation specifies that all data,outppt via the
data output interface is inhibited:

a)l whenever the cryptographic module is performing:

1) manual entry;

2) pre-operational self-tests;

3) software/firmware loading;

4) zeroisation;

b) or when the cryptographic module is in an error state.
This test procedure can be restated as follows.

a)l The tester shall verify from the vendor documentation that once each of the following services is
started, all data output via the data output interface is inhibited, until the service is cpmpleted
successfully:

1) manual entry;

2) pre-operational self-tests;
3) software/firmware loading;
4) zeroisation;

b)Y The tester shall'verify from vendor documentation that once an error condition is detdcted and
the error statelis entered, all data output via the data output interface is inhibited, until error
recovery @geurs.

TE03.07.02: The tester shall cause the cryptographic module to enter each of following states:

a)l acstate performing manual SSP entry;

b 4 calftact ctato narfarminag nra.n
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c) astate performing software/firmware loading;
d) astate performing zeroisation;
e) an error state;

and verify that all data output via the data output interface is inhibited.
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If it is not possible for the tester to cause an error then the vendor shall provide a rationale to the tester
why this test cannot be performed. In such case, the tester shall follow alternative procedures allowed
by the validation authority to ensure that all data output via the data output interface is inhibited.

EXAMPLE Examining the applicable source code.

TE03.07.03: The tester shall verify that the vendor documentation specifies that all data output via the
data output interface is inhibited whenever the cryptographic module is in a self-test condition. The
tester shall verify from the vendor documentation that once self-tests are being performed, all data
output via the data output interface is inhibited, until the self-tests are completed. Status information
to display = T ; 11
also verify that the self-test conditions specified in response to this assertion are identical to the se|f-
tests spefified under AS10.14.

TEO03.07.04: The tester shall command the module to perform the self-tests and verify, that all da
output via the data output interface is inhibited. If status information is output from thé status output
interface|to indicate the results of the self-tests, the tester shall verify that no CSPspldintext data, pr
other infprmation are output that, if misused, could lead to a compromise. If it ishot possible for the
tester to pttempt data output during specific self-test state, then the vendor shallprovide a rationale fo
the tester why this test cannot be performed. In such case, the tester shall follpw'alternative procedurgs
allowed py the validation authority, to ensure that all data output via the data output interface [is
inhibited]

EXAMPLH1 Examining the applicable source code.
EXAMPLH2  Using a simulator.
EXAMPLH3  Using a debugger.

TE03.07.05: The tester shall verify that the vendor documentation specifies how the cryptographic
module gnsures that all data output via the data output'interface is to be inhibited during error states
or self-tgst conditions. The tester shall also verify) by inspection of the design of the cryptograpHtic
module, that the data output interface is, in fact,logically or physically inhibited under these conditiors.

Control input interface
AS03.08} (Control input interface — Levels 1, 2, 3, and 4)

All input commands, signals (e{g.) clock input), and control data (including function calls and
manual fontrols such as switches, buttons, and keyboards) used to control the operation offa
cryptographic module shall .enter via the “control input” interface.

Required Vendor Information

VEO03.08.01: The cryptographic module shall have a control input interface. All commands, signals,
and control data.{except data entered via the data input interface) used to control the operation of the
cryptographicinodule shall enter via the control input interface, including:

a) comllnands input logically via an API (e.g. for the software and firmware components of the
cryptographic module);

b) signalsinputlogically or physically via one or more physical ports (e.g. for the hardware components
of the cryptographic module);

c) manual control inputs (e.g. using switches, buttons, or a keyboard);
d) any other input control data.

VE03.08.02: If applicable, the vendor documentation shall specify any external input devices to be used
with the cryptographic module for the entry of commands, signals, and control data into the control
input interface, such as smart cards, tokens, or keypads.

24 © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

Required Test Procedures

TE03.08.01: The tester shall verify, by inspection, that the cryptographic module includes a control
input interface, and that the control input interface functions as specified. The tester shall verify that all
commands, signals, and control data (except data entered via the data input interface) used to control
the operation of the cryptographic module shall enter via the control input interface, including:

a) commands inputlogically via an API, such as function calls to a software library or to a smart card;

b) signals input logically or physically via one or more physical ports, such as commands and signals

cantthraongh o cayial ot A S DC o
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c)] manual control inputs (e.g. using switches, buttons, or a keyboard);
d] any other input control data.

TE03.08.02: The tester shall verify if the vendor documentation specifies anyyexternal input devices
tq be used with the cryptographic module for the entry of commands, signals, and control data into
the control input interface, such as smart cards, tokens, or keypads. The tester shall enter cgmmands
vip the control input interface using the identified external input devicé(s), and verify that input of
cqmmands using the external input device functions as specified.

Control output interface
AB503.09: (Control output interface — Levels 1, 2, 3, and 4)

All output commands, signals, and control data (e.g.-control commands to another module) used
td control or indicate the state of operation of a cryptographic module shall exit via the|“control
output” interface.

Required Vendor Information

VE03.09.01: The vendor documentation shall specify all output commands, signals, and corltrol data
(elg. control commands to another moditle) used to control or indicate the state of operdtion of a
cilyptographic module shall exit via the'control output interface.

Required Test Procedures

TE03.09.01: The tester shall-verify that the vendor documentation shall specify all output commands,
signals, and control data((e:g. control commands to another module) used to control or indicate the
sthte of operation of a cryptographic module shall exit via the control output interface.

TE03.09.02: If theCeontrol output interface is specified, the tester shall verify, by inspection| that the
cqntrol outputintérface functions as specified.

AB503.10: (€ontrol output interface — Levels 1, 2, 3, and 4)

A]l control output via the “control output” interface shall be inhibited when the cryptpgraphic
n10dule isin an error state unless exceptions are specified and documented in the security policy.

Required Vendor Information

VE03.10.01: The vendor documentation shall specify how the cryptographic module ensures that all
control output via the control output interface is inhibited whenever the module is in an error state
(error states are covered in ISO/IEC 19790:2012, 7.11). Status information may be allowed from the
status output interface to identify the type of error.

VE03.10.02: The vendor documentation shall specify how the design of the cryptographic module
ensures that all control output via the control output interface is inhibited whenever the module is in
a self-test condition (self-tests are covered in ISO/IEC 19790:2012, 7.10). Status information to display
the results of the self-tests may be allowed from the status output interface.
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Required Test Procedures

TE03.10.01: The tester shall verify that the vendor documentation specifies that all control output
via the control output interface is inhibited whenever the cryptographic module is in an error state.
The tester shall verify from the vendor documentation that once an error condition is detected and
the error state is entered, all control output via the control output interface is inhibited, until error
recovery occurs. The tester shall also verify that the error states specified in response to this assertion
are identical to the error states specified under AS11.08.

TE03.10. 02 The tester shall cause the cryptographlc module to enter each spec1f1ed error state and

output is|not sensitive. The following actions may be used to cause the cryptographic module-to)enter
an error ptate — opening a tamper-detecting cover or door, entering incorrectly-formatted contmands,
keys, or parameters, reducing input voltage, and/or any other error-causing actions.

If it is no{ possible for the tester to cause an error, then the vendor shall provide a rationale to the tester
why this|test cannot be performed.

TE03.10.93: The tester shall verify that the vendor documentation specifies that-all control output vlia
the control output interface is inhibited whenever the cryptographic moduleis in a self-test conditign.
The test¢r shall verify from the vendor documentation that once self-tests are being performed, all
control output via the control output interface is inhibited until the self‘tests are completed. The tester
shall alsq verify that the self-test conditions specified in response to.this assertion are identical to the
self-tests|specified under AS10.14.

TE03.10.04: The tester shall cause the module to perform the self-tests and verify that all control output
via the cgntrol output interface is inhibited.

=

TE03.10.05: The tester shall verify that the vendor decumentation specifies how the cryptographic
module gnsures that all control output via the contrel output interface is to be inhibited during errpr
states or]self-test conditions. The tester shall also Verify, by inspection of the implementation of the
cryptogrpphic module, that the control output-interface is, in fact, logically or physically inhibited
under thése conditions.

Status ouitput interface
AS03.11{ (Status output interfacé 5~ Levels 1, 2, 3, and 4)
physical| indicators such @s visual (display, indicator lamps), audio (buzzer, tone, ring), and

mechanical (vibration)J-used to indicate the status of a cryptographic module shall exit via the
“status qutput” interface.

All outptit signals, indicators\(e.g. error indicator), and status data [including return codes a{d

NOTE Status otitput will be either implicit or explicit.

Requiredl Vendor Information

VEO03.11.01“The rrvnfnurqnhlr maodule shall have a status output interface All status informatian,
signals, logical 1nd1cators and physical indicators used to indicate or display the status of the module
shall exit via the status output interface, including:

a) status information output logically via an API;

b) signal outputs logically or physically via one or more physical ports;

c) manual status outputs (e.g. using displays, indicator, lamps, buzzer, tone, or ring);

d) any other output status information.

VE03.11.02: If applicable, the vendor documentation shall specify any external output devices to be

used with the cryptographic module for the output of status information, signals, logical indicators,
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and physical indicators via the status output interface, such as smart cards, tokens, displays, and/or
other storage devices.

Required Test Procedures

TE03.11.01: The tester shall verify, by inspection, that the cryptographic module includes a status
output interface, and that the status output interface functions as specified. The tester shall verify that
all status information, signals, logical indicators, and physical indicators used to indicate or display the
status of the module shall exit via the status output interface, including:

a) qhatiic 1 foa b oy Akt 1ol oo ez xzia o ADL cuol oc vwataisy ~odac fraoy o cofbzann 1o “ary or a
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smart card;

b) signal outputs logically or physically via one or more physical ports, such as stdtus infprmation
sent through a serial port or a PC Card connector;

c)] manual status outputs (e.g. using LEDs, buzzers, or a display);
d] any other output status information.

TE03.11.02: The tester shall verify that the vendor documentation specifies any external outpyt devices
(if applicable) to be used with the cryptographic module for the output of status informatior, signals,
logical indicators, and physical indicators via the status output interface.

TE03.11.03: The tester shall verify that the status information‘output from the status output|interface
sHall not output any information that could result in a compromise of CSPs.

AB03.12: (Module interfaces — Levels 1, 2, 3, and 4)

EXxcept for the software cryptographic modules, all modules shall also have the fpllowing
infterface.

NOTE This assertion is not tested separately:
A$03.13: (Module interfaces — Levels-1, 2, 3, and 4)

Pwer interface: All external electrical power that is input to a cryptographic module shall enter
via a power interface.

NOTE A power interfaceis not required if all power is provided or maintained internal to the module,
arfd that replacement of an internal battery is considered a physical maintenance activity, and is subject to the
requirements specifiedindSO/IEC 19790:2012, 7.7.

Required Vendor Information

VE03.13.01: tf-the cryptographic module requires or provides power to/from other devices| external
td the boundary (e.g. a power supply or an external battery), the vendor documentation shall[specify a
power interface and a corresponding physical port.

VEO03:113.02: All power entering or exiting the cryptographic module to/from other devices external to
the cryptographic boundary shall pass through the specified power interface.

Required Test Procedures

TE03.13.01: The tester shall verify if the vendor documentation specifies whether the cryptographic
module requires or provides power to/from other devices external to the cryptographic boundary (e.g.
a power supply, power cord, power inlet/outlet, or an external battery). The tester shall also verify that
the vendor documentation specifies a power interface and a corresponding physical port.

TE03.13.02: The tester shall verify, by inspection of the cryptographic module that all power entering
or exiting the module to/from other devices external to the cryptographic boundary passes through
the specified power interface.
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AS03.14: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module shall distinguish between data, control information, and power for
input, and data, control information, status information, and power for output.

Required Vendor Information

VE03.14.01: The vendor documentation shall specify how the cryptographic module distinguishes
between data and control for input and data, control and status for output, and how the physical and
logical paths followed by the input data and control information entering the module via the applicable
input interfacesaretosteatyorphysieathy-discomnectedtronrthe phystealandlosicadl pathstellewed by
the outpyt data, control and status information exiting the module via the applicable output interfac

logical paths used by the output data, control and status information. If the physical and‘legical paths
used by the input data and control information and the output data, control and status information afe
physically shared, the vendor documentation shall specify how logical separation is“enforced by the
cryptogrpphic module.

VE03.14.93: The vendor documentation shall show consistency and shall show that the cryptograpHhic
module distinguishes between data and control for input and data, control-and status for output, and
that the physical and logical paths followed by the input data and control information entering the
module yia the applicable input interfaces are logically or physically/ disconnected from the physidal
and logicpl paths followed by the output data, control and status information exiting the module via the
applicable output interfaces.

Required Test Procedures

TE03.14.01: The tester shall verify that the vendor documentation specifies how the cryptographic
module distinguishes between data and control for-ifiput and data, control and status for output. Input
data ent¢red from the data input interface, and_control information entered from the control input
interface| shall be logically or physically distiniguished from output data exiting to the output data
interface} output control exiting to the output-control interface, and status information exiting to the
status output interface.

TE03.14.02: The tester shall verify thatthe vendor documentation specifies how the physical and logidal
paths us¢d by the input data and control information are logically or physically disconnected from the
physical pnd logical paths used by'the output data, control and status information. If the physical and
logical paths used by the input)data and control information and the output data, control and statyis
informatjon are physically'shared, the tester shall verify that the vendor documentation specifies hgw
logical sdparation is enferced by the cryptographic module.

TE03.14.03: The testershall verify, by inspection, the consistency of the vendor documentation, and thiat
the cryptographiémodule distinguishes between data and control for input and data, control and statfis
for outpyt, and_that the physical and logical paths followed by the input data and control informatign
entering [the“nmodule via the applicable input interfaces are logically or physically disconnected from
the physical’and logical paths followed by the output data, control and status information exiting the
module via the applicable output interfaces.

AS03.15: (Module interfaces — Levels 1, 2, 3, and 4)

The cryptographic module specification shall, unambiguously, specify format of input data and
control information, including length restrictions for all variable length inputs.

Required Vendor Information

VE03.15.01: The vendor documentation shall specify the physical and logical paths used by all major
categories of input data entering the cryptographic module via the data input interface and the
applicable physical ports. The documentation shall include a specification of the applicable paths (e.g.
by highlighted or annotated copies of the schematics, block diagrams, or other information provided
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under AS02.07 and AS02.15 to AS02.18). All input data entering the cryptographic module via the data
input interface shall only use the specified paths while being processed or stored by each physical or
logical sub-section of the module. The input data paths shall be specified in sufficient detail to verify
which type of data pass through each applicable physical port.

NOTE The term “all major categories of input data” refer to items addressed in AS03.05 for data input and to
items addressed in AS03.08 for control input.

VE03.15.02: The vendor documentation shall specify that all input data entering the cryptographic
module via the data input interface and applicable physical ports only use the specified paths. The
dgcunrentatiomrshattshow-that=atHogicatandphystcat-informmatiorflowsused-bythe-tnprt data are
cqnsistent with the design and operation of the cryptographic module. The vendor documentafion shall
eqtablish that there are no conflicts between the applicable paths that may lead to the.compromise of
C$Ps, plaintext data, or other information of the cryptographic module.

VE03.15.03: The vendor provided documentation shall unambiguously specify fofmat of input{data and
cqntrol information including length restrictions for all variable length inputs;

VE03.15.04: The vendor provided documentation shall identify which’ component within the
cilyptographic boundary is validating the format.

Required Test Procedures

TE03.15.01: The tester shall verify that the vendor documentation specifies the physical and logical
paths used by all major categories of input data entering the cryptographic module via the data input
infterface. The tester shall also verify that the paths shall‘be documented in the specificatiop (e.g. by
highlighted or annotated copies of the schematics, block'diagrams, or other information provided under
A$02.07 and AS02.15 to AS02.18). The tester shall yerify the documentation which type of ¢lata pass
through each applicable physical port.

TEO03.15.02: The tester shall verify from. the vendor documentation and by inspectiop of the
cilyptographic module, that all input data\entering the module via the data input interface and
apgplicable physical ports only use the specified paths. The tester shall examine all logical and physical
information flows and shall verify thatthe specification of the paths used by the input data is cpnsistent

ith the design and operation of /the cryptographic module. The tester shall verify that there are no
cqnflicts between the applicable paths that may lead to the compromise of CSPs, plaintext data, or other
information.

TE03.15.03: The tester shall verify, by inspection and from the vendor documentation,|that the
umpambiguous specificdtion is provided about the format of input data and control information, [ncluding
lephgth restrictions forall variable length inputs.

TE03.15.04: Thétester shall verify that the identified component within the cryptographic bofindary is
located on the Specified path under VE03.15.02.

TE03.15:05 The tester shall examine the applicable source code(s) to ensure that the identified
cqmponent is actually validating the documented format.

T 0215 N6 Tha tactar chall adtamant £0 it Aot A d /o contbrnl sl bty vwhich 1o At dom liant
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with the format, and verify that such service inputs are rejected by the cryptographic module.
NOTE The test platform or configuration can impose a part of format/restrictions.

EXAMPLE1 A device driver to use the cryptographic module is enforcing a part of the format.
EXAMPLE 2  Alayer in a protocol stack supports fixed length packet only.

If it is not possible for the tester to input certain data or control information which is not compliant
with the format, then the tester shall require the vendor to provide a rationale why this test cannot
be performed. In such case, the tester shall follow alternative procedures allowed by the validation
authority to ensure that the cryptographic module is validating the format.
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6.3.4 Trusted channel
AS03.16: (Trusted channel — Levels 3 and 4)

For the transmission of unprotected plaintext CSPs, key components and authentication data
between the cryptographic module and the sender or receivers endpoint the cryptographic
module shall implement a trusted channel.

Required Vendor Information

VEO03.16.01:- The vendor shall describhe the method of transmission of nnprn‘rpr“rpd CSPs and the way
they are protected via a trusted channel.

Requiredl Test Procedures

TE03.16.p1: The tester shall verify that the trusted channel is able to protect unprotected, GSPs betwe¢n
the crypflographic module boundary and the sender or receiver endpoint.

AS03.17{(Trusted channel — Levels 3 and 4)

The truT]ed channel shall prevent unauthorized modification, substitution, and disclosure along
the communication link.

NOTE This assertion is not separately tested. Tested as part of AS03.18 orAS03.19.
AS03.18{ (Trusted channel — Levels 3 and 4)

The phypical ports used for the trusted channel shall be\physically separated from all oth
ports {or AS03.19 shall be satisfied}.

w
-

Required Vendor Information

VE03.18.p1: The vendor documentation shall specity if the cryptographic module inputs or outputs
plaintext] CSPs. The physical port(s) used for the(nput and output of plaintext CSPs shall be physically
separate(l from all other physical ports of the.¢ryptographic module.

VE03.18.p2: If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure thiat
only plaiptext CSPs enter or exit the module through the applicable physical ports, and that no other
data, plajntext or encrypted, enters-ot'exits the module via the applicable physical ports.

Requirel Test Procedures

TEO03.18.p1: The tester shall-verify if the vendor documentation specifies whether the cryptographic
module ipputs or outputs-plaintext CSPs. The tester shall verify from the vendor documentation and
also by inpspection of the*physical ports on the cryptographic module that the applicable physical ports
used for the inputand-output of plaintext CSPs are physically separated from all other physical ports jof
the modyle.

TE03.18.02:If the cryptographic module inputs or outputs plaintext CSPs, the tester shall verify thiat
only plaintext CSPs enter or exit the module through the applicable physical ports, and that no other
data, plaintext or encrypted, enters or exits the module via the applicable physical ports.

AS03.19: (Trusted channel — Levels 3 and 4)

The logical interfaces used for the trusted channel shall be logically separated from all other
interfaces {or AS03.18 shall be satisfied).

Required Vendor Information

VEO03.19.01: The vendor documentation shall describe how the logical interfaces used in the trusted
channel to input and output plaintext CSPs are logically separated from all other interfaces.
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VEO03.19.02: If the cryptographic module inputs or outputs plaintext CSPs, the module shall ensure
that plaintext CSPs enter or exit the module through the applicable logical interface using the trusted
channel, and that no other data, plaintext or encrypted, enters or exits the module via the applicable
logical interface using the trusted channel.

VEO03.19.03: The vendor documentation shall provide rationale how the trusted channel prevents
unauthorized modification, substitution, and disclosure along the communication link.

Required Test Procedures
TES349-04+—TFhe—tester—sh erd er—the—vender—decumentation—and e—by—inspeetign of the

cifyptographic module that the applicable logical interfaces used in the trusted channel to,input and
tput of plaintext CSPs are logically separated from all other logical interfaces of the module

TE03.19.02: If the cryptographic module inputs or outputs plaintext CSPs, the testey shall verify that
plaintext CSPs enter or exit the module through the applicable logical interface’using the trusted
channel, and that no other data, plaintext or encrypted, enters or exits the module via the applicable
logical interface using the trusted channel.

TE03.19.03: The tester shall verify the correctness of any rationale provided by the vendor. The burden
off proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the yendor to
prtoduce additional information as needed.

TE03.19.04: The tester shall, by attempting to access the communication link, verify that the trusted
clannel prevents unauthorized modification, substitution, ahd)disclosure along the communicdtion link.

A503.20: (Trusted channel — Levels 3 and 4)
Identity-based authentication shall be employed for all services utilizing the trusted channel.
Required Vendor Information

VEO03.20.01: The vendor shall provide deseription of the authentication mechanism used by thg trusted
cHannel.

Required Test Procedures

TE03.20.01: The tester shall verify that an identity-based authentication mechanism is employed for all
sqrvices utilizing the trustédchannel. The tester shall verify that services utilizing the trusted channel
aije not provided without'successfully passing the operator authentication.

503.21: (Trusted.channel — Levels 3 and 4)

A
Alstatus indicator shall be provided when the trusted channel is in use.
Required Vendor Information

\Y%

£03,21:01: The vendor shall provide description of the indicator provided when trusted channe] is in use.

Required Test Procedures

TE03.21.01: The tester shall verify, by exercising the module, that the status indicator is provided when
the trusted channel is in use.

AS03.22: (Trusted channel — Level 4)

In addition to the requirements of Security Level 3, for Security Level 4 multi-factor identity-
based authentication shall be employed for all services utilizing the trusted channel.

Required Vendor Information

VEO03.22.01: The vendor shall provide description of the multi-factor identity-based authentication
mechanism used by the trusted channel.
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Required Test Procedures

TEO03.22.01: The tester shall verify that a multi-factor identity-based authentication mechanism is
employed for all services utilizing the trusted channel. The tester shall verify that services utilizing the
trusted channel are not provided without successfully passing the operator authentication.

6.4 Roles, services, and authentication

6.4.1 Roles, services, and authentication general requirements

AS04.01

A crypt
services

NOTE

AS04.02

(Roles, services, and authentication — Levels 1, 2, 3, and 4)

within each role.
This assertion is tested under AS04.11.

(Roles, services, and authentication — Levels 1, 2, 3, and 4)

If a cryll:tographic module supports concurrent operators, then the module shall internally

maintai
Require

VE04.02.
allowed.

roles andl services performed by each operator is achieved.)The vendor documentation shall al

describe
EXAMPLE

EXAMPLE
RSA key g

EXAMPLH
cannot ch

Require

TE04.02.
module {]

TE04.02.
Operator
allocated
to access
separatid

the separation of the roles assumed by each operator and thé eorresponding service
1l Vendor Information

PD1: The vendor documentation shall specify whether~multiple concurrent operators a
The vendor documentation shall specify the method.by*which separation of the authoriz

Any restrictions on concurrent operators.
1  One operator in a maintenance role and another in a user role simultaneously is not allowed.

2 Multiple concurrent operators up to 16-0operators in a user role are supported, but the only o
eneration service can be run at a time in thé ¢ryptographic module.

3 When multiple concurrent operators in a Crypto Officer role are logged in, but each Crypto Offig
hnge the authentication data of the(other operators in a Crypto Officer role.

1 Test Procedures

D1: The tester shall vekify the vendor documentation that the method implemented by t}

2. The operators shall assume different roles. The tester shall verify that only the servic

services that are unique to the role assumed by the other operator in order to verify th|
n iS\maintained between the roles and services allowed in concurrent operators.

pgraphic module shall support authorized roles for operators and corresponding

0 enforce separation bétween the roles and services performed by concurrent operators (i
describedl.

D2: The tester.shall assume the identity of two independent operators: Operatorl anpd

to the each'role can be performed in that role. The tester shall also attempt, for each operatgr,

re
pd
50

ne

£S

at

TE04.02.

U5: 1T the vendor documentation specifies any restrictions on concurrent operators, the tester

shall attempt to violate the restrictions by attempting to concurrently assume restricted roles as
independent operators and verify that the module enforces the restrictions.

AS04.03: (Roles, services and authentication — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.4 shall be provided.

Required Vendor Information

VE04.03.01: The vendor shall provide documentation as described in {ISO/IEC 19790:2012} A.2 4.
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Required Test Procedures

TE04.03.01: The tester shall check vendor documentation against {ISO/IEC 19790:2012} A.2.4
specification.

6.4.2 Roles

AS04.04: (Roles — Levels 1, 2, 3, and 4)

A
N
A
T

R
\%

R
T

A
A
If]

R
\%

al
R
T

A

These roles shall be specified by name and allowed services.

d¢fined. The tester shall verify that roles are specified’by name and allowed services as spg
504.05.
504.06: (Roles — Levels 1, 2, 3, and 4)

shall (1) explicitly state thata User Role is supported, and (2) completely specify the role by

cryptographic module shall, at a minimum, support a Crypto Officer Role.

DTE This assertion is not separately tested. Tested as part of AS04.05.

504.05: (Roles — Levels 1, 2, 3, and 4)

bquired Vendor Information

£04.05.01: In the documentation required, the vendor shall include at least one crypto-offfi

bquired Test Procedures

bquired Vendor Information

£04.06.01: If the cryptographic module supports a User Role, the vendor provided dOCUl’I

lowed services.

pquired Test Procedures

504 07 (Roles Levels 1.2 3 an )
- HEeVe1S i ,<4yora 5]

OIS Ter

All unprotected SSPs shall be zeroised when entering or exiting the Maintenance Role.

Required Vendor Information

he Crypto Officer Role shall be assumed to perform cryptographic initialization or manpgement
functions and general security services (e.g. module initialization, management of CSPs, PSPs,
and audit functions).

cer role.

£04.05.01: The tester shall verify the vendor documentation that at least one crypto-officer role is

cified in

[the cryptographic module supports a User Role, then the User Role shall be assumed to[perform
géeneral security services, including“cryptographic operations and other approved [security
functions.

entation

ame and

£04.06.01: The tester shall determine from the vendor documentation whether the cryptographic
mjodule supports a User Role. If the cryptographic module supports a User Role, the tester sh
the venderdocumentation that at least one user role is defined. The tester shall verify that uger role is
specifiedby name and allowed services as specified in AS04.06.

all verify

VE04.07.01: If the cryptographic module has a maintenance access interface, the vendor provided
documentation shall 1) explicitly state a maintenance role is supported, 2) completely specify the
role by name, purpose, and allowed services, and 3) specify the maintenance access interface under
VE07.11.01.

VE04.07.02: The vendor documentation shall specify how the module’s unprotected SSPs, as defined in
ISO/IEC 19790:2012, 3.110, are actively zeroised when the maintenance role is entered or exited.

©

ISO/IEC 2017 - All rights reserved

33


https://standardsiso.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

Required Test Procedures

TE04.07.01: The tester shall verify the specifications of the module interfaces whether a maintenance
access interface is specified (see AS07.11). If so, the tester shall verify the vendor documentation
pertaining to the authorized roles and verify that the maintenance role is specified by name, purpose,
and allowed services.

TE04.07.02: The tester shall verify the specifications of the module interfaces whether a maintenance
role is defined and check the zeroisation of all unprotected SSPs as described in the module specification.
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which arp effective in demonstrating the zeroisation and, upon exit from the maintenance role, shall
verify that zeroisation has taken place.

6.4.3 Services

6.4.3.1 |Services general requirements
AS04.08} (Services — Levels 1, 2, 3, and 4)

Services|shall refer to all of the services, operations, or functions that can be performed by|a
module.

NOTE This assertion is not separately tested.
AS04.09¢ (Services — Levels 1, 2, 3, and 4)

Service Inputs shall consist of all data or control inputs to the module that initiate or obtajn
specific services, operations, or functions.

NOTE This assertion is not separately tested.
AS04.10{ (Services — Levels 1, 2, 3, and 4)

Service qutputs shall consist of all dataoutputs, control outputs, and status outputs that resylt
from sernvices, operations, or functions.initiated or obtained by service inputs.

NOTE This assertion is not separately tested.
AS04.11{ (Services — Levels 1,2; 3, and 4)
Each serjvice input shall result in a service output.

Requiredl Vendor Information

VE04.11.p1: The ¥endor documentation shall describe the purpose and function of each service. The
documenjtationshall include for each service: service inputs, corresponding service outputs, and the
authorizlid rol€ or roles in which the service can be performed.

Required-TestProcedures

TE04.11.01: The tester shall check the vendor documentation and verify that the purpose and function
of each service is described. The tester shall also check that the following information is specified for
each service: service inputs, corresponding service outputs, and the authorized role or roles in which
the service can be performed.

TE04.11.02: The tester shall perform the following for each service (i.e. security and non-security
services, both approved and non-approved services).

— Enter each of the specified service inputs and observe that they result in the specified service
outputs.
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For services that require the operator to assume a role, the role shall be assumed to enter each of the
specified service inputs and observe that they result in the specified service outputs.

For services that require the operator to assume a role, assume the role that is not specified for the
service and enter each of the specified service inputs and observe that the service is not provided.

For services that require the operator to assume an authenticated role, the role shall be assumed
and authenticated to enter each of the specified service inputs and observe that they result in the

specified service outputs.
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but the authentication data shall be modified to fail authentication and enter each of the
service inputs and observe that the service is not provided.

For services that provide data output over the data output interface, the tester shall verify {
against the expected result.

(AMPLE If the service provides data output which is a function of the services|data input, the {
rify the data output result as a function of the provided input data.

specified

he result

ester will

AB04.12: (Services — Levels 1, 2, 3, and 4)

Alcryptographic module shall provide the following services to eperators.

NOTE This assertion is not separately tested.

AB504.13: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall output the name or module identifier and the versioning
information that can be correlated with a>yvalidation record (e.g. hardware, softwarg, and/or
firmware versioning information).

Required Vendor Information

VE04.13.01: The vendor documeritation shall describe the output of the current name and versioning
information of the cryptographic module;

VE04.13.02: The vendor previded documentation shall identify the name or module identifief and the
vgrsioning information-which will be posted as the validation record.

VE04.13.03: The sendor provided documentation, either non-proprietary security poli¢dy or an
Agministrator gujdance, shall specify how to correlate the output of the current name|and the
versioning inforniation with a validation record.

RequiredTest Procedures

TE04¢13.01: The tester shall verify that the service outputs (i.e. name or module identifier and
vgrsioning information) are consistent with specification and with information provid¢d under

assertions AS02.11, AS02.12, and AS11.04.

TE04.13.02: The tester shall verify that the vendor provided documentation (i.e. non-proprietary
security policy or an Administrator guidance) provides sufficient information to unambiguously

id

entify the module version.

TE04.13.03: The tester shall verify that the output of the current name or module identifier and the
versioning information is sufficient for an operator to correlate the module with a validation record,

w

©

ith the help of non-proprietary security policy or an administrator guidance.
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Show Status

AS04.14: (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall output current status.
Required Vendor Information

VE04.14.01: The vendor documentation shall describe the output of the current status of the module.

Requiregl Test Procedures

TE04.14.01: The tester shall verify the vendor documentation to verify that the “Show Status”'servife
is allocatied to at least one authorized role. The tester shall verify that these services aredescribed as
specified|in AS04.14.

TE04.14.92: The tester shall verify that the “Show Status” indicator matches the vendor'documentatign.
Perform|self-tests
AS04.15{ (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall initiate and run the pre-operational self-tests as specified |n
{ISO/IEC|19790:2012} 7.10.2.

Required Vendor Information
VE04.15.91: The vendor documentation shall describe the initiation and running of user callable self-tes{s.

Required Test Procedures

TE04.15.p1: The tester shall verify that the module provides for the initiation of the running of pre-
operational self-tests, as specified in {ISO/IEC 19790:2012} 7.10 this is performed under documentati¢n
verification in TEA.01.01.

AS04.16] (Services — Levels 1, 2;3,:and 4)

The cryptographic module shall perform at least one approved security function used in 3n
approvefl mode of operation-as specified in {ISO/IEC 19790:2012} 7.2.4.

NOTE This assertion{s)fiot separately tested.
Perf ..
AS04.17{ (Services — Levels 1, 2, 3, and 4)

The cryptographic module shall perform zeroisation of the parameters as specified in {ISO/IEC
19790:2012} 7.9.7.

NOTE This assertion is not separately tested.

6.4.3.2 Bypass capability
AS04.18: (Bypass capability — Levels 1, 2, 3, and 4)

If the module can output a particular data or status item in a cryptographically protected form,
or (as a result of module configuration or operator intervention) can also output the item in a
non-protected form, then a bypass capability shall be defined.

Required Vendor Information
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VE04.18.01: If the module implements a bypass capability, the vendor documentation shall describe the
bypass service.

Required Test Procedures

TE04.18.01: The tester shall verify that the module implements a bypass capability as specified in the
vendor documentation.

AS04.19: (Bypass capability — Levels 1, 2, 3, and 4)

Required Vendor Information

VE04.19.01: If the module implements a bypass capability, the vendor documentation shall|describe
h¢w the operator assumes an authorized role before configuring the bypass capability.

Required Test Procedures
T

04.19.01: The tester shall verify from the vendor documentation thatthe module requires anloperator
tg assume an authorized role before configuring the bypass capability.

TE04.19.02: The tester shall assume the defined role that is documented to configure the bypass
cdpability and perform the configuration.

TE04.19.03: The tester shall assume a defined role that is not documented to configure thle bypass
cdpability and attempt to perform the bypass configuration. The tester shall verify the attempt fails.

AB504.20: (Bypass capability — Levels 1, 2, 3, and 4)

Ifla cryptographic module implements a bypass capability, then two independent internall actions
shall be required to activate the capability to prevent the inadvertent bypass of plaintext data
dyie to a single error.

Required Vendor Information

VE04.20.01: If the module implements a bypass capability, the vendor documentation shall deqcribe the
bypass service as specified i#vAS04.20.

VE04.20.02: The finite state model and other vendor documentation shall indicate, for all trpnsitions
into an exclusive oralternating bypass state, two independent internal actions that are required to
trpnsition into each bypass state.

Required TestProcedures

TE04.20.03: The tester shall verify whether the bypass capability is implemented by the mofule. The
teister shall verify the vendor documentation to verify that the bypass capability is allocated ffo at least
onpe duthorized role.

TE04.20.02: The tester shall verify the finite state model and other vendor documentation whether each
transition into an exclusive or alternating bypass state shows two independent internal actions that
have to occur in order for the cryptographic module to transition into either exclusive or alternating
bypass state.

TE04.20.03: The tester shall attempt to transition to each bypass state from each state that shows such
a transition and verify that it takes two internal actions to accomplish each such transition.

AS04.21: (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the two independent internal
actions shall modify software and/or hardware behaviour that is dedicated to mediate the
bypass capability.
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Required Vendor Information

VE04.21.01: If the module implements a bypass capability, the vendor provided documentation shall
specify how the two independent internal actions modify software and/or hardware behaviour that is
dedicated to mediate the bypass capability.

VE04.21.02: The vendor provided documentation shall specify how the two independent internal
actions protect against the inadvertent bypass of plain text data to a single error.

Required Test Procedures

TEO04.21.p1: The tester shall verify that vendor documentation specifies how the two independent
internal qctions protect against the inadvertent bypass of plain text data due to a single error.

TE04.21.p2: The tester shall verify that the two independent internal actions modify software and/pr
hardwarg behaviour that is dedicated to mediate the bypass capability, by inspection andiby)attempting
to transition to each bypass state from each state that shows such a transition.

AS04.22} (Bypass capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a bypass capability, then the modtle shall show status fo
indicate{jwhether the bypass capability

=

a) is [not activated, and the module is exclusively providing services with cryptograph
processing (e.g. plaintext data is encrypted),

C

et

C

b) is|activated and the module is exclusively providing services without cryptograph
processing (e.g. plaintext data is not encrypted), or

c) is dlternately activated and deactivated and theé.module is providing some services with
cryptographic processing and some services without cryptographic processing (e.g. for modulges
with muftiple communication channels, plaintext‘data is or is not encrypted depending on each
channel configuration).

Required Vendor Information
VE04.2201: The vendor documentation.for'the “Show Status” service shall indicate bypass status.
Requiredl Test Procedures

TE04.22.01: The tester shall review the vendor documentation for the “Show Status” service and verify
the bypass service indication-

TE04.22.02: The tester<hall transition to each bypass state and verify that the “Show Status” indicatps
the appligable bypassistatus.

6.4.3.3 |Self-Initiated cryptographic output capability

AS04.23} (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

The self-initiated cryptographic output capability shall be configured by the Crypto Officer and
this configuration may be preserved over resetting, rebooting, or power cycling of the module.

Required Vendor Information
VE04.23.01: The vendor shall provide description of the self-initiated cryptographic output capability.
Required Test Procedures

TE04.23.01: The tester shall verify that the self-initiated cryptographic output capability is configured
by the Crypto Officer.

AS04.24: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)
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If a cryptographic module implements a self-initiated cryptographic output capability, then
two independent internal actions shall be required to activate the capability to prevent the
inadvertent output due to a single error.

NOTE This assertion is not separately tested. Tested as part of AS04.25.

AS04.25: (Self-initiated cryptographic output capability — Levels 1, 2, 3, and 4)

If a cryptographic module implements a self-initiated cryptographic output capability, then the
two independent internal actions shall modify software and/or hardware behaviour that is
d‘, rted :...='. ho ':': a_Q o-diffoaran a a0 . d 0 0 0 ’t'oneof
which may be user-initiated).

Required Vendor Information

VE04.25.01: The vendor shall define a set of two internal actions to be independehntly done it order to
adtivate the self-initiated cryptographic output capability.

VE04.25.02: The vendor provided documentation shall specify how theltwo independent internal
adtions modify software and/or hardware behaviour that is dedicated.td mediate the selftinitiated
cilyptographic output capability.

VE04.25.03: The vendor provided documentation shall specifyxhow the two independent internal
adtions protect against the inadvertent output due to a single error.

Required Test Procedures

TE04.25.01: The tester shall determine whether the éryptographic module implements a selffinitiated
cifyptographic output capability. The tester shall verify that vendor documentation specifie$ the two
independent internal actions performed by the cryptographic module before activating the selffinitiated
cilyptographic output capability. The tester shall'also verify that vendor documentation specjifies how
the two independent internal actions protect'against the inadvertent output due to a single error.

TE04.25.02: The tester shall activate the'self-initiated cryptographic output capability and verify that
the two independent internal actions function as specified. If any software or firmware compohents are
eyecuted in the process of activation; the tester shall examine the applicable source code to enjsure that
the software or firmware components support the requirement for two independent interngl actions
before activating the self-injtiated cryptographic output capability.

TE04.25.03: The tester shall verify that a status indicator is provided to indicate when the selffinitiated
cifyptographic output-capability is activated.

AB04.26: (Self-initiated cryptographic output capability— Levels 1, 2, 3, and 4)

Ifla cryptographic module implements a self-initiated cryptographic output capability, then the
module shall show status to indicate whether the self-initiated cryptographic output capability
is|activated.

NOTE This assertion is not separately tested. Tested as part of AS04.25.

6.4.3.4 Software/Firmware loading
AS04.27: (Software/Firmware loading — Levels 1, 2, 3, and 4)

If a cryptographic module has the capability of loading software or firmware from an external
source, then the following requirements shall apply.

NOTE This assertion is not separately tested. Tested as part of AS04.28.

AS04.28: (Software/Firmware loading — Levels 1, 2, 3, and 4)
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The loaded software or firmware shall be validated by a validation authority prior to loading to
maintain validation.

Required Vendor Information

VEO04.28.01: The vendor shall provide a certificate of validation by a validation authority. This certificate
shall unambiguously identity the software or firmware loaded in the cryptographic module.

Required Test Procedures

TE04.28.01: ' ion i
This identification shall be consistent with the one verified in ISO/IEC 19790:2012, 7.2.3.1.

AS04.29} (Software/Firmware loading — Levels 1, 2, 3, and 4)

All data|output via the data output interface shall be inhibited until the softwate/firmware
loading and load test has completed successfully.

Requiredl Vendor Information

VE04.29.p1: The vendor shall describe the process used to inhibit data output-during loading processes
and load fest.

Requiredl Test Procedures

TE04.29.p1: The tester shall verify that the data output is inhibited during software or firmware
loading alnd load test.

AS04.30 (Software/Firmware loading — Levels 1, 2, 3, and 4)

The Software/Firmware Load Test specified in {ISO/IEC 19790:2012} 7.10.3.4 shall be performe¢d
before thhe loaded code can be executed.

NOTE This assertion is not separately tested. Tested as part of AS10.37 to AS10.41.
AS04.31} (Software/Firmware loading — Levels 1, 2, 3, and 4)

The cryptographic module shall withhold execution of any loaded or modified approved security
functionjs until after the pre-operational self-tests specified in {ISO/IEC 19790:2012} 7.10.2 haye
been sudcessfully executed.

NOTE This assertion is not.separately tested. Tested as part of AS10.37 to AS10.41.
AS04.32} (Software/Firmware loading — Levels 1, 2, 3, and 4)

The modules versioning information shall be modified to represent the addition and/or update
of the nqwly loaded software or firmware ({ISO/IEC 19790:2012} 7.4.3).

Requiredl Vendor Information

VE04.32.01=The vendor-shall prnvirh: the means to read the version of the nﬂw\rly loaded software br

firmware.

Required Test Procedures

TE04.32.01: The tester shall initiate the software/firmware load test. After the pre-operational self-
tests have been successfully executed subsequent to software/firmware load test, the tester shall
verify that the versioning information is modified to represent the addition and/or update of the newly
loaded software or firmware.

AS04.33: (Software/Firmware loading — Levels 1, 2, 3, and 4)
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If the loading of new software or firmware is a complete image replacement, this shall constitute
an entirely new module which would require validation by a validation authority to maintain
validation.

Required Vendor Information

VE04.33.01: The vendor provided documentation shall specify whether the module supports a complete
image replacement as a result of software/firmware loading and load test.

VEO04.33.02: The vendor shall provide a certificate of validation by a validation authority. This certificate

S}‘ All o b g A el i d it b c oo o o 1o dnd s thn crgbagran s i 1a
-t ot STOotsT y et y e e-Sorevwatr C- o ar e gttt e C- ey pro g ap it TRotuTe:

Required Test Procedures

TE04.33.01: The tester shall ensure that the new complete image replacement-is ‘validated by a
vglidation authority by inspection of the name and version as indicated in AS04.13:

AB04.34: (Software/Firmware loading — Levels 1, 2, 3, and 4)

The new software or firmware image shall only be executed aftér the module transitions
through a power-on reset.

Required Vendor Information

VE04.34.01: If a complete image replacement is supported, the vendor provided documentation shall
specify how the new image is executed only after the modulétransitions through a power-on reset.

Required Test Procedures

TE04.34.01: The tester shall initiate the softwar€/firmware load test. After the software/firmware
lopd test passed, the tester shall verify that the lpaded software or firmware cannot be used yntil after
the pre-operational self-tests have been succeSsfully executed through power-on reset.

AB04.35: (Software/Firmware loading'= Levels 1, 2, 3, and 4)
All SSPs shall be zeroised prior to.execution of the new image.
Required Vendor Information

VE04.35.01: If a complete-image replacement is supported, the vendor provided documentation shall
specify that SSP zeroisation takes place prior to execution of the new image.

VE04.35.02: If a complete image replacement is supported, the vendor documentation shall spgecify the
following SSPs zeroisation information:

a)| zeroisationtechniques;

b) ratidmale explaining how the zeroisation technique is performed in a time that is not sufficient to
eompromise SSPs.

Required Test Procedures

TE04.35.01: The tester shall review the vendor documentation to verify that the information specified
in VE04.35.01 is included. The tester shall determine the accuracy of any rationale provided by the
vendor. The burden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall
require the vendor to produce additional information as needed.

TE04.35.02: The tester shall note which SSPs are present in the module and initiate the power-on reset
subsequent to software/firmware load test. Following the completion of the pre-operational self-test,
the tester shall attempt to perform cryptographic operations using each of the SSPs that were stored in
the module. The tester shall verify that each SSP cannot be accessed.
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6.4.4 Authentication

Role-Based Authentication

AS04.36: (Role-Based Authentication — Levels 2, 3, and 4)

If role-based authentication mechanisms are supported by a cryptographic module, the module
shall require that one or more roles either be implicitly or explicitly selected by the operator
{and shall authenticate the assumption of the selected role (or set of roles)}.

NOTE This assertion is not qr—\pnmfp]v tested Tested as part of ASQ4 37

AS04.37} (Role-Based Authentication — Levels 2, 3, and 4)

{shall re

If role-b[Fsed authentication mechanisms are supported by a cryptographic module, the.module
shall au
Requiredl Vendor Information

VE04.37.p1: The vendor shall document the type of authentication performed for the module. The
vendor shall document the mechanisms used to perform the implicit or expliejt’selection of a role or st
of roles ajnd the authentication of the operator to assume the role(s).

Requiregl Test Procedures

TE04.37.01: The tester shall verify that the vendor documentation specifies the mechanisms used fpr
the selection of a role or roles and the authentication of the opebator to assume a role.

TE04.37.92: The tester shall assume each role and initiateaherror during the authentication procedure.
The testqr shall verify that the module denies access towgach role.

AS04.38f (Role-Based Authentication — Levels 2, 3, and 4)

If a cr);l‘l:)tographic module permits an-operator to change roles, then the module shdl
authenti

Required Vendor Information

VE04.38)01: The vendor documentation shall describe the ability of an operator to modify roles apd
shall statle that authentication.of an operator to assume a new role is required.

Required Test Procedures

TEO04.38.01: The tester shall verify the vendor documentation to verify that the method by which gn
operator|can modifyroles includes the authentication of the operator to assume a new role.

TEO04.38.02: Thettester shall perform the following tests.

a)

b)

uire that one or more roles either be implicitly or explicitly selected by the operator an{l}
henticate the assumption of the selected role (or set of roles).

et

ate the assumption of any role-that was not previously authenticated for that operatgr.

Assulniesa role, attempt to modify to another role that the operator is authorized to assume, a1
Veri [1d [1€ Imodule allOW [N1e Operator to reque ETVICes 3 ioned O (NN€ NEWTole

Assume a role, attempt to modify to another role that the operator is not authorized to assume,
and verify that the module does not allow the operator to request the services assigned only to the
new role.

Identity-B { Aut] -
AS04.39: (Identity-Based Authentication — Levels 3 and 4)

If identity-based authentication mechanisms are supported by a cryptographic module, the
module shall require that the operator be individually and uniquely identified, {shall require that
one or more roles either be implicitly or explicitly selected by the operator, and shall authenticate
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the identity of the operator and the authorization of the operator to assume the selected role or set
of roles}.

Required Vendor Information

VE04.39.01: The vendor documentation shall specify the type of authentication implemented within
the module. The vendor documentation shall specify

a)

the mechanism(s) used to perform the identification of the operator,

NOTE 1 This is associated with AS04.39

b)

R
T

the mechanism(s) used to perform the authentication of the operator’s identity,

NOTE 2  Thisis associated with AS04.41.

the mechanism(s) used to perform the implicit or explicit selection of a role ot set of roles
NOTE 3  Thisisassociated with AS04.40.

the mechanism(s) used to perform the verification of the authorization of the operator t
the role(s), and

NOTE 4  Thisis associated with AS04.41.

the mechanism(s) used to internally maintain the «elationship between the identi
authenticated operator and the selected role or set of roles authorized to assume by the oj

NOTES5  Thisis associated with AS04.40, AS04.41, AS04.42, and AS11.13.

bquired Test Procedures

£04.39.01: The tester shall verify that the vendor documentation specifies

how the operator is uniquely identified,
NOTE 6  This is associated with*AS04.39.
how that identity is authenticated,
NOTE 7  This is assoetated with AS04.41.
how the operator-chooses a role,
NOTE8  Thisis associated with AS04.40.

how thetalithorization of the operator to assume a role is performed based on the auth
identity)and

NOTE9 Thisis associated with AS04.41.

D assume

fied and
berator.

enticated

i 4 +l ralots: L 3 I e 1] - d Lot 1 A | Fifiod d +1 3 ol
TTOWtIIC T CTatIOTISTITp TS5 HICCTITatTy - rarrcarmct o T Tvw e eI e U e Tt ara aa e Irerc atcta

and the selected role or set of roles authorized to assume by the operator.

NOTE 10 This is associated with AS04.40, AS04.41, AS04.42, and AS11.13.

operator

TE04.39.02: The tester shall verify by inspection and from the vendor documentation that the
identification and authentication procedure is implemented as specified in the vendor documentation
provided under VE04.39.01.

TE04.39.03: The tester shall initiate an error during the authentication procedure and shall verify that
the module does not allow the tester to proceed beyond the authentication procedure.
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TE04.39.04: The tester shall successfully authenticate his/her identity to the module. When required to
select one or more roles, the tester shall select roles not compatible with the authenticated identity and
shall verify that authorization to assume the roles is denied.

NOTE 11 This test procedure is associated with AS04.39 and AS04.41.

AS04.40: (Identity-Based Authentication — Levels 3 and 4)

{If identity-based authentication mechanisms are supported by a cryptographic module, the
module shall require that the operator be individually and uniquely identified}, shall require
thaton m.ore nlo aitho hao 1nmnlics a 0 ol alo ad h nd II

authenticate the identity of the operator and the authorization of the operator to assumé't
selected|role or set of roles).

NOTE This assertion is not separately tested.
AS04.41]{ (Identity-Based Authentication — Levels 3 and 4)

{If identjty-based authentication mechanisms are supported by a cryptographic module, the
module shall require that the operator be individually and uniquely identifiéd, shall require thut
one or more roles either be implicitly or explicitly selected by the operator}, and shall authenticate
the identity of the operator and the authorization of the operator to assiume the selected role or
set of roles.

NOTE This assertion is not separately tested.
AS04.42| (Identity-Based Authentication — Levels 3 and 4)

If a cryptographic module permits an operator to change roles, then the module shall verify the
authorization of the identified operator to assume anyrole that was not previously authorized.

VE04.42.p1: The vendor documentation shall specify:
a) whether the cryptographic module permits«an operator to modify roles;
b) how pn operator can modify roles afterthe operator is identified and authenticated;

c) how|the relationship is internally. maintained between the identified and authenticated operatpr
and the selected role or set of rples’authorized to assume by the operator [see item €) of VE04.39.01];

d) how fthe cryptographic medule enforces the verification of authorization of the identified operatpr
to assume a role that was-not previously authorized;

e) condjitions under which the operator’s identity has to be reauthenticated in modifying roles;

f)  how the cryptographic module is designed to meet the assertion AS11.13:

1) how thecryptographic module prohibits changing to a Crypto Officer state from any other rgle
thér than the Crypto Officer;

2) how the results of previous authentications/authorization is cleared and the cryptographic
module requires the operator to be authenticated and authorized to assume a Crypto Office
role, when changing from any other role other than the Crypto Officer role.

Required Test Procedures

TE04.42.01: The tester shall determine, by inspection and from the vendor documentation, whether the
cryptographic module permits an operator to modify roles.

TE04.42.02: The tester shall verify in the vendor documentation that the method by which an operator
can modify roles without re-authentication of the operator’s identity includes the verification of the
authorization of the operator for a role not previously authenticated.
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TE04.42.03: The tester shall perform the following tests.

a)

Assume each role, attempt to modify to another role that the tester is authorized to assume, verify
that the tester’s identity does not have to be reauthenticated, and verify that the tester can access the
services associated with the new role. The tester shall perform services in the new role that were not
associated with the previous role in order to verify that the tester has assumed a different role.

Assume each role, attempt to modify to another role that the operator is not authorized to assume,

and verify that the module denies access to the role based on the identity of the operator.

A

ay

T

th
A

A
u

N
R
\%
w|

04.43: (Operator authentication — Levels 1, 2, 3, and 4)

hen a cryptographic module is reset, rebooted, powered off and subsequently powere
odule shall require the operator to be authenticated.

pquired Vendor Information

£04.43.01: The vendor documentation shall describe how the resuilts of previous authenticg
bared when the module is powered off.

pquired Test Procedures

£04.43.01: The tester shall verify the vendor dotumentation that the clearing of
thentications upon power off of the module is described.

£04.43.02: The tester shall authenticate to the miodule and assume one or more roles, pow

mjodule, power on the module, and attempt to.perform services in those roles. To meet this 3

e module shall deny access to the services and require that the tester be reauthenticated.
504.44: (Operator authentication —’'Levels 1, 2, 3, and 4)

ithentication data within a cryptographic module shall be protected against unau

se, disclosure, modification, and substitution.

DTE Approved security/functions can be used as part of the authentication mechanism.
bquired Vendor Information

£04.44.01: The wyendor documentation shall describe the protection of all authenticat
ithin the modale-’Protection shall include the implementation of mechanisms that proted

upauthorized disclosure, modification, and substitution.

R
T

pquired. Test Procedures

£04:44.01: The tester shall verify the vendor documentation that describes the prot

ging to a
bcified in

d on, the

tions are

previous

br off the
ssertion,

thorized

ion data
t against

bction of

ay

thentication data. The tester shall verify that the documentation describes how the dat

A will be

protected against unauthorized disclosure, modification, and substitution.

TE04.44.02: The tester shall perform the following tests.

a)

b)

Attempt to access (by circumventing the documented protection mechanisms) authentication data
for which the tester is not authorized to have access. If the module denies access or allows access
only to encrypted or otherwise protected forms of data, the requirement is met.

Modify authentication data using any method not specified by the vendor documentation and
attempt to enter the modified data. The module shall not allow the tester to be authenticated using
the modified data.

AS04.45: (Operator authentication — Levels 2, 3, and 4)
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If a cryptographic module does not contain the authentication data required to authenticate
the operator for the first time the module is accessed, then other authorized methods (e.g.
procedural controls or use of factory-set or default authentication data) shall be used to control
access to the module and initialize the authentication mechanisms.

Required Vendor Information

VE04.45.01: The vendor documentation shall specify means to control access to the module before it is
initialized.

Required-FestProcedures

TE04.45.p1: The tester shall verify the vendor documentation describes the procedure by which the
operatorlis authenticated upon accessing the module for the first time.

TE04.45.p2: If access to the module before initialization is controlled, the tester shall initiate an errpr
on an unjnitialized module and shall verify that the module denies access. The tester shall assume the
authoriz¢d role and verify that the required authentication complies with the documented procedurgs.
The testgr shall attempt to assume other roles before the module has been initialized and verify thiat
the modyle denies access to the roles.

TE04.45.p3: If default authentication data is used to access to the module and to initialize the
authentigation mechanism, the tester shall assume the authenticated rele, and verify that the default
authentig¢ation data is replaced upon the first-time authentication. Thé tester shall also enter the default
authentigation data after the first-time authentication and verify-that the cryptographic module dops
not allow the tester to be authenticated.

AS04.46f (Operator authentication — Levels 2, 3, and 4)

If default authentication data is used to control access'to the module, then default authenticatign
data shall be replaced upon first-time authentication ({ISO/IEC 19790:2012} 7.9.7).

NOTE This assertion is not separately tested. Tested as part of AS04.45.
AS04.47{ (Operator authentication — Levéls 2, 3, and 4)

If the criyptographic module uses security functions to authenticate the operator, then thoge
security|functions shall be approved -security functions.

Required Vendor Information

VE04.47.01: The vendor provided documentation shall specify the list of security functions used fo
authenti¢ate operators.

VEO04.47.02: The vendor shall provide a validation certificate for each approved security functions ps
specified/in VE0220:01.

Requirefl TestProcedures

TE04.47.01<=The tester shall vnrify that the cnr‘nrify functions used to authenticate operators are W11
approved security functions.

AS04.48: (Operator authentication — Levels 2, 3, and 4)

The module shall implement an approved authentication mechanism as specified in
{ISO/IEC 19790:2012} Annex E.

Required Vendor Information

VE04.48.01: The vendor documentation shall describe the approved authentication mechanism used to
authenticate operators.
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VE04.48.02: If the module implements an approved authentication mechanism, the vendor shall provide
a validation certificate as specified in VE02.20.01.

Required Test Procedures

TE04.48.01: The tester shall verify that the authentication mechanism used to authenticate operators is
an approved one.

AS04.49: (Operator authentication — Levels 2, 3, and 4)

ISO/IEC 19790:2012} Annex B).

NOTE This assertion is not separately tested. Tested as part of ASB.01.
AB04.50: (Operator authentication — Levels 2, 3, and 4)

Fgr each attempt to use the approved authentication mechanism, the module shall mmeet the
sfrength of the authentication objective.

Required Vendor Information

VE04.50.01: The vendor documentation shall specify each authentication mechanism and the afsociated
fallse acceptance rate or probability that a random access will succeed.

Required Test Procedures

TE04.50.01: The tester shall verify the vendor documentation for each authentication mechapism that
the associated false acceptance or random access rate is specified.

TE04.50.02: The tester shall verify the vendor documentation for each authentication mechapism that
the objective is met.

AB504.51: (Operator authentication — Levels 2, 3, and 4)

For multiple attempts to use theCapproved authentication mechanism during a on¢-minute
period, the module shall meet the strength of the authentication objective.

Required Vendor Information

VE04.51.01: The vendor dedumentation shall specify each authentication mechanism and the agsociated
pifobability of a successful random attempt during a one-minute period.

Required Test Procedures

TE04.51.01: The tester shall verify the vendor documentation for each authentication mechafism that
the associdted probability of a successful random is specified.

TE04¢57.:02: The tester shall verify the vendor documentation for each authentication mechanism that
the@ssociated probability of a successful random is meeting the objective.

AS04.52: (Operator authentication — Levels 2, 3, and 4)

The approved authentication mechanism shall be met by the module’s implementation and not
rely on documented procedural controls or security rules (e.g. password size restrictions).

Required Vendor Information
VEO04.52.01: The vendor shall provide complete description of the authentication mechanisms.

Required Test Procedures
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TE04.52.01: The tester shall verify by inspection and from the vendor documentation that the approved
authentication mechanism is met by the module’s implementation and does not rely on documented
procedural controls or security rules.

AS04.53: (Operator authentication — Level 2)

If the operating system implements the authentication mechanism, then the authentication
mechanism shall meet the requirements of this clause.

Required Vendor Information

VE04.53.01: The vendor shall provide authentication mechanism specification of the operating syster

3

Requiredl Test Procedures

TE04.53.p1: The tester shall verify from the vendor documentation and by inspection thatdhie approved
authenti¢ation mechanism implemented in the operating system meets the applicable requirements.

AS04.54f (Operator authentication — Levels 2, 3, and 4)

Feedback of authentication data to an operator shall be obscured during-authentication (e.g. no
visible diisplay of characters when entering a password).

Requiredl Vendor Information

VE04.54.01: The vendor documentation shall specify the methed uised to obscure feedback of the
authentidation data to an operator during entry of the authentication data.

Requiredl Test Procedures

TE04.54.01: The tester shall verify from the vendor documentation that the authentication data |is
obscured during data entry.

TE04.54.02: The tester shall enter authentication data and verify that there is no visible display [of
authentigation data during data entry.

AS04.55} (Operator authentication — Leyels 2, 3, and 4)

Feedback provided to an operator:during an attempted authentication shall prevent weakening
of the authentication mechanism strength beyond the required authentication strength.

Required Vendor Information

VE04.55.01: The vendor.documentation shall specify the feedback mechanism that is used when the
operator|is entering authentication data.

Requiredl Test Procedures

TE04.55.p1; The tester shall verify from the vendor documentation that the feedback mechanism dogs
not providé-information that could be used to guess or determine the authentication data.

TE04.55.02: The tester shall enter authentication data to assume each role to ensure that the feedback
mechanism does not provide useful information.

AS04.56: (Operator authentication — Level 1)

If a module does not support authentication mechanisms, the module shall require that the
operator either implicitly or explicitly select one or more roles.

Required Vendor Information

VE04.56.01: The vendor shall document the type of authentication performed for the module. The
vendor shall document the mechanisms used to perform the implicit or explicit selection of a role or set
of roles and the authentication of the operator to assume the role(s).
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VE04.56.02: The vendor provided non-proprietary security policy shall provide a description of the
roles, either implicit or explicit, that the operator can assume.

VE04.56.03: The vendor provided non-proprietary security policy shall provide instructions for the
operator to assume either the implicit or explicit roles.

Required Test Procedures

TE04.56.01: The tester shall verify that the vendor provided non-proprietary security policy provides
a description of the roles, either implicit or explicit, that the operator can assume and the means to
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£04.56.02: The tester shall invoke the method described in the non-proprietary security p
rify that each role can either be implicitly or explicitly assumed.

504.57: (Operator authentication — Level 2)

cryptographic module shall at a minimum employ role-based authentication to contr
the module.

DTE This assertion is not separately tested. Tested as part of AS04.36,
504.58: (Operator authentication — Levels 3 and 4)

cryptographic module shall employ identity-based authentication mechanisms to
cess to the module.

DTE This assertion is not separately tested. Tested aspart of AS04.39 to AS04.41.
504.59: (Operator authentication — Level 4)

cryptographic module shall employ multi-factor identity-based authentication mecha
ntrol access to the module.

£04.59.01: The vendor shall provide.gpecification of a multi-factor identity-based authentic
ovide testing features of the mechanism.

bquired Test Procedures

£04.59.01: The tester shallverify the vendor documentation and assess multi-factor ident
thentication.

5 Software/FEirmware security
505.01: (Software/Firmware security — Levels 1, 2, 3, and 4)

he requirements of this clause shall apply to software and firmware compone
yptographic module.

N
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TE This assertion is not separately tested, Tested as part of AS05.02 to AS05.23

AS05.02: (Software/Firmware security — Levels 1, 2, 3 and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.5 shall be provided.

Required Vendor Information

VEO05.02.01: The vendor shall provide documentation as specified in ISO/IEC 19790:2012, A.2.5.

Required Test Procedures

TE05.02.01: The tester shall verify completeness of the documentation specified in

IS

©

O/IEC 19790:2012, A.2.5.
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AS05.03: (Software/Firmware security — Levels 1, 2, 3 and 4)

The following requirements shall apply to software and firmware components of a cryptographic
module for Security Level 1.

NOTE This assertion is not separately tested.
AS05.04: (Software/Firmware security — Levels 1, 2, 3 and 4)

All software and firmware shall be in a form that satisfies the requirements of {ISO/IEC
19790:2012} without modification prior to installation {ISO/IEC 19790:2012} (7.11.7).

Required Vendor Information
VEO05.04.p1: The vendor shall provide software and firmware specification.
Requiredl Test Procedures

TEO05.04.p1: The tester shall verify, by inspection of the cryptographic module;~that specifications
provided| by vendor documentation are consistent with the actual design of the etyptographic modulg.

AS05.05{ (Software/Firmware security — Levels 1, 2, 3 and 4)

(except for the software and firmware components within a disjeint hardware component o
hybrid module): A cryptographic mechanism using an approved integrity technique shall
applied to all software and firmware components within the module’s defined cryptograph
boundarjy in one of the following ways:

For soft\}vare and firmware modules and the software or firmware component of a hybrid modqe

et

C

— by the cryptographic module itself;
— by another validated cryptographic module operating in an approved mode of operation.
Requiredl Vendor Information

VEO05.05.p1: The vendor provided documentdtion shall describe the approved integrity technique that|is
applied tp all software and firmware components and the software or firmware component of a hybrjid
module (pxcept for the software and firmware components within a disjoint hardware component of a
hybrid miodule).

VEO05.05.p2: The vendor provided“documentation shall specify how the integrity technique is appli¢d
to all soffware and firmware components and the software or firmware component of a hybrid module
(except for the software and-firmware components within a disjoint hardware component of a hybrjid
module) pising either

a) asingle encompassing message authentication code or signature,

or

b) multjpledisjoint codes or signatures.

VEO05.05.03: The vendor documentation shall describe whether the approved integrity technique is
implemented either by the cryptographic module itself or by another validated cryptographic module
operating in an approved mode of operation.

VEO05.05.04: The vendor provided documentation shall specify the location of the cryptographic key
used in the integrity technique. If the approved digital signature is used as the integrity technique,
the vendor documentation shall also specify the location of the private signing key which is used to
generate reference signature.

VEO05.05.05: The vendor shall provide a validation certificate for the approved integrity technique as
specified in VE02.20.01.
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Required Test Procedures

TEO05.05.01: The tester shall verify by inspection of the cryptographic module that an approved
integrity technique is applied to all software and firmware components and the software or firmware
component of a hybrid module (except for the software and firmware components within a disjoint
hardware component of a hybrid module) within the module.

TE05.05.02: The tester shall verify that the vendor has provided a validation certificate for the approved
integrity technique implemented as specified in VE02.20.01.

T CAC NC N2 Tf+ha o dila s ot c o bhoch A MAC fortbhn coftazann [ azamn 1t gty ot —he tester
FrooTooTuo Tt e ottt HR PR e TS A A S O v e O e e SOt wWatr € i WAt e Rte STty 65T

sHall verify that the vendor documentation of the software/firmware integrity test fully desdribes the
pttocess by which the hash or MAC is calculated and verified.

TEO05.05.04: If the module implements an approved digital signature for the, Software/firmware
inftegrity test, the tester shall verify that the vendor documentation of the softwati€/firmwarelintegrity
test includes the following:

a)| specification of the approved digital signature algorithm implemented;
b) identification of software and firmware that is protected using the approved digital signafures;

c)| verification that the pre-calculated value of the approved digital signature is included|with the
software or firmware;

d] verification of the approved digital signature;
e)| failure of the self-test upon failure of the approveddigital signature verification.

TEO05.05.05: Even if the approved integrity techniique is provided by another validated mqadule, the
tester shall verify that the determination of passior fail of the software/firmware integrity tedt is made
ay specified in AS10.01.

TEO05.05.06: By checking the code andy/or design documentation, the tester shall verify|that the

implementation of the software/firmware test is consistent with the information provided under
A$05.05 and AS05.08.

TE05.05.07: The tester shall modify the cryptographic software and firmware components. This test is
fajiled if the integrity mechdnisms do not detect the modifications.

AB05.06: (Software/Finmware security — Levels 1, 2, 3 and 4)

For software andfirmware components of a hardware cryptographic module and the soffware or
firmware components within a disjoint hardware component of a hybrid cryptographicimodule:
Alcryptographic mechanism using an approved integrity technique or an error detection code
(EDC) shall\be applied to all software and firmware components within the hardware module’s
definedcryptographic boundary or within disjoint hardware components of the hybrid/module.

Required Vendor Information

VE05.06.01: The vendor provided documentation shall describe the approved integrity technique
or error detection code that is applied to all software and firmware components of a hardware
cryptographic module and the software or firmware components within a disjoint hardware component
of a hybrid cryptographic module.

VEO05.06.02: The vendor provided documentation shall specify how the approved integrity technique or
error detection code is applied to all software and firmware components of a hardware cryptographic
module and the software or firmware components within a disjoint hardware component of a hybrid
cryptographic module.

VE05.06.03: If the module implements an error detection code, the vendor shall provide the
documentation required under VE05.07.01.
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VEO05.06.04: If the cryptographic module implements an approved integrity technique for the integrity
test, the vendor provided documentation shall provide information required under VE05.05.02,

VEO05.05.

04, and VE05.05.05.

Required Test Procedures

TEO05.06.01: The tester shall verify by inspection of the cryptographic module that an approved
integrity technique or error detection code is applied to all software and firmware components of a
hardware cryptographic module and all software or firmware components within a disjoint hardware

compone

nt of a hybrid cryptographic module.

TEO05.06.
required

TEO05.06.
tester sh

TE05.06.
integrity
TEO05.06.
impleme
AS05.06

TE05.06.
failed if t

AS05.07
If an ED(
Require

VEO05.07.
module.
provide:

a) desc
b) calcy
c) desc
1) 1
2)
3) ¢

p2: If the module implements an error detection code, the tester shall follow procedur
under TE05.07.01.

P3: If the module implements a hash or MAC for the software/firmware integrity test, tl
11 follow procedures required under TE05.05.03.

D4: If the module implements an approved digital signature for the software/firmwa
test, the tester shall follow procedures required under TE05.05.04.

D5: By checking the code and/or design documentation, the tester shall verify that tl
rtation of the software/firmware test is consistent with the inférmation provided und
fo AS05.08.

he integrity mechanisms do not detect the modifications:

(Software/Firmware security — Levels 1, 2, 3, and 4)

[ is used, the EDC shall be at least 16 bits in length.
1 Vendor Information

D1: The vendor shall provide the specification of the error detection code used within tl
[his mechanism shall be an error detéction code of at least 16 bits in length. The vendor shj

Fiption of EDC calculation algorithm;

lation of the EDCs when thie software and firmware is installed;
Ffiption of verification process:

ecalculation of the EDCs when the self-test is initiated;
omparison\of the stored EDC against the recalculated EDC;
xpected outputs for success or failure of test.

1 Test Procedures

Require

D6: The tester shall modify the cryptographic software and firmware components. This test[i

ne

re

e
er

he
11

TE05.07.01: The tester shall verify that the error detection code is at least 16 bits in length and verify by
inspection that the following information is provided:

a) the implementation of the EDC calculation algorithm;

b) the verification process:

1) recalculation of the EDCs when the self-test is initiated;

2) comparison of the stored EDC against the recalculated EDC;

3) the expected outputs for success or failure of test.
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AS05.08: (Software/Firmware security — Levels 1, 2, 3, and 4)

If the integrity test fails (i.e. the calculated result is not successfully verified or the EDC cannot
be verified depending on the module type), the module shall enter the error state.

Required Vendor Information

VEO05.08.01: The vendor shall provide the specification of the integrity test of software/firmware.
This mechanism shall be an approved integrity technique or an error detection code depending on the
module type (see AS05.05 and AS05.06).

Required Test Procedures
TEO05.08.01: The tester shall verify that if the integrity test fails, the module enters the €rror state.

TE05.08.02: The tester shall verify that any temporary values generated during,thé-integrity test are
zqroised upon completion of the integrity test.

AB05.09: (Software/Firmware security — Levels 1, 2, 3, and 4)

cqde or signature, or multiple disjoint authentication codes or signatures of which failufe of any
disjoint authentication code or signature shall cause the moduleto enter the error state.

The approved integrity technique may consist of a single encompassing message authe}tication
NOTE This assertion is not separately tested. Tested as part ofAS05.05, AS05.06 and AS05.08.
AB05.10: (Software/Firmware security — Levels 1, 2; 35and 4)

T

he temporary value(s) generated during the integrity test of the module’s software or firmware
shall be zeroised from the module upon completion of the integrity test.

DTE This assertion is not separately tested./fested as part of AS05.08.
505.11: (Software/Firmware security>— Levels 1, 2, 3, and 4)

N
A
Ap operator shall be able to perform the integrity test on demand via an HMI, SFMI, HSMI, or
HFMI service {ISO/IEC 19790:2012} (7.3.2).
R
\Y%

bquired Vendor Informatien

£05.11.01: The vendor dodumentation shall describe the way to perform the integrity test o) demand
via an HMI, SFMI, HSMI, or HFMI service.

Required Test Procedures

TE05.11.01: The tester shall verify that the integrity test can be performed via an HMI, SFML[HSM], or
HFMI service‘on demand.

TE05A7:02: The tester shall verify by inspection of the module that the integrity of all softyare and
firmware components within the module is tested during the integrity test callable on demangl.

AS05.12: (Software/Firmware security — Levels 1, 2, 3, and 4)

All data and control inputs, and data, control and status outputs (specified in {ISO/IEC
19790:2012) 7.3.3) of the cryptographic module and services ({ISO/IEC 19790:2012}7.4.3) shall be
directed through a defined HMI, SFMI, HFMI, or HSMI.

Required Vendor Information

VE05.12.01: The vendor documentation requirement is specified under VE05.16.01 and 6.3.1, 6.3.3,
and 6.4.3.

Required Test Procedures
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TE05.12.01: The tester shall verify that the vendor documentation specifies the following:

— totalsetofcommandsusedtorequesttheservicesofthe cryptographicmodule,including parameters
that enter or leave the module’s cryptographic boundary as part of the requested service.

TEO05.12.02: The tester shall verify by inspection and from the vendor documentation that all data
and control inputs, and data, control and status outputs (specified in ISO/IEC 19790:2012, 7.3.3) of
the cryptographic module and services (specified in ISO/IEC 19790:2012, 7.4.3) pass through only the
defined HMI, SFMI, HFMI, or HSMI.

ASOS 13 (CSoftwiara [/Eirmasazaa caocyapidyy Lavalc1 2 2 and 4)
. oTrTwar S/ rrvwar c-Securtty TEVeIS—T5 o ant 1y

requisite of the validated module, then the software/firmware load test is applicable dand shgll

If the s?tware or firmware that is loaded is associated, bound, modifies, or is an exeeutable
be performed by the validated module with the following exceptions.

— The tryptographic module is a software module and the loaded software image is a complefe
image replacement or overlay of the validated module.

— The pryptographic module is a firmware module of physical Security Lével 1 and the loaded
firmware image is a complete image replacement or overlay of the validated module.

— The cryptographic module is a hybrid software module and the«loaded software image isa
complete image replacement or overlay of the disjoint software-components.

— The pryptographic module is a hybrid firmware module of physical Security Level 1 and the
loadpd firmware image is a complete image replacement or overlay of the disjoint firmware
components.

Required Vendor Information
VEO05.13.p1: The vendor shall provide a specificationofsoftware/firmware loading processes, including:
a) the type(s) of software/firmware loading processes:

1) 3dding software and firmware components;

2) updating existing software and firmware components;
b) the lpcation where newly loaded software and firmware components are stored;
c) existling software/firmware/hardware components to enforce the software/firmware loading;

d) existling software/firmware components which will be affected, modified, or replaced as a result|of
softyare/firmwageloading;

e) existling software/firmware components which will be neither affected, modified, nor replaced ag a
result of seftware/firmware loading.

VEO05.13.p22The vendor shall provide the specification of the software/firmware load test perform¢d
by the validated module.

Required Test Procedures

TEO05.13.01: The tester shall determine, by inspection and from the vendor documentation, whether the
cryptographic module has a capability of loading software or firmware.

TEO05.13.02: If the cryptographic module has a capability of loading any software or firmware
components, the tester shall determine, by inspection and from the vendor documentation, the type(s)
of software/firmware loading whether additional software and firmware components are loaded, or
existing software and firmware components are updated.
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TE05.13.03: If additional software and firmware components are loaded, the tester shall verify that the
software/firmware load test is performed with the software/firmware loading.

TE05.13.04: The tester shall determine, by inspection and from the vendor documentation, whether any
security relevant components are included in the existing components which will be affected, modified,
or replaced as a result of software/firmware loading.

TEO05.13.05: If any security relevant components are included in the existing components affected,
modified or replaced as a result of software/firmware loading, the tester shall verify that the
software/firmware load test is performed with the software/firmware loading.
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examine the executable code.

module for Security Level 2.

is|lin executable form (e.g. no source code, ¢bject code, or just-in-time compiled code).

£05.13.06: The tester shall verify, by inspection and from the vendor documentation, that
ficer role has to be assumed to perform software/firmware loading.

£05.13.07: By checking the code and/or design documentation, the tester shall verify

£05.13.01.

£05.13.08: The tester shall verify the implementation of the software/firmware load tqg
£04.28.01, TE04.29.01, TE04.32.01, TE04.34.01, TE04.35.01, and TE04:35/02.

505.14: (Software/Firmware security — Levels 2, 3 and 4)

ne following requirements shall apply to software and fitmware components of a crypt

DTE This assertion is not separately tested. Tested as paxt of AS05.15 to AS05.18.
505.15: (Software/Firmware security — Levels2, 3 and 4)

he software and firmware components of a-cryptographic module shall only include g

pquired Vendor Information
£05.15.01: The vendor shall providesoftware and firmware description with the executable f¢
bquired Test Procedures

£05.15.01: The tester shall verify, by inspection and from the vendor documentation,

£05.15.02: The tester shall verify, by inspection and from the vendor documentation,
dcumented executable form is used for each software/firmware components.

505.16:(Software/Firmware security — Levels 2, 3, and 4)

here shall be no services via the HMI, SFMI, HFMI, or HSMI interface to allow the op¢

a Crypto

that the

impplementation of the software/firmware loading is consistent with the information provided under

st under

bgraphic

ode that

rm used.

that the

grumented executable.form does not require further compilation and that there is no dyfgamically
dified code.

that the

erator to

Required Vendor Information

VEO05.16.01: The vendor shall provide specification of HMI, SFMI, HFMI, or HSMI services.

Required Test Procedures

TE05.16.01: The tester shall verify the vendor documented specification of services.

TE05.16.02: The tester shall verify from the vendor documentation that the services do not allow the
operator to examine the executable code.

TEO05.16.03: The tester shall test the services to verify that the operator cannot examine the
executable code.
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(Software/Firmware security — Levels 2, 3, and 4)

For software and firmware modules and the software or firmware component of a hybrid
module for Security Level 2 (except for the software and firmware components within a disjoint
hardware component of a hybrid module): An approved digital signature or keyed message
authentication code shall be applied to all software and firmware within the module’s defined
cryptographic boundary.

Required Vendor Information

VEO05.17.

'T‘L\n Ee3 r\v\r]nw nL ll nrawvndadacumantationthat s dantifinc +bhn ol o Ato it + the

integrity

Require

TE05.17.01: The tester shall verify that the information specified in VE05.17.01 is included. If this

informat

TE05.17.
If the mo

AS05.18

If the ca
error sta

NOTE
AS05.19

In addit
apply to
module
disjoint
NOTE

AS05.20

A cryptdgraphic mechanism using an approved digital signature shall be applied to all software
ware components within the module’s defined cryptographic boundary.

and firm
Require
VEO05.20.
Require

TE05.20.

of the cryptographic software and firmware components.

1 Test Procedures

Hule determines that the integrity is maintained, this test is failed.

ite.

on to the requirements of Security Levels,1 and 2, the following requirements shall
software and firmware modules and thé’software or firmware component of a hybrjd
for Security Levels 3 and 4 (except for the software and firmware components within a
hardware component of a hybrid module).

1 Vendor Information
P1: The vendor:shall provide documentation of the approved digital signature mechanism.
] Test Rrocedures

D1:<The tester shall verify by inspection of the cryptographic module that a cryptograph

mechanis

< T PTrovIOCOOTOIIICIITa IO trrat HereRtHestre-teent oo s COToTIarTrcarts

on is not included, then this assertion fails.

2: The tester shall attempt to corrupt the cryptographic software and firmware components.

(Software/Firmware security — Levels 2, 3 and 4)

culated result is not successfully verified, the test fails and the module shall enter the

This assertion is not separately tested. Tested as part of ASQ5:17.

(Software/Firmware security — Levels 3 and 4)

This assertion is not separately tested:"Tested as part of AS05.20 to AS05.23.

(Software/Firmware security — Levels 3 and 4)

—

c
musing an approved digital signature mechanism is applied to all software and firmwape

components within the module’s defined cryptographic boundary.

AS05.21:

(Software/Firmware security — Levels 3 and 4)

If the calculated result is not successfully verified, the test fails and the module shall enter the
error state.

NOTE

AS05.22:

56

This assertion is not separately tested. Tested as part of AS05.17.

(Software/Firmware security — Levels 3 and 4)
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The digital signature technique may consist of a single encompassing signature or multiple
disjoint signatures of which failure of any disjoint signature shall cause the module to enter the
error state.

NOTE This assertion is not separately tested. Tested as part of AS05.05.
AS05.23: (Software/Firmware security — Levels 3 and 4)
The private signing key shall reside outside the module.

Required Vendor Information

VEO05.23.01: The vendor documentation requirement is specified under VE05.05.04. The vendpr design
sHall ensure that the private signing key for generating reference signature does not reside within the
cilyptographic module boundary.

Required Test Procedures

TE05.23.01: The tester shall verify, by inspection and from the vendor docdmentation, that the private
sipning key does not reside within the cryptographic boundary.

6J6 Operational environment

6J6.1 Operational environment general requirements
AB06.01: (Operational environment — Levels 1 and 2)

Ifi{the operational environment is non-modifiable-or a limited operational environment, only the
oJ)erating system requirements in {ISO/IEC 19790:2012} 7.6.2 shall apply.

NOTE This assertion is not separately tested.dtis tested as part of AS06.04.
AB06.02: (Operational environment — Qevels 1 and 2)

If/the operational environment is.a’modifiable operational environment, the operating system
réquirements in {ISO/IEC 19790:2012)} 7.6.3 shall apply.

DTE This assertion is notseparately tested. It is tested as part of AS06.05 to AS06.29 as applicable.
506.03: (Operational environment — Levels 1 and 2)

N

A

The documentationTequirements specified in {ISO/IEC 19790:2012} A.2.6 shall be provided.
Required Vendor Information

\Y%

£06.03.04\The vendor shall provide the documentation requirements as spegified in
ISO/IEC49790:2012, A.2.6.

Required Test Procedures

TE06.03.01: The tester shall verify that the vendor provides documentation as specified in
ISO/IEC 19790:2012, A.2.6.

6.6.2 Operating system requirements for limited or non-modifiable operational environments
AS06.04: (Operational environment — Level 1)

The requirements in {ISO/IEC 19790:2012} 7.6.3 Security Level 1 shall be applicable if the module
is Security Level 1 in {ISO/IEC 19790:2012} 7.7.

NOTE This assertion is not separately tested. It is tested as part of AS06.05 to AS06.08.
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6.6.3 Operating system requirements for modifiable operational environments

NOTE The requirements AS06.05 to AS06.29 apply to the operating system or operating environment as
applicable.

AS06.05: (Operational environment — Levels 1 and 2)
Each instance of a cryptographic module shall have control over its own SSPs.

NOTE1 Each instance of a cryptographic module controls its own SSPs and are not owned or controlled by
external processes/operators.

NOTE 2 | This requirement cannot be enforced by administrative documentation and procedures but by ‘the
cryptogrgdphic module itself.

Requiredl Vendor Information

VE06.05.01: The vendor shall provide a description of the operating system mechanismused to ensufe
that eacl] instance of a cryptographic module has control over its own SSPs while the cryptographic
process if in use.

—

Required Test Procedures

TE06.05.p1: The tester shall verify from the vendor documentation and-by inspection of the operating
system that each instance of a cryptographic module has control over its own SSPs while the
cryptogrpphic module is in use.

TE06.05.p2: The tester shall verify from the vendor documentation and by inspection of the operating
system that the requirement shall be enforced by the cryptographic module itself.

TE06.05.p3: The tester shall perform cryptographic functions as described in the crypto officer and
user guidance documentation. While the cryptographic functions are executing, the same or anothpr
tester shall attempt to gain unauthorized access to-secret and private keys, intermediate key generatign
values, and other SSPs which are under the contriol of the cryptographic module.

AS06.06f (Operational environment — Leveéls 1 and 2)

The opefrational environment shall provide the capability to separate individual applicatign
procességs from each other in order to prevent uncontrolled access to CSPs and uncontrolled
modificgtions of SSPs regardless-if this data is in the process memory or stored on persistent
storage within the operatiopal'€énvironment.

Requirel Vendor Information

VE06.06.01: The vendor'shall provide a description of the operational environment mechanism used fo
provide the capability-to separate individual application processes from each other in order to prevent
uncontralled access to CSPs and uncontrolled modifications of SSPs regardless if this data is in the
process themory-or stored on persistent storage within the operational environment.

Required Test Procedures

TE06.06.01: The tester shall verify from the vendor documentation and by inspection of the operational
environment mechanism used thatit provides the capability to separate individual application processes
from each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications of SSPs
regardless if this data is in the process memory or stored on persistent storage within the operational
environment.

TE06.06.02: The tester shall perform cryptographic functions as described in the crypto officer and
user guidance documentation. While the cryptographic functions are executing, the same or another
tester shall attempt to gain access to CSPs and perform modifications of SSPs regardless if this data is in
the process memory or stored on persistent storage within the operational environment.

AS06.07: (Operational environment — Levels 1 and 2)
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Restrictions to the configuration of the operational environment shall be documented in the
security policy of the cryptographic module.

Required Vendor Information

VE06.07.01: The vendor shall provide documentation which provides a description of any restrictions
to the operational environment.

Required Test Procedures

TE06.07.01: The tester shall verify that any restrictions to the operational environment are documented
in|the Security Policy.

AB06.08: (Operational environment — Levels 1 and 2)

Processes that are spawned by the cryptographic module shall be owned by, the’'module¢ and are
not owned by external processes/operators.

NOTE This requirement cannot be enforced by administrative documentation;and procedures lput by the
criyptographic module itself.

Required Vendor Information

VE06.08.01: The vendor shall provide a description of the operating system mechanism used to ensure
that processes that are spawned by the cryptographic module are owned by the module anfl are not
oyned by external processes/operators.

Required Test Procedures

TE06.08.01: The tester shall verify from the venderdocumentation and by inspection of the ¢perating
system that processes that are spawned by the cryptographic module are owned by the module and are
n¢t owned by external processes/operators.

TE06.08.02: The tester shall verify from.the vendor documentation and by inspection of the ¢perating
system that the requirement shall be efiforced by the cryptographic module itself.

TE06.08.03: The tester shall perfokn cryptographic functions as described in the crypto officerand user
gliidance documentation. While the cryptographic functions are executing, the same or anotler tester
sHall attempt to gain owneyship of a spawned cryptographic process that is owned by a cryptographic
mjodule from either a sepdrate external process or operator.

AB06.09: (Operationalenvironment — Level 2)

F?r Security Level 2, an operating environment shall meet the following requirements or as
allowed by the’validation authority.

NOTE 1 _«Ifthe operating environment requirements are not specified by a validation authority, the agsertion is
tepted in,AS06.10 to AS06.29.

NOTE2  If the operating environment requirements are specified by a validation authority, the agsertion is
tested as tollows.

Required Vendor Information

VE06.09.01: The vendor shall provide documentation which provides a description of the operating
environment.

VE06.09.02: The vendor shall provide documentation comparing the operating environment with the
operating environment allowed by the validation authority.

Required Test Procedures

TE06.09.01: The tester shall verify that the vendor documentation provides a description of the
operating system.
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TE06.09.02: The tester shall verify by inspection of the operating system that it matches the vendor
provided description of the operating system.

TE06.09.03: The tester shall verify by inspection of the operating system and the vendor provided
description of the operating system that it is allowed by the validation authority.

AS06.10: (Operational environment — Level 2)

All cryptographic software, SSPs, and control and status information shall be under the control
of an operating system that implements either role-based access controls or, at the minimum,
a discretionary—s < S sanas ith—rebu mechanismof-definingne SFoHpsS—aRd3 "g
restrictive permissions, for example, through access control lists (ACLs) and with the capability
of assigning each user to more than one group.

Required Vendor Information

VE06.10.p1: The vendor shall provide operating system documentation which providesia description jof
the operdting system control mechanisms which implements either role-based access controls or, at the
minimunp, a discretionary access control with robust mechanism of defining new’groeups and assigning
restrictiye permissions, for example, through access control lists (ACLs) and ‘with the capability |of
assigning each user to more than one group.

Required Test Procedures

TE06.10.01: The tester shall verify that the vendor documentation,*and by inspection of operating
system cpntrol mechanisms, that the operating system implemeérits either role-based access contrdls
or, at thg minimum, a discretionary access control with rohust mechanism of defining new groups
and assigning restrictive permissions, for example, through “access control lists (ACLs) and with the
capability of assigning each user to more than one group,

TE06.10.D2: The tester shall configure the operating.systems role-based access controls or discretionaty
access cqntrols to give permissions to a specific user or group. The tester, assuming a permitted uspr
or group|role, shall attempt to execute, modify, ef.read SSPs, control or status data which the tester hjs
authoriz¢d access.

TE06.10.D3: The tester shall configure the.operating systems role-based access controls or discretionaty
access cantrols to give permissions toza specific user or group. The tester, assuming a different user pr
group role, shall attempt to execute; modify, or read SSPs, control or status data which the tester has
unauthoifized access.

AS06.11{ (Operational environment — Level 2)

The ope¢rating system~shall be configured to protect against unauthorized execution,
modification, and réading of SSPs, control and status data.

Requiredl VendorInformation

VE06.11.p1The vendor shall provide operating system documentation which provides a descriptiIn
of the opgrating system control mechanisms which can be configured to protect against unauthoriz¢d
execution, modification, and reading of SSPs, control and status data.

Required Test Procedures

TE06.11.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system can be configured to protect against
unauthorized execution, modification, and reading of SSPs, control and status data.

TE06.11.02: The tester shall configure the operating system to protect against unauthorized execution,
modification, and reading of SSPs, control and status data. During execution of a cryptographic process,
the tester shall attempt to execute, modify or read SSPs, control or status data which the tester has
authorized access.
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TE06.11.03: The tester shall configure the operating system to protect against unauthorized execution,
modification, and reading of SSPs, control and status data. During execution of a cryptographic process,
the tester shall attempt to execute, modify or read SSPs, control or status data which the tester has
unauthorized access.

AS06.12: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access
control mechanisms of the operating system} shall be configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to

Required Vendor Information

VE06.12.01: The vendor shall provide operating system documentation which providés a description
off how the access control mechanisms of the operating system are configuredto-define angl enforce
the set of roles or the groups and their associated restrictive permissions that,have exclusive|rights to
execute the stored cryptographic software.

Required Test Procedures

TE06.12.01: The tester shall verify that the vendor documentatioen, and by inspection of ¢perating
system control mechanisms, that the operating system is configured to define and enforce the set of
rdles or the groups and their associated restrictive permissionsthat have exclusive rights to execute the
stpored cryptographic software.

TE06.12.02: The tester shall configure the operating system control mechanisms to define anfl enforce
the set of roles or the groups and their associated restrictive permissions to give exclusive|rights to
ej]ecute the stored cryptographic software. The téster shall verify that they have exclusive|rights to
execute the stored cryptographic software.

TE06.12.03: The tester shall configure the operating system control mechanisms to define anfl enforce
the set of roles or the groups and their asgociated restrictive permissions to not give exclusive|rights to
ejecute the stored cryptographic software. The tester shall verify that they do not have exclus}ve rights
td execute the stored cryptographicsoftware.

A$06.13: (Operational environment — Level 2)

o protect plaintext data; eryptographic software, SSPs, and authentication data, the access control
lechanisms of the operating system)} shall be configured to define and enforce the set of roles
or the groups and their associated restrictive permissions that have exclusive rights tp modify
i thin the
hic audit

scription
2 l enforce
the set of roles or the groups and thelr assoc1ated restrlctlve permlssmns that have excluswe rights to
modify (i.e. write, replace, and delete) the following cryptographic module software stored within the
cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

Required Test Procedures

TE06.13.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system is configured to define and enforce the set of
roles or the groups and their associated restrictive permissions that have exclusive rights to modify
(i.e. write, replace, and delete) the following cryptographic module software stored within the
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cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

TE06.13.02: The tester shall configure the operating system control mechanisms to define and enforce
the set of roles or the groups and their associated restrictive permissions to give exclusive rights to
execute the stored cryptographic software. The tester shall verify that they have exclusive rights to
modify (i.e. write, replace, and delete) the following cryptographic module software stored within the
cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic audit data),
SSPs, and plaintext data.

TE06.13.p37 Tt oTShal configure the operating SyStel COMror MeCTanisms 1o de 3
enforce the set of roles or the groups and their associated restrictive permissions to not give exclusiye
rights to|modify (i.e. write, replace, and delete) the following cryptographic module software.stor¢d
within the cryptographic boundary: cryptographic programs, cryptographic data (e.g. cryptographic
audit datja), SSPs, and plaintext data. The tester shall verify that they do not have exclusive rights fo
modify (ile. write, replace, and delete) the following cryptographic module software stored within the
cryptogrpphic boundary: cryptographic programs, cryptographic data (e.g. cryptogfaphic audit datj),
SSPs, and plaintext data.

AS06.14{ (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the accefs
control mechanisms of the operating system} shall be configured to define and enforce the spt
of roles or the groups and their associated restrictive permissions that have exclusive rights to
read cryptographic data (e.g. cryptographic audit data), CSPs; and plaintext data.

Requiredl Vendor Information

VE06.14.p1: The vendor shall provide operating system documentation which provides a description jof
how the pccess control mechanisms of the operating system are configured to define and enforce the
set of rolgs or the groups and their associated restrietive permissions that have exclusive rights to reqd
cryptogrpphic data (e.g. cryptographic audit dataj, CSPs, and plaintext data.

Required Test Procedures

TE06.14.91: The tester shall verify that‘the vendor documentation, and by inspection of operating
system dontrol mechanisms, that thesoperating system is configured to define and enforce the set
of roles gr the groups and their agspciated restrictive permissions that have exclusive rights to reqd
cryptogrpphic data (e.g. cryptographic audit data), CSPs, and plaintext data.

TE06.14.02: The tester shall-configure the operating system control mechanisms to define and enforfe
the set of roles or the groups and their associated restrictive permissions to give exclusive rights fo
read cryptographic data.(e.g. cryptographic audit data), CSPs, and plaintext data.

TE06.14.03: The téster shall configure the operating system control mechanisms to define and enforfe
the set off roles or-the groups and their associated restrictive permissions to not give exclusive rights fo
read cryptographic data (e.g. cryptographic audit data), CSPs, and plaintext data. The tester shall Veriry

that theyl deonot have exclusive rights to read cryptographic data (e.g. cryptographic audit data), CSHs,
and plaintext data.

AS06.15: (Operational environment — Level 2)

{To protect plaintext data, cryptographic software, SSPs, and authentication data, the access
control mechanisms of the operating system} shall be configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to
enter SSPs.

Required Vendor Information
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VE06.15.01: The vendor shall provide operating system documentation which provides a description of
how the access control mechanisms of the operating system are configured to define and enforce the set
of roles or the groups and their associated restrictive permissions that have exclusive rights to enter SSPs.

Required Test Procedures

TE06.15.01: The tester shall verify that the vendor documentation, and by inspection of operating
system control mechanisms, that the operating system is configured to define and enforce the set of
roles or the groups and their associated restrictive permissions that have exclusive rights to enter SSPs.

T CNA 10 N Thotactar chall configiieg thao anavating oot comdnal ool oo 0 dafia r\v\j enforce
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the set of roles or the groups and their associated restrictive permissions to give exclusive|rights to
enter SSPs.

TE06.15.03: The tester shall configure the operating system control mechanisms to(define anfd enforce
the set of roles or the groups and their associated restrictive permissions to not give’exclusive| rights to
enfter SSPs. The tester shall verify that they do not have exclusive rights to enter SSPs.

AB06.16: (Operational environment — Level 2)

The following specifications shall be consistent with the roles or{designated groups’ rights and
sgrvices as defined in the security policy.

NOTE This assertion is not separately tested. It is tested as part of'AS06.17 to AS06.20.

AB06.17: (Operational environment — Level 2)

When not supporting a maintenance role, the operating system shall prevent all operelt(ors and
running processes from modifying running cryptographic processes (i.e. loaded and ekecuting
ciiyptographic program images).

Required Vendor Information

VE06.17.01: The vendor shall provide operating system documentation which provides a description
off how the operating system preventstall operators and running processes from modifying running
cilyptographic processes (i.e. loaded and executing cryptographic program images) when not in
mpaintenance mode.

VE06.17.02: The specifications of how the operating system prevents all operators and| running
ptocesses from modifying running cryptographic processes (i.e. loaded and executing cryptographic
pfogram images) when)not in maintenance mode shall be consistent with the roles or d¢signated
gifoups’ rights and sefvices as defined in the Security Policy.

Required Test)Procedures

TE06.17.01:The tester shall verify that the vendor documentation, and by inspection of ¢perating
system_tontrol mechanisms, that the operating system is configured to prevent all operdtors and
rynnihg processes from modifying running cryptographic processes (i.e. loaded and ¢xecuting
cify’ptographic program images) when not in maintenance mode.

TE06.17.02: The tester shall verify that the roles or designated groups’ rights and services as defined in
the Security Policy are consistent with how the operating system is configured to prevent all operators
and running processes from modifying running cryptographic processes (i.e. loaded and executing
cryptographic program images) when not in maintenance mode.

TE06.17.03: The tester shall configure the operating system control mechanisms to preventall operators
and running processes from modifying running cryptographic processes (i.e. loaded and executing
cryptographic program images) when not in maintenance mode. The tester shall assume an operator
role and verify that they are prevented from modifying running cryptographic processes (i.e. loaded
and executing cryptographic program images) when not in maintenance mode. The tester shall verify
that running processes are prevented from modifying running cryptographic processes (i.e. loaded and
executing cryptographic program images) when not in maintenance mode.
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AS06.18: (Operational environment — Level 2)

The operating system shall prevent processes in user role or user groups from gaining either
read or write access to SSPs owned by other processes and to system SSPs.

Required Vendor Information

VE06.18.01: The vendor shall provide operating system documentation which provides a description of
how the operating system prevents processes in user roles or user groups from gaining either read or
write access to SSPs owned by other processes and to system SSPs.

VE06.18.92: The specifications of how the operating system prevents processes in user roles orAisgr
groups frpm gaining either read or write access to SSPs owned by other processes and to system SSPs'shall
be consistent with the roles or designated groups’ rights and services as defined in the Security Policy.

Required Test Procedures

TE06.18.D1: The tester shall verify that the vendor documentation, and by inspection of operating system
control npjechanisms, that the operating system is configured to prevent processes'in user roles or user
groups frjom gaining either read or write access to SSPs owned by other processes‘and to system SSPs.

TE06.18.p2: The tester shall verify that the roles or designated groups’ rights and services as defin¢d
in the Sefurity Policy is consistent with how the operating system is configured to prevent processgs
in user r¢les or user groups from gaining either read or write access to SSPs owned by other processps
and to syjstem SSPs.

TE06.18.Dp3: The tester shall configure the operating system control mechanisms to prevent processes in
user role} or user groups from gaining either read or write access to SSPs owned by other processes and
to systenp SSPs. The tester shall verify that running processés'in user roles or user groups are prevent¢d
from gairming either read or write access to SSPs owned by-other processes and to system SSPs.

AS06.19{ (Operational environment — Level 2)

The conffiguration of the operating system-that meets the above requirements {4506.16 fto
AS06.18) shall be specified in the Administrator Guidance.

Requiredl Vendor Information

VE06.19.01: The vendor shall provide the Administrator Guidance documents which provides|a
descriptipn of how the operating.system is configured to meet the requirements in AS06.16 to AS06.18.

Requirel Test Procedures

TE06.19.01: The testef shall verify that the vendor provided Administrator Guidance documenits
provide g description‘of how the operating system is configured to meet the requirements in AS06.16
to AS06.18.

AS06.20f (Operational environment — Level 2)

consider

The Administrator Guidance
specified {A506.16 to AS06.18)

for the module contents to be

ed protected.
Required Vendor Information

VE06.20.01: The vendor shall provide the Administrator Guidance documents which state that the
operating system shall be configured as specified AS06.16 to AS06.18 for the module contents to be
considered protected.

Required Test Procedures

TE06.20.01: The tester shall verify that the vendor provided Administrator Guidance documents state
that the operating system shall be configured as specified AS06.16 to AS06.18 for the module contents
to be considered protected.
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AS06.21: (Operational environment — Level 2)

The identification and authentication mechanism to the operating system shall meet the
requirements of {ISO/IEC 19790:2012} 7.4.3 and be specified in the module’s security policy.

NOTE This assertion is not separately tested. Tested as part of AS06.24 to AS06.28.
AS06.22: (Operational environment — Level 2)

All cryptographic software, SSPs, control and status information shall be under the control of
{an operating system which shall have, at a minimum, the following attribute

OTE This assertion is not separately tested. Tested as part of AS06.24 to AS06.28.

A

{All cryptographic software, SSPs, control and status information shall be under the control of} an
operating system which shall have, at a minimum, the following attributes.

06.23: (Operational environment — Level 2)

NOTE This assertion is not separately tested. Tested as part of AS06.24 to AS06-28.
AB06.24: (Operational environment — Level 2)
T

he operating system shall provide an audit mechanism-with the date and time| of each
aydited event.

NOTE An assumption of this assertion is that the cryptographic module is using the audit njechanism
prjovided by the operating system to audit the identified events. It is insufficient for the cryptographiic module
sdftware to use another file as its audit log, no matter how well protected.

Required Vendor Information

VE06.24.01: The vendor shall provide operating system documentation which provides a description
off the audit mechanism provided by the operating system and how each event is marked with the date
and time.

Required Test Procedures

TE06.24.01: The tester shall verify that the vendor documentation, and by inspection of ¢perating
system, that an audit mechanjsm is provided and that each event is marked with the date and time.

AB06.25: (Operational'environment — Level 2)
The cryptographie,module shall not include SSPs as part of any audit record.
Required Vendor Information

VE06.25.01+The vendor shall provide operating system documentation which provides a defscription
off the ‘tryptographic module’s services that provide audit records to the audit mechanism of the
oIrerating system.

Required Test Procedures

TE06.25.01: The tester shall verify that the vendor documentation, and by inspection of the
cryptographic module’s services that provide audit records to the audit mechanism of the operating
system, that no SSPs are provided in the audit records.

TE06.25.02: The tester shall execute the module’s services that provide audit records and examine the
operating system audit logs to verify that no SSPs were provided.

AS06.26: (Operational environment — Level 2)
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The cryptographic module shall provide the following events to be recorded by the audit
mechanism of the operating system:

— modifications, accesses, deletions, and additions of cryptographic data and SSPs;

— attempts to provide invalid input for Crypto Officer functions;

— addition or deletion of an operator to and from a Crypto Officer role (if those roles are
managed by the cryptographic module);

— the

se of a security-relevant Crypto Officer function;

— requ
— they
— expl
Require
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AS06.27

ests to access authentication data associated with the cryptographic module;

jcit requests to assume a Crypto Officer role.

l Vendor Information

yptographic module events that are provided and recorded by the-audit mechanism of tl
p system.

1 Test Procedures

PD1: The tester shall verify that the vendor documentation, and by inspection of t}
hphic module’s services that provide audit event regcords to the audit mechanism of t}
b system, that the list of events specified in AS06.26 {modifications, accesses, deletions, a
of cryptographic data and SSPs; attempts to provide invalid input for Crypto Officer function
pr deletion of an operator to and from a Crypto Officer role (if those roles are managed
ographic module); the use of a security-relévant Crypto Officer function; requests to acce
ation data associated with the cryptographic module; the use of an authentication mechanis

associated with the cryptographic module; and explicit requests to assume a Crypto Officer rol
ded by the cryptographic module for évent recording.

the operating system audit.logs to verify that the events in AS06.26 {modifications, accessq
and additions of cryptographic data and SSPs; attempts to provide invalid input for Crypto Offic
addition or deletion of anwoperator to and from a Crypto Officer role (if those roles are manag
yptographic module)j. the use of a security-relevant Crypto Officer function; requests to accq
ation data associated with the cryptographic module; the use of an authentication mechanis
) associated with the cryptographic module; and explicit requests to assume a Crypto Officer rol
brded.

The tester DOES NOT have to test the audit mechanism provided by the operating system a
by the vendor.

(Operational environment — Level 2)

se ofan authentication mechanism (e.g.login) associated with the cryptographi¢ module;

01: The vendor shall provide operating system documentation which\ provides a descriptipn
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The audit mechanism of the operating system shall be capable of auditing the following operating
system related events:

— all operator read or write accesses to audit data stored in the audit trail;

— access to files used by the cryptographic module to store cryptographic data or SSPs;

— addition or deletion of an operator to and from a Crypto Officer role (if those roles are

man

aged by operational environment);

— requests to use authentication data management mechanisms;

66

© ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

— attempts to use the trusted channel function and whether the request was granted, when
trusted channel is supported at this security level;

— identification of the initiator and target of a trusted channel, when trusted channel is
supported at this security level.

Required Vendor Information

VE06.27.01: The vendor shall provide operating system documentation which provides a description
of the operating system events that are provided and recorded by the audit mechanism of the

0 arating cuctana
CTatIirg Sy SeCTIts

Required Test Procedures

TE06.27.01: The tester shall verify that the vendor documentation, and by inspection of the ¢perating
system documentation, that the operating system provides the list of events, Specified in| AS06.27
{dll operator read or write accesses to audit data stored in the audit trail; acdess to files used by the
cryptographic module to store cryptographic data or SSPs; addition or deletionof an operator to apd from a
Crtypto Officer role (if those roles are managed by operational environment);sequests to use authdntication
dqta management mechanisms; attempts to use the trusted channel function‘and whether the request was
gitanted, when trusted channel is supported at this security level; and ‘identification of the initjator and
tdrget of a trusted channel, when trusted channel is supported at this Security level} as audit event records
td the audit mechanism of the operating system.

TE06.27.02: The tester shall execute the cryptographic medule’s services to verify that the ¢perating
system events in AS06.27 {all operator read or write accesses to audit data stored in the aydit trail;
aqcess to files used by the cryptographic module to storegryptographic data or SSPs; addition o deletion
offan operator to and from a Crypto Officer role (if those roles are managed by operational envifonment);
rdquests to use authentication data management\.mechanisms; attempts to use the trusted channel
function and whether the request was granted, when trusted channel is supported at this secufity level;
and identification of the initiator and target of &trusted channel, when trusted channel is suppor{ed at this
sdcurity level} were recorded.

NOTE The tester DOES NOT have to-test the audit mechanism provided by the operating system and
idpntified by the vendor.

AB06.28: (Operational environment — Level 2)

The operating system hall be configured to prevent operators other than those with the
privileges identified in the Security Policy from modifying cryptographic module software and
audit data stored within the operational environment of the cryptographic module.

Required VendonInformation

VE06.28.01:.The vendor shall provide operating system documentation that specifies how the ¢perating
system is‘configured to prevent operators other than those with the privileges identified in thg Security
Policy frem modifying cryptographic module software and audit data stored within the oplerational
enjvironment of the cryptographic module.

Required Test Procedures

TE06.28.01: The tester shall verify that the vendor documentation, and by inspection of operating
system configuration controls, that the operating system is configured to prevent operators other
than those with the privileges identified in the Security Policy from modifying cryptographic module
software and audit data stored within the operational environment of the cryptographic module.

TE06.28.02: The tester shall configure the operating system controls to prevent operators other than
those with the privileges identified in the Security Policy from modifying cryptographic module
software and audit data stored within the operational environment of the cryptographic module.
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TE06.28.03: The tester shall assume the privileges identified in the Security Policy to allow modification
of the cryptographic module software and audit data stored within the operational environment of the
cryptographic module and verify that modification can be achieved.

TE06.28.04: The tester shall assume the privileges identified in the Security Policy that do not allow
modification of the cryptographic module software and audit data stored within the operational
environment of the cryptographic module and verify that modification cannot be achieved.

AS06.29: (Operational environment — Level 2)

Onlyop(' FSter hat-are-configured-te-mee he-above-securi 45064
to AS06.28)} shall be permitted at this security level, whether or not the cryptographic mod
operateg in an approved mode of operation.

NOTE This assertion is not separately tested. Tested as part of AS06.05 to AS06.28.
6.7 Phlysical security

6.7.1 Rhysical security embodiments
AS07.01] (Physical security — Levels 1, 2, 3, and 4)

A cryptpgraphic module shall employ physical security mechanisms in order to restrict
unauthoyized physical access to the contents of the module and to deter unauthorized use or
modificgtion of the module (including substitution of the entire'module) when installed.

Requiredl Vendor Information

VEO07.01.91: The vendor documentation shall describe th&applicable physical security mechanisms thiat
are emplpyed by the module. The contents of the moditle, including all hardware, firmware, software,
and data|(including plaintext CSPs) shall be protected:

Requiregl Test Procedures

TE07.01.01: The tester shall verify that the vendor documentation describes the applicable physidal
security mechanisms that are employed by the module.

TEO07.01.02: The tester shall verify that the physical security mechanisms documented are implemented.

AS07.021 (Physical security —~ Levels 1, 2, 3, and 4)

=

All hardware, software; firmware, and data components and SSPs within the cryptographlic

boundarjy shall be protected.
NOTE This assertion is not separately tested.

AS07.03] (Physical security — Levels 1, 2, 3, and 4)

The requiréements of this clause shall be applicable to hardware and firmware modules, and
hardware and firmware components of hybrid modules.

NOTE This assertion is not separately tested.
AS07.04: (Physical security — Levels 1, 2, 3, and 4)

The requirements of this clause shall be applicable at the defined physical boundary of the module.

NOTE This assertion is not separately tested.

AS07.05: (Physical security — Levels 1, 2, 3, and 4)
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Depending on the physical security mechanisms of a cryptographic module, unauthorized
attempts at physical access, use, or modification shall have a high probability of being detected:

— subsequent to an attempt by leaving visible signs (i.e. tamper evidence);

and/or

— during an access attempt

{and appropriate immediate actions shall be taken by the cryptographic module to protect CSPs).

N
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A
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DTE This assertion is not separately tested.
507.06: (Physical security — Levels 1, 2, 3, and 4)

n conjunction with AS07.05:) Appropriate immediate actions shall be taken by the crypt

module to protect CSPs.

DTE This assertion is not separately tested.
507.07: (Physical security — Levels 1, 2, 3, and 4)
he documentation requirements specified in {ISO/IEC 19790:2012} A.2.7 shall be provi

DTE This assertion is not separately tested.

7.2 Physical security general requirements

507.08: (Physical security — Levels 1, 2, 3, and 4)

he following requirements shall apply to all\physical embodiments.
DTE Tested as part of AS07.09 to AS07.33.

507.09: (Physical security — Levels 1,2, 3, and 4)

pcumentation shall specify the-physical embodiment and the security level for wj

hysical security mechanisms-ofa cryptographic module are implemented.

equired Vendor Information

£07.09.01: The vendof documentation shall specify the physical embodiment of the module: si
yptographic module; multiple-chip embedded cryptographic module, or multiple-chip st
yptographic module, as defined in ISO/IEC 19790:2012, 7.7.1.

ne specified, physical embodiment shall be consistent with the module physical design. Th

d¢cumentdation shall also state which security level (1 to 4) the module is intended to meet.

pbquired Test Procedures

T

IS

bgraphic

Hed.

hich the

hgle-chip
andalone

e vendor

0/IEC 19790:2012, 7.7.1.

is either

a single-chip module, a multi-chip embedded module, or a multi-chip standalone module as defined in

The tester shall perform an independent determination that the physical embodiment satisfies one of
the three criteria specified below. The fundamental determining characteristics of the three physical
embodiments and some common examples are summarized below.

a)

©

Single-chip cryptographic module. Characteristics: A single integrated circuit (IC) chip, used as a

standalone device or physically embedded within some other module or enclosure that m

ay not be

physically protected. The single-chip will consist of one die that may be covered with a uniform
external material such as plastic or ceramic, and external input/output connectors. Examples:
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Single IC chips, smart cards with a single IC chip, or other systems with a single IC chip to implement
cryptographic functions.

b) Multiple-chip embedded cryptographic module. Characteristics: Two or more IC chips
interconnected and physically embedded within some other product or enclosure that may not be
physically protected.

c) Multiple-chip standalone cryptographic module. Characteristics: Two or more IC chips
interconnected and physically embedded in an enclosure that is entirely physically protected.

TE07 09 2. Thao +tactar chall oy that +ha vy dos Aottty ctotne yayhaich ooy 1agal the
. . THH—Ee5te—51atr H

r=n A= Tt vVCTITy crrac orrc— v CraoT GO TOTIIICIITatroT StatC s v It CIr oCCur oy 1ICcver ¢

module is intended to meet. The tester shall perform an independent determination of the seclrity
level thaf the module actually meets.

AS07.10{ (Physical security — Levels 1, 2, 3, and 4)

Whenever zeroisation is performed for physical security purposes, the zeroisation.shall occur jn
a sufficiently small time period so as to prevent the recovery of the sensitive.data between the
time of detection and the actual zeroisation.

Requiredl Vendor Information

VEO07.10.01: The vendor documentation shall specify the response time of the zeroisation after tamppr
detectior].

Requiredl Test Procedures

TE07.10.01: The tester shall verify that the vendor documentation describes the zeroisation responge
time aftefr the tamper detection.

TE07.10.02: The tester shall verify that the zeroisation response mechanism is implemented ps
specifie

AS07.114 (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role-that requires physical access to the contents of the module
or ifthe module is designed to permit physical access (e.g. by the module vendor or other authorized
individuagl), then} a maintenance access interface shall be defined.

Required Vendor Information

VE07.11.01: The vendor dociunentation shall describe the maintenance access interface employed by
the modyle.

Requiregl Test Procédures

TE07.11.01: The tester shall verify that the vendor documentation describes the maintenance accefs
interface

TE07.11.02:-The tester shall verify that the vendor documentation and implementation are consistent.

AS07.12: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the module
or if the module is designed to permit physical access (e.g. by the module vendor or other authorized
individual), then} the maintenance access interface shall include all physical access paths to the
contents of the cryptographic module, including any removable covers or doors.

Required Vendor Information

VE07.12.01: The vendor documentation shall specify the maintenance access interface, including any
removable covers or doors.
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Required Test Procedures

TE07.12.01: The tester shall verify in the vendor documentation that a maintenance access interface is
provided, including any removable covers or doors.

AS07.13: (Physical security — Levels 1, 2, 3, and 4)

{If a module includes a maintenance role that requires physical access to the contents of the
module or if the module is designed to permit physical access (e.g. by the module vendor or other
authorized individual), then} any removable covers or doors included within the maintenance
aceessinterface-shall be-safesuardedusins-the-appropriatephysical seeurity-mechanisims.

Required Vendor Information

VEO07.13.01: The vendor documentation shall specify a physical protection such that-any r¢movable
cqvers or doors included within the maintenance access interface are safeguardedaising the appropriate
physical security mechanisms.

Required Test Procedures

TE07.13.01: The tester shall verify that any removable covers or doorsing¢luded within the maintenance
adcess interface are safeguarded using the appropriate physical sectirity mechanisms.

507.14: (Physical security — Levels 1, 2, 3, and 4)

=

A
The following requirements shall apply to all cryptographic modules for Security Level
NOTE Tested as part of AS07.15 to AS07.16.

A

507.15: (Physical security — Levels 1, 2, 3, and 4)

The cryptographic module shall consist of production-grade components that include §tandard
passivation techniques (e.g. a conformal coating or a sealing coat applied over the module’s
circuitry to protect against environmental or other physical damage).

Required Vendor Information

VE07.15.01: The module shall consist of standard, production-quality ICs, designed to meet compmercial-
gifade specifications for powér;*temperature, reliability, shock and vibration, etc. The module(shall use
standard passivation techmniques for the entire chip. The vendor documentation shall describe the IC
quality. If an IC is usedthat’is not a standard device, its passivation design shall also be described.

Required Test Procedures

TE07.15.01: The-rester shall verify by inspection, or from the vendor documentation, that the module
cqntains standard integrated circuits with a uniform exterior material and standard connedtors. The
tester shallwerify from the vendor documentation that the chips in the module are commercial grade in
rggards;to power and voltage ranges, temperature, reliability, and shock and vibration.

TEO0Z15.02: The tester shall verify from the vendor documentation that the module has a |standard
passivation applied to it. The passivation has to be a sealing coat applied over the chip circuitry to
protect it against environmental or other physical damage. If standard passivation is not used, then
the documentation shall provide information to indicate why it is equivalent to a standard passivation
approach.

AS07.16: (Physical security — Levels 1, 2, 3, and 4)

When performing physical maintenance, zeroisation shall either be performed procedurally by
the operator or automatically by the cryptographic module.

NOTE This assertion is tested as part of AS07.10.
AS07.17: (Physical security — Levels 2, 3, and 4)
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The following requirement shall apply to all cryptographic modules for Security Level 2.

NOTE

AS07.18:

Tested as part of AS07.18 to AS07.20.

(Physical security — Levels 2, 3, and 4)

The cryptographic module shall provide evidence of tampering (e.g. on the cover, enclosure, and
seal) when physical access to the module is attempted.

NOTE

This assertion is tested as part of AS07.34 and AS07.35 for single-chip embodiments, AS07.44 and
AS07.45 for multiple-chip embedded embodiments, and AS07.62 and AS07.63 for multiple-chip standalone

embodim

AS07.19;

The tanllﬁ)er-evident material, coating or enclosure shall either be opaque or translucent with
e spectrum (i.e.light of wavelength range of 400 nm to 750 nm) to prevent the gathering

the visi
of inforn

Require

VE07.19.
enclosur

Require

TE07.19.01: The tester shall verify by inspection and from the vendor documentation that the tamp

evident n
AS07.20

If the c
construc
construg
visual s

Require

VE07.20.
or slits, t
module’s
in the vis
shall des

Require

TE07.20.

ents.

(Physical security — Levels 2, 3, and 4)

hation about the internal operations of the critical areas of the module:
1 Vendor Information

1: The vendor documentation shall specify that the tamper evident material, coating,
e shall be opaque or translucent within the visible spectrum.

1 Test Procedures

haterial, coating, or enclosure is opaque or translucentwithin the visible spectrum.

(Physical security — Levels 2, 3, and 4)

in

"'yptographic module contains ventilation" holes or slits, then the module shall

tion or components by direct visual)observation using artificial light sources in t
ectrum of the module’s internal construction or components.

l Vendor Information

D1: If the module is contained*within a cover or enclosure that contains any ventilation hol
hen they shall be constructed in a manner that prevents the gathering of information of tl
internal construction.or-components by direct visual observation using artificial light sourc
ual spectrum of the-medule’s internal construction or components. The vendor documentati
cribe the physical.deSign approach that prevents such observation.

1 Test Procedures

module has accover or enclosure with ventilation holes, slits, or other openings, and if so, wheth
they are|cofistructed to deter the gathering of information of the module’s internal construction

compon

D1: Thetester shall verify by inspection and from the vendor documentation whether t}

e

ted in a manner to prevent the gathering of information of the module’s internpl

e

£S
ne
£S

n

ne
er

e

ts’by direct visual observation using artificial light sources in the visual spectrum of t}

module’s

AS07.21:

internal construction or components.

(Physical security — Levels 3 and 4)

The following requirements shall apply to all cryptographic modules for Security Level 3.

NOTE

Tested as part of AS07.22 to AS07.28.

AS07.22: (Physical security — Levels 3 and 4)
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If the cryptographic module contains any doors or removable covers or if a maintenance access
interface is defined, then the module shall contain tamper response and zeroisation capability.

NOTE This assertion is tested as part of AS07.13 for general requirements, AS07.38 for single-chip
embodiments, AS07.50 for multiple-chip embedded embodiments, and AS07.62 for multiple-chip standalone
embodiments.

AS07.23: (Physical security — Levels 3 and 4)

The tamper response and zeroisation capability shall immediately zeroise all unprotected SSPs

when a door is opened, a coverisremoved, or when the maintenance access interface is accessed.

NOTE This assertion is tested as part of AS07.13 for general requirements, AS07.38 for single-chip
ermhbodiments, AS07.50 for multiple-chip embedded embodiments, and AS07.62 for multiple=chip sfandalone
erhbodiments.

AB07.24: (Physical security — Levels 3 and 4)

The tamper response and zeroisation capability shall remain operational when unpyrotected
S§Ps are contained within the cryptographic module.

NOTE This assertion is tested as part of AS07.38 for single-chip embodiments, AS07.50 for multiple-chip
erhbedded embodiments, and AS07.65 for multiple-chip standalone emhodiments.

AB07.25: (Physical security — Levels 3 and 4)

If| the cryptographic module contains ventilation heles or slits, then the module [shall be
cgnstructed in a manner that prevents undetected-physical probing inside the enclogure (e.g.
prevent probing by a single articulated probe).

Required Vendor Information

VE07.25.01: If the module is contained within'a cover or enclosure that contains any ventilation holes or
sljts, then they shall be constructed in a, manner that prevents undetected physical probing ipside the
erjclosure. The vendor documentationshall describe the ventilation physical design approach.

Required Test Procedures

TE07.25.01: The tester shallsverify by inspection and from the vendor documentation whether the
mjodule has a cover or enclosure with ventilation holes, slits, or other openings, and if so, whefther they
arle constructed to deter undetected probing inside the cover or enclosure.

AB07.26: (Physicalsecurity — Levels 3 and 4)

Strong or hard\.conformal or non-conformal enclosures, coatings, or potting materipls shall
maintain strength and hardness characteristics over the module’s intended temperatufre range
of operation, storage, and distribution.

Required Vendor Information

VE6726-01Tte verdor docunmrenttatiomr strattdescribe the strength; trardcomfornmmat or mormr=conformal
enclosure, coatings or potting materials, and the rational that the strength is appropriate for the
module design.

Required Test Procedures

TE07.26.01: The tester shall verify from the vendor documentation and inspection of the module that
the strength, hard conformal or non-conformal enclosure, coatings, or potting materials is the one
designed as specified.

AS07.27: (Physical security — Levels 3 and 4)

If tamper evident seals are employed, they shall be uniquely numbered or independently
identifiable (e.g. uniquely numbered evidence tape or uniquely identifiable holographic seals).
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Required Vendor Information

VE07.27.01: The vendor shall provide the specification of the tamper evident seal.

Required Test Procedures

TEO07.27.01: The tester shall verify that tamper evident seals are uniquely numbered or independently
identifiable as documented.

AS07.28:

(Physical security — Levels 3 and 4)

The mod
NOTE
AS07.29
The follg
NOTE
AS07.30

The cry
orbyat

NOTE

embedde(

AS07.31

The mod

NOTE
AS07.32

The cryptographic module shall provide protection from fault induction.

Require
VE07.32.
Require

TE07.32.

specified

AS07.33

The fau

ule shall either include EFP features or undergo EFT.
This assertion is tested as part of AS07.73.
(Physical security — Level 4)

wing requirement shall apply to all cryptographic modules for Security,Level 4.

Tested as part of AS07.30 to AS07.33.

(Physical security — Level 4)

tographic module shall be protected either by a hard opaque removal-resistant coating

mper detection envelope with tamper response and zeroisation capability.

This assertion is tested as part of AS07.40 for single-chip €@mbodiments, AS07.52 for multiple-ch
embodiments, and AS07.64 for multiple-chip standalone embodiments.

(Physical security — Level 4)

ule shall include EFP features.

This assertion is tested as part of AS07.74.

(Physical security — Level 4)

1 Vendor Information
D1: The vendor documentation shall specify the protection mechanism from fault induction.
] Test Procedures

D1: The testershall verify from the vendor documentation and by inspection of the module tl
fault induction protection mechanisms.

(Physical security — Level 4)

ip

e

[t—induction mitigation techniques and the mitigation metrics employed shall

documer

Required Vendor Information

VE07.33.01: The vendor documentation shall specify the fault induction mitigation techniques and the
mitigation metrics employed by the module.

Required Test Procedures

TE07.33.01: The tester shall verify that the fault induction mitigation techniques and the mitigation
metrics employed by the module are documented as specified.

74

© ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=1330993fd3e45a3f0601d73982d163d3

ISO/IEC 24759:2017(E)

6.7.3 Physical security requirements for each physical security embodiment

6.7.3.1 Single-chip cryptographic modules

NOTE1 In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the
requirements specified in AS07.34 to AS07.42 are specific to single-chip cryptographic modules.

NOTE 2  There are no additional Security Level 1 requirements for single-chip cryptographic modules.

AS07.34: (Single-chip cryptographic modules — Levels 2, 3, and 4)

The following requirements shall apply to single-chip cryptographic modules for Security Level 2.
NOTE This assertion is tested as part of AS07.35.
AB07.35: (Single-chip cryptographic modules — Levels 2, 3, and 4)

The cryptographic module shall be covered with a tamper-evident coating (e.g. a tamperj-evident
passivation material or a tamper-evident material covering the passivation) or contained in a
tamper-evident enclosure to deter direct observation, probing, orimanipulation of the module
and to provide evidence of attempts to tamper with or remove thé module.

DTE This requirement is associated with AS07.18.
bquired Vendor Information

N

R

VE07.35.01: The vendor documentation shall identify thetamper-evident coating and its charadteristics.
Required Test Procedures

T

£07.35.01: The tester shall verify by inspection and from the vendor documentation that the module
is|covered with a tamper-evident coating. Thejinspection shall verify that the tamper-evider|t coating
cqmpletely covers the module and deters direct observation, probing, or manipulation of the single-chip.

AB07.36: (Single-chip cryptographicmodules — Levels 3 and 4)
The following requirements shall apply to single-chip cryptographic modules for Security Level 3.
NOTE This requirement is-fested in AS07.37 or AS07.38.

AB07.37: (Single-chip cryptographic modules — Levels 3 and 4)

{Bither} the module_shall be covered with a hard opaque tamper-evident coating (e.g. a hard
opaque epoxy cevering the passivation) {or AS07.38 shall be satisfied}.

Required Vendor Information

VE07.37:01: The vendor documentation shall state clearly that the approach specified in AS07.37 is used
td meetithe requirement.

V"f\"l Lo Lo A a Yo s ak } | 1 e des 1 11 LA | 4o d oozl 1 1 : 3aa i 4o 3 ll
LU/7.07.U4. TIIT VCITUUT UUCTUITITILAUTUIT STIAIT PTOVIUT SUPPUTUITS UTLAIITU UTS TSI ITTITUT ITTIAUIULL, cSPECla y

the type of coating that is used and its characteristics.

Required Test Procedures

TE07.37.01: The tester shall verify by inspection and from the vendor documentation that the module is
covered with a hard opaque tamper evident coating.

TE07.37.02: The tester shall verify that the vendor documentation does sufficiently provide supporting
detailed design information, especially specifying the type of coating thatis used and its characteristics.

TE07.37.03: The tester shall verify that the coating cannot be easily penetrated to the depth of the
underlying circuitry, and that it leaves tamper evidence. The inspection has to verify that the coating
completely covers the module, is visibly opaque, and deters direct observation, probing, or manipulation.
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AS07.38: (Single-chip cryptographic modules — Levels 3 and 4)

{If AS07.37 is not satisfied, then} the enclosure shall be implemented {so that attempts at removal
or penetration of the enclosure shall have a high probability of causing serious damage to the
cryptographic module (i.e. the module will not function)).

NOTE This assertion is not separately tested. Tested in AS07.39.
AS07.39: (Single-chip cryptographic modules — Levels 3 and 4)

{IfASO7. : A : ente
or peneffration of the enclosure shall have a hlgh probability of causmg serious damage to'the
cryptographic module (i.e. the module will not function).

Required Vendor Information

VE07.39.91: The vendor documentation shall state clearly that the approach specified\in AS07.38 [is
used to nmieet the requirement.

VEO07.39.92: The vendor documentation shall provide supporting detailed designinformation, especially
whether [the enclosure contains any doors or removable covers and whethier\a maintenance accefs
interface|is specified. The enclosure shall be designed such that attempts to-remove it will have a high
probability of causing serious damage to the circuitry within the module:

VE07.39.p3: The vendor documentation shall provide supporting detailed design information.
If the enclosure contains any doors or removable covers, or i{f @ maintenance access interface [is
specifie% then the module shall contain tamper response and zeroisation circuitry. The circuitry
shall confinuously monitor the covers and doors, and upon the removal of a cover or the opening of a
door, shdll zeroise all plaintext CSPs. The circuitry shall h¢’operational whenever plaintext CSPs afe
containefl within the module.

Requiredl Test Procedures

TE07.39.01: The tester shall verify that the documentation specifies that the enclosure cannot be
removed|easily and whether the module egntains doors or removable covers or has a maintenante
access interface. If the enclosure contairs gny doors or removable covers, or if a maintenance accefs
interface| is specified, then the tester, shall verify that the documentation specifies that the moduyle
contains famper response and zerogiSation circuitry.

TE07.39.02: If the enclosure has-removable covers or doors, or if a maintenance access interface |is
specified] the tester shall verify from the vendor documentation that the module zeroises all plaintejt
CSPs whén a cover or dooristemoved or if the maintenance access interface is accessed.

TE07.39.p3: The testeshall verify by inspection and from the vendor documentation that the tamppr
responsq and zerojsation circuitry remains operational when plaintext CSPs are contained withjn
the modyle.

TE07.39.04"The tester shall verify by inspection and from the vendor documentation that the
enclosurg €dnnot be removed or penetrated without having a high probability of causing seriolis
damage to the module.

TE07.39.05: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TE07.39.06: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

AS07.40: (Single-chip cryptographic modules — Level 4)
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The following requirements shall apply to single-chip cryptographic modules for Security Level 4.
NOTE This assertion is tested in AS07.41 and AS07.42.
AS07.41: (Single-chip cryptographic modules — Level 4)

The cryptographic module shall be covered with a hard, opaque removal-resistant coating with
hardness and adhesion characteristics such that attempting to peel or pry the coating from the
module will have a high probability of resulting in serious damage to the module (i.e. the module
will not function).

Required Vendor Information

VE07.41.01: The vendor documentation shall clearly identify the kind of coating used and-shall provide
d¢tails of its characteristics, especially hardness and removal resistance.

VE07.41.02: The vendor documentation shall provide supporting detailed design informatign for the
mjodule when covered with a hard, opaque removal-resistant coating. Thé hardness and |adhesion
cHaracteristics of the material shall be such that attempting to peel or pry the material from thie module
will have a high probability of resulting in serious damage to the modulé (i.e. the module [does not
function). The material shall be opaque within the visible spectrum.

Required Test Procedures

TEO07.41.01: The tester shall verify by inspection and from the-vendor documentation that the module is
cqvered with a hard, opaque removal-resistant coating.

TE07.41.02: The tester shall verify the removal-resistant properties of the module coating. Tlhe tester
shall attempt to peel or pry the material from the @module and verify that this is not possillle with a
rgasonable application of force that the module Geased to function or that the module circuyitry was
obviously physically destroyed.

AB07.42: (Single-chip cryptographic modules — Level 4)

The removal-resistant coating shall have solvency characteristics such that dissolying the
cqgating will have a high probability of dissolving or seriously damaging the module| (i.e. the
module will not function).

Required Vendor Information

VE07.42.01: The vendory documentation shall describe the solvency characteristics of the [removal-
rgsistant coating. Thiesolvency characteristics of the material shall be such that dissolving theg material
tg remove it will iave a high probability of dissolving or seriously damaging the module.

Required TestProcedures

TE07.42:01:"The tester shall verify the vendor documentation to determine the solvency properties of
the module’s removal-resistant coating.

TEQZ42.02: The tester shall test the solvency nroperties of the emoval-resistant coating.
The tester, based on documentation provided in VE07.42.01, shall verify what type of solvent would be
required to compromise the removal-resistant coating.

6.7.3.2 Multiple-chip embedded cryptographic modules

NOTE In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the following
requirements AS07.43 to AS07.59 are specific to multiple-chip embedded cryptographic modules.

AS07.43: (Multiple-chip embedded cryptographic modules — Levels 1, 2, 3, and 4)

If the cryptographic module is contained within an enclosure or removable cover, a production-
grade enclosure or removable cover shall be used.
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Required Vendor Information

VE07.43.01: The module shall be entirely contained within a production-grade enclosure or removable
cover. The vendor documentation shall describe the cover or enclosure.

Required Test Procedures

TEO07.43.01: The tester shall verify by inspection and from the vendor documentation that the module is
contained within an enclosure or removable cover that is of production-grade.

AS07.44;

The follpwing requirements {AS07.45 to AS 07.46} shall apply to multiple-chip embedded
cryptographic modules for Security Level 2 {and the assertions AS07.45 to AS 07.46 shall be
satisfied|in the following groups: (AS07.45) or (AS07.46 and AS07.47) or (AS07.46 and AS07.48)}.

Required Vendor Information

VE07.44.91: The vendor documentation shall specify that either (AS07.45) or [AS07.46 and (AS07.47 pr
AS07.48)| are satisfied.

Required Test Procedures

TE07.44.91: The tester shall verify by inspection and from the vendor documentation that eithpr
(AS07.45) or [AS07.46 and (AS07.47 or AS07.48)] are satisfied.

AS07.45] (Multiple-chip embedded cryptographic modules —Levels 2, 3, and 4)

The module components shall be covered with a tamper-evident coating or potting material (e|g.
etch-resjstant coating or bleeding paint) to deter direct observation and to provide evidence pf
attempts to tamper with or remove module comportents {or the groups (AS07.46 and AS07.47) or
(AS07.46|and AS07.48) shall be satisfied}.

Requiredl Vendor Information

VE07.45.91: The vendor documentation shall-specify that the module is encapsulated with an opaqye,
tamper-gvident coating such as etch-resistdnt coating or bleeding paint.

Requiredl Test Procedures

TE07.45.01: The tester shall verifyby inspection and from the vendor documentation that the modulelis
encapsulhted with an opaque,tamper-evident material.

TEO07.45.02: The tester shall verify by testing that the module provides evidence of attempts to tampgr
with or remove modulé.components.

AS07.46] (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

{If AS07.45 is not satisfied, then the} module shall be entirely contained within a metal or hayd
plastic preduction-grade enclosure that may include doors or removable covers {and the groups
(AS07.47 and AS07.48) or (AS07.47 and AS07.49) shall be satisfied}.

)

Required Vendor Information

VE07.46.01: The module shall be entirely contained within a metal or hard plastic production-grade
enclosure that may include removable covers or doors. The vendor documentation shall describe the
enclosure and its hardness characteristics.

Required Test Procedures
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TE07.46.01: The tester shall verify by inspection and from the vendor documentation that the module is
contained within an enclosure that meets the following requirements.

a) The enclosure has to completely surround the entire module.
b) The enclosure material has to be of a composition defined in the vendor documentation.

c) The enclosure has to be production-grade. The vendor literature has to either show that an
enclosure of the same material has been used commercially or provide data to show that it is
equivalent to a commercial product.

AB507.47: (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

{If AS07.45 is not satisfied, then if} the enclosure includes any doors or removable-covers, then
the doors or covers shall be locked with pick-resistant mechanical locks employing phyysical or
lagical keys {or AS07.48 shall be satisfied).

Required Vendor Information
\%

£07.47.01: The doors or covers included by the enclosure shall be locked with pick-resistant mechanical
cks that employ physical or logical keys. The vendor documentation shall describe the locks and the
ethployed physical or logical keys.

—
)

Required Test Procedures

TE07.47.01: The tester shall verify by inspection and from/the vendor documentation that thel doors or
cgqvers are locked with a pick-resistant lock that requires:a physical key or a logical key.

TEO07.47.02: The tester shall attempt to open the locked cover or door without use of the key and verify
that the cover or door will not open without signs<of'damage.

AB507.48: (Multiple-chip embedded cryptographic modules — Levels 2, 3, and 4)

{If AS07.45 is not satisfied and the enclosure includes any doors or removable covers| without
matching AS07.47, then they (i.e. the:doors or removable covers)} shall be protected with|tamper-
eyident seals (e.g. evidence tape-or-holographic seals) {and the group (AS07.47 and AS07}49) shall
be¢ satisfied).

Required Vendor Information
VEO07.48.01: The vendor-documentation shall describe the tamper-evident seals.
Required Test Procedures

TEO07.48.01: The-tester shall verify by inspection and from the vendor documentation that thg cover or
dgor is protected with a tamper-evident seal such as evidence tape or a holographic seal.
T

107.48,02: The tester shall verify that the cover or door cannot be opened without brgaking or
rgmoving the seal and that the seal cannot be removed and later replaced.

AS07.49: (Multiple-chip embedded cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip embedded cryptographic modules for
Security Level 3.

NOTE This assertion is tested in AS07.50 or AS07.51.
AS07.50: (Multiple-chip embedded cryptographic modules — Levels 3 and 4)

{Either} the multiple-chip embodiment of the circuitry within the cryptographic module shall
be covered with a hard coating or potting material (e.g. a hard epoxy material) {or AS07.51 shall
be satisfied} such that attempts at removal or penetration of the enclosure will have a high
probability of causing serious damage to the module (i.e. the module will not function).
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Required Vendor Information

VE07.50.01: The vendor documentation shall provide design documentation for the hard coating or
potting material.

VE07.50.02: The vendor documentation shall provide documentation regarding the opacity
characteristics of the hard coating or potting material.

Required Test Procedures

TE07.50.01: The tester shall verify that the vendor documentation specifies the hard coating or potting
material.

TE07.50.02: The tester shall verify by inspection and from the vendor documentation the)opacity
characteristics of the hard coating or potting material.

TE07.50.03: The tester shall verify by inspection and from the vendor documentation ‘that the hard
coating qr potting material cannot be removed or penetrated without having a high probability |of
causing derious damage to the module.

AS07.51] (Multiple-chip embedded cryptographic modules — Levels 3 and4)

{If AS07.50 does not apply,} the module shall be contained within a.strong enclosure such that
attempts at removal or penetration of the enclosure will have a‘high probability of causing
serious dlamage to the module (i.e. the module will not function).

Requiredl Vendor Information

VE07.51.01: The vendor documentation shall provide supporting design documentation for the strong
enclosur¢. The module shall be entirely contained withina strong enclosure. The enclosure shall be
designed|such that attempts to remove it will have a high probability of causing serious damage to the
circuitry|within the module (i.e. the module does notfunction).

VE07.51.02: If the enclosure contains any doors-or removable covers, then the module shall contajin
tamper fesponse and zeroisation circuitry” and the vendor shall provide supporting design
documenjtation for the tamper response and zeroisation circuitry.

Required Test Procedures

TE07.51.01: The tester shall verify that the vendor documentation specifies whether the enclosufe
contains jany doors or removable covers and whether a maintenance access interface is specified, then
the modyle shall contain tamper response and zeroisation circuitry.

TE07.51.02: If the encloSure contains any doors or removable covers, or if a maintenance access interfage
is specifijed, then theltester shall verify that the vendor documentation specifies that the module
zeroises pll plaintext CSPs when a door or cover is removed or if the maintenance access interfacelis
accessed

TEO07.51.03:-The tester shall verify that the vendor documentation specifies which requirement optign
in VEO7.EW%W@MMW@WMH. 502151 i i TOTT.

TEO07.51.04: The tester shall verify by inspection and from the vendor documentation that the tamper
response and zeroisation circuitry remains operational when plaintext CSPs are contained within
the module.

TE07.51.05: The tester shall verify by inspection and from the vendor documentation that the
enclosure cannot be removed or penetrated without having a high probability of causing serious
damage to the module.

TE07.51.06: The tester shall verify the strength of the enclosure by attempting to access the underlying
circuitry and verifying that the enclosure is not easily breached. The tester shall verify by inspection
and from the vendor documentation that the enclosure cannot be removed.
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TE07.51.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext
CSPs when a cover or door is removed.

TE07.51.08: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TEO07.51.09: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

AB507.52: (Multiple-chip embedded cryptographic modules — Level 4)

he following requirements shall apply to multiple-chip embedded cryptographic moglules for
¢curity Level 4.

DTE This assertion is tested in AS07.53 to AS07.59.

he module components shall be within a strong or hard conformal,or non-conformal enclosure.

T
S
N
AB07.53: (Multiple-chip embedded cryptographic modules — Level 4)
T
Required Vendor Information

\Y%

£07.53.01: The module shall be contained within a tampér detection envelope that will detect
tampering attacks against the potting material or enclosure»The vendor documentation shall describe
the tamper detection envelope design.

Required Test Procedures

TE07.53.01: The tester shall verify from the vendor documentation and by inspection that the module
cqntains a tamper detection envelope that s@rrounds the module components. This barrier shall be
d¢signed such that any breach by means such as drilling, milling, grinding, or dissolving to access the
odule components can be detected by menitoring components in the module.

AB507.54: (Multiple-chip embedded cryptographic modules — Level 4)

The enclosure shall be encapsulated by a tamper detection envelope (e.g. a flexible mylar
printed circuit with a serpentine geometric pattern of conductors or a wire-wound pagkage or
ans such

- printed
r a non-

z C C z : ans! such as
cuttlng, drllllng, mllllng, grmdlng, burmng, meltlng, or dlssolvmg of the pottlng materlal or
enclosure to an extent sufficient for accessing SSPs.

Required Vendor Information

VE07.55.01: The module shall be contained within a tamper detection envelope that will detect
tampering attacks against the potting material or enclosure. The vendor documentation shall describe
the tamper detection envelope design.

Required Test Procedures

TE07.55.01:  The tester shall verify from vendor documentation and by inspection that the module
contains a tamper detection envelope that surrounds the module components. This barrier shall be
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designed such that any breach by means such as drilling, milling, grinding, or dissolving to access the
module components can be detected by monitoring components in the module.

AS07.56: (Multiple-chip embedded cryptographic modules — Level 4)

The module shall contain tamper response and zeroisation circuitry {that shall continuously
monitor the tamper detection envelope and, upon the detection of tampering, shall immediately
zeroise all unprotected SSPs}).

NOTE This assertion is not separately tested. Tested in AS07.57 and AS07.58.

AS07.57{ (Multiple-chip embedded cryptographic modules — Level 4)

{The module shall contain tamper response and zeroisation circuitry} that shall continuously
monitor|the tamper detection envelope {and, upon the detection of tampering, shall immediately
zeroise dll unprotected SSPs}.

Required Vendor Information

VE07.57.01: The module shall contain tamper response and zeroisation circuityy that continuoudly
monitors|the tamper detection envelope for tampering, and upon the detectionofitampering, shall zeroige
all plaintext SSPs. The circuitry shall be operational whenever plaintext SSPsare contained within the
module. The vendor documentation shall describe the tamper response and Zeroisation design.

Requiregl Test Procedures

TE07.57.01: The tester shall verify from the vendor documentation that the module contains tampgr
response and zeroisation circuitry that continuously monitoks.the tamper detection envelope; detedts
any breath by means such as drilling, milling, grinding, or @issolving any portion of the envelope; and
then zerqises all plaintext SSPs.

AS07.58] (Multiple-chip embedded cryptographicinodules — Level 4)

{The madule shall contain tamper response and zeroisation circuitry that shall continuously
monitor the tamper detection envelope } andupon the detection of tampering, shall immediately
zeroise 3all unprotected SSPs.

Required Vendor Information

VE07.58.p1: The module shall dontain tamper response and zeroisation circuitry that continuougly
monitorg the tamper detectiony envelope for tampering, and upon the detection of tampering, shall
zeroise all plaintext SSPs‘“The vendor documentation shall describe the tamper response amd
zeroisatipn design.

Requiregl Test Procedures

TEO07.58.01: The-tester shall breach the tamper detection envelope barrier and then verify that the
module Zerojses-all plaintext SSPs.

AS07.59 (Mnlﬁpln-rhip embedded rrypfngraphir‘ modules — [evel A.)

The tamper response circuitry shall remain operational when unprotected SSPs are contained
within the cryptographic module.

NOTE This assertion is not separately tested.

6.7.3.3 Multiple-chip standalone cryptographic modules

NOTE In addition to the general security requirements specified in ISO/IEC 19790:2012, 7.7.2, the following
requirements AS07.60 to AS07.72 are specific to multiple-chip standalone cryptographic modules.

AS07.60: (Multiple-chip standalone cryptographic modules — Levels 1, 2, 3, and 4)
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The cryptographic module shall be entirely contained within a metal or hard plastic production-
grade enclosure that may include doors or removable covers.

Required Vendor Information

VE07.60.01: The module shall be entirely contained within a metal or hard plastic production-grade
enclosure that may include removable covers or doors. The vendor documentation shall describe the
enclosure and its hardness characteristics.

Required Test Procedures

TE07.60.01: The tester shall verify by inspection and from the vendor documentation that the module is
cqntained within an enclosure that meets the following requirements.

a)l The enclosure has to completely surround the entire module.
b) The enclosure material has to be of a composition defined in the vendor dogumentation.

c)] The enclosure has to be production-grade. The vendor literature has to either show that an
enclosure of the same material has been used commercially or previde data to show [that it is
equivalent to a commercial product.

AB07.61: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

The following requirements shall apply to multiple-chip-standalone cryptographic moglules for
Security Level 2.

NOQTE This assertion is tested in AS07.62 or AS07.63.
AB07.62: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

If|the enclosure of the cryptographic module includes any doors or removable covers, then the
doors or covers shall be locked with pick-resistant mechanical locks employing physical or
lggical keys {or AS07.63 shall apply}.

Required Vendor Information

VE07.62.01: If the enclosure includes any removable covers or doors, then either they shall e locked
wijith pick-resistant mechanical locks that employ physical or logical keys. The vendor docunpentation
shall describe pick-resistant-mechanical locks that employ physical or logical keys.

Required Test Procedures

TE07.62.01: Thetester shall verify whether the enclosure contains any removable covers or dpors. The
tester shall vefify that each cover or door is locked with a pick-resistant lock that requires g physical
k¢y or a logicat-key. The tester shall attempt to open the locked cover or door without use of the key and
verify that'the cover or door will not open without signs of damage.

A507.63: (Multiple-chip standalone cryptographic modules — Levels 2, 3, and 4)

{If A507.62 is not satisfied, then the doors or covers} shall be protected with tamper-evident seals
(e.g. evidence tape or holographic seals).

Required Vendor Information

VEO07.63.01: If the enclosure is protected via tamper-evident seals such as evidence tape or holographic
seals, the vendor documentation shall describe the tamper-evident seals.

Required Test Procedures

TE07.63.01: The cover or door is protected with a seal such as evidence tape or a holographic seal. The
tester shall verify that the cover or door cannot be opened without breaking or removing the seal and
that the seal cannot be removed and later replaced.
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AS07.64: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)

The following requirements shall apply to multiple-chip standalone cryptographic modules for
Security Level 3.

NOTE This assertion is tested in AS07.65.
AS07.65: (Multiple-chip standalone cryptographic modules — Levels 3 and 4)

The module shall be contamed w1thm a strong enclosure, such that attempts at removal or

module (i.e. the module w111 not functlon)

Requiredl Vendor Information

VE07.65.p1: The vendor documentation shall provide supporting design documentation, fot*the strong
enclosur¢. The module shall be entirely contained within a strong enclosure. The enclosure shall be
designed|such that attempts to remove it will have a high probability of causing seriotis damage to the
circuitry|within the module (i.e. the module does not function).

VE07.65.p2: If the enclosure contains any doors or removable covers, thenthe module shall contafin
tamper 1fesponse and zeroisation circuitry and the vendor documentatign)shall provide supporting
design dgcumentation for the tamper response and zeroisation circuitry.

Requiregl Test Procedures

TEO07.65.01: The tester shall verify that the vendor documentation specifies whether the enclosufe
contains fany doors or removable covers and whether a maintenance access interface is specified, th¢n
the modyle shall contain tamper response and zeroisation ¢ircuitry.

TEO07.65.92: If the enclosure contains any doors or removable covers, or if a maintenance access interfafe
is speciffed, then the tester shall verify that the wéhdor documentation specifies that the module
zeroises pll plaintext CSPs when a door or cover-is removed or if the maintenance access interfaceis
accessed

TE07.65.93: The tester shall verify that the,vendor documentation specifies which requirement opti¢n
in VE07.45.01 and VE(07.65.02 is implemented and provides design documentation.

TEO07.65.p4: The tester shall verify by inspection and from the vendor documentation that the tamppr
responsd and zeroisation circuitdy remains operational when plaintext CSPs are contained withjn
the modyle.

TE07.65.p5: The tester.shadll verify by inspection and from the vendor documentation that the
enclosur¢ cannot be,semoved or penetrated without having a high probability of causing seriofis
damage fo the module:

TE07.65.96: Thettester shall verify the strength of the enclosure by attempting to access the underlying
circuitry|and verifying that the enclosure is not easily breached. The tester shall verify by inspectipn
and from| the vendor documentation that the enclosure cannot be removed.

TE07.65.07: If the strong enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall verify from the vendor documentation that the module zeroises all plaintext
CSPs when a cover or door is removed.

TE07.65.08: If the enclosure has doors or removable covers, or if a maintenance access interface
is specified, the tester shall test that the module zeroises all plaintext CSPs when a cover or door is
removed or if the maintenance access interface is accessed.

TE07.65.09: The tester shall test that the enclosure cannot be removed or penetrated without having a
high probability of causing serious damage to the module.

AS07.66: (Multiple-chip standalone cryptographic modules — Level 4)
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The following requirements shall apply to multiple-chip standalone cryptographic modules for
Security Level 4.

NOTE This assertion is tested in AS07.67 to AS07.72.
AS07.67: (Multiple-chip standalone cryptographic modules — Level 4)

The enclosure of the cryptographic module shall contain a tamper detection envelope that use
tamper detection mechanisms such as cover switches (e.g. micro-switches, magnetic Hall effect
switches, permanent magnetic actuators, etc.), motion detectors (e.g. ultrasonic, infrared, or

icra o) or-othertamper-detection-mechanisms-as-de ibed-ix : 0790:2012} 7.7.3.2

Se¢curity Level 4.
Required Vendor Information

VEO07.67.01: The enclosure or potting material shall be encapsulated by a tampe¥r detection [envelope
by the use of tamper detection mechanisms. The vendor documentation shall describe thg tamper
d¢tection envelope design.

Required Test Procedures

TEO07.67.01: The tester shall verify from the vendor documentation@nd by inspection that the module
erjclosure or potting material contains tamper detection mechanisms, which shall form & tamper
d¢tection envelope that protects the module components. The'mechanisms shall be designed such that
y breach of the enclosure or potting material to access the module components can be detedted.

AB507.68: (Multiple-chip standalone cryptographic modules — Level 4)

The tamper detection mechanisms shall respond to attacks such as cutting, drilling, milling,
grinding, burning, melting, or dissolving to an‘extent sufficient for accessing SSPs.

NOTE This assertion is tested as part of ASQZ71.
AB507.69: (Multiple-chip standalone cryptographic modules — Level 4)

The cryptographic module shall-contain tamper response and zeroisation capability {that shall
cqntinuously monitor the tamper‘detection envelope and, upon the detection of tampering, shall
immediately zeroise all unprotected SSPs).

NOTE This assertion is(tested as part of AS07.71.
AB507.70: (Multiple-chip standalone cryptographic modules — Level 4)

{The cryptographic module shall contain tamper response and zeroisation capability} that shall
continuously‘menitor the tamper detection envelope {and, upon the detection of tampering, shall
immediatelyzeroise all unprotected SSPs}).

NOTE This assertion is tested as part of AS07.71.

AB507.71: (Multiple-chip standalone cryptographic modules — Level 4)

{The cryptographic module shall contain tamper response and zeroisation capability that shall
continuously monitor the tamper detection envelope} and, upon the detection of tampering, shall
immediately zeroise all unprotected SSPs.

Required Vendor Information

VE07.71.01: The module shall contain tamper response and zeroisation circuitry that continuously
monitors the tamper detection envelope for tampering, and upon the detection of tampering, shall zeroise
all plaintext SSPs. The circuitry shall be operational whenever plaintext SSPs are contained within the
module. The vendor documentation shall describe the tamper response and zeroisation design.

Required Test Procedures
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TEO07.71.01: The tester shall verify from the vendor documentation that the module contains tamper
response and zeroisation circuitry that continuously monitors the tamper detection envelope; detects
any breach by means such as drilling, milling, grinding, or dissolving any portion of the envelope; and
then zeroises all plaintext SSPs.

TEO07.71.02: The tester shall breach the tamper detection envelope barrier and then verify that the

module z

AS07.72:

The tampe
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NOTE
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(Multiple-chip standalone cryptographic modules — Level 4)

contained within the cryptographic module.
This assertion is tested as part of AS07.71.

nvironmental failure protection/testing

Environmental failure protection/testing general requirements

A cryptographic module is not required to employ environmental failuye protection features
nvironmental failure testing for Security Levels 1 and 2.

(Environmental failure protection/testing — Level 3)

e shall either employ environmental failure protection (EFP) features {AS07.75
or undergo environmental failure testing (EFT) {AS07.78 to AS07.86).

1l Vendor Information
D1: The vendor shall use either of the following:

features;

s or fluctuations (accidental or.induced) outside of the module’s normal operation range wj
romise the security of theaniodule:

temperature;
negative voltage;
positivevoltage.

or shall choose to use EFP or EFT for each condition, but each choice is independent of tl

fo

al
i1l

for~the other conditions. The vendor shall provide corresponding supporting EFP/EF

documer

b £ 1 o L N 1 41 1 FRPA | Jo o |
LAUIUITTUT T4AUIT CUITUILIULL, SPTUIT y HTE TTOVW LT STITULCTU dppIudtil 1S5 USTU.

Required Test Procedures

TEO07.73.01: The tester shall verify that the documentation states EFP/EFT selection for each condition
and how the specified approach is used.

AS07.74:

(Environmental failure protection/testing — Level 4)

A module shall employ environmental failure protection (EFP) features.

NOTE

86

This assertion is tested in AS07.75 to AS07.77.
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6.7.4.2 Environmental failure protection features
AS07.75: (Environmental failure protection features — Levels 3 and 4)

Environmental failure protection (EFP) features shall protect a cryptographic module against
unusual environmental conditions (accidental or induced) when outside of the module’s normal
operating range that can compromise the security of the module.

NOTE This assertion is tested as part of AS07.77.

ASQ07.76: (anirnnmpntal failure protection features — Levels 3 and 4)

The cryptographic module shall monitor and correctly respond when operating-temperature
and voltage are outside of the specified normal operating ranges.

NOTE This assertion is tested as part of AS07.77.
A$07.77: (Environmental failure protection features — Levels 3 and 4)

If| the temperature or voltage falls outside of the cryptographic module’s normal operating
rgnge, the protection capability shall either

— shutdown the module to prevent further operation,
of
— immediately zeroise all unprotected SSPs.
Required Vendor Information

VE07.77.01: If EFP is chosen for a particular condition, the module shall monitor and correctly respond
td fluctuations in the operating temperature orvoltage outside of the module’s normal operat{ng range
for that condition. The protection features shall continuously measure these environmental cqnditions.
If|a condition is determined to be outside of the module’s normal operating range, the pfotection
cifcuitry shall either

a)l shutdown the module, or
b) =zeroise all plaintext SSPs

Dpcumentation shall statewhich of these approaches was chosen and provide a specification description
ofthe EFP features impléemented within the module.

Required Test Procedures

TEO07.77.01: The tester shall configure the environmental condition (ambient temperature and voltage)
clpse to thé appropriate extreme of the normal operating range specified for the module and verify that
tHe moduile continues to perform within normal operating parameters.

TE@777.02: The tester shall extend the temperature and voltage outside of the specified normal range
ard verify that the modute either shutsdowr to prevent further operations or zeroises att piaimtext SSPs.

TE07.77.03: If the module is designed to zeroise all plaintext SSPs, and the module was still operational
after returning to the normal environmental range, the tester shall perform services that require SSPs
and verify that the module does not perform these services.

6.7.4.3 Environmental failure testing procedures
AS07.78: (Environmental failure testing procedures — Level 3)

Environmental failure testing (EFT) shall involve a combination of analysis, simulation, and
testing of a cryptographic module to provide reasonable assurance that the environmental
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conditions (accidental or induced) when outside the module’s normal operating ranges for
temperature and voltage will not compromise the security of the module.

NOTE This assertion is tested as part of AS07.81.
AS07.79: (Environmental failure testing procedures — Level 3)

EFT shall demonstrate that, if the operating temperature or voltage falls outside the normal
operating range of the module resulting in a failure, {at no time shall the security of the
cryptographic module be compromised).

NOTE This assertion is tested as part of AS07.81.
AS07.80{ (Environmental failure testing procedures — Level 3)

{EFT shqll demonstrate that, if the operating temperature or voltage falls outside-the normllizl
operating range of the module resulting in a failure,} at no time shall the security of the
cryptographic module be compromised.

NOTE This assertion is tested as part of AS07.81.

AS07.81] (Environmental failure testing procedures — Level 3)

The tem{)erature range to be tested shall be from a temperature within the normal operating
temperafure range to the lowest (i.e. coldest) temperature that either (1) shutdown the module o
prevent further operation or (2) immediately zeroise all unprotected SSPs; and from a temperatufe
within the normal operating temperature range to the highest (i.e. hottest) temperature thpat
either (1)) shuts down or goes into an error state or (2) zeroises all unprotected SSPs.

Requiredl Vendor Information

VE07.81.01: IfEFT is chosen for a particular conditionfthe module shall be tested within the temperatufe
range sp¢cified in AS07.82 and voltage ranges specified in AS07.85 and AS07.86. The module shall either

a) continue to operate normally, or
b) shutldown, or
c) zeroise all plaintext SSPs.

Documerjtation shall state which'ef these approaches was chosen and provide a specification descriptign
of the EFT.

Requiredl Test Procedures

TE07.81.01: The testershall configure the environmental condition (ambient temperature and voltage)
as specifjed in ASQ7.82, AS07.85, and AS07.86, and verify that the module either continues to operafte
normally} or shuts down to prevent further operations, or zeroises all plaintext SSPs.

TEO07.81.02+1f the module is designed to zeroise all plaintext SSPs, and the module was still operationfal
after returning to the normal environmental range, the tester shall perform services that require SSPs
and verify that the module does not perform these services.

AS07.82: (Environmental failure testing procedures — Level 3)

The temperature range to be tested shall be from -100° to +200° Celsius (-150° to +400°
Fahrenheit); {however, the test shall be interrupted as soon as either (1) the module is shutdown
to prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the module
enters a failure state).

NOTE This assertion is tested as part of AS07.81.

AS07.83: (Environmental failure testing procedures — Level 3)
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{The temperature range to be tested shall be from -100° to +200° Celsius (-150° to +400°
Fahrenheit);} however, the test shall be interrupted as soon as either (1) the module is shutdown
to prevent further operation, (2) all unprotected SSPs are immediately zeroised or (3) the
module enters a failure state.

NOTE This assertion is tested as part of AS07.81.
AS07.84: (Environmental failure testing procedures — Level 3)

Temperature shall be monitored internally at the sensitive components and critical devices and

net mctatthanhucical haonndary aftha madanla
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DTE This assertion is tested as part of AS07.81.

N
AB507.85: (Environmental failure testing procedures — Level 3)
T

he voltage range tested shall be gradually decreasing from a voltage withinthe normal operating
Itage range to alower voltage that either (1) shuts down the module to prevent further oEeration
or (2) immediately zeroises all unprotected SSPs; {and shall be gradually increasing from ¢ voltage

ithin the normal operating voltage range to a higher voltage that eithér’(1) shuts down the module
td prevent further operation or (2) immediately zeroises all unprotected SSPs).

<

NOTE This assertion is tested as part of AS07.81.

AB507.86: (Environmental failure testing procedures — Level 3)

vqltage range to a lower voltage that either (1) shuts: down the module to prevent further operation
or (2) immediately zeroises all unprotected SSPs;} and shall be gradually increasing from a voltage
ithin the normal operating voltage range to.a higher voltage that either (1) shuts down the
odule to prevent further operation or (2) ilmmediately zeroises all unprotected SSPs.

{The voltage range tested shall be gradually decreasing. from a voltage within the normal %emting

NOTE This assertion is tested as part of AS07.81.

6i8 Non-invasive security
A508.01: (Non-invasive security — Levels 1, 2, 3, and 4)

Nopn-invasive attack mitigation techniques implemented by the cryptographic module t¢ protect
the module’s SSPs that-are not referenced in {ISO/IEC 19790:2012} Annex F shall meet the
r¢quirements in {ISO/AEC 19790:2012} 7.12.

NOTE This agsertion is not separately tested. It is tested as part of AS12.01 to AS12.04.
AB08.02: (Non-invasive security — Levels 1, 2, 3, and 4)

Nopn-invasive attack mitigation techniques implemented by the cryptographic module to protect
the module’s SSPs that are referenced in {ISO/IEC 19790:2012} Annex F shall meet the fpllowing
requirements.

NOTE This assertion is not separately tested.

AS08.03: (Non-invasive security — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.8 shall be provided.
Required Vendor Information

VE08.03.01: The vendor shall provide the documentation requirements as specified in
ISO/IEC 19790:2012, A.2.8.

Required Test Procedures
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TE08.03.01: The tester shall verify that the vendor provides documentation as specified in
ISO/IEC 19790:2012, A.2.8.

AS08.04: (Non-invasive security — Levels 1, 2, 3, and 4)

Documentation shall specify all of the mitigation techniques employed to protect the module’s
CSPs from the non-invasive attacks referenced in {ISO/IEC 19790:2012} Annex F.

Required Vendor Information

VE08.04.01: The vendor shall provide supporting documentation which specifies all of the mitigation
techniqups employed to protect the module’s CSPs from the non-invasive attacks specified fin
{ISO/IEC19790:2012} Annex F.

Requiredl Test Procedures

D
2]

TE08.04.p1: The tester shall verify that the vendor provides supporting documentationiwhich specifi
all of the mitigation techniques employed to protect the module’s CSPs from the nohtinvasive attacks
specified|in {ISO/IEC 19790:2012} Annex F.

AS08.05f (Non-invasive security — Levels 1, 2, 3, and 4)

Documentation shall include evidence of the effectiveness of each“of the attack mitigatign
techniqyes.

Required Vendor Information

VEO08.05.01: The vendor shall specify in the documentation' the effectiveness of the mitigatipn
techniquegs.

Requiredl Test Procedures

TE08.05.p1: The tester shall verify that the vendor provides documentation that specifies the
effectiveness of the mitigation techniques.

AS08.06f (Non-invasive security — Level:3)

The cryptographic module shall be tested to meet the approved non-invasive attack mitigatign
test metrics for Security Level 3 asispecified in {ISO/IEC 19790:2012} Annex F.

Requiredl Vendor Information

VE08.06.01: The vendor shall.provide documentation that the module meets the approved non-invasiye
attack mjtigation test metrics for Security Level 3.

Requirel Test Procedures

TE08.06.p1: Thetester shall verify that the vendor provides documentation that the module meets the
approved nofi-invasive attack mitigation test metrics for Security Level 3.

AS08.07-ANom-invasive security — Level %)

The cryptographic module shall be tested to meet the approved non-invasive attack mitigation
test metrics for Security Level 4 as specified in {ISO/IEC 19790:2012} Annex F.

Required Vendor Information

VE08.07.01: The vendor shall provide documentation that the module meets the approved non-invasive
attack mitigation test metrics for Security Level 4.

Required Test Procedures

TE08.07.01: The tester shall verify that the vendor provides documentation that the module meets the
approved non-invasive attack mitigation test metrics for Security Level 4.
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6.9 Sensitive security parameter management

6.9.1 Sensitive security parameter management general requirements
AS09.01: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

CSPs shall be protected within the module from unauthorized access, use, disclosure,
modification, and substitution.

Required Vendor Information

VE09.01.01: The vendor documentation shall describe the protection of all CSPs internal to th¢ module.
Protection shall include the implementation of mechanisms that protect against unauthorizgd access,
uge, disclosure, modification, and substitution.

Required Test Procedures

TE09.01.01: The tester shall check the vendor documentation that describesthe/protection of €SPs. The
tester shall verify that the documentation describes how these CSPs are protected from unaygthorized
adcess, use, disclosure, modification, and substitution.

TE09.01.02: The tester shall attempt to access (by circumventing the documented pfotection
mlechanisms) CSPs for which the tester is not authorized to accessyTo meet this assertion, the module is
rgquired to deny access.

TE09.01.03: The tester shall attempt to modify CSPs using any method not specified by the vendor
dgcumentation.

NOTE CSPs encrypted using a non-approved algorithim or proprietary algorithm or method are considered
in|plaintext form within the scope of this document.

AB09.02: (Sensitive security parameter management — Levels 1, 2, 3, and 4)
P$Ps shall be protected within the module against unauthorized modification and substitution.
Required Vendor Information

VE09.02.01: The vendor documentation shall describe the protection of all PSPs against unaythorized
mpodification and substitution.

Required Test Procedures

TE09.02.01: The téster shall verify that the vendor documentation describe how the PSPs are protected
frpm unauthorized modification and substitution.

TE09.02.02:\The tester shall attempt to modify all PSPs using any method not specified by the vendor
documentation and shall attempt to enter them into the module.

AB09.03: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

A module shall associate an SSP which is generated, entered into or output from the module with
the entity (i.e. person, group, role, or process) to which the SSP is assigned.

Required Vendor Information

VE09.03.01: The documented SSP procedures shall describe the mechanisms or procedures used to
ensure that each SSP is associated with the correct entity.

Required Test Procedures

TE09.03.01: The tester shall verify the documented SSP entry/output procedures that the procedures
address how an entered or output SSP is associated with the correct entity.
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TE09.03.02: For each SSP that can be entered, the tester shall first enter the SSP while assuming the
correct entity. The tester shall then verify that entry is not possible when assuming an incorrect entity.

TE09.03.03: For each SSP that can be output, the tester shall first output the SSP while assuming the
correct entity. The tester shall then verify that output is not possible when assuming an incorrect entity.

AS09.04: (Sensitive security parameter management — Levels 1, 2, 3, and 4)

Hash values of passwords, RBG state information, and intermediate key generation values shall
be considered as CSPs.

Require

VE09.04.
informat

Require

TE09.04.

1l Vendor Information

on, and intermediate key generation values are defined as CSPs.
1 Test Procedures

D1: The tester shall verify that the vendor provides documentation, that hash values

passwordls, RBG state information, and intermediate key generation values are defined as CSPs.

TE09.04.

D2: The tester shall verify that the vendor provided Security Policy defines any hash values

passwordls, RBG state information, and intermediate key generation values'as CSPs.

AS09.05

(Sensitive security parameter management — Levels 1,2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.9 shall be provided.

Require

VE09.05.
ISO/IEC ]

Require

TE09.05.
ISO/IEC ]

6.9.2 K
NOTE

AS09.06

l Vendor Information

D1: The vendor shall provide the documentation requirements as specified
9790:2012, A.2.9.

1 Test Procedures

D1: The tester shall verify thatCthe vendor provides documentation as specified
9790:2012, A.2.9.

tandom bit generators
A cryptographic modute can contain RBGs, a chain of RBGs, or can be solely an RBG.

(Random bit generators — Levels 1, 2, 3, and 4)

If an approved security’function, SSP generation, or SSP establishment method requires rando

values, t

NOTE

hen an approved RBG shall be used to provide these values.
Approved RBGs are listed in ISO/IEC 19790:2012, Annex C.

l Vendor Information

Require

D1: The vendor shall provide documentation that hash values of passwords, RBG’stale

in

in

m

VE09.06.01: The vendor shall provide the list of all RBGs used in approved security functions, SSP
generation, or SSP establishment methods within the cryptographic module and their precise usage.

VE09.06.02: The vendor shall provide documentation that any random values used by approved security
functions, SSP generation, or SSP establishment method are provided from an approved RBG.

Required Test Procedures

TE09.06.01: The tester shall verify that all RBGs used by approved security functions, SSP generation,
or SSP establishment methods are documented and their usage defined.
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TE09.06.02: The tester shall verify from the vendor provided documentation that the implemented
RBGs used by approved security functions, SSP generation, or SSP establishment methods are compliant
with the approved RBGs listed in ISO/IEC 19790:2012, Annex C.

TE09.06.03: The tester shall verify from the vendor provided documentation that any random values
used by approved security functions, SSP generation, or SSP establishment method are provided from
an approved RBG.

AS09.07: (Random bit generators — Levels 1, 2, 3, and 4)

If

g6
R

\%
Cq

R

T
Jofé

O > o
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9.3 Sensitive security parameter generation

tnerated using this entropy input shall be considered a CSP.

bquired Vendor Information

llected from outside the cryptographic module’s boundary is defined as a CSP!

pquired Test Procedures

nerated from entropy collected from outside the cryptographic mddule’s boundary is defined

509.08: (Sensitive security parameter generation — Levels 1, 2, 3, and 4)

BG (e.g. guessing the seed value to initialize thé deterministic RBG) shall require at
any operations as determining the value of the generated SSP.

bquired Vendor Information

£09.08.01: The vendor shall provide documentation that provides rationale stating how comp
e security of the SSP generation méthod (e.g. guessing the seed value to initialize the dete
BG) shall require at least as many eperations as determining the value of the generated SSP.

pquired Test Procedures

£09.08.01: The tester shall verify that the vendor provided documentation that provides

st

TE09.08.02: The tester shall verify the accuracy of any rationale provided by the vendor. The |
pyoof is ofrthe vendor; if there is any uncertainty or ambiguity, the tester shall require the y
pttoduce,additional information as needed.

AB09.09: (Sensitive security parameter generation — Levels 1, 2, 3, and 4)

infitialize the deterministic RBG) shall require at least as many operations as determining thg
the generated SSP.

ating how compromising the security of the SSP generation method (e.g. guessing the seed

£09.07.01: The vendor shall provide documentation that the input datastream generated from entropy

£09.07.01: The tester shall verify that the vendor provides documentation that the input datastream

as a CSP.

ompromising the security of the SSP generation method which uses the output of an approved

least as

romising
rministic

rationale
value to
b value of

burden of
Fendor to

SSPs generated by the module from either the output of an approved RBG or derived from an SSP
entered into the module and used by an approved security function or SSP establishment method
shall be generated using an approved SSP generation method listed in {ISO/IEC 19790:2012}
Annex D.

NOTE Approved sensitive security parameter generation methods are listed in ISO/IEC 19
Annex D.

Required Vendor Information
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VE09.09.01: The vendor shall provide the list of all SSPs generated by the module from either the output
of an approved RBG or derived from an SSP entered into the module and used by an approved security

function

or SSP establishment methods used in the cryptographic module and their precise usage.

VE09.09.02: The vendor shall provide documentation that SSPs generated by the module from either the
output of an approved RBG or derived from an SSP entered into the module and used by an approved
security function or SSP establishment method are generated using an approved SSP generation method.

Required Test Procedures

TE09.09.

N1 Thao tactar chall vyorifyy +hat A1l CCDe ganawatad by b o d1n fony Adlbhay b oaabaaat
T e 5te—Samr—Vvetrry—tiatar—ooTrS DYy—t1e \SACscsacan s mvg €1t

an appro
function

TE09.09.
generate

scricTactct y TIT TIT TICT e~ oortpat

ved RBG or derived from an SSP entered into the module and used by an approved seclxi
pr SSP establishment methods are documented and their usage defined.

D2: The tester shall verify from the vendor provided documentation that the implemented SS
1 by the module from either the output of an approved RBG or derived from an S§P-éntered in|

the modiile and used by an approved security function or SSP establishment metheds<are complia

with the

694 §

NOTE
methods,

AS09.10

hpproved SSP generation methods listed in ISO/IEC 19790:2012, Annex D,

ensitive security parameter establishment

br manual SSP entry or output, or output via direct or electronic methods.

(Sensitive security parameter establishment — Levels.1, 2, 3, and 4)

Automated SSP establishment shall use an approved method listed in {ISO/IEC 19790:201

Annex D

NOTE
Annex D.

Require

VE09.10.
cryptogr

Require

TE09.10.
their usa

TE09.10.
automatd
methods

AS09.11

Manual

l Vendor Information

hphic module and their precise usage.

] Test Procedures
be defined.
d SSP establishment methods are compliant with the approved automated SSP establishme

listed in ISOAIEC 19790:2012, Annex D.

(Sensitive security parameter establishment — Levels 1, 2, 3, and 4)

bSP establishment shall meet the requirements of {ISO/IEC 19790:2012} 7.9.5.

Approved sensitive security parameter establishnient methods are listed in ISO/IEC 19790:2012,

D1: The vendor shall provide the listof all automated SSP establishment methods used in the

D1: The tester shall verify/that all automated SSP establishment methods are documented and

D2: The tester,shall verify from the vendor provided documentation that the implement¢d

Ly

U
wn

ko

Sensitive security parameter establishment can consist of automated.SSP transport or SSP agreement

NOTE

This assertion is tested as part of AS09.12 to AS09.24.

6.9.5 Sensitive security parameter entry and output

NOTE

Sensitive security parameters can be manually entered into or output from a module either directly
(e.g. entered via a keyboard or number pad, or output via a visual display) or electronically (e.g. via a smart
card/tokens, PC card, other electronic key loading device, or the module operating system).

AS09.12: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)
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If SSPs are manually entered into or output from a module, the entry or output shall be through
the defined HMI, SFMI, HFMI or HSMI ({ISO/IEC 19790:2012} 7.3.2) interfaces.

NOTE This assertion is tested as part of AS03.04 to AS03.15.
AS09.13: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

All cryptographically protected SSPs, entered into or output from the module shall be encrypted
using an approved security function.

Required Vendor Information

VE09.13.01: The vendor documentation shall specify all cryptographically protected SSPs ‘Which are
enptered into or output from the cryptographic module.

VE09.13.02: The vendor documentation shall state the encryption method used, te;eryptographically
prfotect the SSPs which are entered into or output from the cryptographic module.

Required Test Procedures

TE09.13.01: The tester shall verify that the vendor has provided decumentation specifyirlg all the
cifyptographically protected SSPs which are entered into and outputfrom the cryptographic module.

TE09.13.02: The tester shall verify that the vendor has proyvided documentation spedifies the
enjcryption method used to cryptographically protect the SSPS which are entered into or oufiput from
the cryptographic module.

TE09.13.03: The tester shall verify that the encryptien‘thethod used to cryptographically protect the
SYPs which are entered into or output from the cryptographic module is performed using an approved
sqcurity function.

NOTE For directly entered SSPs, the entered.values can be temporarily displayed to allow visual v¢rification
arfd to improve accuracy.

AB09.14: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

Iflencrypted SSPs are directly entered into the module, then the plaintext values of the S5Ps shall
not be displayed.

Required Vendor Information

VE09.14.01: The documented SSP entry mechanisms for encrypted SSPs shall preclude the display of
their plaintext valueés:

Required TestProcedures

TE09.14.01: The tester shall verify the documented SSP entry mechanisms for encrypted SSPs|preclude
the display of their plaintext values during the encrypted SSP entry process.

TE09;14.02: The tester shall enter all encrypted SSPs and shall monitor the output interfades of the
module to verily that any resulting plaintext SsP values are not displayed.

AS09.15: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

Directly entered (plaintext or encrypted) SSPs shall be verified during entry into a module for
accuracy using the conditional manual entry test specified in {ISO/IEC 19790:2012) 7.10.3.5.

NOTE This assertion is tested as part of AS10.42 to AS10.46.
AS09.16: (Sensitive security parameter entry and output — Levels 1, 2, 3, and 4)

To prevent the inadvertent output of sensitive information, two independent internal actions
shall be required in order to output any plaintext CSP.
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Required Vendor Information

VE09.16.01: If the module outputs any plaintext CSPs, the vendor documentation shall describe the
output services.

VE09.16.02: The finite state model and other vendor documentation shall indicate, for the output of
plaintext CSPs, that two independent internal actions that are required.

Required Test Procedures

TE09.16.01: The tester shall verify from the vendor documentation or finite state model that the module
allows thle output of plaintext CSPs.

TE09.16.92: The tester shall verify from the finite state model and other vendor documentation thiat
the outpiit of plaintext CSPs requires two independent internal actions in order for the cryptographic
module tp output the plaintext CSPs.

—

TE09.16.93: The tester shall attempt to output plaintext CSPs without the module|performing two
independent internal actions. The module shall fail if the module allows the output of plaintext CSPs
without §wo independent internal actions.

AS09.17{ (Sensitive security parameter entry and output — Levels 1, 2{-3, and 4)
These two independent internal actions shall be dedicated to mediating the output of the CSPs.
NOTE This assertion is not separately tested. Tested as part of AS09;16.

AS09.18{ (Sensitive security parameter entry and outputc—)Levels 1, 2, 3, and 4)

For ele¢tronic entry or output via a wireless coOmnnection, CSPs, key components, and
authentication data shall be encrypted.

Required Vendor Information

VE09.18.p1: If the module inputs or outputs CSPs, key components, and authentication data via wirelefs
interfacef, the vendor documentation shalkdescribe the wireless services.

VE09.18.p2: If the module inputs or outputs CSPs, key components, and authentication data via wirelefss
interfacep, the vendor documentation-shall describe the encryption methods employed to encrypt the
CSPs, keyf components, and authentieation data.

Requiredl Test Procedures

TE09.18.01: The testershall verify whether the module inputs or outputs CSPs, key components, and
authentidation data via-wireless interfaces.

%)

TE09.18.02: The tester shall verify that the encryption methods employed to encrypt the CSPs, key
components, and authentication data are approved encryption methods.

NOTE For Security Levels 1 and 2, plaintext CSPs, key components, and authentication data can be entergd
and output via physical port(s) and logical interface(s) shared with other physical ports and logical interfaces of
the cryptographic module.

AS09.19: (Sensitive security parameter entry and output — Levels 1 and 2)

For software modules or the software components of a hybrid software module, CSPs, key
components, and authentication data may be entered into or output in either encrypted
or plaintext form provided that the CSPs, key components, and authentication data
shall be maintained within the operational environment and meet the requirements of
{ISO/IEC 19790:2012} 7.6.3.

Required Vendor Information
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VE09.19.01: For software modules or the software components of a hybrid software module the vendor
shall provide documentation that CSPs, key components, and authentication data may be entered
into or output in either encrypted or plaintext form provided that the CSPs, key components, and
authentication data are maintained within the operational environment and meet the requirements in
ISO/IEC 19790:2012, 7.6.3 {AS06.05 to AS06.29 as applicable}.

Required Test Procedures

TE09.19.01: For software modules or the software components of a hybrid software module the tester
shall Verlfy that the Vendor prov1des documentatlon that CSPs key Components and authentlcatlon

¢ ¢ ¢ = .SPs, key
meet the

AB09.20: (Sensitive security parameter entry and output — Levels 3 and 4)

C$Ps, key components, and authentication data shall be entered into or output from the¢ module
either encrypted or by a trusted channel.

NOTE This assertion is tested as part of AS09.13 or AS03.16 to AS03.22.
AB09.21: (Sensitive security parameter entry and output — Levels 3 and 4)

C$Ps which are plaintext secret and private cryptographic keys shall be entered into gr output
friom the module using split knowledge procedures usinga‘trusted channel.

Required Vendor Information

VE09.21.01: The vendor shall supply documentaion specifying the split knowledge prppcedures
ethployed by the cryptographic module using a ‘trusted channel for the input or output of |plaintext
sqcret and private cryptographic keys.

Required Test Procedures

TE09.21.01: The tester shall verify thatthe documentation specifying the split knowledge prjocedures
ethployed by the cryptographic module using a trusted channel for the input or output of [plaintext
sqcret and private cryptographie ké€ys matches the implementation.

TE09.21.02: The tester shallyverify the split knowledge procedure splits the key into multiple key
cqmponents, with each kéycomponent individually sharing no knowledge of the original key.

TE09.21.03: The testep shall verify that a subset of the split knowledge components or all cothponents
afje required to be“entered or output for each key.

TE09.21.04: The tester shall verify the trusted channel under AS03.16 to AS03.21 for Level 3 and
A$03.22 far Level 4.

AB09:22: (Sensitive security parameter entry and output — Level 3)

) a o . o chall e e ate identity-
based operator authentlcatlon for enterlng or outputtlng each key component {and at least two
key components shall be required to reconstruct the original cryptographic key}.

Required Vendor Information

VE09.22.01: The vendor documentation shall specify that identity-based authentication is employed for
each separate key component.

Required Test Procedures

TE09.22.01: The tester shall verify that identity-based authentication is employed for each separate key
component.
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AS09.23: (Sensitive security parameter entry and output — Level 3)

{If the module employs split knowledge procedures, the module shall employ separate identity-
based operator authentication for entering or outputting each key component,} and at least two
key components shall be required to reconstruct the original cryptographic key.

Required Vendor Information

VE09.23.01: The vendor documentation shall specify the number of components that are required to
construct the original CSP.

Require

TE09.23.
requires

TE09.23.
knowled

AS09.24

The mo
entering

Require

VE09.24.

Require

TE09.24.
separate

TE09.24.

6.9.6 §
AS09.25

A modul
or proce

Require

VE09.25.
used to e

1 Test Procedures

D1: The tester shall verify in the vendor documentation that the split knowledge proecedu
at least two components to construct the original CSP.

D2: The tester shall verify the vendor documentation that the output of GSRs under sp

(Sensitive security parameter entry and output — Level 4)

Hule shall employ multi-factor separate identity-based operator authentication fi
or outputting each key component.

l Vendor Information

1 Test Procedures

D1: The tester shall verify that multi-factoriidentity-based authentication is employed for ea
key component.

D2: The tester shall verify the multizfactor authentication method under AS04.59.

ensitive security parameterstorage
(Sensitive security parameter storage — Levels 1, 2, 3, and 4)

e shall associate every SSP stored within the module with the entity (e.g. operator, rol
5s) to which the SSP is assigned.

l Vendor Information

P1: The'vendor documentation on key storage shall describe the mechanisms or procedur
hsuréthat each key is associated with the correct entity.

be procedures does not result in the output of a single component that can be' used to construct
the original CSP.

D1: The vendor documentation shall specify that multi-factor identity-based authentication|i
employed for each separate key component.

re

it

ch

€,

Require

Test Procedures

TE09.25.01: The tester shall verify the documentation on key storage that the procedures address how
a stored key is associated with the correct entity.

TE09.25.02: The tester shall modify the association of key and entity. The tester shall then attempt to
perform cryptographic functions as one of the entities and shall verify that these functions fail.

AS09.26: (Sensitive security parameter storage — Levels 1, 2, 3, and 4)

Access to plaintext CSPs by unauthorized operators shall be prohibited.

NOTE

98

This assertion is tested under AS09.01.
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AS09.27: (Sensitive security parameter storage — Levels 1, 2, 3, and 4)
Modification of PSPs by unauthorized operators shall be prohibited.
Required Vendor Information

VE09.27.01: The vendor shall provide documentation that modification of PSPs by unauthorized
operators shall be prohibited.

Required Test Procedures

TE09.27.01: The tester shall verify that the vendor provides documentation that modificatiop of PSPs
by unauthorized operators shall be prohibited.

TE09.27.02: The tester shall assume an unauthorized role and attempt to modify PSPs stored within the
dule and verify that this attempt fails.

6.9.7 Sensitive security parameter zeroisation
AB09.28: (Sensitive security parameter zeroisation — Levels 1, 2, 3;;and 4)

A|module shall provide methods to zeroise all unprotected SSPs and key componentis within
the module.

NOPTE1 This assertion is tested AS09.30.

NOTE 2  Temporarily stored SSPs and other stored values ewned by the module should be zeroised ywhen they
arje no longer needed for future use.

AB09.29: (Sensitive security parameter zeroisation — Levels 1, 2, 3, and 4)
Alzeroised SSP shall not be retrievable or-réusable.
Required Vendor Information

VE09.29.01: The vendor documentation shall specify how a zeroised SSP cannot be retri¢vable or
rqusable.

Required Test Procedures

TE09.29.01: The tester_shall verify that the vendor provides documentation specifies how a|zeroised
SYP cannot be retrieyable or reusable.

TE09.29.02: Thetester shall verify the accuracy of any rationale provided by the vendor. The urden of
proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the yendor to
pfoduce additional information as needed.

NOTE 1.\ Zeroisation of protected PSPs, encrypted CSPs, or CSPs otherwise physically or logically [protected
wlthifian additional embedded validated module (meeting the requirements of this document) is not required.

NOTE 2 SSPS Tieed Ot Meet THeSe Zeroisation Tequirements if they are used exciusively to reveal plaintext
data to processes that are authentication proxies (e.g. a CSP that is a module initialization key).

AS09.30: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)

The cryptographic module shall perform the zeroisation of unprotected SSPs (e.g. overwriting
with all zeros or all ones or with random data).

Required Vendor Information
VE09.30.01: The vendor documentation shall specify the following SSPs zeroisation information:

a) zeroisation techniques;
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b) restrictions when plaintext SSPs can be zeroised;
c) plaintext SSPs that are zeroised;
d) plaintext SSPs that are not zeroised and rationale;

e) rationale explaining how the zeroisation technique is performed in a time that is not sufficient to
compromise plaintext SSPs.

Required Test Procedures

VE09.30.p1 is included. The tester shall verify the accuracy of any rationale provided by the vendon. The
burden of proof is on the vendor; if there is any uncertainty or ambiguity, the tester shall require the
vendor t¢ produce additional information as needed.

TE09.300.E1: The tester shall verify the vendor documentation that the information specified fin

TE09.30.p2: The tester shall verify which keys are present in the module and initiate the zeroipge
commang. Following the completion of the zeroise command, the tester shall attémpt to perforim
cryptogrpphic operations using each of the plaintext SSPs that were stored in the_module. The tester
shall verify that each plaintext SSPs cannot be accessed.

TE09.30.p3: The tester shall initiate zeroisation and verify the key destruction method is performed fin
a time thpt is not sufficient to compromise plaintext SSPs.

TE09.30.p4: The tester shall verify that all plaintext SSPs that are not zeroised by the zeroise command
are eithef 1) encrypted using an approved algorithm, or 2) physically or logically protected within an
embedded validated cryptographic module (validated as confotining to ISO/IEC 19790:2012).

AS09.31{ (Sensitive security parameter zeroisation — Lévels 2, 3, and 4)
Zeroisatjon shall exclude the overwriting of an unprotected SSP with another unprotected SSH
Required Vendor Information

VE09.31.p1: The vendor documentation shallspecify that the zeroisation excludes the overwriting of gn
unprotedted SSP with another unprotected-SSP.

Required Test Procedures

TE09.31.p1: The tester shall vyerify that the vendor provided documentation specifies that the
zeroisatipn excludes the overwkxiting of an unprotected SSP with another unprotected SSP.

AS09.32{ (Sensitive security parameter zeroisation — Levels 2, 3, and 4)
Temporary SSPs shall be zeroised when they are no longer needed.
Requiredl VendorInformation

VE09.32.p1:ATHe vendor documentation shall specify that temporary SSPs are zeroised when they afe
no longel heeded.

Required Test Procedures

TE09.32.01: The tester shall verify that the vendor provides documentation specifies that temporary
SSPs are zeroised when they are no longer needed.

AS09.33: (Sensitive security parameter zeroisation — Levels 2, 3, and 4)
The module shall provide an output status indication when the zeroisation is complete.
Required Vendor Information

VE09.33.01: The vendor documentation shall specify that the module provides an output status
indication when the zeroisation is complete {AS03.11}.
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Required Test Procedures

TE09.33.01: The tester shall verify that the vendor provides documentation that specifies that the

m

odule provides an output status indication when the zeroisation is complete.

TE09.33.02: The tester shall perform zeroisation and verify the status output indicator.

AS09.34: (Sensitive security parameter zeroisation — Level 4)

The following requirements {ISO/IEC 19790:2012 AS09.35 to AS09.37} shall be met.

NOTE This assertion is tested under AS09.35 to AS09.37.

AB09.35: (Sensitive security parameter zeroisation — Level 4)

Zeroisation shall be immediate and non-interruptible {and shall occur in a sufficiently small time
period so as to prevent the recovery of the sensitive data between the time zéroisation is
and the actual zeroisation completed and {AS09.37 shall be met}}.

initiated

NQTE This assertion is tested in AS09.36.

AB09.36: (Sensitive security parameter zeroisation — Level 4)

{Zeroisation shall be immediate and non-interruptible} and shall occur in a sufficienfly small
time period so as to prevent the recovery of the sensitive.data between the time zeroisation is
initiated and the actual zeroisation completed and {4509.37 shall be met}.

Required Vendor Information

VE09.36.01: The vendor shall provide documentatiéh that the module zeroisation is immediate and
n¢n-interruptible and occurs in a sufficiently small time period so as to prevent the recovery of the
sqgnsitive data between the time zeroisation is;initiated and the actual zeroisation completed.
Required Test Procedures

TE09.36.01: The tester shall verify that the vendor provides documentation that the module zeroisation
islimmediate and non-interruptiblejand occurs in a sufficiently small time period so as to prgvent the
rgcovery of the sensitive data between the time zeroisation is initiated and the actual zeroisation
cqmpleted.

TE09.36.02: The tester_shall perform the module zeroisation. The test shall attempt to intefrupt the
zgroisation process te prevent its completion in whole or part.

AB09.37: (Sensitive security parameter zeroisation — Level 4)

All SSPs shall be zeroised whether plaintext or cryptographically protected, such fthat the
module is‘returned to the factory state.

Required Vendor Information

VE§9:37-0t—Tte verdor statt provide documentationr thatatt-SSPsarezeroised-whether piaintext or

cryptographically protected, such that the module is returned to the factory state.

Required Test Procedures

TE09.37.01: The tester shall verify that the vendor provides documentation that all SSPs are zeroised
whether plaintext or cryptographically protected, such that the module is returned to the factory state.

TE09.37.02: The tester shall perform the module zeroisation. The tester shall verify that the module has
returned to the factory state.

©
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6.10 Self-tests

6.10.1 Self-test general requirements
AS10.01: (Self-tests — Levels 1, 2, 3, and 4)

All self-tests shall be performed, {and determination of pass or fail shall be made by the module,
without external controls, externally provided input text vectors, expected output results, or
operator intervention or whether the module will operate in an approved or non-approved mode}.

NOTE This assertion is not separately tested.
AS10.02{ (Self-tests — Levels 1, 2, 3, and 4)

{All self-tests shall be performed,} and determination of pass or fail shall be made by, the module,
without |external controls, externally provided input text vectors, expected output'results, or
operatoy intervention or whether the module will operate in an approved or non-approved mode.

NOTE This assertion is not separately tested.
AS10.03{ (Self-tests — Levels 1, 2, 3, and 4)

The prejoperational self-tests shall be performed and passed succéssfully prior to the modulle
providing any data output via the data output interface.

NOTE This assertion is tested as part of AS10.15.
AS10.04{ (Self-tests — Levels 1, 2, 3, and 4)

Conditional self-tests shall be performed when an ‘applicable security function or process |is
invoked|(i.e. security functions for which self-tests.are required).

NOTE This assertion is tested as part of AS10.25,
AS10.05] (Self-tests — Levels 1, 2, 3, and 4)

All self-fests identified in underlying ‘algorithmic standards ({ISO/IEC 19790:2012} Annex C to
Annex E) shall be implemented as dpplicable within the cryptographic module.

NOTE This assertion is tested as part of AS10.06.
AS10.06{ (Self-tests — Levels, 2, 3, and 4)

All self-fests identified\in addition or in lieu of those specified in the underlying algorithmic
standards ({ISO/IE€/19790:2012} Annex C to Annex E) shall be implemented as specified n
{ISO/IEC|19790:2012} Annex C to Annex E for each approved security function, SSP establishment
method and authentication mechanism.

NOTE This assertion is tested as part of AS10.01 to AS10.04.

AS10.07: (Self-tests — Levels 1, 2, 3, and 4)

If a cryptographic module fails a self-test, the module shall enter an error state {and shall output
an error indicator as specified in {ISO/IEC 19790:2012} 7.3.3).

Required Vendor Information

VE10.07.01: For each error condition, the vendor documentation shall provide the condition name,
description of the condition, the events that can produce the condition, and the actions necessary to
clear the condition and resume normal operation.

Required Test Procedures
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TE10.07.01: The tester shall verify the list of self-tests to include the following:

a)

b)

pre-operational self-tests:

1) pre-operational software/firmware integrity test;
2) pre-operational bypass test;

3) pre-operational critical functions test;

conditional self-tests:

T
Cq

T

cq
th
V§
cq

T

T
of

1) conditional cryptographic algorithm test;
2) conditional pair-wise consistency test;

3) conditional software/firmware load test;
4) conditional manual entry test;

5) conditional bypass test;

6) conditional critical functions test.

£10.07.02: The tester shall check that the information provided above is specified for e§
ndition.

£10.07.03: The tester shall cause each error condition to occur and shall attempt to clear
ndition. The tester shall verify that actions necessafy-to clear the error condition are consis
e vendor documentation. If the tester cannot calSe each error condition to occur, the te
rify the code listing and or design documentation whether the actions necessary to clear e
ndition are consistent with the descriptions-inthe vendor documentation.

£10.07.04: The tester shall verify that all self-tests are performed regardless if the crypf

miodule operates in an approved mode or'non-approved mode.

£10.07.05: The tester shall verify®yinspection and from the vendor documentation that deter
pass or fail of each self-test is made by the module, without external controls, externally

i

ut text vectors, expected output results, or operator intervention.

AP510.08: (Self-tests — Levels 1, 2, 3, and 4)

{If a cryptographic.niodule fails a self-test, the module shall enter an error state} and shal

a
R
\%

error indicatoraas specified in {ISO/IEC 19790:2012} 7.3.3.
bquired Vendor Information

£10.08:01¥The vendor shall document all error states associated with each self-test and shal

for each’error state the expected error indicator.

ch error

the error
tent with
tter shall
hch error

ographic

mination
provided

Il output

| indicate

R

TE10.08.01: The tester shall verify the vendor documentation, check that it lists every error state that
the module enters upon failure of a self-test, and indicates the error indicator associated with each
error state. The tester shall compare the list of error states to those defined in the finite state model
(see AS11.10) to verify that they agree.

TE10.08.02: By inspecting the vendor documentation that specifies how each self-test handles errors,
the tester shall verify that:

a)
b)

©

the module enters an error state upon failing a self-test;

the error state is consistent with the documentation and the finite state model;
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c) the module outputs an error indicator;
d) the error indicator is consistent with the documented error indicator.

TE10.08.03: The tester shall run each self-test and cause the module to enter every error state. The tester
shall compare the observed error indicator with the indicator specified in the vendor documentation. If
they are not the same, this test is failed.

AS10.09: (Self-tests — Levels 1, 2, 3, and 4)

The cryptographic module shall not perform any cryptographic operations or output control
and datq via the control and data output interface while in an error state.

Requiredl Vendor Information

VE10.09.p1: The vendor documentation requirements are specified under VE03.07.01~VE03.07.02,
VE03.10.p1, and VE03.10.02. The vendor design also shall ensure that cryptographic operations cannpt
be perforimed while the module is in the error state.

Requirel Test Procedures

TE10.09.01: The tester shall verify that the inhibition of control and data output was performed undgr
TE03.07.01, TE03.07.02, TE03.10.01, TE03.10.02, and TE03.10.05. The results of the verification shall
indicate that:

a) the yendor documentation shows that all control and data output via the control and data outpput
interfface is inhibited whenever the module is in an error state:

b) the module inhibits all control and data output when the,module is in an error state.

TE10.09.92: The tester shall verify that the vendor\documentation specifies that cryptograpHhic
functiong are inhibited while the module is in an errgrstate.

—

TE10.09.03: The tester shall cause the module teenter the error state and verify that any cryptograph
operatiofs that the tester attempts to initiate\are prevented.

C

AS10.101 (Self-tests — Levels 1, 2, 3, and 4)

The cryptographic module shall“nhot utilize any functionality that relies upon a function or
algorithmm that failed a self-test until the relevant self-test has been repeated and successfully
passed.

Requirel Vendor Information

VE10.10.91: The vendorshall provide design documentation that the cryptographic module cannpt
utilize anly functionality that relies upon a function or algorithm that failed a self-test until the relevapt
self-test lnas beenrepeated and successfully passed.

Required Test Procedures

TE10.10.01: The tester shall cause an error in a function or algorithm that failed a self-test and initiate
a functionality that utilize the function or algorithm and verify that the module cannot utilize this
functionality.

TE10.10.02: The tester shall run each self-test and cause the module to enter every error state or a
degraded operation. The tester shall exercise the cryptographic module, and verify that the functionality
cannot be utilized until the relevant self-test has been repeated and successfully passed.

AS10.11: (Self-tests — Levels 1, 2, 3, and 4)

If a module does not output an error status upon failure of a module self-test, the operator of the
module shall be able to determine if the module has entered an error state implicitly through an
unambiguous procedure documented in the security policy ({ISO/IEC 19790:2012} Annex B).
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Required Vendor Information

VE10.11.01: If the module does not output an error status upon failure of the module self-test, the vendor
provided non-proprietary security policy shall describe unambiguously the procedure to determine if
the cryptographic module has entered an error state.

Required Test Procedures

TE10.11.01: The tester shall run each self-test and cause the module to enter every error state. The tester
shall verify that the module has entered the error state implicitly through the procedure documented
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510.12: (Self-tests — Levels 3 and 4)

he module shall maintain an error log that is accessible by an authorized operator of the

bquired Vendor Information

£10.12.01: The vendor documentation shall specify the error logging flinctionality of th
cluding types of recorded information in the error log (e.g. which self-test has failed, when
curred).

£10.12.02: The vendor documentation shall describe the mechanism to maintain the integrj
ror log.

pquired Test Procedures

£10.12.01: The tester shall verify from the vendor.documentation that an unauthorized
nnot access to the error log.

£10.12.02: The tester shall verify from the vendor documentation that the error logging fun
ovides information, at a minimum, of the mést recent error event.

DTE This TE is to cover assertion AS10:13.

£10.12.03: The tester shall cause the-cryptographic module to enter an error state and verify

mjodule generates the error log, attaminimum, for the most recent error event.

e cryptographic module: Ifthe error log can be accessed, this assertion fails.

ainst unauthorizedmodification and substitution.
510.13: (Self-tests — Levels 3 and 4)

he errorlog shall provide information, at a minimum, of the most recent error event (i
If-test failed).

N

module.

b module
the error

ity of the

operator

'tionality

y that the

£10.12.04: The tester shall-aceess the error log without assuming any authenticated role supported by

£10.12.05: The tester'shall exercise the cryptographic module and verify that the error log is protected

e. which

DTE This assertion is tested as part of AS10.12.

AS10.14: (Self-tests — Levels 1, 2, 3, and 4)

The documentation requirements specified in {ISO/IEC 19790:2012} A.2.10 shall be provided.

NOTE This assertion is tested as part of ASA.01.

6.

6.

10.2 Pre-operational self-tests

10.2.1 Pre-operational self-test general requirements

AS10.15: (Pre-operational self-tests — Levels 1, 2, 3, and 4)
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The pre-operational tests shall be performed and passed successfully by a cryptographic module
between the time a cryptographic module is powered on or instantiated (after being powered
off, reset, rebooted, cold-start, power interruption, etc.) and before the module transitions to
the operational state.

Required Vendor Information

VE10.15.01: The vendor documentation shall provide the information for each of the pre-operational
self-tests.

VE10 15 N2 Thao vandaor chall i da thn caoinnoen of s Ao tinnal calf+ncte bhatuznan thao $i 0 + he
. TV eRa O Stia T Provia e e SeqH e e e O pre-—opetratiotar Ser—eSts B etwee e tHhRe =+

module i$ powered on or instantiated and before the module transitions to the operational state.
Requiredl Test Procedures

TE10.15.91: The tester shall verify that the vendor documentation specifies each pre-opérational se|f-
test. Theltester shall verify that the pre-operational self-tests are performed as specifiéd.

[¢)
'

TE10.15.92: By checking the code and/or design documentation, the tester shall verify each pr
operatiofal test is performed and passed successfully between the time a cryptographic module |is
powered|on or instantiated and before the module transitions to the operational state.

AS10.16] (Pre-operational self-tests — Levels 1, 2, 3, and 4)

A cryptdgraphic module shall perform the following pre-operational tests, as applicable:

— pre-pperational software/firmware integrity test;
— pre-pperational bypass test;
— pre-pperational critical functions test.

NOTE This assertion is tested as part of AS10.17 to-AS10.24.

6.10.2.2 | Pre-operational software/firmware integrity test
AS10.17{(Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

All software and firmware components within the cryptographic boundary shall be verifi¢d
using an approved integrity technique or EDC satisfying the requirements defined fn
{ISO/IEC|19790:2012} 7.5.

NOTE This assertion iset separately tested. Tested as part of AS05.05 to AS05.23.
AS10.18] (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)
If the verificationfails, the pre-operational software/firmware integrity test shall fail.

NOTE This assertion is not tested separately.

AS10.19: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

If a hardware module does not contain either software or firmware, the module shall, at a
minimum, implement one cryptographic algorithm self-test as specified in {ISO/IEC 19790:2012)}
7.10.3.2 as a pre-operational self-test.

NOTE This assertion is not tested separately.
AS10.20: (Pre-operational software/firmware integrity test — Levels 1, 2, 3, and 4)

A cryptographic algorithm that is used to perform the approved integrity technique for the
pre-operational software/firmware test shall first pass the cryptographic algorithm self-test
specified in {ISO/IEC 19790:2012} 7.10.3.2.
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Required Vendor Information
VE10.20.01: The vendor documentation requirement is specified under VE10.15.02.
Required Test Procedures

TE10.20.01: By checking the codes and/or design documentation, the tester shall verify that the
cryptographic algorithm test used to perform the approved integrity technique is passed before the
pre-operational software/firmware integrity test starts.

6J10-2-3—Pre-operational bypass test
A$10.21: (Pre-operational bypass test — Levels 1, 2, 3, and 4)

If|la cryptographic module implements a bypass capability, then the module_shall ensure the
cqrrect operation of the logic governing activation of the bypass capability by’exercising that logic.

Required Vendor Information

VE10.21.01: The vendor documentation shall specify how the cryptographie‘module ensures the correct
operation of the logic governing activation of the bypass capability.

Required Test Procedures

TE10.21.01: The tester shall verify from the vendor documentation and by inspection of thg module
that the logic governing activation of the bypass capability.is implemented as specified.

TE10.21.02: The tester shall verify by inspection and\from the vendor documentation that] the pre-
operational bypass test is implemented which exercises the logic governing activation of the bypass
cdpability.

TE10.21.03: The tester shall cause each error€ondition of the pre-operational bypass test to gccur and
sHall verify that the inhibition of output was performed under TE03.07.01 to TE03.07.05 and T#03.10.01
tq TE03.10.05.

TE10.21.04: The tester shall run the pre-operational bypass test and shall verify that any fun¢tionality
rdlies on the logic governing activation of the bypass capability cannot be utilized under TE10.10.01
and TE10.10.02.

A510.22: (Pre-operational bypass test — Levels 1, 2, 3, and 4)
The module shall also verify the data path by

— settingthebypassswitchtoprovide cryptographicprocessingandverifythatdatatransferred
through-the bypass mechanism is cryptographically processed, and

— setting” the bypass switch to not provide cryptographic processing and verify that data
transferred through the bypass mechanism is not cryptographically processed.

R autired Vandor Information
egHiHe a—ve a1 o atoh

VE10.22.01: The vendor documentation shall specify how to set the bypass switch to provide
cryptographic processing.

VE10.22.02: The vendor documentation shall describe how the bypass mechanism is designed to
enforce the data transfer of cryptographically processed data through the data path by setting the
bypass switch to provide cryptographic processing.

VE10.22.03: The vendor documentation shall specify how to set the bypass switch to not provide
cryptographic processing.
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