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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot

echnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through t

echnical

committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa
wark

national
rt in the

jhe procedures used to develop this document and those intended for its further, maif
re described in the ISO/IEC Directives, Part 1. In particular, the different appreval
eeded for the different types of document should be noted. This document“was dr

tenance
criteria
hfted in
rtives or

1
dccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.isp.org/dire
www.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this decument may be thg
df patent rights. ISO and IEC shall not be held responsible for identifying any or all suc
rights. Details of any patent rights identified during the development\of"the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) o
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and
donstitute an endorsement.

Hor an explanation of the voluntary nature of standards, the meaning of ISO specific te
gxpressions related to conformity assessment, as ‘well as information about ISO's adhe
the World Trade Organization (WTO) principleés in the Technical Barriers to Trade (T
www.iso.org/iso/foreword.html. In the IEC, seeiwww.iec.ch/understanding-standards.

This document was prepared by Joint Teehnical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 29, Coding of audio, picture, multimedia and hypermedia information.

This second edition cancels and. replaces the first edition (ISO/IEC 23092-3:2020), which h
pchnically revised.

(e

The main changes are as folows:

1 A few upper/lower.case changes in identifiers for consistency.
1 Some clarifications on the notation (new subclauses 5.2 and 5.4).
~+ Minor changes on data structures and parameters.

—+ A fewlfixes on references to annexes, tables and subclauses.

+ Adding a subclause (7.2.3.3.1.3) to describe the “URI unaligned” for consistency.

b subject
h patent
e in the
r the IEC

Hoes not

'ms and
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hnology,
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L J ITICT Il
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qr
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Alist of all parts in the ISO/IEC 23092 series can be found on the the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national st

andards

body. A complete listing of these bodies can be found at www.iso.org/members.html and

www.iec.ch/national-committees.
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Introduction

The advent of high-throughput sequencing (HTS) technologies has the potential to boost the adoption
of genomic information in everyday practice, ranging from biological research to personalized genomic
medicine in the clinic. As a consequence, the volume of generated data has increased dramatically
during the last few years, and an even more pronounced growth is expected in the near future.

At the moment, genomic information is mostly exchanged through a variety of data formats, such as
FASTA/FASTQ for unaligned sequencing reads and SAM/BAM/CRAM for aligned reads. With respect to
such formats, the ISO/IEC 23092 series provides a new solution for the representation and compression
of genome sequencing information by:

— spetifying an abstract representation of the sequencing data rather than a specific format with its
dirgct implementation;

— Dbeirg designed at a time point when technologies and use cases are more maturerThis permits thie
addressing of one limitation of the textual SAM format, for which incremental ad-hoc addition qf
featpures followed along the years, resulting in an overall redundant and suboptimal format which
at the same time results not general and unnecessarily complicated;

— normatively separating free-field user-defined information with no’clear semantics from thie
norinative genomic data representation. This allows a fully interopérable and automatic exchange
of infformation between different data producers;

— allowing multiplexing of relevant metadata information with/Ahe data since data and metadata are
partitioned at different conceptual levels;

— follgwing a strict and supervised development progéss which has proven successful in the lag
30 years in the domain of digital media for the transport format, the file format, the compresse
representation and the application program interfaces.

=" arey

This doqument provides the enabling technology-that will allow the community to create an ecosyster
of novelfinteroperable solutions in the field of genomic information processing. In particular, it offers:

=

— congistent, general and properly designed format definitions and data structures to store sequencing
and|alignment information. A robust framework which can be used as a foundation to implemer
diffegrent compression algorithms;

[

— speg¢d and flexibility in the seléctive access to coded data, by means of newly designed data clusterinjg
and|optimized storage methodologies;

— lowl{latency in data transmission and consequent fast availability at remote locations, based op
trar{smission prgtoeols inspired by real-time application domains;

— buill-in privdcy and protection of sensitive information, thanks to a flexible framework which allows

— support to the implementation of a complete ecosystem of compliant devices and applications,
through the availability of a normative reference implementation covering the totality of the
specification.

The fundamental structure of the ISO/IEC 23092 series data representation is the genomic record. The
genomic record is a data structure consisting of either a single sequence read, or a paired sequence
read, and its associated sequencing and alignment information; it may contain detailed mapping and
alignment data, a single or paired read identifier (read name) and quality values.

vi © ISO/IEC 2022 - All rights reserved
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Without breaking traditional approaches, the genomic record introduced in the ISO/IEC 23092 series
provides a more compact, simpler and manageable data structure grouping all the information related

to a single DNA template, from simple sequencing data to sophisticated alignment information.

The genomicrecord, although itis an appropriate logic data structure for interaction and manipulation of
coded information, is not a suitable atomic data structure for compression. To achieve high compression
ratios, it is necessary to group genomic records into clusters and to transform the information of the
same type into sets of descriptors structured into homogeneous blocks. Furthermore, when dealing
with selective data access, the genomic record is a too small unit to allow effective and fast information

retrieval

or these reasons, this document introduces the concept of access unit, which is the-fund
structure for coding and access to information in the compressed domain.

he access unit is the smallest data structure that can be decoded by a decodet compliz
IBO/IEC 23092-2. An access unit is composed of one block for each descriptor-used to repre
ihformation of its genomic records; therefore, a block payload is the coded representation of all
f the same type (i.e. a descriptor) in a cluster.

Ih addition to clusters of genomic records compressed into access unitsy)réads are further clag
siix data classes: five classes are defined according to the result of their alignment against one
reference sequences; the sixth class contains either reads that could-not be mapped or raw sed

ata. The classification of sequence reads into classes enables todevelop powerful selective dat
Ih fact, access units inherit a specific data characterization (eg: perfect matches in Class P, subs
ih Class M, indels in Class I, half-mapped reads in Class HMJfrom the genomic records composi
nd thus constitute a data structure capable of providing powerful filtering capability for the
sjupport of many different use cases.

Access units are the fundamental, finest grain «lata structure in terms of content protectio
terms of metadata association. In other words, each access unit can be protected individu
ihdependently. Figure 1 shows how access uiits, blocks and genomic records relate to each oth|
IFO/IEC 23092 series data structure.
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Figure 1 — Access units, blocks and genomic records
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A simplified diagram of the dataset decoding process;is'shown in Figure 3.

r example, contain the complete sequencing of an individual, or a portion of it. Other dataset]
could contain, for example, a reference genome or a subset of'its chromosomes. Datasets are grouped i
broups, as shown in Figure 2.
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Figure 3 — Decoding process

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this document may
involve the use of a patent.

[SO and IEC take no position concerning the evidence, validity and scope of this patent right.
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Information technology — Genomic information
representation —

Part 3:

1 Scope

This document specifies information metadata, auxiliary fields, SAM interoperability, pr
metadata and programming interfaces of genomic information. It defines:

1 metadata storage and interpretation for the different encapsulation levels as speq
ISO/IEC 23092-1 (in Clause 6);

-+ protection elements providing confidentiality, integrity amdsprivacy rules at the
encapsulation levels specified in ISO/IEC 23092-1 (in Clause 7);

—+ how to associate auxiliary fields to encoded reads (in Clause 8);

—+ mechanisms for backward compatibility with existing"'SAM content, and exportation to thi
(in Annex C);

+ interfaces to access genomic informationX¢oded in compliance with ISO/IEC 2309
ISO/IEC 23092-2 (in subclause 8.1).

Normative references

[ NS

—

he following documents are referred to in the text in such a way that some or all of their
onstitutes requirements of thissdocument. For dated references, only the edition cited app
Undated references, the latest\edition of the referenced document (including any amendments)

(@)

IBO/IEC 23092-1:2020, (Information technology — Genomic information representation —
Transport and storage/of genomic information

]

50/IEC 23092-2:2019, Information technology — Genomic information representation — Part 2
f genomic information

(@)

Is)

otection
ified in

Hifferent

s format

2-1 and

content
lies. For
applies.

Part 1:

: Coding

IEEE, 754-2008, IEEE Standard for Floating-Point Arithmetic, August 2008, Available: https://ie
Jeee.org/d6cument/4610935

IETFNRFC 8017, PKCS #1: RSA Cryptography Specifications Version 2.2, November 2016, Al

bexplore

vailable:

tips://toolsietf nrg,/hrml/rer(H 7

IETF, RFC 8018, PKCS #5: Password-Based Cryptography Specification Version 2.1, January 2017,

Available: https://tools.ietf.org/html/rfc2898https://tools.ietf.org/html/rfc8018

IETF, RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm, September 2002, Available:

https://tools.ietf.org/html/rfc3394

OASIS, eXtensible Access Control Markup Language (XACML) Version 3.0, 2013, Available: http://docs

.0asis-open.org/xacml/3.0/xacml-3.0-core-spec-cs-01-en.pdf

W3C XPath, XML Path Language, Version 1.0, 16 November 1999, Available: https://www.w3.org/TR/

xpath-10/
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3 Terms and definitions

For the purposes of this document, the terms and definitions in ISO/IEC 23092-1 and ISO/IEC 23092-2
and the following apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
BAM
compregsed binary version of SAM

3.2
dataset|{group
collectidn of one or more datasets

Note 1 tgentry: Which information is represented varies depending on the genomic information representation.

4 Abbreviated terms

AU access unit

AUC access unit contiguity

DSC descriptor stream contiguity

EBI European Bioinformatics Institute
EGA European Genome Archive

ENA European Nucleotide Archive

LSB least significant bit

NCBI National Center for Biotechnology Information
SAM sequence alignmeént/map

SRA sequence reddyarchive

URN uniform ¥e€source name

5 Conventions

5.1 Character encoding

The implementation of the specifications described in this document shall use UTF-8 character
encoding.

5.2 BitOrdering

The bit order of syntax fields in the syntax tables is specified to start with the most significant bit
(MSB) and proceed to the least significant bit (LSB).

2 © ISO/IEC 2022 - All rights reserved
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5.3 Syntax functions and data types

The functions presented here are used in the syntactical description. These functions are expressed
in terms of the value of a bitstream pointer that indicates the position of the next bit to be read by the
decoding process from the bitstream.

byte_aligned( ) is specified as follows:

If the current position in the bitstream is on a byte boundary;, i.e., the next bit in the bitstream is the

first bitin a byte, the return value of byte_aligned( ) is equal to TRUE.

(slie o il

T

- Otherwise, the return value of byte_aligned( ) is equal to FALSE.

ead_bits( n ) reads the next n bits from the bitstream and advances the bitstream. pointer
ositions. When n is equal to 0, read_bits( n ) is specified to return a value equal to 0.and to not
he bitstream pointer.

Size(array_name[]) returns the number of elements contained in the array named array_name.

he following data types specify the parsing process of each syntax elenient:

process for this data type is specified by the return value of the.function read_bits( n ).

by n bit
advance

- f(n): fixed-pattern bit string using n bits written (from left to right)}-with the left bit first. Thg parsing

st(v): null-terminated string encoded as universal coded €haracter set (UCS) transmission format-8

(UTF-8) characters as specified in ISO/IEC 10646. The,parsing process is specified as follo
begins at a byte-aligned position in the bitstream and'reads and returns a series of bytes

ws: st(v)
'rom the

bitstream, beginning at the current position and.continuing up to but not including the ngxt byte-
aligned byte that is equal to 0x00, and advances:the bitstream pointer by ( stringLength + 1) * 8 bit

positions, where stringLength is equal to thesnumber of bytes returned.

NOTE The st(v) syntax data type is :oly used in this document when the current positi
bitstream is a byte-aligned position.

ll n

i(n): signed integer using n bits."When n is
manner dependent on the valuerof other syntax elements. The parsing process for this d

n in the

in the syntax table, the number of bits valries in a

ata type

is specified by the return value of the function read_bits( n ) interpreted as a two's complement

integer representation with most significant bit written first.

n n

u(n): unsigned integér,using n bits. When n is
manner dependent'on the value of other syntax elements The parsing process for this dat
specified by thelreturn value of the function read_bits( n ) interpreted as a binary represen
an unsigned integer with most significant bit written first.

in the syntax table, the number of bits vqries in a

h type is
[ation of

F32: 32 bit single precision floating-point as specified by IEEE 754-2008. The parsing process is

specified as follows: u(1) is used for the sign value, followed by an u(8) used for the expone
follewed by an u(23) used for the fraction value.

nt value,

F64: 64 bit double prec1510n floatlng pomt as spec1f1ed by IEEE 754 2008 The parsing process is

ifiad £o11 J £ +1 £o11 d 1 J £ +lo
SPTLITTCU AS TUTTUVV S ukl) lb OSTUTUT TITCT blsll vcuuc, TOTTOWCTU Dy dIT ukll) USTUTUT TITCTAPUIT

followed by an u(52) used for the fraction value.

— c¢(n): sequence of n ASCII characters.

5.4 Graphic notations

tvalue,

The notation -> (arrow) is used in this document to indicate the access to a member of a data structure.

The notations | |= are used in this document to indicate the bitwise OR operation and ass
respectively. a |= bisequivalenttoa = a | b.

© ISO/IEC 2022 - All rights reserved
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The notations s s= are used in this document to indicate the bitwise AND operation and assignment
respectively. a &= bisequivalenttoa = a & b.

The notation return_error ()is used in this document to indicate that the decoding process has to stop
due to a decoding error which cannot be handled.

The notation continue is used in this document within for and while statements to signal that the
process shall continue to the next iteration without executing any further statement in the current
iteration.

Q =

ptr pointts to - the contents of the address with that numerical index. The operator * is said to dereferend

The noEJEtlon *(ptr) 1s Used 1n this document to access the data/value In the memory that the pointg
the pointer ptr.

The notation strncmp (strl, str2, n) is used in this document to indicate if first n characters of twp
strings 4tr1 and str2 match with each other. If all n characters match, then it returns 0, dthérwise 1.

6 Information metadata

6.1 General

This clapise defines a minimum core set of metadata elements, which users and applications can thep
extend py including extra information elements. Metadata sets @re specified for dataset groups,
datasetd and references, as specified in ISO/IEC 23092-1. The stru¢ture of these metadata sets and their
elementk is specified using XML v1.1.

Extensigns to (i.e., new elements for) the metadata sets specified in this clause are represented with ap
identifidr of the extension type in the form of a URI, a valtfeand a pointer to a resource documenting thie
semantifs of the extension type.

Metadatfa profiles are specific subsets of metadata ‘sets specified using mechanisms provided in thi
document. A metadata profile specified in this“document may correspond to well-known metadat]
sets spdcified or used out of the ISO/IEC 28092 series, such as those in ENA or EGA[] and NCH
specifications,12 as examples. This allews easy interoperability with already existing systems.
metadatja profile includes a subset of (or-all) core elements described in subclauses 6.2 and 6.4, and
set of ngw elements specified with the.extension mechanism specified in subclause 6.6.

D =5 n

The rest of clauses specify dataset group metadata (subclause 6.2), reference metadata (subclause 6.3),
dataset metadata (subclause(:4), extensions (subclause 6.6) and profiles (subclause 6.7).

6.2 Dataset group:metadata

Compregsed dataset-group metadata are stored within the pG metadata value element of the DG

metadatp box (with key dgmd), as specified in ISO/IEC 23092-1. The decoding process of DG_metadatal

value iy specified in Clause 9. The output of the decoding process is an XML document, where thF
u

root node-ds‘patasetGroupMetadata. Annex A.1 provides the XML schema for a decoded dataset gro
metadata

As previously introduced in subclause 6.1, an extensions type is the combination of three elements:
the value, the identifier of the extension, and a link to a resource documenting the interpretation of
the extension. In the XML schema, this is translated as an element with three child elements: the Type
element (of type URI), the pocumentation (of type URI) and the value which is represented as the
element taking the place of the element any in the schema. Additionally, for extensions belonging to the
dataset group, the Boolean element Inheritable (as specified in Annex A.1) of the extension element
indicates if the extension is only relevant to the dataset group, or if the dataset also inherits it. The
resource documentation can be human readable, and the extensions parsing is not required.
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6.3 Reference metadata

Compressed reference metadata are stored within the reference metadata box, as specified in

ISO/IEC 23092-1, in the reference metadata value field. Clause 9 specifies the decoding
of reference metadata value. The output of the decoding process is an XML document, wit

process
h a root

element ReferenceMetadata. Annex A provides the related XML schema. Table 1 specifies the semantics

of the fields.
Table 1 — Semantics of reference sequence’s fields
Tag name Description

length Length in base pairs? of the sequence

dlternative_locus_location The sequence is an alternative locus from an unknown region. A chiild
element chromosome name identifies on which chromosgme the
sequence has an alternative locus. If present, a child-element positlion
indicates the start and end position of the alternative locus.

dlternative_sequence_name List of alternative names

genome_assembly_identifier Genome assembly identifier

dlescription Human readable textual description

§pecies Name of the species

PRI URI of the sequence

In this document, "base" or "base pair" is used as a synonym for "n{icleotide".

o

.4 Dataset metadata

ompressed dataset metadata are stored within the DT metadata value field of the pT «
ox (marked as dtmd), as specified in ISO/IEC 23092-1. Clause 9 specifies the decoding
f DT metadata value. The output of the ;décoding process is an XML document with an

lement overwrites the corresponding element whose values differ from the one indicated at thg
roup level (i.e., the new value in thedataset is a specialization of the value at the dataset grouj

able 2 defines the process to obtain the dataset metadata with inherited elements. In this t
bllowing notations are used:

= g @ U O O

- .has(): the function feturns true if the element has a child element with an unqualified naf
to the parameter @iyen, and false otherwise

- .get(): the funetion returns the content of the child element with an unqualified name equl
parameter given, as an array of characters

to the.parameter given

+c.getByIndex(): the function returns the content of the ith child element with an unqualifi

etadata
process
element

atasetMetadata as root. Annex A provides‘the XML schema for dataset metadata. A dataset metadata

dataset
 level).
hble, the

ne equal

al to the

-+ .getElenient(): the function returns the content of the child element with an unqualified naine equal

bd name

aaunaltatha firct naramatargivan andioaualeathoacacand o tar givan Acan Arprag Af o1

aracters

Tt to Tt C T ot pur o it te T oy C oo T Cq U to Tt ot ComO par it tCrogv oI oo air ot t oy Or ot

— .getEncoding(): the function returns the content of the element as an array of characters

— .set(): the function sets the content of the child element with an unqualified name equal to
parameter given, to the array of characters given as the second parameter

the first

— .add(): the function creates a new child element with an unqualified name equal to the first
parameter given, and a content equal to the second parameter. The created element is appended to

the content of the current element.

— .getNumber(): the function returns the number of child elements with an unqualified name
the parameter given.

© ISO/IEC 2022 - All rights reserved
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Table 2 — Decoding process of dataset metadata

datasetMetadataWithInheritance = datasetMetadata
if (!datasetMetadata.has (“"Type”)) {
datasetMetadataWithInheritance.set (
“Type”,
datasetGroupMetadata.get (“Type”)

}
if (!dgtasetMetadata.has (“Abstract”)) {
datadetMetadataWithInheritance.set (

“Alstract”,

datlasetGroupMetadata.get (YAbstract”)

}
if (!dgdtasetMetadata.has (“ProjectCentre”)) {
datadetMetadataWithInheritance.set (
“PryojectCentre”,

daflasetGroupMetadata.get (“projectCentre”)

if (!ddtasetMetadata.has (“Description”)) {
datadetMetadataWithInheritance.set (
“Dgscription”,

daflasetGroupMetadata.get (“Description”)

}
if (!datlasetMetadata.has (“Samples”)) {
datadetMetadataWithInheritance.set (
“Sgqmples”,

daflasetGroupMetadata.get (“Samples”)

}
extensions = datasetGroupMetadata.getElement (“Extensions”)
extensionsDataset = datasetMetadata.getElement (“Extensions”)
for (i=(; 1 < extensiofishgetNumber (“Extension”); i++) {

exter]sion = extensipns.getByIndex (“Extension”, 1)

typeHxtension &yextension.get (“"Type”)

if (dxtensien.get (“Inheritable”) == “true”) {

corjtinue
}

foun ots

for (j=0; j< extensionsDataset.getNumber (“Extension”); j++) {

extensionDataset = extensionsDataset.getByIndex (“Extension”, 3j)
typeExtensionDataset = extensionDataset.get (“Type”)
if ( typeExtension == typeExtensionDataset) {

found = true
break

}
if (!found) {

extensionsDataset.add (“Extension”, extension.getEncoding())
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Table 2 (continued)

}
}
After executing the inheritance process, the extensions are ordered in the alphabetical order of their
Type element.

For example, one can have datasets for patients A, B and C; therefore the dataset group metadata
includes a list of samples representing A, B and C. The datasets then provide only one sample description

(@mmmﬁmmmmmmmmw dataset
roup, but the elements are not mandatory (so there is no need to repeat them), since by default their

alues are considered equal to the values indicated in the dataset group. This is always the)casge for the
alues belonging to the core set, or by default for the extensions except for those cases‘that have the
hheritance parameter (element named Inheritable in the definition of the extension type in Annex A)
et to false.

wn = < < Jg

s in the case of the dataset group metadata, Annex A provides the resulting schema.

Iso as in the case of the dataset group, the extension mechanism is available to include new attributes
'here necessary. See subclause 6.6.2 on extensions for an example in‘the case of dataset metadata.

< larY

o

.5 Metadata protection

he schemas defined in Annex A include choices to either provide certain values as plaiptext or
ncrypted content. The encrypted content shall be suchthat after decryption, a metadata element is
btained which is valid according to the schemas, but which does not contain any encrypted information.
he mechanism to transmit the knowledge of the keys'shall be established through another channel.

= O @

o~

o call to functions specified in 10.3.7 may return’encrypted content.

o |

he schemas defined in Annex A allow for\the signature of the metadata or parts thereof. Np call to
inctions specified in 10.3.7 may return content for which the signature could not be verified.

-

4.6 Mechanism for extensions'of the metadata set

4.6.1 General

—

his subclause provides*a mechanism for adding new elements to the different core metadata sets
(dataset group and dataset levels).

oy

n extended element consists of:

- an information type identifier (provided in the form of a URI),

- ayvalue,

—1+-C-documentation (provided in the form of a URI).

In the case of extensions at the dataset group level, a third value, the inheritance flag of type Boolean,
is optionally present. If not present, the default value is True. If the flag is set to True, the value of the
extension is inherited by the datasets belonging to the dataset group. If the flag is set to False, the value
only applies to the dataset group.

Annex A defines the extension schema. Using extensions, the core metadata sets can be adapted
to multiple use cases. This document defines profiles (see subclause 6.7), which rely on well-known
extensions, defined in this document and for which the URI pointer is known. To be compliant with a
profile specified in this document, a tool shall implement the list of extensions included in the profile.

At the end of the decoding process, the extensions have to be ordered in growing lexicographic order
based on the information type identifier.
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This subclause presents examples of datasets using the concept of label specified in ISO/IEC 23092-1.

6.6.2 Example for dataset metadata extensions

ISO/IEC

23092-1 introduces the concept of dataset 1abel, which supports the identification of one or

more genomic intervals and the related data classes with a single identifier. Labels are not conceived to

provide

detailed documentation of the identified genomic regions. Table 3 shows how to associate an

ontology term to a label.

6.6.3

In case
ways to
a transl
the sens
multipld

6.6.4

In orden
In order
then to
sequenc
encrypt
where a
position

6.7 M

6.7.1

Profiles
Subclau

A profil
as the o
Additior

A profil

1able 5 — sample Mmetadata extended with a label IInked to an ontology

Field name Field type Mandatory
Label name st(v) Yes
Ontology term URN Yes

Example for obfuscating labels

the label name is considered sensitive information to be protected, .this document specifieg
obfuscate label names. One solution is to provide an extension to themetadata, which provide
htion between the obfuscated name and the real name. Using XMk encryption, the access t
itive information can be restricted. Annex B.5 provides a schenia for the extension supportin|
labels obfuscation where a transmitted label name is translated to a non-obfuscated one.

n n

0o O

Example for obfuscating sequences

to maintain privacy, it can be necessary to hide which genomic region an access unit maps t¢.
to hide this piece of information, it is necessar§ to obfuscate the sequences. One solution is
provide an extension to the metadata, which provides a translation between the obfuscated
e name and the real name. Access to the sengitive information can then be restricted using XML
on. Annex B.5 provides a schema for the ‘extension supporting multiple sequence obfuscatiop
transmitted sequence name is translated to a non-obfuscated one, and the real sequence start

etadata profiles

General

are specific metadata extension sets. Subclause 6.6 provides the mechanism to specify theny.
be 6.7.2 providestaformalized profile.

e correspond$to a well-known metadata set. Profiles ares specified in this document, suc
he defined\to support the Run sets of the SRA (Sequence Read Archive) schema version 1,5.[
al profiles may be specified following the mechanisms defined in this document.

==

e includes a subset of (or all) the core elements described in this document, and a set of ney

L o0

element

B H PN | iels 1 £ 3 1 3 L Lol
SPCTTITITCU VW TTIT e CATCITSTUTT TITC U ATIT S TIT (ST U SO T Tau ST OO~

The metadata schemas in Annex A define the attribute profile in the dataset group and dataset
metadata XML element, to define the profile being used. The profile is identified with a URI. In case no
profile is active, the attribute is not used.

6.7.2 Example of metadata profile — Run

The ISO/IEC 23092 series dataset metadata shares characteristics with both the concepts of run and

analysis

as used by EGA.[I3] This series profile provides interoperability with the existing metadata

schemas, such that an ISO/IEC 23092 series dataset is interoperable with an EGA run element.

This profile is identified with the URI: “urn:mpeg:mpeg-g:metadata:profile:ega:run”.

8
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To be compliant with the profile, the following extension shall be present at the dataset group metadata

level

— One extension with an element studyExtension with a type URI “urn:mpeg:mpeg-g:metadata:exten

sion:ega: Study".

To be compliant with the profile, the following extensions shall be present at either the dataset group

metadata level (shall be marked as inheritable), or the dataset metadata level:

— One extension with an element ExperimentExtension with a type URI “urn:mpeg:mpeg-g:metadata:

extension:ega:Experiment .

1+ One extension with an element RunExtension with a type URI “udnfipg
g:metadata:extension:ega:Run”.

2

ach Sample metadata shall have one extension with an element SampleExtension with a t
Jrn:mpeg:mpeg—g:metadata:extension:ega:Sample"

Hurthermore, to be compliant, the following restrictions have to be observed;:

- description element in the Dataset Group metadata schema is mandatory;

- the TaxonlD shall be present and equal to 9096 (human).
The contents of sRA. common.xsd and SRA. run.xsd can be found in Reference [9].

This profile extends the MPEG-G Dataset core metadata\to match the Run schema used by H
flle element from SRA’s run metadata schema is not needed in MPEG-G because the metadata {
within the element it refers to.

4.7.3 Example of metadata profile — Genomic data commons

The genomic data commons (GDC) classifiés‘the information in projects, which contain the infg
df multiple cases, represented as a colle¢tion of files of different types.

The ISO/IEC 23092 series dataset'group shares characteristics with the GDC projects. From
df information stored in the GDC-repository, the ISO/IEC 23092 series only supports raw seq
dnalysis. Therefore, the metadata profile designed to allow interoperability between GDC
IBO/IEC 23092 series onlySupports that data element from the core metadata.

If the GDC metadata profile is active, the dataset group is considered equivalent to the GDC’s pr
This profile is idefitified with the URIL: “urn:mpeg:mpeg-g:metadata:profile:gdc”.

When this préfile is active, the following extensions are required:

— One ‘extension of type ProjectsExtensionType as specified in Annex A, identified with a
“Uentmpeg:mpeg-g:metadata:profile:gdc:ProjectsExtensionType”, listed in the datasd
metadata extensions specified in ISO/IEC 23092-1.

g:mpeg-

ype URI

GA. The
s placed

rmation

1l types
uencing
and the

oject.

ype URI
t group

— One extension of type CaseExtensionType as specified in Annex A, identified with a type URI
“urn:mpeg:mpeg-g:metadata:profile:gdc:CaseExtensionType’, listed in the dataset metadata

extensions specified in ISO/IEC 23092-1. Alternatively, the extension can be provide
inheritable extension in the dataset group metadata extensions list.

— One extension of type ClinicalExtensionType as specified in Annex A, identified with a t

d as an

ype URI

“Urn:mpeg:mpeg-g:metadata:profile:gdc:ClinicalExtensionType’, listed in the dataset metadata

extensions specified in ISO/IEC 23092-1. Alternatively, the extension can be provide
inheritable extension in the dataset group metadata extensions list.

To be compliant with profile “urn:mpeg:mpeg-g:metadata:profile:gdc” all UUID elements
present, either in plaintext or encrypted form.

© ISO/IEC 2022 - All rights reserved
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7 Protection metadata

7.1 General

ISO/IEC 23092-1 defines gen_info structures supporting the protection of the genomic information at
different layers of the hierarchy, namely the elements dgpr, dtpr, aupr, and dspr, protecting the dataset
group, dataset, descriptor stream and access unit respectively as shown in Table 4. These gen_info
structures provide information to implement data protection in terms of confidentiality (encryption),
integrity verification (digital signature) and privacy rules enforcement. Such information is coded in
the fornf of XML documents as specitied in Table 4.

This clayise is divided into the three main aspects of protection: encryption, privacy rules and integrity.
The protection of specific elements in the metadata is specified in subclause 6.5. If the contents’ (gen|
info bokes or blocks) are protected (either signed and/or encrypted), they shall be processed in the
followinlg order: verify signature (if signed), perform decryption (if encrypted) and decotpress (if gen|
info boxes).

Table 4 — Content of the protection boxes specified in ISO/IE€ 23092-1

Content of the gen info Key Value
structure specified in
I$0/IEC 23092-1

DG_proflection value dgpr coded representation of the XMl document specified in A.3.

The decoding process to retrieve the XML document from the coded
representation is specifiednin Clause 9.

DT _proflection value dtpr coded representation-oftthe XML document specified in A.4.

The decoding process to retrieve the XML document from the coded
representation.Jdsspecified in Clause 9.

AU_proflection value aupr coded representation of the XML document specified in A.5.

The decoding process to retrieve the XML document from the coded
representation is specified in Clause 9.

DS_proflection value dspr goded representation of the XML document specified in A.6.

The decoding process to retrieve the XML document from the coded
representation is specified in Clause 9.

7.2 Encryption of gen_info'elements and blocks

7.2.1 [General

This sulyclause speeifies how the encryption parameters convey the protection information of so
of the gkn_infohelements specified in ISO/IEC 23092-1. A protection gen info structure supportinig
coded dpta pfotection conveys the information on encryption applied to some of its sibling boxes anfd
other gqn~info structures supportlng the protectlon of a layer 1mmed1ately below This informatio
is repres -

specified in Annex A (for dataset group and dataset)

7.2.2 EncryptionParameters carried in dataset group protection

Any number of EncryptionParameters elements can be present in the dataset group protection box
and shall use one of the following URIs for the encryptedrocations attribute, where each URI refers
to a specific gen_info box as specified below (text within curly brackets, including the curly brackets
themselves, shall be replaced by some alphanumeric sequence compliant with the description of each
entry).
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7.2.2.1 URIs for gen info boxes
7.2.2.1.1 URIs structure for gen info boxes

7.2.2.1.1.1 General

The following URIs shall correspond to specific gen_info boxes:

refmeta/{id}

metadata

dataset/{id}/protection

1.2.2.1.1.2 URl refmeta/{id}

his URIshall correspond to all but the two first bytes of the va1ue field (defined in ISO/AEC 23093-1:2020,
ubclause 6.3) of the gen info structure with key “rfmd” (i.e. reference\inetadata defined in
50/1EC 23092-1:2020, subclause 6.5.2.4, the two bytes corresponding to valies’dataset group 1D and
eference 1D), identified by the field reference 1D, and which is stored,ifi the same dataset group as
he current dataset group protection. Table 7 describes the type and semantics of the parameter of the
RL

[l o i o S 2 B |

Table 5 — Type and semantics of parameters of the URI refmeta/{id}

Parameter Type Semantics

d unsigned integer ID of the reference metadata to which the URI correspond. It corjre-
sponds to referencd "ID defined in ISO/IEC 23092-1:2020, Table 14

71.2.2.1.1.3 URInetadata

—

his URI shall correspond to the bytes of the v ue field (defined in ISO/IEC 23092-1:2020, subclause 6.3)
f the gen_info box with key “dgmd” (i.es, dataset group metadata defined in ISO/IEC 23093-1:2020,
ubclause 6.5.2.6), stored in the same dataset group as the current dataset group protection.

w_ o

71.2.2.1.1.4 URI dataset/{id} /protection

his URI shall correspond-to the bytes of the the vaiue field (defined in ISO/IEC 23093-1:2020,
ubclause 6.5.4.5) of the” gen_info box with key “dtpr” (i.e. dataset protection defined in
50/1EC 23092-1:2020;~subclause 6.5.3.4), stored in the dataset identified by dataset 1D, and which
elongs to the currentdataset group. Table 10 describes the type and semantics of the parameter of the
RI

o= e

Table'6 — Type and semantics of parameters of the URI dataset/{id}/protection

Parameter Type Semantics

Ld unsigned integer Identifier of the dataset to which the dataset protection to be re
trieved belongs. It corresponds to the field dataset 1D definedjin ISO/
IEC 23092-1:2020, Table 20.

7.2.2.1.2 URIs processing

The EncryptionParameters elements with either one of the URIs listed above shall adhere to the
following rules:

— the 1v element shall be present;
— the Tac element shall be present if the cipher is used in GCM mode (as described in Table 14);

— the configurationD attribute shall not be present.
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The ciphertext of the gen_info boxes identified by the URIs specified in this subclause shall be decrypted
using the process specified in 7.2.5.1.

7.2.3 EncryptionParameters carried in dataset protection

7.2.3.1 General

Any number of EncryptionParameters elements can be present in the dataset protection box and shall
use one of the URIs defined in 7.2.3.2 or in 7.2.3.3 for the encryptedLocations attribute, where each
URI ref}rs elther to a specific gen_info boXx or to a collection of access units as specified below. These

URIs calp contain some placeholders identified by a text enclosed in curly brackets. These placehaldef]s

(including curly brackets) shall be replaced by an alphanumeric value as specified below.

7.2.3.2 | URIs for gen_info boxes
7.2.3.2.1 URIs structure for gen_info boxes

7.2.3.2.1.1 General

The follgpwing URIs shall correspond to specific gen_info boxes:

parsy {id}

metaflata
descptream/{classId}/{descriptorId}/protection
au/{puType}/{sequenceName}/{accessUnitId}/protection
au/uhaligned/{accessUnitId}/protection

7.2.3.2.1.2 URlpars/{id}

This URI shall correspond to the bytes of the:‘element “encoding parameters()” (defined ip
ISO/IEC(23092-1:2020, Table 24) in the gen_info with key “pars” (i.e. dataset parameter set defined ip
ISO/IEC[23092-1:2020, subclause 6.5.3.5), storedin the same dataset as the current Dataset Protection,
identifigd by descriptor1d. Table 7 describesthe type and semantics of the parameter of the URI.

Table 7 — Type and semantics of parameters of the URI pars/{id}

Parameter Type Semantics

parameferId unsigned integer ID of the encoding parameters to which the URI correspond. It
corresponds to parameter set ID defined in ISO/IEC 23092-
1:2020, Table 24.

7.2.3.2.1.3 URInetaddta

This UR] shall cerrespond to the bytes of the value field (defined in ISO/IEC 23092-1:2020, subclause 6.3
of the pen_infe box with key “dtmd” (i.e. dataset metadata defined in ISO/IEC 23092-1:2020,
subclauge 6.5.8.3), stored in the same dataset as the current dataset protection.

—r

7.2.3.2.1.4 URI descstream/{classId} /{descriptorId}/protection

This URI shall correspond to the bytes of the vaiue field (defined in ISO/IEC 23092-1:2020, subclause 6.3)
of the gen_info box with key “dspr” (i.e. descriptor stream protection defined in ISO/IEC 23092-1:2020,
subclause 6.6.3.3), stored in the same dataset as the current Dataset Protection, identified by class1d
and descriptorid. Table 8 describes the type and semantics of the parameters of the URI.
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Table 8 — Type and semantics of parameters of the URI descstream/{classId}/{descriptorId}/
protection

Parameter Type Semantics

classId unsigned integer ID of the class to which the URI correspond. It corresponds to the
field c1ass_ 1D defined in ISO/IEC 23092-1:2020, Table 33.
descriptorId unsigned integer ID of the descriptor to which the URI correspond. It corresponds
to the field descriptor 1D defined in ISO/IEC 23092-1:2020,
Table 33.

.2.3.2.1.5 URI au/{auType}/{sequenceName}/{accessUnitId}/protection

his URI shall correspond to the bytes of the the vailue field (defined in ISO/IEC 23093-1:2020,
sjubclause 6.5.4.5) of the gen_info box with key “aupr” (i.e. access unit protection) stered in the access
nit, stored in the same dataset as the current Dataset Protection, identified by.84Type, sequqnceName
nd accessUnitTd. Table 13 describes the type and semantics of the parameters-of the URI.

Table 9 — Type and semantics of parameters of the URI au/ {auType}/ { sequenceNamel} /
{accessUnitId}/protection

Parameter Type Semantics
uType unsigned integer Identifier of the class to which the URI correspond. It corresgonds to
the field class_ 1D definéd in ISO/IEC 23092-1:2020, Table 26. The

value shall be greatenor'equal than 1 and strictly less than 6

equenceName st(v) Textual identifier;of the reference sequence the access unit t¢ which
the access unit protection to be retrieved is mapped to. It corjre-

sponds to se&lience name specified in ISO/IEC 23092-1:2020,
Table 11.
ccessUnitId unsigned integer Identifier of the access unit to which the access unit protectign to

be retrieved belongs. It corresponds to the field access unif ID
defined in ISO/IEC 23092-1:2020, Table 26.

7.2.3.2.1.6 URI au/unaligned/ factessUnitId}/protection

his URI shall correspond_to the bytes of the the vaiue field (defined in ISO/IEC 23093-1:2020,
ubclause 6.5.4.5) of the genjinfo box with key “aupr” (i.e. access unit protection) stored in the access
nit, stored in the same{dataset as the current Dataset Protection, for which the associated|au type

efined in ISO/IEC 23092-1:2020, Table 26 is equal to the parameter accessunit1d provided. [fable 10
escribes the type-and semantics of the parameter of the URI.

. Q. U =

Table 10 ~'Type and semantics of parameters of the URI au/unaligned/{accessunitId}/

protection
Parameter Type Semantics
ceessUnitId unsigned integer Identifier of the access unit to which the access unit protecti¢n to
bhe retrieved hn]nngc It rnrrpcpnndc taothe field acce unik ID
defined in ISO/IEC 23092-1:2020, Table 26.

7.2.3.2.2 URIs processing

The EncryptionParameters elements with either one of the URIs listed above shall adhere to the
following rules:

— the 1v element shall be present;

— the Tac element shall be present if the cipher is used in GCM mode (as described in Table 14);

— the configurationID attribute shall not be present.
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The ciphertext of the gen_info boxes identified by the URIs specified in this subclause shall be decrypted

using th

7.2.3.3

e process specified in 7.2.5.1.

URIs for collection of access units

7.2.3.3.1 URISs structure for access units

7.2.3.3.1.1 General

The foll

geno
unal
unal

7.2.3.3.]

This UR
end ﬁnc
semanti

wing URIs shall correspond to collections of access units:

nic region/{auType}/{sequenceName}/{start}/{end}
i gned
i gned/ {signature}

.2  URI genomic_region/{auType}/{sequenceName}/{start}/{end}
[ shall correspond to access units containing at least one read mapping-between start an

uded) on the reference sequence identified by sequencename. Table 11 describes the type an
Cs of the parameters of the URI.

[eVpen

able 11 — Type and semantics of parameters of the URI genomic_region/{auType}/
{sequenceName}/{start}/{end}

Parameter Type Semantics

auType

unsigned integer equal |Type of access units td\be retrieved. When set to 0, all access
or greater than 0 and units having aU_type-(as specified in ISO/IEC 23092-1:2020,

less than 6 Table 26) less thai’6 shall be retrieved.

sequendeName st(v) Textual identifier of the reference sequence the access units to
be retrieved are mapped to. It corresponds to sequence name
specifiedin1SO/IEC 23092-1:2020, Table 11.

start unsigned integer Left-mio5t position of the interval to be considered for access
units retrieval. It shall be less than or equal to end.

end unsigned integer Right-most position of the interval to be considered for access
units retrieval. It shall be greater than or equal to start.

7.2.3.3.1.3 URI unaligned

This URI shall correspond-to’/access units having AU_type (as specified in ISO/IEC 23092-1:2020,

Table 26) equal to 6.

7.2.3.3.

ThisUR
equal to
Table 26

|.4 URI unaligned/{signature}

shall egrrespond to access units having au_type (as specified in ISO/IEC 23092-1:2020, Table 26
6 andat least one of the U_cluster signature fields (specified both in ISO/IEC 23092-1:202(),
and'in Table 31) matching the value of signature.Table 12 describes the type and semantic

—r

[72)

of the pa

b £l 11D L
I'dIITLCT Ul UIT URI.

Table 12 — Type and semantics of parameters of the URI unaligned/{signature}

Para

meter Type Semantics

signature st(v) Atleastone of the U cluster signature fields (specified both in ISO/

IEC 23092-1:2020, Table 26 and in Table 31) of the retrieved access units
shall match this value.

14
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7.2.3.3.1.5 URIlabel_selection/{labelld}
This URI shall correspond to access units containing at least one read mapping in at least one of

the genomic regions listed in the label identified by 1abe11d as specified in ISO/IEC 23092-1:2020,
subclause 6.5.2.5.4. Table 13 describes the type and semantics of the parameter of the URI.

Table 13 — Type and semantics of parameters of the URI 1abel selection/{labelId}

Parameter Type Semantics
o 1 Tl - e Lol Ao, Ll 1ol 1 1 —l o " 1 L4 ol
R uublsucu lllLCsCl TUCTIILITITT UT LT IdUTI LU UT CUIISIUTITU TUT TTLUINITVdAL. IULCUIT Cprllu tO

label ID specified in ISO/IEC 23092-1:2020, subclause 6.5.2.5/4

1.2.3.3.2 URISs processing

1

or all access units belonging to the collection resolved by any of the previous URIs)the bytes that shall
e decrypted are:

low

— If the access unit contains a gen_info with key “auin”, the bytes corresponding to the vajue field
(defined in ISO/IEC 23092-1:2020, subclause 6.3) of the gen _info with key “auin” (the ac¢ess unit
information defined in ISO/IEC 23092-1:2020, subclause 6.5.4.4)

— In AUC mode:

— the bytes of the value field (defined in ISO/IEC 23092:1:2020, subclause 6.3) of the acdess unit,
discarding all bytes prior to and including the lasPbyte of the access unit protection

In DSC mode:

— all bytes corresponding to the associated\wlocks structures (as specified in ISO/IEC 23092-1).
concatenated, in growing order of desgn»iptor 1D defined in ISO/IEC 23092-1:2020, Table 20.

oth decryptions shall be performed independently, using their own Vs and TAGs (present oply with
CM mode) signaled in the accessUnitEncryptionParameters element present in the associated AU
rotection box (specified in A.5).

he EncryptionParameters elements with either of the URIs listed above shall adhere to the fpllowing
ules:

= holllenNus!

- the 1v element shall hot'be present;
—+ the tac elementrshall not be present;

+ the configdpgfionID attribute shall be present. If an access unit belongs to one of the cpllection
resolvedby-the URIs listed above, the AccessUnitEncryptionParameters element of the ac¢ess unit
proteetion shall contain one or more wrappedkey elements each referring to the configuragion1p of
one.of'the EncryptionParameters element resolving to the access unit. The key associated tp each of
these EncryptionParameters shall allow to unwrap the corresponding wrappedxey .

/.2.4 RKeyretrieval

7.2.4.1 General

Across all DatasetGroupProtection, DatasetProtection, AccessUnitProtection or
DescriptorStreamProtection elements presentin one file compliant to the ISO/IEC 23092 series, multiple
KeyTransportation elements defining a key with the same name may be present, and all of them shall
encapsulate the same value, albeit with diferent parameters. The name of the key is encapsulated in the
key name element of the KeyTransportation element. A KeyTransportation element can transport the
key in three diferent ways, as described in the three following subclauses. Additionally, a key can be
referenced by a name not appearing in the key name element of any KeyTransportation element; in that
case, the key shall be transported through another channel. Some examples are provided in Annex D.
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7.2.4.2 Key derivation

The information is provided in a Keyberivation element as defined in Annex A (for dataset group
and dataset). The value of the key shall be obtained by executing the PBKDF2 algorithm as defined in
RFC 8018. The elements defined in the keyDerivation tagindicate the parameters to be used as input
for the PBKDF2 algorithm. The value of the password used in the execution of the PBKDF2 algorithm
shall be retrieved as the value of the key having the name equal to the value of the passwordName
element, and be retrieved as specified in subclause 7.2.4.

7.2.4.3 —Symmetricencryptedkey

The infgrmation is provided in a Keysymmetricwrap element as defined in Annex A (for datasetgroup
and dataset). The key in wrapped form is stored in the wrappedkey element of the Keysymmetricurap.
The valye of key to be used in the unwrapping procedure is the value of the key having the name equg
to the value of the xek element, and is to be retrieved as if it was a key, as explained in subelause 7.2 4
The keylis to be unwrapped according to the RFC 3394 algorithm, the method to be used.is determine
by the lgngth of the key referenced by the value of the kek element, and the expected keylength (derive
from the¢ selected cipher as specified in Table 14).

—_—

ooy

7.2.4.4 | Asymmetric encrypted key

The infgrmation is provided in a keyasymmetricwrap element as definedin Annex A (for dataset grou
and dataset). The key shall be obtained by applying the decrypting process defined in RFC 8017 fq
rsAES-OREP. The ciphertext to be decrypted is the content of thé glement wrappedkey, the key to b
used is the private key belonging to the asymmetric key pair identified by the value of the elemer
publicKgyName, and the hash method to be used is indicated\by the hashFunction element. The Labe
parametfr used in the decryption process of RFC 8017 shall be provided as an empty string. The MG
function to be used shall be the MGF1 as defined in RF€'8017, and the hash function to be used in thie
MGF furiction is identified by the maskGenerationHashFunction element.

TIH &+ ®© =0

7.2.5 Pecryption

7.2.5.1 | Decryption of gen_info elemerits

This clayise specifies the decryption process when the value of the encryptediocations element of thie
XML EndryptionParameters element-matches one of the URI syntaxes defined in subclauses 7.2.2 and
7.2.3.2.

—

In orderto decrypt the associated content, the key with name equal to the value of the key element i
the EncryptionpParametei-shall be retrieved as specified in 7.2.4. The cipher is identified by the ciphe
element|value of the Efic?yptionParameter. The key shall have exactly the size required by the cipher.

=

Table 14 — List of supported ciphers and key sizes

Cipher Size required
urn:mpeg:mpeg-g:protection:aesl28-ctr 128 bits
urn:mpeg:mpeg-g:protection:aesl92-ctr 192 bits
urn:mpeg:mpeg-g:protection:aes256-ctr 256 bits
urn:mpeg:mpeg-g:protection:aesl28-gcm 128 bits
urn:mpeg:mpeg-g:protection:aesl92-gcm 192 bits
urn:mpeg:mpeg-g:protection:aes256-gcm 256 bits

The cipher used is AES as defined in FIPS 197, the length of the key used is either 128, 192 or 256 as
inidicated in the URI. The “cTr” in the cipher name refers to the Counter mode of operations as defined
in 800-38A. The “cc” refers to the Gallois Counter Mode mode of operations as defined in 800-38D. If
the GCM mode is used, then the Encryption Parameters shall have an element Tac.
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Upon decryption, the ciphertext bytes shall be replaced in-place with the decrypted bytes.

7.2.5.2 Decryption of blocks and access unit information

This clause specifies the decryption process when the value of the encryptediocations element of the
XML EncryptionParameters element matches one of URI defined in 7.2.3.3.

The ciphers used are the same as in 7.2.5.1.

When an access unit belongs to a collection which an EncryptionParameters resolved to, then it is to be

d
(

ecrypted as below:

1) Retrieve from the EncryptionParamters element:
a. thekey;
b. the configurationID.

P) Retrieve from the AccessUnitEncryptionParameters element present in the associg
protection box (specified in A.5):

a. the cipher (possible values are listed Table 14);
b. the wrappedkey matching the configurationiD (retrievedin step 1);
c. auinIv,if the access unit contains an access unit information box;

d. auinTag, if the access unit contains an access-unit information box and the cipher u
mode;

e aublockIV,
f.  aublockTac if the cipher uses GCM.mode.

B) Retrieve the decryption key for the eurrent access unit by unwrapping the contents of wr4
by applying method specified in(RFC 3394 using the key (the actual method to use is deriy
the length of the unwrapping key identified by the EncryptionParameters’ key and the ¢
key length derived from thé selected cipher as specified in Table 14).

1) If the access unit contains an access unit information box, decrypt using the cipher and
(obtained in the previous step), auinIv and auinTaG (if present), the vaiue field of the auin
box of the access unit and replace the ciphertext with the plaintext in place.

b) Decrypt using-the cipher and the key (obtained in the previous step), aublockIvand aubloc
present),

a. ifin’AUC mode:

Decrypt using the cipher and the key (obtained in the previous step), aubloc
aublockTaG (if present), all bytes after the last byte of the access unit protection (dg

ted AU

ses GCM

ppedKey
red from
xpected

| the xey
ben_info

k_Tac (if

kiv and
fined in

ISO/IEC 23092-1:2020, Table 25), and replace the ciphertext bytes with the plaintext
place.

b. Elseifin DSC mode:

bytes in

Decrypt using the cipher and the key (obtained in the previous step), aublock Ivand aublock
Tac (if present), all bytes corresponding to the associated b1locks payloads (resolved as
specified in ISO/IEC 23092-1), concatenated, in growing order of descriptor 1D defined
in ISO/IEC 23092-1:2020, Table 20, and replace the ciphertext bytes with the plaintext
bytes in place, replacing the content of one b1ock associated to the access unit (as specified
in ISO/IEC 23092-1) at a time, without modifying the byte orderting (the number of bytes
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to replace for a specific block is the one derived from the Master Index Table as specified in
ISO/IEC 23092-1).

7.3 Privacy rules for the use of the genomic information

7.3.1 General

The privacy rules tag is defined in the schema for protection metadata at the dataset group and
dataset levels of the hierarchy. The privacy rulestagshall be avalid policy element specified according
to the OASIS, eXtensible Access Control Markup Language (XACML) Version 3.0 specification. Exporti
this tag ps the root element of a new document, a valid policy document is obtained.

Thepriyacy rules specify who can execute a given action and under which conditions. The informatio
is conveyed according to the XACML specification.

In the privacy policies, the XACML actions are referred to by using the names-defined in t

differenf subclauses of subclause 8.1. Before executing an API action, the generated, request shall b
checked|against the datasetgroup policy and possibly the dataset policy. Each,action indicates, in ifs
Authoritation paragraph, whether the dataset policy should be checked. If theré is no Authorizatio
paragraph, the dataset policy shall not be checked. If it is the case, before submitting the request to t

dataset policy, one new attribute is added to the list of attributes of the request: the new attribute shall
have an|attributeld equal to urn:mpeg:mpeg-g:protection:granted by dataset group, a DataType
equal to| https://www.w3.0rg/2001/XMLSchema#boolean, and a value of true if the requestyieldsp
permit IHesult at the datasetgroup level, otherwise false.If no privagdy ruleselementis provided in the
protectipn box, then all actions are granted.

=

Actions [are referred in privacy policies by using the name defined in the different subclauses (
subclauge 8.1. Each XACML action is described as an XAGML attributevalue with category "urn:oasi
:names:fc:xacml:3.0:attribute-category: action" and attributeld "urn:ocasis:names:tc:xacml:1.0|:

[

. . . n
action:pction-id .

The rulq applies to a resource (as defined in XACML) determined from the definition of the function ip
subclauge 8.1, and where the rule is stored (i>é-Dataset Group, Dataset).

Rules agply to subject or role.

subject|is described as an XACML-attributevalue with category "urn:oasis:names:tc:xacml:1.0:sup
ject-cafegory:access-subject/ and attributeId "urn:oasis:names:tc:xacml:1.0:subject:subject}
iad"
role is|described as an XACML attributevalue with category "urn:oasis:names:tc:xacml:1.0|:
subject—category:access—subject" and attributeId "urn:oasis:names:tc:xacml:3.0:example:
attribufe:role".

If the entity providing the file requires the use of further attributes, the corresponding names, type
and semjantics>shall be provided through another channel.

v

The APIlmethods, described in subclause 8.1, have a set of possible parameters, each with a specific
range of valid values. The privacy rules can further limit the range of accepted input parameters
using conditions. The conditions shall refer to the action input parameters by referring to attributes
whose AttributeId is equal to the name of the parameter and whose type corresponds to the type of
the parameter. The request generated to test the authorization to perform a function shall include one
attribute per input parameter with the attributeId and type, as specified before.

In the case of getData interfaces (subclauses 10.3.6.3, 10.3.6.4, 10.3.6.5, 10.3.6.6), the privacy rules
concerning access units are derived as follows:

— In the case of an access unit of unaligned data, the getbataBysignature privacy rule is tested
for each of the access unit signatures. If the action is permitted for each signature, then the
getDataBySignature is permitted for that access unit, otherwise it is denied.
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— In the case of an access unit of aligned data, the getDataByFilter privacy rule is tested, populating
the filter with the type, start and end position of the access unit.

Annex B.5 contains examples of privacy rules and authorization requests. Subclause 7.3.2 presents an
example of a use case where privacy rules and authorization requests presented in Annex B.5 are used.

7.3.2 Example of use of privacy rules

This subclause provides an example use case to illustrate when and how privacy rules can be used to
nrotect gpnnmir‘ information

Hesearchers have already identified some regions of the genome indicating that there is a predigposition
tp suffer Alzheimer's disease. When trying to access that information, one should considér-where these

egions are, taking into account their positions inside human genome. Regions identifying Alzheimer's
disease predisposition may be protected from unauthorized access by using encCryption te¢hniques
dombined with privacy rules. Therefore, only users authorized by the rules can-perform oplerations
dver protected regions.

order to give permission for accessing these protected regions (or some of them), an organization
ay define privacy policies indicating which person or role can view‘the genomic regions|and the
donditions that have to be accomplished.

[he same policy may contain different rules to give different peymissions to different subjects. When
dccess to one of these regions is requested, the rule or rulés applying are evaluated, accepting or
denying the corresponding permission.

As an example, a policy may contain several rules. Thefirst rule in the policy may provide permfission to
Jerform any operation to researchers. The second one may provide permission to view part of 4 dataset
tp practitioners under an emergency situation. fo*do so, the API operation GetDataBySimpl¢Filter is
defined as the action permitted by the rule, and several conditions related to Alzheimer's dis¢ase and
the quality of the information stored inside the'file are involved. With this purpose, the user defjning the

le may specify a region number including'start and end positions, class of the read, thus idenptifying.
A final rule denies any access to the genomic file. It is the default rule, which is evaluated in cas¢ none of
the above applies.

.4 Digital signature of gen - info elements and blocks

4.1 General

At each level, the.pFotection box may include integrity information in the form of one pr more
digital signaturesDEach signature is provided as an XML Signature element. Detached, Enveloped
and Enveloping\signatures are supported. If decryption is required, signature verification |shall be
Jerformed hefore decryption.

4.2 \»>Signatures carried in dataset group protection

Anynumber of XML Signature elemen an be present in the dataset group protection box dand shall
use one of the following URIs for the urz attribute of the Reference element when referring to a gen_info
box. These URIs can contain some placeholders identified by a text enclosed in curly brackets. These
placeholders (including curly brackets) shall be replaced by an alphanumeric value as specified below.

— “refmeta/{id}” resolves to the bytes of the vaiue field (defined in ISO/IEC 23092-1:2020,
subclause 6.3) of the gen_info with key “rfmd” (i.e. reference metadata), for which the field reference
1D defined in ISO/IEC 23092-1:2020, Table 14 is equal to the value which is replacing “(id}”, and
which is stored in the same dataset group as the current Dataset Group Protection.

— “metadata” resolves to the bytes of the value field (defined in ISO/IEC 23092-1:2020, subclause 6.3)
of the gen_info with key “dgmd” (i.e. dataset group metadata), stored in the same dataset group as the
current Dataset Group Protection.
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— “dataset/{id}/protection” resolves to bytes of the value field (defined in ISO/IEC 23092-1:2020,
subclause 6.3) of the gen_info with key “dtpr” (i.e. dataset protection), stored in the dataset for
which the field dataset 1D defined in ISO/IEC 23092-1:2020, Table 20 is equal to the value which is
replacing “{id}”, and which belongs to the current Dataset Group.

7.4.3 Signatures carried in dataset protection

7.4.3.1 General

Any numhber of XML Signature elements can be present in the dataset protection box and shall use onle
of the following URIs for the urT attribute of the rReference element when referring to a gen_info box\dr
the content of an access unit. These URIs can contain some placeholders identified by the text enclosed
in curly|brackets. These placeholders shall be replaced by an alphanumeric value as specified"below.
The byté¢s are signed as transmitted, regardless of encryption.

7.4.3.2 | URIs for gen_info boxes

— “pais/{id)” resolves to the bytes of the Value field (defined in ISO/IEC 23092-1:2020, subclause 6.3)
of the gen_info with key “pars” (i.e. dataset parameter set), for which the field parameter set 1
defined in ISO/IEC 23092-1:2020, Table 23 is equal to the value which isteplacing “{id}”, and whic
is sfored in the same dataset as the current Dataset Protection.

> O

— ‘“metfadata” resolves to bytes of the value field (defined in ISOMEC 23092-1:2020, subclause 6.3
of the gen_info with key “dtmd” (i.e. dataset metadata), storedvin the same dataset as the currer
Dataset Protection.

o —

— “dedcstream/{classId}/{descriptorId}/protection’oresolves to the value field (defined i
ISOfIEC 23092-1:2020, subclause 6.3) of the gen_infa'with key “dspr” (i.e. stream protection) store
in the stream for which the field c1ass 10 defined in ISO/IEC 23092-1:2020, Table 19 is equal t|
the palue which is replacing “{c1ass1d}”, the field descriptor 1D defined in ISO/IEC 23092-1:202
Table 19 is equal to the value which is replacing “(descriptorid}”, and which belongs to the currer
Dataset.

o e =

~

[

— “au {auType}/{sequenceName}/{acqg€ssUnitId} /protection" resolves to the value field (defined i
ISO/IEC 23092-1:2020, subclause 6.3] of the gen_info with key “aupr” (i.e. access unit protection
storled in the access unit for swhich the associated au_type defined in ISO/IEC 23092-1:202
Table 25 is equal to the value-which is replacing “{auType }”, the associated sequence name defined i
ISO/IEC23092-1:2020, Table-10 is equal to the value replacing “{ sequencename }” and the field access|
unit 1Ddefined in ISOAEC23092-1:2020, Table 25 is equal to the value replacing “ {accessunit1d} 1.
The|value of auType shall be equal or greater than 1 and strictly less than 6.

= e — >

— ‘“au unaligned/ {adcessUnitId} /protection" resolves to the value field (defined i
ISO/IEC 23092:1:2020, subclause 6.3) of the gen_info with key “aupr” (i.e. access unit protectior
storjed in theaccess unit for which the associated autype defined in either ISO/IEC 23092-1:202
Table 25 or*Table 19 (under the name c1id) is equal to 6, and the field access unit 1D defined i
ISOIEC23092-1:2020, Table 25 is equal to the value replacing “{accessunit1d}”.

> o — >

7.4.3.3 URIs for collection of access units

Any number of signatutes stored in the dataset protection shall also use any of the following URIs to
refer to the content corresponding to a collection of access units

— “genomic_region/{auType}/{sequenceName}/{start}/{end}" resolves to one collection of access
units to sign. The values replacing “{start}” and “{end}” shall be numbers such that the first one is
strictly smaller than the second one. For all access units such that

— the au_type defined in either ISO/IEC 23092-1:2020, Table 25 is equal to the value which is
replacing “(auType}”, or the value replacing “(auType}” is equal to “0” and the AU type defined
in [SO/IEC 23092-1:2020, Table 25 is strictly smaller than 6.
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— the associated sequence name defined in ISO/IEC 23092-1:2020, Table 10 is equal to the value
replacing “{ sequenceName } ",

— and the access unit range intersects with the range defined by “(start}” (included) and “{end}”
(included).

The content, resolved by this URI, to sign is obtained by concatenating the following sequences
of bytes: for all the access units belonging to the collection resolved by this URI and ordered in
growing order of AU type, and access _unit ID

— The bytes corresponding to the value f1eld (defmed m ISO/TEC Z23092-T:2020, subclauge 6.3) of
the gen_info with key “auin” which belongs to the access unit.

— In AUC mode:

— the bytes of the value field (defined in ISO/IEC 23092-1:2020, subclause’6.3) of the access
unit, discarding all bytes prior to, and including the last byte of the access unit prdtection.

In DSC mode:

— all bytes corresponding to the associated block payieads (resolved as specified in
ISO/IEC 23092-1:2020), organized in increasing order efthe descriptor 1D (as spgcified in
ISO/IEC 23092-1:2020, Table 33).

—+ “unaligned/{signature}” resolves to one collection of ac&éss units to sign. For all access units such
that

— theau type defined in ISO/IEC 23092-1:2020, Table 25 is equal to 6

— Atleastone of the U cluster signaturexfield (defined in ISO/IEC 23092-1:2020, Table| 25 or in
Table 31) is exactly equal to the value replacing “{signature}” and order by access uniit id, the
following bytes are concatenated (inithe order of appearance) to the byte array to sign,.

The content resolved by this URI is ebtained by concatenaiting the following bytes: for all the access
units belonging to the collection résolved by this URI ordered in growing order of access_ynit ID

— the bytes corresponding to the value field defined in (defined in ISO/IEC 23093-1:2020,
subclause 6.3) of the gen info with key “auin” which belongs to the access unit

— In AUC mode:

— the bytes.of the va1lue field (defined in ISO/IEC 23092-1:2020, subclause 6.3) of the access
unit,disearding all bytes prior to the last byte of the access unit protection.

— In DSC.mode:

<< ) all bytes corresponding to the associated block payloads (resolved as spegified in
ISO/IEC 23092-1:2020), in growing order of descriptor_ID defined in ISO/IEC 23092-1:2020,
Table 19.

7.4.4 Signatures carried in access unit protection

Any number of signatutes stored in the access unit protection shall also use one of the following URIs to
refer to a gen_info structure or encoded genomic information:

— “auhd” resolves to the value field (defined in ISO/IEC 23092-1:2020, sublause 6.3) of the gen_info
with key “auhd” (i.e. access unit header) stored in the same access unit container as the access unit
protection.

— “blocks” resolved to the bytes of the value field (defined in ISO/IEC 23092-1:2020, subclause 6.3) of
the access unit, discarding all bytes prior to the last byte of the access unit protection.
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— “auin” resolves to the the bytes corresponding to the value field defined in (defined in
ISO/IEC 23092-1:2020, subclause 6.3) of the gen_info with key “auin” which belongs to the access
unit.

7.4.5 Signatures carried in descriptor stream protection

Any number of signatutes stored in the descriptor stream protection shall also use one of the following
URIs to refer to a gen_info structure or encoded genomic information:

uds » i i i =1 — —
with key “dshd” (i.e. descriptor stream header) stored in the same descriptor stream container)q
the Hescriptor stream protection.

wn O

D

— “bldcks” resolves to the bytes of the the StreamContainer, discarding all bytes prior to thelast byt
of the descriptor stream protection.

8 Acdess unit information

8.1 Geéneral

Coded apxiliary fields associated to genomic records are carried by thé&ab information value arr

containgd in the gen info element AU information defined in ISQ/IE€ 23092-1:2020. The decodizg
process|described in Clause 9 applied on AU information value {produces an array of genAuxRecord
structuiles specified in subclause 8.2. Each genauxRecord structure contains numberofGenAux Sequences
of gen_apix structures defined in subclause 8.3.

The ith flecoded genauxrecord structure shall be associated to the ith decoded genomic record. If ja
coded g¢nomic record is not associated to any auxiliary field but it is coded in an AU containing at leagt
one genpmic record with associated auxiliary fields;then said genomic record is associated with one
genAuxRpcord structure with numberofcenaux set-équal to 0. Moreover, if all genomic records coded ip
an AU have no associated auxiliary fields, the get) info element AU _information shall not be present.

8.2 gdgnAuxRecord

The syntax of genauxrecord is defingd\as follows:

struct penAuxRecord

{

u(24) numberOfGenAuxs

genAuk auxSet [numberOfGenAux];

}

Table 1§ shows oW a genauxRecord structure is associated to each decoded genomic record (specifie
in ISO/IEC 23092-1:2020, subclause 13.2) and how auxiliary fields are decoded to each alignment d
mapped| reeord segments or unmapped record segments. Table 15 shows as well how to compuf]
numberOfGEnAux.

—

[}

Table 15 — Association of auxiliary fields to mapped and unmapped record segments

numberOfGenAux= 0
noa = 0
for (; noa < number_of_alignments; noa++) {
if((noca == 0) || (alignment is duplicated(noa, 0) == 0)) {
aux fields[noa] [0] = aux Set[numberOfGenAux++]
}
else{
aux_ fields[noa] [0] = aux fields[noa-1][0]
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Table 15 (continued)

}
if (class_ID != Class_HM) {
for (tSeg=1; tSeg <= number of template segments; tSeg++)

if (split alignment[noa] [tSeg] == 0) {
if((noa == 0) || || (alignment is duplicated(noa, tseg) == 0)){
aux fields[noa] [tSeg] = auxSet[numberOfGenAux++]
else{

aux fields[noa] [tSeg] = aux fields[noa-1] [tSeg]

for (uSeg = numberOfAlignedRecordSegments;
uSeg < number of record segments; uSegdf)

aux fields[0] [uSeg] = auxSet[numberOfSenAux++]

glignment is duplicated is defined in Tahlé&16.

Table 16 — Identification of duplicated alignments

lignment is duplicated(noa, (tge€qg) {
if (noa == 0){

return 0 ;

if (tSeg == O\I
if (mapping pos[noa] != mapping pos[noa - 1] ||
€cigar len[noa] [0] != ecigar len[noa - 1][0] ||

strncmp (ecigar string[noa] [0],ecigar string[noa-1][0], ecigar len[noa] |0]) !=

return 1 ;

}

for(as = 0; as < as_depth ; as++){

if (mapping score[noa] [0] != mapping score[noa - 1][0]) return 1;
}
return 0 ;
} else {

if (mapping pos[noal] + delta[noa][tSeg] != mapping pos[noa - 1] + deltal[noa - 1]
[tSeg] ||

ecigar len[noa][tSeg] != ecigar len[noa - 1][tSeg] ||

strncmp (ecigar string[noa] [tSeg],ecigar string[noa-1][tSeg], ecigar len[noa]
[tSeg]) != 0){

return 1 ;
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}

Table 16 (continued)
}

for(as = 0; as < as_depth ; as++){
if (mapping score[noa] [tSeg] != mapping scorel[noa - 1][tSeg]) return 1;
}

return 0 ;

aux fie
mapped
associat

number

in 1SO/11

numberO

8.3 ge
The syn

struct

{
u(8)
genTa
}

numberO

auxFiel

8.4 ge
The syn

Keyisa
Length I

—

lds[i][7] contains the auxiliary fields associated to the ith alignments of the jth segment fg
record segments. In case of unmapped reads, aux fields[0][j] contains the auxiliary fi€ld
bd to the jth unmapped record segment.

[72)

bf alignments, number of template segments andnumber_of_record_segmentsarespeciﬁed
£C 23092-2:2019, subclause 13.2.

FAlignedRecordSegments iS specified in ISO/IEC 23092-2:2019, subclause(10.4.9.

nAux

rax of genaux is defined as follows:

benAux

numberOfTags;

b auxFields|[numberOfTags];

FTags represents the number of auxiliary fields associated with the current genomic record.

s is a list of genTag structures containing the values of the auxiliary fields.

nTag

fax of genTag is defined as follows:
benTag

key;

type;
length;
valuel[];

two-characters identifier of the tag, Type an identifier of the type of data contained in valug¢,
5 the number of elements contained in the value[] array, and value is an array that contains

the auxiliary field value. The bit order of each element in the value array is specified to start with the

:

most significant bit (MSB) and proceed to the least significant bit (LSB).

The field type shall take one of the values specified in Table 17.

Table 17 — Values for the Type field of the gen_tag structure

Type data type type Description
0 Signed 32 bit i(32) It corresponds to type “i” in the SAM specification.
integer
1 string of ASCII c(1) It corresponds to type “Z” in the SAM specification.
characters If Length is equal to 1 this corresponds to the SAM
type HA"
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Table 17 (continued)

Type data type type Description

2 Unsigned 8 bit u(8) It corresponds to type “C” in the SAM specification.
integer

3 Signed 8 bit integer i(8) [t corresponds to type “c” in the SAM specification.
Unsigned 16 bit u(16) It corresponds to type “S” in the SAM specification.
integer

5 Signed 16 bit i(16) It corresponds to type “s” in the SAM specification.
integer

[ Unsigned 32 bit u(32) It corresponds to type “I” in the SAM specificatioq.
integer

t 4-bit hexadecimal u(8) It corresponds to type “H” in the SAM specificatign.
code.

8 32 bit single F32 It corresponds to type “f” in the'SAM specificatioh.
precision floating-
point as specified
by IEEE 754-2008

D 64 bit double F64 It corresponds to type d” in the SAM specification.
precision floating-
point as specified
by IEEE 754-2008

O

) Decoding process for metadata

9.1 General

This clause describes the decoding process.@f coded information metadata, protection metadlata and
auxiliary fieldsV. These contents shall always be decompressed, in the order specified in subclguse 7.1.

Ihput and output of the process are speecified in Table 18.

Table 18 — Input and output of the decoding process specified in this clause

Input Output Comments

Information metadata

PG_metadata_valug Dataset group metadata XML DG metadata valueis
document specified in subclause 6.2. |contained in DG_metadatfa as
specified in ISO/IEC 23092-

1:2020
feferenc€yhetadata_value Reference metadata XML document |reference metadata vilueis
specified in subclause 6.3. contained in

reference metadata as

specified in ISO/IEC 23092-

12020
DT_metadata_value Dataset metadata XML document DT metadata valueis
specified in subclause 6.4. contained in DT metadata as
specified in ISO/IEC 23092-
1:2020

Protection metadata

1) The decoding process relies on the implementation of the LZMA SDK version 18.05 published at https://
sourceforge.net/projects/sevenzip/files/LZMA%20SDK/lzma1805.7z/download on 2018-05-01. Any other
process producing the same output from the same input can be equally considered compliant to this document. At
the same time, complying implementations are not expected to follow the exact algorithm used by this reference
procedure.
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Table 18 (continued)

Input

Output

Comments

DG protection value

protection metadata XML document
specified in Clause 7.

DG_protection valueis
contained in DG_protection
as specified in ISO/IEC 23092-
1:2020

DT protection value

protection metadata XML document
specified in Clause 7.

DT protection valueis
contained in DT _protection
as specified in ISO/IEC 23092-

1:2020

DS proflection value

protection metadata XML document
specified in Clause 7.

DS protection valueis
contained in DS _protectipn
as specified in ISO/IEC'23092-
1:2020

AU proflection value

protection metadata XML document
specified in Clause 7.

AU protectiomvalueis
contained in AU jprotection
as specified in [SO/IEC 23092-
1:2020

Access unit information

AU infqrmation value
specified in Clause 8

genAuxRecord [num genomic
records]

genAtxRecord is specified
imrsubclause 8.2

num_genomic records
represents the number of
genomic records carried by the
decoded access unit

In the description of this decoding process, the inputlarrays listed
inputBuffer of size inputsize and the output arrays astoutputBuffer of size outputsize.

Coded njetadata are represented as a LZMA compliant byte array with a 13 bytes header and a payloag
The heafler is specified in Table 19.

The parpms byte is used to calculate the Ic, pb and Ip members of the lzmaProps structure specified i

subclauge 9.2.

dictSiz¢ and unpackedSize are stored in the lzmaProps structure specified in subclause 9.2.

Table 19 — Header of LZMA coded metadata

in Table 18 are referred to a

Header

params u(8)
dictSize u(32)
unpackedSize u(64)

9.2 Initialization of parameters

=)

9.2.1 General

This subclause specifies the constants and data structures containing the parameters governing the
decoding process described in subclause 9.3.

9.2.2 Properties

LZMA properties are contained in the following structure.

struct lzmaProps{
u(32) dictSize

26
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8)
8)
8) 1lp
64) uncompressedSize

}

Ic is the number of high bits of the previous byte to use as a context for literal encoding (the default
value used by the LZMA SDK is 3).

Ip is the number of low bits of the dictionary position to include in literal_pos_state (the default value
used by the LZMA SDKis 0).

b is the number of low bits of the dictionary position to include in pos_state (the default valug used by
he LZMA SDK is 2).

o=

9.2.3 Parameters

[fZMA parameters are contained in the following structure.

sitruct lzmaParams({

lzmaProps prop

u(l6) numProbs

16) probs[numProbs]

6) probs 1664 [numProbs]
) dic[]

4) dicBufSize
4) dicPos

2) range

2) code

2) processedPos
2) checkDicSize
2) state

2) reps|[4]

2) remainLen

)y buf[]

grop is a lzmaProps structure specified in this subclause.
riumProbs represents the number of probailities used.
robs is a list of numProbs probabilities.

robs_1664 is a list of humProbs probabilities.

ic[] containSthe dictionary used by the LZMA algorithm. The size is represented by dicBufSiz

o

/!
!
dicBufSize repreSent the size of the dictionary used by LZMA.
d
d

icPos js\apointer used to access the dic[] list.

ot

ange and code are state variable used in the ragencoder engine of the LZMA algorithm.

processedPos represents the last coded match offset away from current pointer.
checkDicSize is a state variable used to manage the size of teh dictionary.

state is an integer indicating what the last performed coding operations have been.
repsl4l is a list of variables used to manage the access to the dictionary.
remainLen represents the number of bytes remaining to be decompressed.

buf[] contains the decoded bytes.
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9.2.4 Constants

LZMA constans are listed in Table 20.

Table 20 — Constants defined in the decoding process

Constant Name Value
kLzmalLitSize 0x300
kNumBaseProbs 1984
kStartOffset 1664 0
kMatchYpecLenStart 274 ({l/v
kLenNumLowBits 3 o:l/'
kLenNu‘nHighBits 8 L ,’J
kNumSthtes 12 A ND
kNumSthtes2 16 ... q/‘)
kNumLitStates 7 (/U
kStartPgsModellndex 4 m\\v
kEndPogModellndex 14 \%V
kNumFyllIDistances 277 (s\\ N
kNumPdsSlotBits 6 /\Q -
kNumLgnToPosStates 4 N
kMatchNlinLen 2 c\\\\ )
kNumAlignBits 4 Q)\'
kNumToppBits 24 \\,\\
kTopValpie @m\lumTopBlts
kNumBifModelTotalBits AQ 1
kBitModelTotal \L\U 2"kNumBitModelTotalBits
kNumM¢veBits O s
kNumBifModelTotalBits O 11
kLenNumLowBits A@ ) 3
kLenNuinLowSymbols ) ) 27kLenNumLowBits
kLenNuinHighBits OV 8
kLenNu‘nHighSymbols f\(Ov 27kLenNumHighBits
kNumPdsBitsMax .OO 4
kNumPd sStatesMaxbié~v 2"kNumPosBitsMax
LenHigh \Q‘ 2 * (kNumPosStatesMax << kLenNumLowBits))
kNumLenPrpb@? LenHigh + kLenNumHighSymbols
kNumAljgnBits 4
kAlignTa'lblgblze Z"kKNumATignBits

9.2.5 Process

The initialization process of structures and variables used during the decoding process is shown in
Table 21.

Table 21 — Initialization process

lzmaParams p {
i=0
d = inputBuffer[i++]
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Table 21 (continued)

p->prop->lc = d%9

d /=9

p->prop->pb = d / 5

p->prop->lp = d % 5

p->buf = outputBuffer

p->prop->dictSize =

((inputBuffer([i] ) & O0x000000FF)
| ((inputBuffer[i+1]<<8 ) & 0x0000FF0O0)
| ((inputBuffer[i+2]<<16) & 0x00FF0000)
| ((inputBuffer[i+3]<<24) & O0xFF000000)
+= 4
f (p->prop->dictSize < (1<<12))
p->prop->dictSize = (1<<12)
Pp->prop ->uncompressedSize =
((inputBuffer[i] <<56) & O0xFF00000000000000)

| ((inputBuffer[i+1]<<48) & O0x00FF000000000000)
| ((inputBuffer[i+2]<<40) & 0x0000FF0000000000)
| ((inputBuffer[i+3]<<32) & 0x000000FF00000Q00Y
| ((inputBuffer[i+4]1<<24) & 0x00000000FF0QQQ00)
| ((inputBuffer[i+5]<<16) & 0x0000000000FF0000)
| ((inputBuffer[i+6]<<8 ) & 0x00000000€000FF00)
| ((inputBuffer[i+7] ) & 0x0000QH00000000FF)

* skip one byte */
[ ++

Pp->code =
((inputBufféxii] << 24) & O0xFF000000)
| ((inputBuffer[i+1]<< 16) & 0x00FF0000)
((inputBuffer[i+2]<< 8 ) & 0x0000FF00)
((igputBuffer[i+3] ) & 0x0000O0O0FF)

Pp->range, <\UXFFFFFFFF

* Mith default values numProbs = 8128 */

p-=numProbs = kNumBaseProbs +

( kLzmalLitSize << (p->prop->1lc + p->prop->1lp))

for(j = 0; j < p->numProbs; j++)
p—>probs([j] = 1 << 10

p->reps[0] = p->reps [1] = p->reps [2] = p->reps [3] = 1
p->state = 0

LzmaDec WriteRem(p, p->dicBufSize)

LzmaDec Decode (p, p->dicBufSize, inputBuffer + i)
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Table 22 — rzmaDec_WriteRem utility function

LzmaDec WriteRem(p, limit)
{
if (p->remainlen != 0 && p->remainlen < kMatchSpecLenStart)
{
dic = p->dic
dicPos = p->dicPos
dicBufSize = p->dicBufSize

len = p->remainlLen
rep0 = p->reps[0]
rem = limit - dicPos
if (rem < len)

len = rem

if (p->checkDictSize == 0 && p->prop->dictSize - p->processedPos <= fen)
p->checkDictSize = p->prop->dictSize

p—-jprocessedPos += len

p-Jremainlen -= len

whille (len != 0)

{
Jen—-
dic[dicPos]=dic[dicPos - repO + (dicPos < xe&p0 ? dicBufSize : 0)]
dicPos++

p-3YdicPos = dicPos

9.3 Mpacros

This sulclause defines macros uséd in the decoding process specified in subclause 9.4.

A macrolis a fragment of cod®which has been given a name. Whenever the name is used, it is replaced b
the contpents of the macro-Everything in brackets in the left column is a list of parameters. The names d

the parameters passed to the macros are the ones to be used in the replacement.

Table 23 — Macros used in the decoding process

v
f

macro Code

CALC PUS—STATE (procRos, ({procRos) & (pbMask)) 4)

pbMask)

COMBINED PS STATE (posState + state)

IF BIT 0(p) ttt = *(p)
NORMALIZE
bound = (range >> kNumBitModelTotalBits) * ttt
if (code < bound)

UPDATE_O0 (p) range = bound
*(p) = (CLzmaProb) (ttt + ((kBitModelTotal - ttt) >>

kNumMoveBits))
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Table 23 (continued)

macro Code
UPDATE_1 (p) range -= bound
code -= bound
*(p) = (CLzmaProb) (ttt - (ttt >> kNumMoveBits))
GET BIT2(p, i, A0, Al) IF BIT 0(p)
{ UPDATE O(p); i = (1 + 1); AO0; }
else (L
{ UPDATE 1(p); i = (4 + 1) + 1; Al; } AQ(L
TREE_GET BIT (probs, i) (GET BIT2 (probs + i, i, 7, i); ) oV
JORMAL LITER DEC TREE_GET BIT (prob, symbol) n’”’
WATCHED_LITER_DEC matchByte += matchByte N
bit = offs (izj
offs &= matchByte Q/O
probLit = prob + (offs + bit +<E§abol)
GET BIT2 (probLit, symbol, gﬁé§>A= bit; , ;)
TREE_6 DECODE (probs, 1) { o
- L
i 1
TREE_GET BIT (priggoi)
TREE_GET BIT ( s, i)
TREE_GET_%&%robs , 1)
TREE_GET§BIT(probs, i)
TREE:&ET_BIT(probs, i)
ﬁéQ_GET_BIT(probS, i)
c.‘\\(')_ -= 0x40
L
REV BIT (p,i,A0,Al) @ “|1F BIT 0(p + 1)
C)O { UPDATE O(p + 1i); AO; }
()' else
N { UPDATE 1(p + i); Al; }
IEV_BIT_VARLQ(;:%) REV BIT(p, i, i 4= m; m +=m, m +=m; i += m; )
REV_BIT_CONST(p,i,m) REV BIT(p, i, i += m; , 1+=m ox 2; )
IEV_BITx®§T(p,i,m) REV BIT(p, i, i -=m ;i)
NORMA?EE if (range < kTopvalue) {
CE;\ range <<= 8; code = (code << 8) | (*buf++);

}

SpecPos -kStartOffset

IsRepOLong SpecPos + kNumFullDistances

RepLenCoder IsRepOLong + (kNumStates2 << kNumPosBitsMax)
LenCoder RepLlenCoder + kNumLenProbs

IsMatch LenCoder + kNumLenProbs

Align IsMatch + (kNumStates2 << kNumPosBitsMax)
IsRep Align + kAlignTableSize

IsRepGO IsRep + kNumStates

IsRepGl IsRepGO + kNumStates
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Table 23 (continued)

macro Code
IsRepG2 IsRepGl + kNumStates
PosSlot IsRepG2 + kNumStates
Literal PosSlot + (kNumLenToPosStates << kNumPosSlotBits)
NUM BASE PROBS Literal + kStartOffset

9.4 Decoding process

This sulclause describes the decoding process of encoded metadata once the initialization specified4

subclauge 9.2 has initialized the 1zmaParams structure (see Table 21).

—

32
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LzmaDec Decode2 (p, limit, buffer[])

{

do

{

limit2 = limit

if (p->checkDictSize == 0)
{

}

rem = p->prop->dictSize - p->processedPos
if (limit - p->dicPos > rem)

limit2 = p->dicPos + rem

LzmaDec Decode (p, limit2, buffer)

if (p->checkDictSize == 0 && p->processedPos >= p->prop->dietsize)

p->checkDictSize = p->prop->dictSize

LzmaDec WriteRem(p, limit);

while (p->dicPos < limit &&

p->buf < buflLimit &&

p->remainlen < kMatchSpecLenStart)

© ISO/IEC 2022 - All rights reserved
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Table 25 — LzmaDec_Decode function implementing the actual LZMA decoding algorithm

LzmaDec Decode(p, limit, buffer[]) {

probs = p->probs 1664

state = p->state

rep0 = p->reps[0], repl = p->reps|l]
rep2 = p->reps[2], rep3 = p->reps[3]
pbMask = (1 << (p->prop->pb)) - 1

lc |= p—>prop->1lc
1pMask = (0x100 << p->prop->1p) - (0x100 >> 1lc)

diq = p->dic
dicByfSize = p->dicBufSize

dicPds = p->dicPos

procqssedPos = p->processedPos
checlDictSize = p->checkDictSize
len § 0

buf 4 p->buf

rangq = p->range

code |= p->code
didtance = 0
podSlot = 0

do
{
ttt =0

bound = 0

pogState = CALC POS STATE (processedPos, pbMask)

prdb = probs + IsMatch +.COMBINED PS STATE
IF |BIT O (prob)

symbol
UPDATE 0O (prokb)
grob = proBs.s+ Literal

iIf (proeessedPos != 0 || checkDictSize != 0)
drll, += 3 * ((((processedPos << 8) + dic[(dicPos == 0 ?
dicBufSize : dicPos) - 1]) & lpMask) << 1lc)
processedPos++

if (state < kNumLitStates)
{
state -= (state < 4) ? state : 3

(
symbol =1

NORMAL LITER DEC
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Table 25 (continued)

NORMAL LITER DEC
NORMAL LITER DEC
NORMAL_LITER DEC
NORMAL LITER_DEC
NORMAL_LITER_DEC
NORMAL LITER DEC
NORMAL LITER DEC

ISO/IEC 23092-3:2022(E)

}

else

{
matchByte=dic[dicPos - rep0O +

offs = 0x100
state -= (state < 10) 2?2 3 : 6
symbol = 1

MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC

}

dic[dicPos++] = symbol & OxFF

continue

}

UPDATE_1 (prob)
prob = probs + ISRep + state
IF BIT O (prob)
{

UPDATE (Q(prob)

statent= kNumStates

probs= probs + LenCoder

(dicPos < rep0 ? dicBufSize

0)]

=1/ 1
T TP Lo/

IF BIT O (prob)
{
UPDATE 0 (prob)
prob =
IF BIT O (prob)
{
UPDATE 0 (prob)

dicPos++

© ISO/IEC 2022 - All rights reserved

prob = probs + IsRepGO + state

probs + IsRepOLong + COMBINED PS STATE

dic[dicPos]=dic[dicPos-repO+ (dicPos < repO ? dicBufSize

0)]
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36

Table 25 (continued)

processedPos++
state = state < kNumLitStates ? 9 : 11
continue
}
UPDATE 1 (prob)
}

else

{
UPDATE_1 (prob)
prob = probs + IsRepGl + state
IF BIT O (prob)
{
UPDATE 0 (prob)
distance = repl
}
else
{
UPDATE 1 (prob)
prob = probs + IsRepG2 + state
IF BIT O (prob)
{
UPDATE 0 (prob)
distance = rep2
}
else
{
UPDATE_1 (prob)
distance = rep3
rep3 = rep2
}
rep2 = repl
}
repl = repl
rep0 = distane®€
}
state = st@te < kNumLitStates ? 8 : 11
prob =(probs + RepLenCoder

probLen = prob + LenChoice
IF BIT O (probLen)
{
UPDATE O (probLen)
problLen = prob + LenLow + posState
len =1
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)
len -= 8
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Table 25 (continued)
}

else
{
UPDATE 1 (probLen)
probLen = prob + LenChoice2
IF BIT O (probLen)
{
UPDATE 0O (probLen)

probLen=prob+Lenlow + posState + (1 << kLenNumLowBits)
len =1
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)
}
else
{
UPDATE 1 (probLen)
probLen = prob + LenHigh
TREE_DECODE (probLen, (1 << kLenNumHighBit§), len)
len += kLenNumLowSymbols * 2

if (state >= kNumStates)
{
prob=probs + PosSlot +

((len < kNumLenToRbOsStates ? len : kNumLenToPosStates - 1

< kNumPosSlotBits)

TREE 6 DECODE (prob, distance)
if (distance, > kStartPosModelIndex)
{
posSXot*= distance
numBirectBits = ((distance >> 1) - 1)
distance = (2 | (distance & 1))
if (posSlot < kEndPosModelIndex)
{

distance <<= numDirectBits

DTOD = DIODS T SPECPO
{
m=1
distance++
do
{
REV_BIT VAR (prob, distance, m)
}
while (--numDirectBits)

distance -= m
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Table 25 (continued)
}

else

{
numDirectBits —-= kNumAlignBits

do

{
NORMALIZE

range >>= 1

code -= range
t = (0 - (code >> 31))
distance = (distance << 1) + (t + 1)

code += range & t

}
while (--numDirectBits)
prob = probs + Align
distance <<= kNumAlignBits
{
i=1
REV_BIT CONST (prob, i,
REV_BIT CONST (prob, i,
REV_BIT CONST (
REV_BIT LAST (

prob, 1,

@ N

prob, 1,
distance |= 1

}

if (distance == OxFFFFFEFFL

{
len = kMatchSpecLehStart
state —-= kNumStates
break

rep3 = rep2
rep2 =N\repl
reply= rep0
rep0 = distance + 1

Lo ot JaDl Ja N 1o I
tTSToCT Koot © LB v a ey

kNumLitStates + 3

if (distance >= (checkDictSize == 0 ? processedPos:

checkDictSize))
{

p->dicPos = dicPos

return_error()

38 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=21bf96aca205257951e0a1c3616c6bcb

Table 25 (continued)

len += kMatchMinLen

rem = 0
curLen = 0

pos = 0

ISO/IEC 23092-3:2022(E)

if ((rem = limit - dicPos) == 0)
{
p->dicPos = dicPos

return error ()

curlLen = ((rem < len) ? rem len)

pos = dicPos - repO0 + (dicPos < repO ? dicBufSize

processedPos += curlen

len -= curlen
if (curlen <= dicBufSize - pos)
{
dest[] = dic + dicPos
src = pos - dicPos

dicPos += curlen

k=0

do

dest[k] = dest[k + sxc]
while (++k != cuclLen)

dest += curlen

Else
{
do
{
didldicPos++] = dic[pos]
if /(++pos == dicBufSize)
pos = 0
}
while (--curlen != 0)

0)

}

while (dicPos < limit && buf < buflLimit)

NORMALIZE
/* copy the decoded bytes in the output buffer */

p->buf = buf

p->range = range

p->code = code
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Table 25 (continued)

p->remainLen = len

p->dicPos = dicPos

p->processedPos = processedPos
p->reps[0] = repl
p->reps| = repl

1]
p->reps[2] = rep2
3]

p->reps|[ = rep3

p->sflate = state

10 Application programming interfaces (APIs)

10.1 Ge¢neral

-

This clquse contains the application programming interface (API) to coded/génomic informatio
compliaht with the ISO/IEC 23092 series. It specifies the interfaces to be available in a tool implementing
the API.|[The APl may be implemented locally or remotely.

IS

In case the information is protected, operations are controlled by privacy rules, as specified in Clause
Whenever the caller of functions is not authorized to access the full.content, only the content for whic
the calldr is authorized is returned.

-

10.2 Structure of the API

The AP] specifies interfaces that handle data structures, as specified in ISO/IEC 23092-1:202
ISO/IEC| 23092-1:2020 and this document. Operations are applied to data structures that an
organiz¢d in hierarchy levels. In the context of this\document, a hierarchy level defines the scope of a
operatign. The hierarchy levels considered are dataset group, dataset and access unit, as specified i
ISO/IEC|23092-1:2020 and ISO/IEC 23092-1;2020.

> B M <

-

The context of the API is one bitstredm (either in File or Transport format), as specified i
ISO/IEC|23092-1:2020. How the API gets access to the file or bitstream is left open to implementation.

Table 24 lists the specified functions groups.

Table 26 — Groups of functions

Funpctions group Brief description
Genomid information: Functions used to query the structure of, and retrieve, the genomic information
coded in a bitstream compliant with ISO/IEC 23092 series.
Metadatp Functions used to query the structure of, and retrieve, the metadata associated

with the coded genomic data.

Protectibn Functions used toretrieve the protection metadata associated with the coded
g

genomic data.

Reference Functions used to retrieve the reference associated with a dataset.

Statistics Functions used to retrieve statistics associated with a dataset.

10.3 Detailed specification of the API

10.3.1 Data types

The data types used in this document are defined in Table 27.
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Table 27 — Data types

uint unsigned integer number
int signed integer number
float floating point number, as defined in IEEE 754-2008
char printable ASCII character
st(v) string, as specifed in subclause 5.2
bool Boolean value
mpeggRecord MPEG-G record, as specified in ISU/TEC Z309Z2-2:2019
rawReference Raw reference, as specified in ISO/IEC 23092-2:2019
10.3.2 Return codes
Tlable 28 specifies the return codes returned by calls to the operations specified(in-subclauses [10.3.6 to
10.3.10.
Hrror codes are of type returncodeT. Return code values are listed in Talle 28.

Table 28 — Return codes

Name Value Description

b_ SUCCESS 0 The operatioh completed successfully. This includeg the
case when‘the'access is authorized but the output i empty
becauseno content matches the input parameters.

b PARTIALLY AUTHORIZED 1 The ppeération completes successfully, but only part|of the
quéried content is returned due to partial lack of aufhoriza-
tion.

b_NOT_AUTHORIZED 2 The operation is not authorized according the privagy rules.

b VERIFICATION FAILED 3 The digital signature, as specified in subclause 7.4, iis not
verified.

b DECRYPTION_FAILED 4 It is not possible to complete the decryption process.

b DATASETGROUP_NOTFOUND 5 The requested dataset group does not exist.

b DATASET_NOTFOUND 6 The requested dataset does not exist.

b ACCESSUNITS_NOTFOUNP 7 The requested access unit does not exist.

b REFERENCE_NOTFOUND 8 The requested reference does not exist.

b_SEQUENCE_NOTFOUND 9 The requested sequence does not exist.

b METADATA_FIERD” NOTFOUND 10 The metadata element does not exist. If the element|exists
but is empty, this error is not returned.

b INVALLPN\METADATA 11 The value of the metadata element, or the element ifself,
does not comply with the schema.

b INVALID REFERENCE 12 This error is returned when the genomic reference fo be
used in the decoding process is not compatible withl the
genomic information.

G_INVALID_PARAMETER 13 Atleast one parameter to the call is invalid.
G_INVALID_BITSTREAM 14 The provided bitstream is invalid.
G_UNLISTED_ERROR 15 An unlisted error.

16..255 |Reserved

10.3.3 Metadata fields

Metadata fields are represented as variables of type st (v). The content of a metadata field is a valid
W3C XPath 1.0 path. The metadata field expression shall return only one node.

© ISO/IEC 2022 - All rights reserved

41


https://standardsiso.com/api/?name=21bf96aca205257951e0a1c3616c6bcb

ISO/IEC 23092-3:2022(E)

10.3.4 Output structures

10.3.4.1 General

This subclause specifies the syntax of the output structures used to convey the results returned by
calls to the functions specified in this document.

10.3.4.2 Hierarchy

This suljctausespecifies the syntax of the output Structure uSed to CONvey tie Tesuits Teturned by catls
to the GetHierarchy function.

struct putHierarchyT ({
uint fatasetGroupsCount;
uint fatasetGroupIDI[];
uint fatasetsCount|[];
uint fatasetID[][];

}

Each oufHierarchyT associates a dataset group with all the datasets belonging{eit.

Members of the outHierarchyT structure

datasefGroupsCount the number of dataset groups present in the bitstream

datasefGroupID list of identifiers of dataset groups present in the bitstream

datasefsCount list containing the number of datasets associated with each dataset
group

datasefID list of identifiers of datasets@associated with each dataset group

10.3.4.3 Records

v

This sulclause specifies the syntax of the output-structure used to convey the results returned by call
to the G¢tDataByLabel function.

struct putRecordsT {
uint fatasetGrouplD;
uint fatasetID;
uint fecordsCount;
mpeggRecord records](]
genAukRecord auxInfol[];

}

Members of the outR&cordsT structure

datasefGroupID identifier of a dataset group

datasefID identifier of a dataset associated with the dataset group identified by
datasetGroupID

recordqCount number of records returned hy the call

records[] list of records returned by the call

auxInfol] list of returned genauxRecord structures associated to the records
returned by the call

10.3.4.4 References

This subclause specifies the syntax of the output structure used to convey the results returned by calls
to the GetDatasetReference function.

struct outReferenceT {

uint segCount;
st (v) segNamel];
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uint seqgStartl[];
uint segkEnd[];
char refSequencel[][];

}

Members of the outReferenceT structure

seqCount number of reference sequences returned by the call
seqName list containing the names of the reference sequences returned by the call
segStart list containing the start position of the reference sequences returned by the call
eqgEnd list containing the end position of the reference sequences returned by thie call
fefSequence lists of ASCII characters representing the reference sequences returned by the
call

10.3.4.5 Region protection

his subclause specifies the syntax of the output structure used to convey the fesults returned
b the GetRegionProtection function.

o =

gtruct outRegionProtectionT {
st (v) sequenceName;

uint startPos;

uint endPos;

uint classID;

uint numSecrets;

st (v) secretIdentifiers[];

}

Members of the cutRegionProtectionT structure

by calls

the content of an access unit of type c1ass1p, whose range intersects
the region defined by sequenceName,
startPos, endPos

equenceName name of the sequerice where the protected region is defined. It corresponds
to sequence_ name specified in ISO/IEC 23092-1:2020, Table 10.
tartPos start position of the protected region.
¢ndPos end positien of the protected region.
lassID the class’of access units being encrypted as here specified
pumSecrets thesnumber of secrets
ecretIdentifiers the list of identifiers for secrets (passwords, keys, etc.) needed to dedrypt

with

10.3.4.6 Simple statistics

—]

his subelause specifies the syntax of the output structure used to convey the results returned
b the.GetSimpleStatistics function.

—t

by calls

struct simpleSegmentStatisticsT ({
uint readsNumber;
uint segmentsNumberReadsDistribution[maxSegments];
uint qualityCheckFailedReadsNumber;
uint segmentLength[3];
uint mappedStrandSegmentDistribution[3];
uint properlyPairedNumber;
uint maxAlignments;
uint multipleAlignmentSegmentDistribution[maxAlignments + 1];
uint coverage[3];
uint weightedCoverage[3];
uint errorsNumber[3];
uint substitutionsNumber[3];
uint insertionsNumber[3];
uint insertionsLength[3];
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uint
uint
uint
uint
uint
uint
uint
uint
uint

deletionsNumber[3];
deletionsLength[3];
splicesNumber[3];
splicesLength[3];
alignmentScore([3];
classSegmentDistribution[6];
clippedSegmentDistribution[3];
opticalDuplicatesNumber;
chimerasNumber;

Name

Semantics

readsNymber

Total number of the reads to which the selected segments
belong.

segmentlsNumberReadsDistribution

Distribution by segment number of the reads to which the
selected segments belong (one per number of segments pos
sible; single end reads are stored at position §,-paired end
reads at position 1, and so on). maxSegments as specified in
10.3.10.1.

qualityCheckFailedReadsNumber

Number of reads flagged as “failing'vendor quality checks”
while considering the set of reads,to which the selected
segments belong.

segmenfLength

Array of three numbers cofitahing minimum, maximum angd
average lengths (in thig order) for the selected segments.
Average rounded to the‘closest integer.

mappeddtrandSegmentDistribution

Array of three numbers containing:

pos 0: Numbeteffunmapped segments

pos 1: Number of segments mapped to the forward strand
pos 2: Number of segments mapped to the reverse strand

for all'selected segments.

properllyPairedNumber

Number of reads flagged as being properly paired (paired-
end, both pairs aligned within proper distance) while
considering the set of reads to which the selected segments
belong.

maxAlignments

Maximum number of alignments while considering the set
of reads to which the selected segments belong.

multiplleAlignmentSegmengDistribution

Distribution of the number of multiple alignments for the
selected segments. Position n in the array corresponds to
the segments having n alignments.

coverage

Array of three numbers contaning minimum, maximum ang
average coverage (in this order) across the range consid-
ered, taking into account the first best alignment of the
selected segments. Average rounded to the closest integer.

weightqddCeyverage

Array of three numbers contaning minimum, maximum

aNd average Welgted COVETage (I tiis Order) across the

range considered, taking into account all n alignments of

the selected segments having an alignment score equal to
the maximum one, and weighting each alignment by 1/n.

Average rounded to the closest integer.

errorsNumber

Array of three numbers contaning minimum, maximum and
average number (in this order) of errors (sum of substi-
tutions, insertions and deletions) present in the extended
CIGAR for the first best alignment of the selected segments.
Average rounded to the closest integer.
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Name

Semantics

substitutionsNumber

Array of three numbers contaning minimum, maximum
and average number (in this order) of substitutions present
in the extended CIGAR for the first best alignment of the
selected segments. Average rounded to the closest integer.

insertionsNumber

Array of three numbers contaning minimum, maximum and
average number (in this order) of insertion operations pres-
ent in the extended CIGAR for the first best alignment of the
selected segments. Average rounded to the closest integer.

InsertionsLength

Array of three numbers contaning minimum, maximhum and
average cumulative length (in this order) of the/insgrtion
operations present in the extended CIGAR for the fifst best
alignment of the selected segments. Average roundgd to the
closest integer.

eletionsNumber

Array of three numbers contaning nrinimum, maximum and
average number (in this order) of.deletion operations pres-
ent in the extended CIGAR for thelfirst best alignmehpt of the
selected segments. Averagerounded to the closest ipteger.

eletionsLength

Array of three numbers,eontaning minimum, maximum
and average cumulatiyvelength (in this order) of del¢tion
operations presentinthe extended CIGAR for the fifst best
alignment of the selected segments. Average roundgd to the
closest integer

plicesNumber

Array of thfee/numbers contaning minimum, maximhum and
average tumber (in this order) of splice operations present
in theextended CIGAR for the first best alignment of the
selected segments. Average rounded to the closest ipteger.

plicesLength

Array of three numbers contaning minimum, maxirhum
and average cumulative length (in this order) of splice
operations present in the extended CIGAR for the fifst best
alignment of the selected segments. Average roundgd to the
closest integer.

lignmentScore

Array of three numbers contaning minimum, maximum and
average (in this order) of the alignment score for th¢ first
best alignment of the selected segments. Average rqunded
to the closest integer.

lassSegmentDistributdon

Distribution of segments according to the classification
defined in ISO/IEC 23092-2:2019, Index is the class_fid speci-
fied in subclause 5.4 minus 1.

lippedSegmentlisstribution

Distribution of segments according to the following|classi-
fication

pos 0: number of segments without clipped bases

pos 1: number of segments with soft-clipped bases and
without hard-clipped bases

pos 2: number of segments with hard-and soft-clipped

bases.

opticalDuplicatesNumber

Number of reads flagged as being optical duplicates while
considering the set of reads to which the selected segments
belong.

chimerasNumber

Number of reads flagged as being chimeras (can be aligned
only taking into account more than one

reference sequence) while considering the set of reads

to which the selected segments belong.
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10.3.4.7 Advanced statistics

This subclause specifies the syntax of the output structure used to convey the results returned by calls
to the GetAdvancedStatistics function.

struct extendedSegmentStatisticsT {
uint mappedBasesNumberDistribution[segmentLength[1l] + 1];
uint coverage[endPos - startPos + 1];
uint weightedCoverage[endPos - startPos + 1];
uint errorsNumberDistribution[errorsNumber[1l] + 11];
uint errorsPositionDistribution[segmentLength[1]];
uint pubstitutionsNumberDistribution[substitutionsNumber[1] + 1];
uint pubstitutionsTransitionDistribution([5][5] [segmentLength[1]];
uint pubstitutionsPositionDistribution|[segmentLength[1]];
uint finsertionsNumberDistribution[insertionsNumber[1] + 1];
uint finsertionslLengthDistribution[insertionsLength[1] + 1];
uint fnsertionsPositionDistribution[segmentLength[1l]];
uint fleletionsNumberDistribution[deletionsNumber[1] + 1];
uint PeletionsLengthDistribution[deletionsLength[1l] + 1];
uint fPeletionsPositionDistribution[segmentLength[1]];
uint pplicesNumberDistribution[3] [splicesNumber[1l] + 1];
uint pplicesLengthDistribution[3] [splicesLength[l] + 1]
uint pplicesPositionDistribution[3] [segmentLength[1]];
uint plignmentScoreValueDistribution[alignmentScore[l] + 1];
uint plignmentScoreSegmentLengthDistribution[3] [segmentLength [N/
uint pasesPositionDistribution[5] [segmentLength[1l]];
uint pgcContentValueDistribution[101];
uint paxQualityScore;
uint pualityScoreDistribution[maxQualityScore + 1];
uint pualityScorePositionDistribution([3] [segmentLength[}]];
uint pualityScorePositionPercentilesDistribution[6lhisggmentlLength[1]];

’

Name Semantics

mappedHasesNumberDistribution Distribution of segments by their number of mapped
bases. A base is considered mapped whenever it is
exactly matched (no substitution or indel cover it) in
the first best alignment. The index ranges from zero
(no bases mapped) to segmentLength[1] (all bases
mapped).

coverage Array of endPos - startPos + 1 the coverage
(number of alignments without insertions or dele-
tions covering each base) across the requested range,
taking into account the first best alignment of the
selected segments.

weilghtgdCoverage Array of endPos - startPos + 1 numbers con-

taning the coverage (number of alignments without
insertions or deletions covering each base) across the|
requested range, taking into account all n alignments
of the selected segments having an alignment score

equal to the maximum one, and weighting each align-
ment by 1/n. Coverage rounded to the closest integer.

errorsNumberDistribution Distribution of segments by their number of errors
(the sum of the number of substitutions, insertions,
and deletions) in their first best alignments. The index
ranges from zero (no error) to errorsNumber[1].

errorsPositionDistribution Array of dimension segmentTLength[1]. To position
n it corresponds the cumulative number of segments
for which an error occurs at position n in the first
best alignment.

substitutionsNumberDistribution Distribution of segments by their number of
substitutions in their first best alignments.
The index ranges from zero (no substitution) to
substitutionsNumber[1].
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Name

Semantics

substitutionsTransitionDistribution

Array of dimension 5* 5 * 1ength[1]. Defining the
vector VasV={A,(C, G, N, T}, substitutionsTransi
tionDistribution[i] [J] [n] representsthecunuk
lative number of substitutions of the symbol V[i] with
symbol V[j] occurring at position n in the first best
alignments for all the segments.

substitutionsPositionDistribution

Array of dimension segmentLength[1]. To position
n it corresponds the cumulative number of segments

forwhichasubstitutiomoccurs at position win the
first best alignment.

nsertionsNumberDistribution

Distribution of segments by their numberof inser-
tions in their first best alignments. Fhe'index franges
from zero (no insertion) to insert ¥SnsNumbgr[1].

nsertionsLengthDistribution

Distribution of segments by the;cumulative lepgth
of insertion operations in tHeir first best align
ments. The index ranges-fror zero (no insertion) to
insertionsLength [¥]}

InsertionsPositionDistribution

Array of dimensiongegmentLength[1]. To pgsition
n it corresponds-the’ cumulative number of segments
for which an insertion operation starts at posjtion n
in the first hest alignment.

eletionsNumberDistribution

Distribution of segments by their number of deletions
in théirfirst best alignments. The index ranggs from
zero (ho deletion) to deletionsNumber [1].

eletionsLengthDistribution

Distribution of segments by the cumulative lepgth
of deletion operations in their first best align-
ments. The index ranges from zero (no deletign) to
deletionsLength[1].

eletionsPositionDistribution

Array of dimension segmentLength[1]. To p¢sition
n it corresponds the cumulative number of segments
for which a deletion operation starts at positipn n in
the first best alignment.

plicesNumberDistribution

Distribution of segments by the physical straid of the
molecule originating the segment, and the number of
splices in their first best alignments. The firstlindex is
0 when the strand of the original RNA molecufle is not
known, 1 when the strand is forward and 2 when the
strand is reverse. The second index ranges frqm zero
(no splice) to splicesNumber[1].

plicesLengtiDilstribution

Distribution of segments by the physical strand of the
molecule originating the segment, and the cuinu-
lative length of splice operations in their first|best
alignments. The first index is 0 when the strand of
the original RNA molecule is not known, 1 whien the
strand is forward and 2 when the strand is reyerse.

The secondindexranaesfromzeromosplicalto
+He-Seconaaexang Hom—Zeroh pHees

splicesLength[1].

splicesPositionDistribution

Array of dimension 3 * segmentLength[1]. The first
index is 0 when the strand of the original RNA mole-
cule is not known, 1 when the strand is forward and 2
when the strand is reverse. To a value n for the second
index it corresponds the cumulative number of seg-
ments for which a splice operation starts at position n
in the first best alignment.
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Name Semantics

alignmentScoreValueDistribution Distribution of segments by the value of the score of
their first best alignment. The index ranges from zero
to alignmentScore[1].

Only applicable if scores are coded as integer num-
bers as specified in ISO/IEC 23092-2:2019.

alignmentScoreSegmentLengthDistribution Bi-dimensional array where the firstindex i of alig
nmentScoreSegmentLengthDistribution[i] [J]
corresponds to minimum, maximum and average (in
this order) of the alignment score, taking into account
the first best alignment of the selected segments
having segmentLength equal to j. Average rounded
to the closest integer.

Only applicable if scores are coded as integer num-
bers as specified in ISO/IEC 23092-2:2019.

basesPqsitionDistribution Bi-dimensional array. Defining thé yector V as
V = {A; C, G; N; T}I

basesPositionDistributioif[i] [§] corresponds
to the cumulative number.of segments having nucleo
tide V[i] at position j*

gcContgnt Distribution of binned fractional GC read content:
gc_content[i] codts the number of segments having g
GC content >=1:100 and < (i+1)/100 (e.g. bin 10 counts
the reads having at least 10 %, and less than 11 %, GC

content),
maxQuallityScore Maximum Phred quality score recorded among those
for*all the nucleotides of the selected segments.
qualityScoreDistribution Distribution of nucleotides by their Phred quality

Score across all the selected segments. The index
ranges from zero to maxQualityScore.

qualityScorePositionDistribution Bi-dimensional array where the first index i of qual
ityScorePositionDistribution [i][j] corre-
sponds to minimum, maximum and average (in this
order) of the Phred quality scores for all the nucleo-
tides at position j, calculated across all the selected
segments. Average rounded to the closest integer.

qualityScorePositionPercentilesDistribution |Bi-dimensional array where the firstindex i of qual
ityScorePositionPercentilesDistributio
n[i] [J] corresponds to the number of nucleotides
having Phred quality scores in the ranges 0-10 %,
10-25 %, 25-50 %, 50-75 %, 75-90 %, 90-100 % (in
this order; bottom interval range included and top
interval range excluded except in the case of the last
bin) at position j of the segment, for all the selected
segments.

struct advancedSegmentStatisticsT ({
simpleSegmentStatisticsT simpleStatistics([2];
extendedSegmentStatisticsT extendedStatistics([2];
}
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Name

Semantics

simpleStatistics

Array of two simpleSegmentStatisticsT structures
containing statistics on the segments as specified in
subclause 10.3.4.6. The first structure (index 0) contains
statistics for the segments having the first best alignment
on the forward strand of the reference, the second struc-
ture (index 1) contains statistics for the segments having
first best alignment on the reverse strand of the reference.

extendedStatistics

Array of two extendedSegmentStatisticsT structures

TOoTtaiming Statistics o the segmentsas specifiedin this
clause. The first structure (index 0) contains statigtics for
the segments having the first best alignmentonthg for-
ward strand of the reference, the second structure|(index
1) contains statistics for the segments having firstfbest
alignment on the reverse strand of the teference.

0.3.5 Filters

0.3.5.1 General

—

etrieved.

—

0.3.5.2 Simple filter

truct simpleFilterT ({
uint numberOfGroups;
st (v)
bool classID[6];

st (v) sequenceName;

uint startPos;

uint endPos;

bool singleEndsStrand[3];
bool pairedEndsStrand[9];
bool includeClippedReadsy2];
bool
bool
bool
bool
bool
bool
bool

includeOpticalDuplicates;

includeAuxRecords;
includeRea@Names;
includeQ@alityValues;
mismat€hgesIncludeNs;

his subclause specifies a data structure to apply simple filtering on MPEG-G records.

groupNames [numberOfGroups] ;

includeMultipleAlignments;

includeQualityGheckFailed;

his subclause specifies data structures used to express criteria“to select MPEG-G recorgls to be

Name

Semantics

humlfexOfGroups

Number of read groups for which records are to be retrieved. 0
all groups.

llneans

groupNames

Array of read group names for which records are to be retrieved.

classID

Array of Boolean specifying the class of records (as defined in ISO/

IEC 23092-2:2019, subclause 5.4) to be considered when applying the
filter. When classiD[1i] is setto true records having class_id i+1 shall
be selected.

sequenceName

Name of the reference sequence to be considered when filtering. It
corresponds to sequence name specified in ISO/IEC 23092-1:2020,
Table 10.

startPos

Start position of the queried region. It shall be less than or equal to
endPos otherwise a G_INVALID_PARAMETER error is returned. Inclu-
sive.
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Name

Semantics

endPos

End position of the queried region. It shall be greater than or equal
to startPos otherwise a G_LINVALID_PARAMETER error is returned.
Inclusive.

singleEndsStrand

singleEndsStrand is an array of 3 Boolean flags specifying whether
single-end records being unmapped (position 0), having first best align-
ment to the forward strand (position 1), and having first best alignment
to the reverse strand (position 2) should be selected. More than one flag
can be set.

pairedH

ndsStrand

pairedEndsStrand is an array of 9 Boolean flags specifying wheth-

er paired-end records having first and second segment unmapped
(position 0), having first segment unmapped and first best alignment
for the second segment on the forward strand (position 1), hawihgfirst
segment unmapped and first best alignment for the second/segment
on the reverse strand (position 2), having first best alignmernt for the
first segment on the forward strand and second segmentunmapped
(position 3), having first best alignment for the first segment on the
reverse strand and the second segment unmapped (position 4), having
first best alignment for the first segment on the forward strand and firsg
best alignment for the second strand on the forward strand (position 5)
having first best alignment for the first segment on the forward strand
and first best alignment for the second strand on the reverse strand
(position 6), having first best alignmehb for the first segment on the
reverse strand and first best alignmeént for the second strand on the
forward strand (position 7), having first best alignment for the first
segment on the reverse strand and first best alignment for the second
strand on the reverse strand (position 8), should be selected. More than|
one flag can be set.

includq

ClippedReads

Array of Boolean fieldsiused to select the alignments to be retrieved
according to the following criteria

bit 1 set: if set to,true, include in the result reads with soft-clipped bases
bit 2 set: if set'to true, include in the resultreads with hard-clipped
bases

includq

MultipleAlignments

When'set'to true, select records with multiple alignments (if the mpeg
record’has more alignments it is considered to have more alignments).

includq

OpticalDuplicates

When set to true, select records with the optical duplicate flag set as
specified in ISO/IEC 23092-2:2019.

includd

QualityCheckFailed

When set to true, select records with the quality check falied flag set as
specified in ISO/IEC 23092-2:2019.

includq

AuxRecords

When set to true, include coded auxiliary fields carried by the AU_infor-
mation_value array contained in the gen_info element AU_information
defined in ISO/IEC 23092-1:2020, as described in Clause 8.

includq

ReadNamés

When set to true, include read names if available.

includdg

QualityValues

When set to true, include quality values if available.

mismatd

hesfncludeNs

Consider Ns as mismatches. When set to false class N records are con-
sidered pqnivq]pnf toclass P records

10.3.5.3 Advanced filter

This subclause specifies selective access criteria for segments of coded reads.

struct segmentFilterT({
bool filterScope[3];

uint mappedBasesRange[2];
float mappedFractionRange[2];

uint errorsRange[2];

float errorsFractionRange([2];
uint substitutionsRange[2];

float substitutionsFractionRange[2];
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uint insertionsRange[2];

float insertionsFractionRange[2];
uint insertionsLengthRange[2];
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float insertionsLengthFractionRange[2];

uint deletionsRange[2];

float deletionsFractionRange([2];

uint deletionsLengthRange[2];

float deletionsLengthFractionRange[2];

uint splicesRange[2];

float splicesFractionRange([2];

uint splicesLengthRange[2];

int splicesDirectionAsEnd:

float alignmentScoreRange[2];
uint qualityScoreRange[2];

Name

Semantics

FilterScope

Array of Boolean fields used to select the segments to be retfieved
according to the following criteria:

bit 1 set: single-end read
bit 2 set: paired-end first read
bit 3 set: paired-end second read

mappedBasesRange

mappedBasesRange [0] is the minimum number of mapped|bases in
the first best alignment for-the segment in order for the segrhent to
be selected (inclusive).

mappedBasesRangeIN/is the maximum number of mapped [pases in
the first best alignment for the segment in order for a segmejnt to be
selected (inclusive).

happedFractionRange

mappedFrac&ionRange [0] isthe minimum fraction: mapp¢d bases
in the firstbest alignment for the segment divided by the number of
bases intthe segment in order for the segment to be selected|(inclu-

sive):

nappedFractionRange [1] is the maximum fraction: mappdd bases
in the first best alignment for the segment divided by the number of
bases in the segment in order for the segment to be selected|(inclu-

sive).

¢rrorsRange

errorsRange [0] is the minimum number of errors (sum of substi-
tutions, insertions and deletions) in the first best alignment ffor the
segment in order for the segment to be selected (inclusive).

errorsRange[1] isthe maximum number of errors (sum of substi-
tutions, insertions and deletions) in the first best alignment ffor the
segment in order for the segment to be selected (inclusive).

¢rrorsFractdgnRange

errorsFractionRange[0] is the minimum fraction of erroys (sum
of substitutions, insertions and deletions) in the first best aljgnment
for the segment in order for the segment to be selected (inclysive).

errorsFractionRange[1] isthe maximum fraction of errqrs (sum
of substitutions, insertions and deletions) in the first best aljgnment

fortheseamentin-orderforthe-seamentto-beselectedfineclisive
toFtRe-Segment-oraertortne-Ssegmentto-ne-serecteaher .

substitutionsRange

substitutionsRange[0] isthe minimum number of substitutions
in the first best alignment for the segment in order for the segment
to be selected (inclusive).

substitutionsRange[1] isthe maximum number of substitutions
in the first best alignment for the segment in order for the segment
to be selected (included).
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Name

Semantics

substitutionsFractionRange

substitutionsFractionRange[0] isthe minimum fraction of
substitutions in the first best alignment for the segment in order for
the segment to be selected (inclusive).

substitutionsFractionRange[1] isthe maximum fraction of
substitutions in the first best alignment for the segment in order for
the segment to be selected (inclusive).

insertionsRange

insertionsRange[0] isthe minimum number of insertions in the
first best alignment for the segment in order for the segment to be

selected (inclusive).

insertionsRange[1] isthe maximum number of insertions inthe
first best alignment for the segment in order for the segment te be
selected (inclusive).

insertionsFractionRange

insertionsFractionRange [0] isthe minimum fraction of in-
sertions in the first best alignment for the segmentin-order for the
segment to be selected (inclusive).

insertionsFractionRange[1] isthe maximum fraction of in-
sertions in the first best alignment for the segment in order for the
segment to be selected (inclusive).

insertijonsLengthRange

insertionsLengthRange[0] isthe minimum length of insertions
in the first best alignment for the segment in order for the segment
to be selected (inclusive).

insertionsLengthRange (] “is the maximum length of insertions
in the first best alignmentfor the segment in order for the segment
to be selected (inclusive):

insertijonsLengthFractionRange

insertionsLengthk¥factionRange [0] isthe minimum fraction of]
insertion length in‘the first best alignment for the segment in order
for the segmentto be selected (inclusive).

insertionslengthFractionRange[1] isthe maximum fraction of
insertionlength in the first best alignment for the segment in order
for thetsegment to be selected (inclusive).

deletidnsRange

deletionsRange [0] isthe minimum number of insertions in the
first best alignment for the segment in order for the segment to be
selected (inclusive).

deletionsRange[1] isthe maximum number of insertions in the
first best alignment for the segment in order for the segment to be
selected (inclusive).

deletidnsFractionRandge

deletionsFractionRange[0] isthe minimum fraction ofinser-
tions in the first best alignment for the segment in order for the
segment to be selected (inclusive).

deletionsFractionRange[1] isthe maximum fraction of inser-
tions in the first best alignment for the segment in order for the
segment to be selected (inclusive).

deletidqns¥engthRange

deletionsTengthRange[0] jsthe minimum length of insertionsi

the first best alignment for the segment in order for the segment to
be selected (inclusive).

deletionsLengthRange[1] isthe maximum length of insertionsin
the first best alignment for the segment in order for the segment to
be selected (inclusive).

deletionsLengthFractionRange

deletionsLengthFractionRange[0] isthe minimum fraction of
insertion length in the first best alignment for the segment in order
for the segment to be selected (inclusive).

deletionsLengthFractionRange[1] isthe maximum fraction of
insertion length in the first best alignment for the segment in order
for the segment to be selected (inclusive).
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Name Semantics

splicesRange splicesRange[0] isthe minimum number of splices in the first
best alignment for the segment in order for the segment to be select-
ed (inclusive).

splicesRange[1] isthe maximum number of splices in the first
best alignment for the segment in order for the segment to be select-
ed (inclusive).

splicesFractionRange splicesFractionRange[0] isthe minimum fraction of splices in
the first best alignment for the segment in order for the segment to
be selected (inclusive).

splicesFractionRange[1] isthe maximum fraction of$plices in
the first best alignment for the segment in order for-the segrhent to
be selected (inclusive).

plicesLengthRange splicesLengthRange[0] isthe minimum lehgth of splicesfin the
first best alignment for the segment in orderfor the segment to be
selected (inclusive).

splicesLengthRange[1] isthe maximum length of splicesin the
first best alignment for the segmentin order for the segment to be
selected (inclusive).

plicesDirectionAsEnd If set to n, only select records for which the physical strand gf the
original RNA molecule is thé same as, or opposite to, the strgnd to
which segment n is aligned (first best alignment considered]. If sign
of n is positive, stranghis the same; if sign of n is negative, strjand is
opposite. For instance, a value of -2 would only consider recgrds for
which the firsthest alignment for the second segment is on the op-
posite strand-to'the strand the RNA molecule originally comles from.

lignmentScoreRange alignmentScoreRange[0] isthe minimum score of the firgt best
alignment for the segment in order for the segment to be sel¢cted
(inclusive).

alignmentScoreRange [1] isthe maximum score of the first best
alignment for the segment in order for the segment to be sel¢cted
(inclusive).

ualityScoreRange qualityScoreRange[0] isthe minimum Phred base quality score
for a segment to be selected.

qualityScoreRange[1] isthe maximum Phred base qualitly score
for a segment to be selected.

gtruct advancedFiktferT ({

simpleFilterTCEdlter;

uint segmentFiltersCount;

segmentFiXpgerT segmentFilters|[segmentFiltersCount];

Name Semantics

Fidter A filter specified as in subclause 10.3.5.2.
segmentFiltersCount Number of filters to be applied at a segment level.
segmentFilters Array of segmentFilterT structures as specified in this clause.

10.3.6 Genomic information

10.3.6.1 General

This subclause specifies API function calls returning genomic information as collections of MPEG-G
records.
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10.3.6.2 GetHierarchy

Signature
returnCodeT GetHierarchy (
[out] outHierarchyT outputHierarchy
)7
Description

This function returns an array of outHierarchyT structures that describes the content of a file or
bitstream compliant with ISO/IEC 23092 series.

Paramdters

Name Description

outputHierarchy the outHierarchyT structure describing all the dataset groups contained in
the file or bitstream.

Authorization

—

The getHierarchy call returns only information for which the caller has all necessary keys to decry
the infofmation.

Return yalues

A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED, Q_
INVALID)_BITSTREAM.

10.3.6.3 GetDataBySimpleFilter

Signatujre

returnCpdeT GetDataBySimpleFilter (
[in] pint datasetGrouplD,
[in] int datasetID,

[in] pimpleFilterT filter,

[out]| outRecordsT outputRecdrds

ion

This fu
by data

ction returns-ansutRecordsT structure containing records belonging to the dataset identified
etID belonging to the dataset group identified by datasetGroupID and satisfying the filterinjg
xpressedi\by filter. The formalism used for the output parameter specifies that an array of
recordssshall be returned, but it does not specify the actual mechanism to return such arra
s. /e return mechanism can be implemented in different ways according to the specif
nfation, for instance all records can be returned together at the same time or they can b

Authorization

The action request is tested against the privacy rules defined for the dataset group, and then against
the privacy rules defined for the dataset (adding the parameter with the result of the first test as
defined in 7.3). If the result of testing the request against the dataset’s privacy rules is not permitted,
then the call is not authorized. In order to test this action, two new attributes are added to the request:
urn:mpeg:mpeg-g:protection:start and urn:mpeg:mpeg-g:protection:end, of type integer and equal
to the values of the fields in the filter. No attribute is added to the request for any other member of the
filter structure, except if said so through another channel.
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Only data from Access Units for which the access is granted may be returned. In order to know if the
access unit is granted, for each access unit the same request as for the dataset is tested against the
dataset rules, but changing the attributes: urn:mpeg:mpeg-g:protection:start and urn:mpeg:mpeg-
g:protection:end to be equal to the start and end of the access unit. A new attribute is added,
urn:mpeg:mpeg-g:protection:class , with type integer and value equal to the access unit type. The
access to an unmapped access unit is not granted for this call.

Parameters

ame Decrripfinn

atasetGrouplID Identifier of the dataset group to be considered for the selective access-as dpecified
in ISO/IEC 23092-1:2020. The valid range is [0, 28 - 1]. Out of range valués return
an error.

atasetID Identifier of the dataset to be considered for the selective access/as specifi¢d in
ISO/IEC 23092-1:2020. The valid range is [0, 216 - 1]. Out of fange values rgturn an
error.

filter Structure expressing the filtering criteria as specified in'subclause 10.3.5

utputRecords Data structure containing the records matching the‘filtering criteria.

leturn values

K

A call to this operation shall return one of these return codes:G> SUCCESS, G_END_OF_DATA,[G_NOT_
AUTHORIZED, G_VERIFICATION_FAILED, G_DECRYPTION_®AILED, G_DATASETGROUP_NOTFOUND,
(_DATASET_NOTFOUND, G_REFERENCE_NOTFOUND,~\G_SEQUENCE_NOTFOUND, G_INVALID_
HEFERENCE, G_INVALID_BITSTREAM.

10.3.6.4 GetDataByAdvancedFilter

SJignature

returnCodeT GetDataByAdvancedFilter (
[in] uint datasetGrouplD,

[in] uint datasetID,

[in] advancedFilterT filter,

[out] outRecordsT outputRedonds

)|

o

Jescription

This function returns(an‘outRecordsT structure containing records belonging to the dataset identified
By dataset1D belonging to the dataset group identified by datasetGroupTd and satisfying the [filtering
driteria expresseddy filter. The formalism used for the output parameter specifies that an|array of
genomic recordssshall be returned, but it does not specify the actual mechanism to return such array
df records. ‘Phe return mechanism can be implemented in different ways according to the|specific
implementation, for instance all records can be returned together at the same time or they can be
returned in multiple chunks received at different times. Both stateful and stateless implementations
aIre Supported according to the different type of output mechanism implemented.

Authorization

The action request is tested against the privacy rules defined for the dataset group, and then against
the privacy rules defined for the dataset (adding the parameter with the result of the first test as
defined in 7.3). If the result of testing the request against the dataset’s privacy rules is not permitted,
then the call is not authorized. In order to test this action, two new attributes are added to the request:
urn:mpeg:mpeg-g:protection:start and urn:mpeg:mpeg—g:protection:end, of type integer and equal
to the values of the fields in the filter. No attribute is added to the request for any other member of the
filter structure, except if said so through another channel.

Only data from Access Units for which the access is granted may be returned. In order to know if the
access unit is granted, for each access unit the same request as for the dataset is tested against the rules,
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but chaning the attributes urn:mpeg:mpeg-g:protection:start and urn:mpeg:mpeg-g:protection:end
to be equal to the start and end of the access unit. A new attribute is added, urn:mpeg:mpeg-
g:protection:class, with type integer and value equal to the access unit type. The access to an
unmapped access unit is not granted for this call.

Parameters

Name Description

datasetGroupID Identifier of the dataset group to be considered for the selective access as specified
1:a-1S O IIE[‘ ')')nn') 1 '7!\")!’\ Th alid won o n 28 11 0. fronaa 1o L 3
HSOH 20 Thevaldrangeis {02 —H-Outof ransevaluesreturn
an error.

datase{ID Identifier of the dataset to be considered for the selective access as specified\in
ISO/IEC 23092-1:2020. The valid range is [0, 216 - 1]. Out of range valuesetutn an
error.

filter Structure expressing the filtering criteria as specified in subclause-19)3.5

outputHecords Data structure containing the records matching the filtering criteria.

Return yalues

A call tp this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZEI,
G_VERIHFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP-NOTFOUND, G_DATASET_
NOTFOUND, G_REFERENCE_NOTFOUND, G_SEQUENCE_NOTFOUND;G_INVALID_REFERENCE, G_
INVALID)_BITSTREAM.

10.3.6.5 GetDataBySignature

Signatujre

returnCpdeT GetDataBySignature (
[in] pint datasetGrouplD,
[in] pint datasetID,
[in] pt(v) signature,
[out]| outRecordsT outputRecords
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with thg string signature. (The formalism used for the output parameter specifies that an array of
genomid records shall be refurned, but it does not specify the actual mechanism to return such arre!y
of records. The return-mechanism can be implemented in different ways according to the specific

Authorization

8 p y group, 8
the privacy rules defined for the dataset (adding the parameter with the result of the first test as
defined in 7.3). If the result of testing the request against the dataset’s privacy rules is not permitted,
then the call is not authorized. In order to test this action, one new attributes is added to the request:
urn:mpeg:mpeg-g:protection:signature, of type string and equal to the values of the fields in the
filter. No attribute is added to the request for any other member of the filter structure, except if said so
through another channel.

Only data from Access Units for which the access is granted may be returned. In order to know if the
access unit is granted, for each access unit the same request as for the dataset is tested against the
rules, but changing the attribute urn:mpeg:mpeg-g:protection:signature to be equal to the one of the
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signature of the Access Unit. The access is granted if for all signatures the request yields a per
access to an aligned access unit is not granted for this call.

mit. The

Parameters
Name Description
datasetGroupID Identifier of the dataset group to be considered for the selective access as specified in
ISO/IEC 23092-1:2020. The valid range is [0, 28 - 1]. Out of range values return an error.
datasetID Identifier of the dataset to be considered for the selective access as specified in ISO/
EC€23092-12020- The vatid range s {0, 2 —=t}-Outof range values returmamgrror.
ignature Signature identifying access units of Class U as specified in ISO/IEC 23092-1;20p0.
utputRecords Data structure containing the records belonging to the access units assé¢iated with the
specified signature.
Return values

_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP-NOTFOUND, G_D/
OTFOUND, G_INVALID_BITSTREAM.

2 0O

10.3.6.6 GetDataByLabel

SJignature

rleturnCodeT GetDataByLabel (

[in] uint datasetGrouplD,

[in] st (v) labellID,

[out] outRecordsT outputRecords](]
0|

e

Jescription

n successful return, outputRecords cofitains outRecordsT structures from the dataset group ig
y datasetGroupID and belonging tothe genomic regions listed in the label identified by 1abe!
brmalism used for the output parameter specifies that an array of genomic records shall be r
ut it does not specify the actual'mechanism to return such array of records. The return me
an be implemented in different ways according to the specific implementation, for instance all
an be returned together(at the same time or they can be returned in multiple chunks reg
ifferent times. Both stateful and stateless implementations are supported according to the
ype of output mechahism implemented.

Q. O O O =h OO

=

luthorization

Hor each region defined in the label, the authorization of GetDataBySimpleFilter is tested, using
nd end the) start and end of the region. If for none of the regions the result is permitted, then
tp execute this action is not granted. If for at least one of the regions it was granted, then the
ecute this action is granted. Only those results for which the GetDataBySimpleFilter would h

call to this operation shall return one of these return codes: G_SUCCESS, G_NOT_AUTHPORIZED,

ATASET_

lentified
1D . The
bturned,
chanism
records
eived at
lifferent

as start
he right
right to
hve been

rabted can be included in the output.

Parameters

Name Description

datasetGroupID Identifier of the dataset group the label belongs to as specified in ISO/IEC 23
1:2020.

092-

labellID Name of the label as specified in ISO/IEC 23092-1:2020.

dataset group identified by datasteGrouplD.

outputRecords Data structure containing the records belong to the labellD in all datasets of the

Return values
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A call to this operation shall return one of these return codes: G_SUCCESS, G_LNOT_AUTHORIZED,
G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_LABEL_
NOTFOUND, G_REFERENCE_NOTFOUND, G_SEQUENCE_NOTFOUND, G_INVALID_REFERENCE, G_
INVALID_BITSTREAM.

10.3.7 Metadata

10.3.7.1 GetMetadataFields

Signatujre

returnCpdeT GetMetadataFields (
[in] int datasetGrouplD,
[in] pint datasetID,
[out]]| st (v) outputMetadatal]
) ;

Descripjtion

—

On success the array outputMetadata contains the names of all the metadatafields set in the datase
identifigd by dataset1D.

The funftion only retrieves those metadata fields names for which thekcaller is authorized to get thie
content.

Paramedters

Name Description

dataseflGroupID Identifier of the dataset group to beconsidered for the selective access as specified
in ISO/IEC 23092-1:2020. The maximum value is 28 - 1.

datasefID Identifier of the dataset to be/considered for the selective access as specified in ISO/
IEC 23092-1:2020. The maximum value is 216 - 1.

outputMetadata An array of metadata field names.

Return yvalues

A call tp this operation shall returirone of these return codes: G_SUCCESS, G_NOT_AUTHORIZEI),
G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_DATASET_
NOTFOUND, G_INVALID_BITSTREAM.

10.3.7.2 GetMetadataCentent

Signatujre

returnCpdeT GeflMetadataContent (
[in] pint d&tasetGrouplD,

[in] pint datasetID,

[in] Btlw) fieldName,

[out] (7)) m1‘rp11fMa‘r:§d:§‘raH
)i
Description

This function returns a string equal to the content of the metadata field referenced by fieldname, from
the XML document stored in the dataset metadata box (as defined in ISO/IEC 23092-1:2020) of the
dataset identified by dataset1D in the dataset group identified by datasetGroupip. When fieldName is
empty, all the metadata is returned. Output metadata is retrieved according to the metadata inheritance
rules as specified in subclause 6.4.

Parameters
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Name Description

datasetGroupID Identifier of the dataset group to be considered for the selective access as specified in
ISO/IEC 23092-1:2020. The maximum value is 28 - 1.

datasetID Identifier of the dataset to be considered for the selective access as specified in ISO/
IEC 23092-1:2020. The maximum value is 28 - 1.

fieldName XPath reference to the metadata field from which the value is to be retrieved. XPath
shall return a single node. The type is defined in subclause 10.3.3.

outputMetadata Alist of strings populated with the content of the metadata field.

Return values

call to this operation shall return one of these return codes: G_SUCCESS, G_NOT_AUTHORIZED, G_
ERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND!*G_METADATA_
IELD_NOTFOUND, G_INVALID_METADATA, G_INVALID_BITSTREAM.

v w H-alilia Y

==

0.3.8 Protection

10.3.8.1 GetDatasetGroupProtection

Signature

rleturnCodeT GetDatasetGroupProtection (
[in] uint datasetGrouplD,

[out] st(v) outputProtection

)|;

Description

This function returns a string equal to the XML"document whose coded representation is stored in
the dataset group protection box (dgpr as specified in Table 18) associated with the datas¢t group
iflentified by datasetGroupIb.
Harameters
Name Description
atasetGroupID Identifier of the dataset group to be considered for the selective access as spgcified
i ISO/IEC 23092-1:2020. The maximum value is 28 - 1.
utputProtection Null terminated byte array containing the XML document whose coded representa-
tion is stored in the dataset group protection box (dgpr) of the dataset group identi-
fied by datasetGroupID, encoded in UTF-8.

Return values

A call to<this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED,
(_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_INVALID_
l\[[ETADATA, G_INVALID_BITSTREAM.

10.3.8.2 GetDatasetProtection

Signature

returnCodeT GetDatasetProtection (
[in] uint datasetGrouplD,
[in] uint datasetID,
[out] st(v) outputProtection

);

Description
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This function returns a string equal to the XML document whose coded representation is stored in
the dataset protection box (dtpr as specified in Table 18) associated with the dataset identified by
datasetID in the dataset group identified by datasetGroupIp.

Parame

ters

Name

Description

datasetGrouplD Identifier of the dataset group associated with the dataset associated with the re-

turned protection metadata. The maximum value is 28 - 1.

datase

D Tdentifier of the dataset associated with the returned protection metadata. The
maximum value is 216 - 1,

outputH

rotection Null terminated byte array containing the XML document whose coded representa-
tion is stored in the dataset protection box (dtpr) of the dataset identified by
datasetID, encoded in UTF-8.

Return

A call tq
VERIFIC
G_DATA

10.3.8.3

Signatujre

returnC

values

this operation shall return one of these error codes: G_SUCCESS, G_ZNOT_AUTHORIZED, (_
ATION_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUNI),
SET_NOTFOUND, G_INVALID_BITSTREAM.

GetDatasetRegionProtection

bdeT GetDatasetRegionProtection (

hint datasetGroup ID,

hint datasetID,

Et (V) sequenceName,

int startPos,

iint endPos,

outRegionProtectionT outputProtection[]

This furjction returns an array of outRegionProtectionT. Each element of the array defines a regio
intersecting with the boundaries given as input (delimited by startpos and endpos on the referend

sequenc

identifigd by datasetGroupiD), and a list of all keyNames which can be used to decrypt any access un
intersecfting with the defined-region.

ion

identified by sequengename in the dataset identified by dataset1p in the dataset grou

—+ © OO =

Parameters GetDatasetRegionProtection

Name Description

dataseffGroupil Identifier of the dataset group associated with the dataset associated with the re-
turned protection metadata. The maximum value is 28 - 1.

dataseyID Identifier of the dataset associated with the returned protection metadata. The
maximum value is 210 = 1.

sequenceName Name of the reference sequence that shall be queried. It corresponds to sequence
name specified in ISO/IEC 23092-1:2020, Table 10.

startPos Start position of the queried region. It shall be greater than or equal to startPos
otherwise a G_INVALID_PARAMETER error is returned.

endPos End position of the queried region. It shall be less than or equal to endPos other-
wise a G_INVALID_PARAMETER error is returned.

outputProtection An array such that for every encrypted access unit belonging to the range given as
input, the list of key allowing its decryption is returned. If no encrypted access unit
is present in the range, an empty vector is returned.

Return values

60
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A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTH

ORIZED,

G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_DATASET_

NOTFOUND, G_SEQUENCE_NOTFOUND, G_INVALID_PARAMETER, G_INVALID_BITSTREAM.
10.3.9 Reference

10.3.9.1 GetDatasetReference

Signature

returnCodeT GetDatasetReference (
[in] uint datasetGrouplD,
[in] uint datasetID,
[in] bool includeSequences,
[out] outReferenceT outputReference

)|;

Description

o |

owl

eference (as defined in ISO/IEC 23092-2:2019) associated with the dataset identified by ds
nd belonging to the dataset group identified by datasetGroup1p. The cutputReference is popy
specified in the syntax table below.

his function returns an outReferenceT structure containing a genomie/eference in the form of Raw

tasetID
1lated as

arameters
Name Description
atasetGrouplID Identifier of the dataset group coentaining the dataset associated with the refurned
genomic reference. The maximum value is 28 - 1.
atasetID Identifier of the datasetassociated with the returned genomic reference. The maxi-
mum value is 216 - 1.
ncludeSequences Flag signalling if the sequences have to be included in the returned output a§ speci-
fied in the syntaxtable below.
utputReference outReferenséT structure containing the returned genomic reference as spjecified
in subclduse 10.3.4.4.
Syntax Type
outReferenceT {
seqCount uint
for (seqld=0; seqld<seq_count; seqld++) {
sequenceName st(v)
seqStart uint
seqEnd uint
iffirchudeSequences}t
for (i=0; i<=seq_end - seq_start; i++)
{
refSequence[seqld][i] char
}
}
}
}
Return values
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A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED, G_

VERIFIC

ATION_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUND,

G_DATASET_NOTFOUND, G_INVALID_BITSTREAM.

10.3.10Statistics

10.3.10.1 GetSimpleStatistics
Signature
returnCpdeT GetSimpleStatistics (

[in]
[in]
[in]
[in]
[in]
[out]
[out]
[out]

)

Descri[]non
Taking into account the genomic range specified by startPos and engPos on the reference sequend

identifie
group i
maxSeqgmn
simpleS
records

Authori

The acti
privacy
7.3).1f t
isnota

Only da
the accd
the ruld
g:prote

hint datasetGroupID,

hint datasetID,

5t (V) sequenceName,

hint startPos,

hint endPos,

uint maxSegments,

uint mappedStrandPairDistribution[9];
simpleSegmentStatisticsT outputStatistics][]

d by sequenceName in the the dataset identified by datas€:1D and belonging to the datasg
entified by datasetGroupip, this function returns: the) maximum number of segment
ents for all reads present in the selected records; an array of maxsegments structures of typ|
bgmentStatisticsT containing statistics associated.with the reads present in the selecte
The i-th element of output statistics contains statistics for the i-th segment of all reads.

= D »n ~+ O

zation

bn request is tested against the privacy rules defined for the dataset group, and then against thie
Fules defined for the dataset (adding the parameter with the result of the first test as defined ip
e result of testing the request againstthe dataset’s privacy rules is not permitted, then the call
thorized.

Fa from Access Units for which the access is granted may be returned. In order to know |f
ss unit is granted, for eachaccess unit the same request as for the dataset is tested againgt
s, but chaning the atfributes urn:mpeg:mpeg-g:protection:startPos and urn:mpeg:mpeg-
Ftion:endPos to be equal to the start and end of the access unit. The access to an unmappe

o

access :Tit is not granted fér)this call.
t

Paramdters

Name Description

datasefjGroupll Identifier of the dataset group containing the dataset associated with
the returned genomic reference. The maximum value is 28 - 1.

dataset{ID Identifier of the dataset associated with the returned genomic refer-
ence. The maximum value is 216 - 1.

sequenceName Name of the reference sequence that shall be queried. It corresponds to
sequence_name specified in ISO/IEC 23092-1:2020, Table 10.

startPos Start position of the queried region. It shall be less than or equal to
endPos otherwise a G_LINVALID_PARAMETER error is returned.

endPos End position of the queried region. It shall be greater than or equal to
startPos otherwise a G_INVALID_PARAMETER error is returned.

maxSegments Maximum number of segments for all reads present in the selected
records
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Name

Description

mappedStrandPairDistribution

Distribution of paired-end reads according to the following classifica-

tion:

Position 0: reads having first and second segments unmapped

Position 1: reads having first segment unmapped and first best align-

ment for the second segment on the forward strand

Position 2: reads having first segment unmapped and first best align-

ment for the second segment on the reverse strand

Position 3: reads having first best alignment for the first segm;g
the forward strand and second segment unmapped

Position 4: reads having first best alignment for the firstsegm
the reverse strand and the second segment unmapped

Position 5: reads having first best alignment for-the first segmsg
the forward strand and first best alignment.forythe second stra
the forward strand

Position 6: reads having first best alighuent for the first segm
the forward strand and first best alignment for the second str4
the reverse strand

Position 7: reads having first beest alignment for the first segmsé
the reverse strand and first best alignment for the second stra
the forward strand

Position 8: reads having first best alignment for the first segm
the reverse strand and first best alignment for the second stra
the reverse strand'when considering the set of paired-end reac
which the sel€cted segments belong.

tnt on

ent on

bnt on
nd on

bnt on
nd on

nt on
hd on

tnt on
hd on
Is to

utputStatistics

Array of mgkSegments simple segment statistics t struc
containing the returned statistics as specified in subclause 10.

fures
3.4.6.

Element 0 in the array contains statistics for the first segment
reads, and so on.

of all

leturn values

O < > w|

Signature

[in] «uint datasetGrouplD,
[in}»int datasetID,
[An]"' st (v) sequenceName,
[Anh] uint startPos,

call to this operation shallireturn one of these error codes: G_SUCCESS, G_NOT_AUTHOR
ERIFICATION_FAILED, G DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NO']
_DATASET_NOTFOUND;, GZINVALID_BITSTREAM.

10.3.10.2 GetAdvancedStatistics

returnCodel’ GetAdvancedStatistics (

ZED, G_
FOUND,

[in] uint endPos,
[out] uint maxSegments,

[out] uint mappedStrandPairDistribution([9];
[out] advancedSegmentStatisticsT outputStatistics](]

)

Description

Taking into account the genomic range specified by startpPos and endPos on the reference sequence
identified by sequenceName in the the dataset identified by dataset1p and belonging to the dataset
group identified by datasetGroupip, this function returns: The maximum number of segments
maxSegments for all reads present in the selected records; an array of maxsegments structures of type
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advancedSegmentStatisticsT containing statistics associated with the reads present in the selected

records.

The i-th element of output statistics contains statistics for the i-th segment of all reads.

Authorization

The action request is tested against the privacy rules defined for the dataset group, and then against the
privacy rules defined for the dataset (adding the parameter with the result of the first test as defined in
7.3). If the result of testing the request against the dataset’s privacy rules is not permitted, then the call
is not authorized.

Only dat

access Unit is granted, for each access unit the same request as for the dataset is tested against t
dataset fules, but changing the attributes urn:mpeg:mpeg-g:protection:startPos and urn:mpegsmpegf-
g:proteftion:endPos to be equal to the start and end of the access unit. The access to an unniappe
access j]it is not granted for this call.

a Irom Access units 1or whic € access 1s granted may be returned. In order to Know 1

jom

Paramedters GetStatistics

Name Description

dataseflGroupID Identifier of the dataset group containing the\dataset associated with
the returned genomic reference. The maximum value is 28 - 1.

datase{ID Identifier of the dataset associated with the returned genomic refer-
ence. The maximum value is 216 - 1.

sequendeName Name of the reference sequence that shall be queried.

startPgs Start position of the queried.région. It shall be greater than or equal to|
startPos otherwise a GJNVALID_PARAMETER error is returned.

endPos End position of the quefied region. It shall be less than or equal to
endPos otherwise &G INVALID_PARAMETER error is returned.

maxSegnients Maximum numberiof segments for all reads present in the selected
records

mappedtrandPairDistribution Same definition as in subclause 10.3.10.1.

outputgtatistics advangedSegmentStatisticsT structure containing the returned
statistics as specified in subclause 0.

Return yalues

A call td
VERIFI(Q

G_DATABET_NOTFOUND, G-INVALID_BITSTREAM.

this operation shall réturn one of these error codes: G_SUCCESS, G_ZNOT_AUTHORIZED, {_
ATION_FAILED, G_DEGRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUNI),
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Annex A
(normative)

XML schemas corresponding to metadata information and
protection elements

—

he following schema are available at https://standards.iso.org/iso-iec/23092/-3/ed-2/en

—+ Dataset group metadata dgmd XML schema

—+ Dataset metadata dtmd XML schema

—+ Dataset group protection gen _info XML schema

-+ Dataset protection gen_info XML schema

-+ Access unit protection gen_info XML schema

-+ Descriptor stream protection gen_info XML schema

—+ Dataset group reference metadata XML schema
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Annex B
(informative)

XML schemas and XML-based data

B.1 General

(i

This annex describes XML Schemas corresponding to metadata information profiles and extensjons.
also includes examples of privacy rules and authorization requests.

B.2 EGA sample extension XML schema

This schiema is available at https://standards.iso.org/iso-iec/23092/-3/ed-2/en.

B.3 EGA experiment extension XML schema

This schiema is available at https://standards.iso.org/iso-iec/23092/3/ed-2/en.

B.4 Genomic data commons extension XML schema

This schiema is available at https://standards.iso.org/iso=ie€/23092/-3/ed-2/en.

B.5 Labels obfuscation XML schema

This schiema is available at https://standards.iso.org/iso-iec/23092/-3/ed-2/en.

B.6 Sequences obfuscation XML schema

This schema is available at https://standards.iso.org/iso-iec/23092/-3/ed-2/en.

B.7 Privacy rules andiauthorization requests

This annpex describesa XACML policy including several privacy rules and several XACML authorizatioh
requests.

The priyacy policy described provides different rules for giving access to different roles. The rulds
meaning is/Summarized next.

The firstTuleattows the Tole Tesearcher to performm any action.

The second rule allows the role practitioner to execute the operation GetDataDataset under the
following conditions together (intended to protect regions helping to identify Alzheimer's disease
predisposition):

— During 2018 (before 2019-01-01).
— No presence of multiple alignments (this attribute should be false).
— Score equal to or better than 0.5.

— Threshold mismatch less than or equal to 5.
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— For Class Type equal to 3.
— For aread count of 5000.

— For reference sequence equal to 4, considering range between 40810027 and 41216714, both
included, or reference sequence equal to 6, considering range between 26087281 and 26098343,
both included.

— Under an emergency situation.

oreover, several authorization requests are defined. The first one provides an example |of valid
thorization request for role researcher. The second one provides an example of valid authqrization
equest for role practicioner. The third one provides an example of authorization request for{role lab
echnician, which is not authorized according to the rules defined in the privacy poliey.

o =

Holicy including different rules for different roles:

?xml version="1.0" encoding="UTF-8"?>
Policy xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="urn:ocasis:names:tc:xacml:3.0:coresvschema:wd-17
http://docs.oasis-open.org/xacml/3.0/xacml-core-v3*schema-wd-17.xsd"
PolicyId="urn:isdcm:policyid:1"

RuleCombiningAlgId="urn:oasis:names:tc:xacmlNd.0:rule-combining-algorithm:first-
pplicable”

Version="1.0">
<Description> Policy getDataDataset </Description>
<Target/>

<Rule RulelId="urn:oasis:namesgte:xacml:2.0:ejemplo:RuleMed" Effect="Permit">

<Description> Any actionJvfor researcher is permitted </Description>

<Target>
<AnyOf>
<All10fX
<M>- Which kind of user: researcher -->
<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/
XMLSchema#strzihg"

>researcher</AttributeValue>
<AttributeDesignator MustBePresent="false"

Category="urn:oasis:names:tc:xacml:1.0:subject-
atggery:access-subject”

AttributeId="urn:ocasis:names:tc:xacml:3.0:example:attribute:role"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</Match>
</A110f>
</AnyOf>

</Target>
</Rule>

<Rule RulelId="urn:oasis:names:tc:xacml:2.0:ejemplo:RuleGen" Effect="Permit">
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<Description> Get Data from Dataset for practitioner under Emergency situation </
Description>

<Target>
<AnyOf>
<AllO0f>
<!-- Which kind of user: practitioner -->
<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
Dbt 1 . ul It fnnl I 1 PR, 2 2001
AttritbrtevYetue—batatye 8 S A ARSI ) o+
XMLSchgqma#string"

>practitioner</AttributeValue>
<AttributeDesignator MustBePresent="true"

Category="urn:oasis:names:tc:xacml:1.0:subject-
categoyy:access-subject"

AttribgteId="urn:ocasis:names:tc:xacml:3.0:example:attribute:role"
DataType="http://www.w3.0rg/2001/XMLSchemadstring" />
</Match>

<!-- Which action -->
<Match MatchId="urn:oasis:names:tc:xacml¢1.0:function:string-equal">
<AttributeValue DataType="http: /www.w3.0rg/2001/

XMLSchdma#string"

>GetDataDataset</AttributevValue>
<AttributeDesignator MustBePresent="true"

Category="urn:oasisdnames:tc:xacml:3.0:attribute-
categoyy:action"”

AttributeId="urmioasis:names:tc:xacml:1.0:action:action-id"
DataType="http?//www.w3.0rg/2001/XMLSchema#string"/>
</Match>
</All10f>
</AnyOf>

</Target>
<Condition>
<Apply FunctilonId="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply“\NwnctionId="urn:oasis:names:tc:xacml:1.0:function:date-less-than-
or-equgl">

LApply FunctionId="urn:oasis:names:tc:xacml:1.0:function:date-one-
and-onljy">

<AttributeDesignator MustBePresent="true"

Category="urn:oasis:names:tc:xacml:3.0:date"
Attribytelds"accessDate"

Dotz —""hit+. PRIRIR IR 2e] /20017 MISohamodtd ot N
g -+ T T < #

</RApply>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#date"
>2019-01-01</AttributevValue>
</Apply>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:boolean-equal">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:boolean-one-
and-only">

<AttributeDesignator MustBePresent="true" Category="alignment"
AttributeId="presence of multiple alignments"
DataType="http://www.w3.0rg/2001/XMLSchema#boolean"/>
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