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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO_ also take part in the wark SO collaborates closely with the
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This first edijon of ISO 28001 cancels and replaces ISO/PAS 28004:2006, which has been technically re]

Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.
Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part'2.
5k of technical committees is to prepare International Standards. Draft International Stan
the technical committees are circulated to the member bodies for voting.CPublication 3

Standard requires approval by at least 75 % of the member bodies casting-a Vote.

rawn to the possibility that some of the elements of this document may be the subject of
pall not be held responsible for identifying any or all such patent rights.

as prepared by Technical Committee ISO/TC 8, Ships and marine technology, in collabo
evant technical committees responsible for specific nodes of the supply chain.
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Introduction

Security incidents against international supply chains are threats to international trade and the economic
growth of trading nations. People, goods, infrastructure and equipment — including means of transport —
need to be protected against security incidents and their potentially devastating effects. Such protection
benefits the economy and society as a whole.
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ational Standard recognizes this complexity. It has been developed to allow an individual o
Lpply chain to apply its requirements in conformance with the organization’s particular bu
s role and function in the international supply chain.

nternational Standard provides an option for organizations to establish and-document reas

" risk-based decisions concerning the security in those international supplychains.

ms Organization’s Framework of Standards to secure and fagilitate global trade (Framew
tempt to cover, replace or supersede individual customs agencies’ supply chain security
heir certification and validation requirements.

Wise of this International Standard will help an organization to establish adequate levels of s
part(s) of an international supply chain which it céntrols. It is also a basis for determining
vel of existing security within such organizations* supply chain(s) by internal or external a

btance into their supply chain security programmes. Customers, business partners, governm
thers might request organizations which claim compliance with this International Standard t
or a validation to confirm such compliance. Government agencies might find it mutually
pt validations conducted by other governments’ agencies. If a third-party organization a
icted, then the organization needs to consider employing a third-party certification body ac
etent body, which is a member.\of the International Accreditation Forum (see Annex C).

ot the intention of this International Standard to duplicate governmental requirements a

ding supply chain security in compliance with the WCO SAFE Framework. Organizatio
dy been certified orvalidated by mutually recognizing governments are compliant with this

its resulting\from this International Standard will be the following.

A Statement of Coverage that defines the boundaries of the supply chain that is covered by

ational supply chains are highly dynamic and consist of many entities and business pllartners. This
ganization in

siness model

bnable levels

curity within international supply chains and their components. It will enable 'Such organizatjons to make

nternational Standard is multimodal and is intended to be in concért with and to complemgnt the World

ork). It does
programmes

ecurity within
or validating
uditors or by

government agencies that choose to use compliance with this International Standard as th¢ baseline for

ent agencies
h undergo an
agreeable to
udit is to be
Credited by a

nd standards
hs that have
International

the security

;rlan.

A Security Assessment that documents the vulnerabilities of the supply chain to defined security threat

scenarios. It also describes the impacts that can reasonably be expected from each of
security threat scenarios.

the potential

A Security Plan that describes security measures in place to manage the security threat scenarios

identified by the Security assessment.

A training programme setting out how security personnel will be trained to meet their assigned security

related duties.
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To undertake the security assessment needed to produce the security plan, an organization using this
International Standard will

— identify the threats posed (security threat scenarios);

— determine how likely persons could progress each of the security threat scenarios identified by the
Security Assessment into a security incident.

This determination is made by reviewing the current state of security in the supply chain. Based on the
findings of that review, professional judgment is used to identify how vulnerable the supply chain is to each
security threat scenario.

If the supply|chain is considered unacceptably vulnerable to a security threat scenario, the organization will
develop addftional procedures or operational changes to lower likelihood, consequence or both.(Thesg are
called countgrmeasures. Based upon a system of priorities, countermeasures need to be incorporated info the
security plan|to reduce the threat to an acceptable level.

Annexes A and B are illustrative examples of risk management based security processes for protecting pgople,
assets and ihternational supply chain missions. They facilitate both a macro apprgach for complex spupply
chains and/of more discrete approaches for portions thereof.

These annexes are also intended to

— facilitate| understanding, adoption and implementation of methodolagies, which can be customizg¢d by
organizdtions;

— provide guidance for baseline security management for contiqual improvement;

— assist onganizations to manage resources to address existing and emerging security risks;

— describg possible means for assessment of risk and’mitigation of security threats in the supply chain] from
raw matgriel allocation through storage, manufacturing and transportation of finished goods to the mjarket

place.

Annex C prgvides guidance for obtaininghadvice and certification for this International Standard [if an
organization jusing it chooses to exercisé this option.
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INTERNATIONAL STANDARD

ISO 28001:2007(E)

Security management systems for the supply chain — Best
practices for implementing supply chain security, assessments

an

d plans — Requirements and guidance

1 $cope

This [International Standard provides requirements and guidance for organizations in internalional supply

chains to

— develop and implement supply chain security processes;

— ¢stablish and document a minimum level of security within a supply chain(s) or segmen{ of a supply
¢hain;

— assist in meeting the applicable authorized economic operator (AEO) criteria set forth |n the World
Customs Organization Framework of Standards and )conforming national supply chain security
programmes.

NOTH Only a participating National Customs Agency €an designate organizations as AEOs in accorgdance with its

supply chain security programme and its attendant certification and validation requirements.

In addition, this International Standard establishes certain documentation requirements that

verif

ication.

Users of this International Standard will

2

¢ountermeasures;

develop and implement a supply chain security plan;

ain security personnel in their security related duties.

vould permit

define the portion of an intefnational supply chain within which they have established security (see 4.1);

¢onduct security assessments on that portion of the supply chain and develdp adequate

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 20858:—1), Ships and marine technology — Maritime port facility security assessments and security plan
development

1) To

be published. Revision of ISO/PAS 20858:2004.
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International Convention for the Safety of Life at Sea (SOLAS), 1974, as amended, International Maritime

Organization

3 Terms

and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
appropriate

law enforcement and other government officials

those government and law enforcement personnel that have specific legal jurisdiction over the international

supply chain

3.2

asset(s)
plant, machi
plant and rel

NOTE TH
security mana

3.3

or portions of it

ery, property, buildings, vehicles, ships, aircraft, conveyances and other items of.infrastructyire or

ted systems that have a distinct and quantifiable business function or service

is definition includes any information system that is integral to the delivery of security and the applica
pement.

authorized gconomic operator

party involve
behalf of a
standards

NOTE1 Al

NOTE 2 Al
consolidators,

3.4

d in the international movement of goods in whatever function that has been approved by
hational customs administration as complying with WCQ™or equivalent supply chain se

ion of

or on
Curity

thorized economic operator is a term defined in the World“Customs Organization Framework of Standards.

thorized economic operators include inter alia.\manufacturers, importers, exporters, brokers, cg
intermediaries, ports, airports, terminal operators, integrated operators, warehouses and distributors.

business pdrtner

those contra
in its function

3.5

Ctors, suppliers or service providers that an organization contracts with to assist the organiz
as an organization in the supply chain (3.15)

cargo transport unit

road freight
tank

3.6

ehicle, railway freight'wagon, freight container, road tank vehicle, railway tank wagon or po

consequeng

reasonably

e

e-expected as a result of an attack on an organization in the supply chain or by the use

rriers,

ation

table

t can
bf the

loss of life, qiamage to property or economic disruption, including disruption to transport systems, tha

Supp|y chainlas=a weapon

3.7
conveyance

physical instrument of international trade that transports goods from one location to another

EXAMPLES Box, pallet, cargo transport unit, cargo handling equipment, truck, ship, aircraft and railcar.
3.8
countermeasures

actions taken to lower the likelihood of a security threat scenario succeeding in its objectives, or to reduce the

likely conseq

uences of a security threat scenario

© 1SO 2007 — All rights reserved
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custody
period of time where an organization in the supply chain is directly controlling the manufacturing, processing,
handling and transportation of goods and their related shipping information within the supply chain

3.10

downstream
handling, processes and movements of goods when they no longer are in the custody of the organization in
the supply chain

3.11

good
those
hand

3.12

inter
supp

NOTH

wher

NOTE

econ
good

3.13
likel

ease

NOTH
involv

3.14
man
orga
prod

NOTE

creat
(Envi

Intern

3.15

orga
any e

3.16
risk

s

items or materials that, upon the placement of a purchase order, are being manufactured
ed or transported within the supply chain for usage or consumption by the purchaser

national supply chain
y chain that at some point crosses an international or economic border

1 All portions of this chain are considered international from the time a putehase order is conclud
g the goods are released from customs control in the destination country or €conomy.
2 If treaties or regional agreements have eliminated customs cledrance of goods from specifie
mies, the end of the international supply chain is the port of entry into\the destination country or econ
would have cleared customs if the agreements or treaties had not been in place.

[¢

q
J

hood
or difficulty with which a security threat scenario_could progress to become a security incide

Likelihood is evaluated based on the resistance the security processes in place pose to a sq
ng the security threat scenario being examined-and is expressed either qualitatively or quantitatively.

gement system
Iization’s structure for managing ‘its processes or activities that transform inputs of resg
ct or service, which meet theyorganization’s objectives
It is not the intent of this International Standard to specify a specific management system
ipn of a separate  security management system. ISO 9001 (Quality Management Systems
fonmental Managefment Systems), ISO 28000 (Security management systems for the supply ch
ational Maritime Organization’s International Safety Management (ISM) Code are examples of managg

hization-in"the supply chain
ntity that

, processed,

Ed to the point

d countries or
bmy where the

nt

curity incident

urces into a

or require the
), 1SO 14001
ain), and the
ment systems.

£ 4 I | 1 ol Liolat 1 ol H ol 1
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purchase order that at some point cross an international or economy border;

acement of a

transports goods by any mode in the international supply chain regardless of whether their particular

segment of the supply chain crosses national (or economy) boundaries; or

provides, manages or conducts the generation, distribution or flow of shipping information used by

customs agencies or in business practices.

management

process of making management decisions based on an analysis of possible threats, their consequences, and

their

probability or likelihood of success
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NOTE A risk management process is normally initiated for the purposes of optimizing the organization’s resource
allocation necessary to operate in a particular environment.

3.17
scope of service
function(s) that an organization in the supply chain performs, and where it performs this/these functions

3.18

security declaration
documented commitment by a business partner, which specifies security measures implemented by that
business partner, including, at a minimum, how goods and physical instruments of international trade are
safeguarded _assaciated information is protected and security measures are demanstrated and verified

—

NOTE It will be used by the organization in the supply chain to evaluate the adequacy of security measures.relgted to
the security of{goods.

3.19
security plan
planned arrapgements for ensuring that security is adequately managed

NOTE 1 It {s designed to ensure the application of measures that protect the organization'ffom a security incident
NOTE 2  THe plan can be incorporated into other operational plans.

3.20
security
resistance to|intentional acts designed to cause harm or damage toyor by the supply chain

3.21
security inc|dent
any act or cifcumstance that produces a consequence (3.6)

3.22
security personnel
those peoplg in the organization in the supply-chain that have been assigned security related duties

NOTE THese people may or may not bé employees of the organization.

3.23
security ser}sitive information
security sersitive materials

information ¢r materials, produced by or incorporated into the supply chain security process, that cgntain
information about the security processes, shipments or government directives that would not be r¢adily
available to the publictand would be useful to someone wishing to initiate a security incident

3.24
supply chain
linked set of resources and processes that upon placement of a purchase order begins with the sourcing of
raw material and extends through the manufacturing, processing, handling and delivery of goods and related
services to the purchaser

NOTE The supply chain may include vendors, manufacturing facilities, logistics providers, internal distribution centres,
distributors, wholesalers and other entities involved in the manufacturing, processing, handling and delivery of the goods
and their related services.

3.25

target

personnel, means of transport, goods, physical assets, manufacturing processes and handling, control or
documentation systems within an organization in the supply chain

4 © 1SO 2007 — Al rights reserved
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3.26
security threat scenario
means by which a potential security incident might occur

3.27

upstream

handling, processes and movements of goods that occur before the organization in the supply chain takes
custody of the goods

3.28

World Customs Organization
wC
indepgendent intergovernmental body whose mission is to enhance the effectiveness and efficiengy of customs
admipistrations

NOTH It is the only intergovernmental worldwide organization competent in customs matters.

4 Field of application

4.1 | Statement of application
The g¢rganization in the supply chain shall describe the portion of the.international supply chain that it claims to
be injlcompliance with this International Standard in a Statement.of*Application. The Statement of |Application
shall fat least include the following information:

a) details of the organization;

b) scope of service;

c) names and contact information of all business partners within the defined scope of service;
d) date the security assessment was completed and period of validity of the security assessment; and

e) sjgnature of an individual autherized to sign on behalf of that organization.

Orgahizations in the supply chain may extend the Statement of Application to include other parts [of the supply
chain, e.g. including final destination.

4.2 | Business partners

If within the supply chain described in the Statement of Application the organization is using business partners,
the ofganization shall, subject to 4.3 and 4.4, require such business partners to provide a security declaration.
The prganization shall consider this security declaration in its security assessment and may require specific
countefmeasures to be enacted.

4.3 Internationally accepted certificates or approvals

Transportation companies and facilities, which hold internationally accepted certificates or approvals, issued
pursuant to mandatory international conventions governing the security of the various transportation sectors,
will have in place security practices, plans and processes that meet the applicable requirements of this
International Standard and are not required to be audited to confirm such compliance. For shipping companies,
ships and port facilities, the certificates or approvals shall be issued in accordance with SOLAS XI-2/4 or
SOLAS XI-2/10, as applicable.

In conformance with Clause 1, national customs agencies may, in addition to possession of internationally

accepted security certificates or approvals, require additional security measures and practices to be
implemented by transportation companies and facilities as a condition for designation as an AEO.

© 1SO 2007 — Al rights reserved 5
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4.4 Business partners exempt from security declaration requirement

Those business partners that confirm to the organization that they

a) are verified compliant with this International Standard or ISO 20858,

b) are cove

red by 4.3, or

c) have been designated as AEOs in accordance with a national customs agency’s supply chain security

program

me which has been determined to be in accordance with the WCO SAFE Framework,

shall be liste
security asse

4.5 Security reviews of business partners

Except for b
of their busin
extent and th
organization

NOTE Td
operated by b
referred to as

5 Supply chain security process

5.1 Gene
Organization
manage sec
support of t

established and implemented in order to reduce the risk to the international supply chain from activitie

could lead to

Organization
plan based

procedures 4
that they hav

5.2 Identi

The scope o

Fication<f the scope of the security assessment

o the Statement of Application. However, the organization does not need to conduct addi
ssments for such business partners or require them to provide security declarations.

siness partners covered by 4.3 or 4.4, the organization in the supply chain shall"'conduct re
ess partners’ processes and facilities to ascertain the validity of their declarations of security
e frequency of these reviews shall be determined through an analysis-of-the risks involved
shall maintain results of these reviews.

provide for ease of reading the organization claiming compliance, including those parts of its supply
usiness partners, whether compliant with this International Standard, or not, is in the ensuing parag
he “organization” unless clarity demands otherwise.

al

5 in international supply chains that have adopted this International Standard are required b
irity throughout their portion of the supply chain and to have a management system in pls
nat objective. This International Standard requires security practices and/or processes

a security incident.
5 in the supply chain elaiming compliance with this International Standard shall have a se
bn the output fromcthe” security assessment that documents existing security measures

nd incorporates colintermeasures as applicable for the portion of the international supply
e included in thei 'Statement of Application.

thelsecurity assessment shall include all activities performed by the organization as descril]

its Statemen

ional

iews
. The
. The

chain
raphs

bth to
ce in
o be
5 that

curity
and
chain

edin

| of JApplication (see 4.1). The assessment shall be periodically performed and the security

plan

shall be revised as appropriate. The results of the assessment shall be documented and retained.

The security assessment shall also cover information systems, documents and networks pertaining to the
handling and movement of the goods while in the custody of the organization. Existing security arrangements
shall, subject to 4.3 and 4.4, be assessed at all locations and for business partners where there are potential
security vulnerabilities.
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Conduction of the security assessment

Assessment personnel

The person or team conducting the security assessment shall collectively have skills and knowledge which
include, but are not limited to, the following:

risk assessment techniques applicable to all aspects of the international supply chain from the point

where the organization in the supply chain takes custody of the goods in to the point where the goods are
no longer in the organization’s custody or leaves the international supply chain;

q

q

4

The
be ddg

5.3.2

The
coun

inclugling those deemed necessary by ‘appropriate government officials. If government offici

partig
For ¢
likelih
coun

The

and apply professiohal judgment, knowledge of the entity(ies) and/or requirements of regulatory

may
decld

Orga
secu

that applicable portion of the supply chain;
an understanding of security threats and mitigation methodologies;

dinderstanding of this International Standard.

pplying appropriate measures to avoid unauthorized disclosure of, or access to, secu
aterial;

perations and procedures involved in the manufacturing, handling, processihg, movg
ocumentation of goods as appropriate;

ecurity measures related to consignment, conveyance, personnel, premisesyand informatig

rity sensitive

ment and/or

n systems in

hame(s) of the person or team members conducting the assessment as well as their qualifjcations shall
cumented.

Assessment process
organization shall establish, implemeént and maintain (a) procedure(s) to iden

ermeasures to mitigate security threats.-The organization shall list applicable security thre
ipated, this shall be documented in.the security assessment.

ach security threat scenario;"the organization shall evaluate the existing countermeasures a
ood and consequence relevant to each security threat scenario and evaluate the necessityj
ermeasures to reducethe security risk to an acceptable level.

brganization shallCreview the security declaration(s) provided by each business partner, d

also obtain._and use any other available information, in determining the acceptance of
ration.

nizations shall consider both the detail and validity of each security declaration when cg

tify existing
At scenarios,
bls have not

nd determine
of additional

pfined in 4.2,
agencies. It
the security

nducting the
Statement of

ity-assessment and determining the overall vulnerability of the supply chain described in its

Appli

go
CatiurT,

Business partners that are covered by 4.3 or 4.4 should not need to be assessed further.

The following information shall be documented:

a) all security threat scenarios considered;

b) processes used in evaluating those threats; and

c) all countermeasures identified and prioritized.

©1S0
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5.4 Development of the supply chain security plan

Organizations shall develop and maintain a security plan for the entire portion of the supply chain described in
their Statement of Application. The plan may be separated into annexes in which each describes the security
in place for a particular segment of the supply chain, including security measures that the organizations’
business partners, subject to 4.3 or 4.4, will maintain according to their security declarations. The
plan/annexes shall also specify how the organization would monitor or periodically review such security

declarations.

Organizations shall review and consider the use of the guidance in informative Annexes A and B when
developing their security plans.

5.5 Execl

The organiza
to be implem|

5.6 Documentation and monitoring of the supply chain security process

5.6.1
The organizs
of its manag

system at pla
shall be docy

5.6.2 Cont

The organiza
the security ¢

5.7 Actio

The organiz3
relates to an

a) determin
b) determin
c) consider

In the event
appropriate |

Gengdral

tion of the supply chain security plan

ented.

tion shall establish and maintain procedures to document, monitor and measure the perform
ement system referred to above. The organization shall ¢arry out audits of the managg
nned intervals to ensure it has been properly implemented:and maintained. The results of 3
mented and retained.

nual improvement

tion shall assess opportunities for improving-its security arrangements as a means of enha
f its portion of the supply chain.

ns required after a security incident

tion shall carry out a review_ ofiits security plan after the occurrence of any security inciden
portion of the internationaksupply chain the organization controls. This review shall

e the cause of the ineident and the corrective action;
e the effectiveness“of measures and procedures for security recovery; and
ng such deferminations, re-assess those portions of the supply chain according to 5.3.2.

of aysecurity breach, the organization shall follow reporting procedures to Customs 3
aw_enforcement agencies as appropriate, and as specified in the security plan and contra

tion shall establish a management system to enable its specific supply chain security processes

ance
ment
udits

ncing

t that

nd/or
ctual

relationships

The organization shall retain consignment and other required supply chain data within the time limits

prescribed in

applicable laws and regulations.
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Protection of the security information

Security plans, measures, processes, procedures and records of the organization shall be considered
sensitive security information and protected from unauthorized access or disclosure. Such information shall
only be disclosed to individuals who have a “need to know”. In addition to appropriate law enforcement
officials or their nominees, an individual has a “need to know” when

a) the individual requires access to specific sensitive security information to carry out security activities
covered by the security plan;

b) the individual is in training to carry out activities covered by the security plan;

c) t
[

d) t
(

NOTE
comp
gover
neces
secur
busin

accordance with agreed terms and conditions.

ne information is necessary for the individual to supervise others carrying out security activ
h the security plan; or

he individual is, or is acting on behalf of a party, who according to a contractUal ‘relation
rganization has been granted access to security sensitive information controlled by the of

If the organization is certified compliant with ISO 28001 by a third party certification body a
btent accreditation body or has been certified or validated compliant with "ISO 28001 by mutua
hments, such contractually agreed access to the organization's security sensitive information may n
sary, and would in any event be dependent on the organization's explicit concurrence. The fact th
ty information is protected from unauthorized access or disclosure)dees not prevent the organizatio
pss partners and others about its supply chain security arrangemeénts and systems.

ities covered

ship with the
ganization in

Ccredited by a
y recognizing
ot be deemed
bt its sensitive
n from briefing
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Annex A
(informative)

Supply chain security process

A.1 General
This annex |provides guidance on the development of a supply chain security process that cztw be
implemented in an organization with an existing management system. Figure A.1 provides a“graphical
description of such a process.
e
Qdentify Scope of Security Assessme@
C Conduct Security Assessment ) ( Se¢lect a threat scenario )
( Identify existing security measures) ( Evaluate security measures)
( List applicable threat scenarios ) ( Determine consequ@
Cantinual
Imp]’ovement A ( Determinge likelihood )
o
( Develep Security Plan ) No
( Exgcute Supply Chain Security Plan) ( Develop counter measures)
( Documen’z & l\fongi)r Slf?ply Chamw Yes Adequate?
A . OCHTIITY TTOCOSS —
\W
\. J

Figure A.1 — Graphical description of a supply chain security process

A.2 ldentification of the scope of the security assessment

A security assessment is an attempt to identify security risks present in that part of the supply chain the
organization, in accordance with its Statement of Application, desires to bring into compliance with this
International Standard. To accomplish this assessment the boundaries of the scope of coverage (both
physically and virtually) need to be established.
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A.3 Conduction of the security assessment

A.3.1 General

Using qualified personnel the existing security arrangements at all locations has to be assessed where there
are potential security vulnerabilities, which should include but are not limited to the following:

— where goods are being manufactured, processed or handled prior to being loaded in a transport unit,
palletized, or otherwise prepared for shipment;

— where goods prepared for shipment are stored or consolidated prior to transportation;

— Where goods are being transported;
— Where goods are loaded into or unloaded from a conveyance;
— Wwhere custody of the goods changes hands;

— Wwhere documentation or information pertaining to goods being shipped is handled, generated or
accessible;

— ipland transportation routes and means of conveyance used bythe various modes of transpagrtation;

—  other.

A.3.2 Performance review list

The following performance review list provides anexample of a systematic approach for reviefving existing
secufity arrangements.

Those portions of the performance review(list that pertain to business partners, who have confirmed to the
organization that they

a) are verified compliant with this.nternational Standard or with ISO 20858,
b) are covered by 4.3, or

c) :llave been designated’as AEOs in accordance with a national customs agency’s supply ghain security
rogramme whigh has been determined to be in accordance with the WCO SAFE Frameworlk,

should contain a‘cemment indicating how the factor has been addressed, e.g. compliant with this|International
Standlard, 1SQ:20858, or the ISPS Code.

A.3.3 Performance review

The following performance review list shown in Table A.1 can be completed and considered when conducting
a security assessment for an organization in the supply chain. This list is not all-inclusive, and can be tailored
to reflect the risk assessment and business model of the organization. If the factor indicated is already
implemented by the organization in the supply chain the “Yes” block should be checked. If the factor is not
already implemented or is partially met the “No” block should be checked and, where applicable, an
explanation added to the comment column describing other alternative measures utilized, or that the risk is
very low. If the factor is not applicable or is outside the organization’s statement of coverage, Not Applicable
(NA) should be noted in the “Comments” block. Items on the performance review list that cannot be performed
due to applicable laws/regulations should be marked as prohibited in the comment column.
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Table A.1 — Performance review list

Factor

Yes | No | Comments

Management of Supply Chain Security

e Does the organization have a management system that addresses
supply chain security?

e Does the organization have a person designated as responsible for
supply chain security?

Security Plan

¢ Does[the organization have (a) current security plan(s)?

¢ Doesthe plan address the organization’s security expectations of
upstrgam and downstream business partners?

¢ Doesthe organization have a crisis management, business continuity,
and sgcurity recovery plan?

Asset Security

¢ Does the organization have in place measures that addresses
— the physical security of buildings,
— menitoring and controlling of exterior and interior perimeters,

— application of access controls that prohibit unauthorized access to
fagilities, conveyances, loading docks and cargo. " areas, and
managerial control over the issuance of identification (employee,
vigitor, vendor, etc.) and other access devices?

o Are thhere operational security technologies which significantly enhance
asset| protection? For example, intrusien~ detection, or recorded
CCT\/DVS cameras that cover areas of-importance to the supply chain
activily, with the recordings maintained for a long enough period of time
to be pf use in an incident investigation.

o Are there protocols in place to,eontact internal security personnel or

external law enforcement in,casé of security breach?

e Are pgrocedures in place -to restrict, detect, and report unauthorized
access to all cargo apd,conveyance storage areas?

e Are pgersons delivéring or receiving cargo identified before cargo is
receied or rel€ased?

Personnel Security

e Does|the organization have procedures to evaluate the integrity of

employees prior to employment and periodically relative to their security
duties?

¢ Does the organization conduct specific job appropriate training to assist
employees in performing their security duties for example: maintaining
cargo integrity, recognizing potential internal threats to security and
protecting access controls?

e Does the organization make employees aware of the procedures the
company has in place to report suspicious incidents?

e Does the access control system incorporate immediate removal of a
terminated employee’s company-issued identification and access to
sensitive areas and information systems?

12
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Factor

Yes

No

Comments

Information Security

e Are procedures employed to ensure that all information used for cargo
processing, both electronic and manual, is legible, timely, accurate, and
protected against alteration, loss or introduction of erroneous data?

e Does an organization shipping or receiving cargo reconcile the cargo
with the appropriate shipping documentation?

e Does the organization ensure that cargo information received from
business partners is reported accurately and in a timely manner?

4 Is relevant data protected through use of storage systems not contingent
on the operation of the primary data handling system (is there a data
back up process in place)?

¢ Do all users have a unique identifier (user ID) for their personal and sole
use, to ensure that their activities can be traced to them?

¢ Is an effective password management system employed to authenticate
users and are users required to change their passwords at ‘least
annually?

¢ Is there protection against unauthorized access to and ‘misuse of
information?

Goods and Conveyance Security

¢ Are procedures in place to restrict, detect, and report‘unauthorized
access to all shipping, loading dock areas and closed cargo transport
unit storage?

¢ Are qualified persons designated to supervise cargo operations?

4 Are procedures in place for notifying appropriate law enforcement in
cases where anomalies or illegal-activities are detected or suspected by
the organization?

¢ Are procedures in place te-ensure the integrity of the goods/cargo when
the goods/cargo are delivered to another organization (transportation
provider, consolidation.Centre, intermodal facility, etc.) in the supply
chain?

¢ Are processes-in/place to track changes in threat levels along transport
routes?

¢ Are theféysecurity rules, procedures or guidance provided to conveyance
operators (for example, the avoidance of dangerous routes)?

CGlosed Cargo Transport Units

section of the Framework).

(! ramework inciudes a “Seal Integrity Program’ described in the Appendix to
Annex 1 that sets out procedures regarding the affixing and verification of high security seals
and /or other tamper detection devices. Personnel filling in this form should review that

¢ If a closed cargo transport unit is used, are there documented
procedures for affixing and recording high security mechanical seals
meeting ISO/PAS 17712 and/or other tamper-detection devices by the
party stuffing the cargo unit?

e If a sealed closed cargo transport unit is used, are there documented
procedures in place to inspect seals for signs of tampering when the
custody of conveyances changes during the course of a shipment and to
address detected discrepancies?

© 1SO 2007 — All rights reserved
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Factor Yes | No | Comments

¢ If a closed cargo transport unit is used, is it inspected for contamination
by the party stuffing immediately before stuffing?

¢ If closed cargo transport units are used, are documented procedures in
place for inspecting them immediately before stuffing by the party
stuffing them to verify their physical integrity, to include the reliability of
the unit locking mechanisms? A seven-point inspection process is
recommended:

— Front wall

— Ldft side

— Ripht side

— Flpor

— Cgiling/Roof

— Ingide/outside closure

— Ouitside/Undercarriage

A.3.4 Secyrity threat scenarios

During the sgcurity assessment consider security threat scénarios, including but not limited to those lisfed in
Table A.2. Tlhe security assessment should also consider other scenarios that may be determingd by
government |authorities, the organization’s management or the security professional(s) conducting the
assessment.

Table A.2 — Security threat scenarios to the supply chain

Security threat scenarios Application

1 Intrude and/or take control -of | Damage/destroy an asset (including conveyances).
an assgt (including conveyances)

within tHe supply chain Damage/destroy outside target using the asset or goods.

Cause civil or economic disturbance.

Take hostages/kill people.

2 Us¢ the “supply chain as a | lllegal weapons into or out of the country/economy.

means pf smuggling Terrorist into or out of the country/economy.

3 Information fampering Locally or remotely gaining access the supply chain’s
information/documentation systems for the purpose of
disrupting operations or facilitating illegal activities.

4  Cargo Integrity Tampering, sabotage and/or theft for the purpose of
terrorism.
5 Unauthorized use Conducting operations in the international supply chain to

facilitate a terrorist incident including using the mode of
transportation as a weapon.

6 Other
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A.4 Development of the security plan

A.4.1 General

The security plan and/or annexes may be incorporated into operational plans or procedures and
stand-alone documents. If the security plan is incorporated into other plans the organization shou
cross-reference table to enable verification that all the security plan requirements have been met.

need not be
Id maintain a

The plan may be separated into annexes in which each describes the security in place for a particular
segment of the supply chain, including security measures that their business partners will maintain according
to their security declarations (if applicable). The plan/annexes should also specify how the organization would

monifor or periodically review their security declarations. The security plan/annex should includ
not be limited to, descriptions of the following.

— The portion of the supply chain that is covered by the plan or annex.
— The security-related duties of all security personnel.

— The security management structure including the name of the person designated as manage

B, but should

[ of security.

— Internal and external emergency security contact information to be used by personnel if reporting a

gecurity incident.

— The skills and knowledge that personnel with security responsibilities are required to possesg.

— $ecurity training programmes.

— The qualification process for people assigned security duties that ensures they possess
gkills and knowledge to perform their security-duties.

— IHow elements of the security plan are- exercised. Participation in government run sec
xercises by organization personnel:can be used to meet these requirements.

— Processes to meet, at a minimum, security requirements imposed by government for con
eightened security levels.

The gecurity plan should contain procedures including but not limited to the arrangements that do

— [Ensure that information on a shipment of goods is received before the goods being shipped
y the organization for further transportation.

— [nsure goods/cargoes received for consolidation/deconsolidation are accurately recon

€ necessary

irity drills or

lingencies or

the following.

are accepted

Ciled against

information on goods/cargo manifests/lists. Departing goods/cargo units should be velfified against

urehase or delivery orders.

— Ensure drivers delivering or receiving goods/cargo are positively identified before goods o
are received or released.

— Ensure occupants of vehicles other than drivers are positively identified.

r cargo units

— Ensure all shortages, overages, and other significant discrepancies or anomalies are resolved and/or
investigated appropriately and appropriate law enforcement agencies be notified if illegal or suspicious

activities are detected as appropriate.

— Describe any countermeasures that have been implemented in that portion of the supply chain.

— Describe any measures and procedures that have been implemented in that portion of the
for security recovery in the event of a security incident.

© 1SO 2007 — All rights reserved
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Describe any measures and procedures that have been implemented when custody of the goods/cargo is
transferred to another organization.

Describe procedures for releasing additional information on the goods being shipped to authorized
personnel. This should include both how the user will determine if the request for additional information is
legitimate and how/what information is released.

Describe procedures established according to A.4.3.

A.4.2 Documentation

The organizjtion should maintain the most recent documentation of the following at a secure retrie

location.

Statem¢

The com

Names and qualifications of the personnel conducting the security assessment:

Listing of all countermeasures that were considered.

Security

Security

Recordsg of training sessions and exercises conducted, personnel who attended, subjects trained

date(s).

Other ag prescribed by regulation or management

A.4.3 Com

The organization should where practicable establish contact with appropriate law enforcement and

government

Establis

emergencies related to, ,or_the receipt of threats concerning the international supply chain. T

procedu

governnjent agencies’).These procedures should be incorporated into the organization’s supply

security

Participgting,in,consultations lead by appropriate government officials at both the national and local

(as app
require

nts of coverage.

pleted security assessment.

declarations.

plan and, if applicable, annexes.

munication

pfficials for the purposes of the following.
hing procedures to-be’ followed in the event of or suspicion of goods/cargo tamp
fes should, if provided, include specific telephone numbers to be called at the appro

plan.

opfiate) to discuss matters of mutual interest including custom regulations and procedure

vable

and

other

bring,
hese
Driate
chain

evels
5 and

ents for premise and consignment security.

Being responsive to government outreach efforts and to contribute to a dialog that provides meaningful
insight to ensure that the organizations security plan remains relevant and effective.

If the appropriate law enforcement and other government officials do not wish to participate in such a dialog,
the organization should document their attempt(s) and state that appropriate law enforcement and other
government officials did not participate at that time.
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Execution of the security plan

The implementation of the new or revised security plan represents a change to operational practices and
needs to be undertaken in accordance with the organization’s management system to ensure that adequate
resources are available, the impact on other operations in managed and the effectiveness of the plan is
monitored and evaluated.

A.6

Documentation and monitoring of the security process

The organization should establish and maintain procedures to monitor and measure the performance of its

secu'lity management system to ensure its continuing suitability, adequacy and effeati
organization should consider the associated security threats and risks, including potential

mech
perfo

A.7

Mana
mana
mana

Fmance parameters.

Continual improvement

gement system to assess opportunities for improvement and. the need for changes to
gement system.

eness. The
deterioration

anisms and their consequences, when setting the frequency for measuring andrmenitgring the key

gement in operational control of that portion of the supply chain should‘review the organizatjon's security

the security
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Annex B
(informative)

Methodology for security risk assessment and development of
countermeasures

B.1 Generat
This annex dives a methodology that may be used by organizations in international supply chains,toymake an
assessment pf the risk that their operations may suffer from security incidents, to determine the, 'appropriate
countermeadures, effective for the type and size of their supply chain operations. This methédology usgs the
following sequence.

a) List all agtivities as covered in the Scope.

b) Identify decurity controls presently in place.

c) Identify decurity threat scenarios.

d) Determirje consequences if the security threat scenario was completed.
e) What is the likelihood of this happening considering current $€curity.

f)  Are contfol security measures adequate.

g) If not deyelop additional security measures.

Figure B.1 is|a graphical representation of a process.
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C Identify existing security measures

v

C List applicable threat scenarios

Alo

Develop
Security Plan

~—

VO

Select a threat scenario

v

Evaluate security measures

C
C

v
( Determine consequetice
C

y

Determine likelihood

U U Y

_——_——_y
\

( Develop counter measures )

Figure B.1 — Graphical representation of a methodology for security risk assessnj
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B.2 Step one — Consideration of the security threat scenarios

The security assessment should consider as a minimum the security threat scenarios listed in Table B.1. The
security assessment should also consider other scenarios identified by government authorities, supply chain
management or the security professional conducting the assessment.

Table B.1 — Security threat scenarios to the supply chain

Example security threat Application example
scenarios

1 Intrude and/or take control of | Damage/destroy the asset
an assgt (including conveyances)
within the supply chain

Damage/destroy outside target using the asset or goods.
Cause civil or economic disturbance.

Take hostages/kill people.

2 Us¢ the supply chain as a | lllegal weapons into or out of the country/economy.

means pf smuggling Terrorist into or out of the country/economy.

3  Infgrmation tampering Locally or remotely gaining access%to the supply chain's
information/documentation systems. for the purpose o
disrupting operations or facilitatingtillegal activities.

4  Cargo Integrity Tampering, sabotage and/aor. theft for the purpose of terrorism.

5 Unauthorized use Conducting operations inthe international supply chain td
facilitate a terrorist incident (e.g. using the means of transpor
as a weapon).

6 OtHers

During the agsessment consider the following.
1) Accegs control
— on premises of the organizatien.in the supply chain, including the neighbourhood;
— on the means of transportation (truck, rail, air, barge, ship, etc.);
— on ipformation;
— others.

2) Meank of dransportation (trucks, railway, barges, aircraft, ships, etc.), taking into account

— norrmatoperatior;

— maintenance shops (e.g. yards);

— changes due to e.g. break downs;

— change of means;

— conveyances while at rest;

— using means of transport as a weapon;

— other.
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3) Handling:
— loading;
— manufacturing;
— storage (including intermediate storage);
— transfer;

— unloading;

1+ deconsolidation/consolidation;
1+ other.

4) | Transportation of goods by

4+ air;

4+ road;

+ rail;

4+ inland waterway shipping;

-+ ocean shipping;

1+ other.

5) Intrusion detection/prevention applied to'shipments.
6) During inspections, e.g. vehicle inspections.
7) Employees:

+ level of competence, training and awareness;

— integrity;
+ other.

8) Use of.business partners.

9) Cémmunication internal/external:

— information exchange,
— emergency situations;
— other.

10) Handling or processing of information about cargo or transport routes:

— data protection;
— data assurance;

— other.
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