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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth CHERE—S ptended—for-tts—further-maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ¥iepded for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all sueh-patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on the ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For ajn explanation on the meaning of ISO specific terms and expressions related to conformity|assessment,
as well as information about ISO’s adherence to the World-Trade Organization (WTO) prinfiples in the
Techhical Barriers to Trade (TBT) see the following URLZwww.iso.org/iso/foreword.html.

The ¢gommittee responsible for this document is Technical Committee ISO/TC 292, Security aphd resilience.
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Introduction

0.1 General

This International Standard specifies requirements and provides guidance for organizations conducting
or contracting security operations. It provides a business and risk management framework for the
effective conduct of security operations. It is specifically applicable to any organization operating in
circumstances where governance may be weak or rule of law undermined due to human or naturally
caused events. Using a Plan-Do-Check-Act approach, this International Standard provides a means for
organizations conducting or contracting security operations to demonstrate:

a) adequate business and risk management capacity to meet the professional requirements of. dlients
and othpr stakeholders;

b) assessnent and management of the impact of their activities on local communities;
c) accountfability to law and respect for human rights;
d) consistg¢ncy with voluntary commitments to which the organization subscribes.

NOTE1 This International Standard is not intended to place additional burdensien general guarding seifvices
outside thesd specific circumstances.

This International Standard draws on provisions from, and provides’a mechanism to demonsfrate
compliance with, relevant principles, legal obligations, voluntary.¢emmitments and good practides of
the followinlg documents:

— Montreyx Document on Pertinent International Legal Obligations and Good Practices for States related
to Operdtions of Private Military and Security Companies during Armed Conflict (09/2008);

— International Code of Conduct for Private Security-Service Providers (ICoC) (11/2010);

— Guiding|Principles on Business and Human Rights; Implementing the United Nations “Protect, Refpect
and Rer:[edy” Framework (2011).

NOTE 2  Tle International Code of Conductreflects 1) the legal obligations and good practices of the Mortreux
Document (including the provisions detailihg the human rights law and humanitarian law applicable to sequrity
providers), and 2) the relevant principlesjof the “Protect, Respect and Remedy” framework as operationaliZed in
the Guiding Pfinciples on Business and Human Rights.

NOTE 3  Although specifically,"addressed to states and armed conflict, the Montreux Document is| also
instructive in similar conditions and for other entities.

Private secyrity operations perform an important role in protecting state and non-state clients engaged
in relief, recovery, and’reconstruction efforts; commercial business operations; development activjities;
diplomacy; and military activity. This International Standard is applicable for any type of organizption
conducting pr-contracting security operations, particularly in environments where governance rhight

be weak or therwle-oflawundermined-due-te-humanornaturallyeaused-events—The-organization, in
close coordination with legitimate clients and state actors, needs to adopt and implement the standards
necessary to ensure that human rights and fundamental freedoms are adhered to in order to safeguard
lives and property, and that untoward, illegal, and excessive acts are prevented. This means that
organizations engaging in security operations manage the utilization of tactics, techniques, procedures,
and equipment, including weapons, in such a way as to achieve both operational and risk management
objectives. The purpose of this International Standard is to improve and demonstrate consistent and
predictable security operations maintaining the safety and security of their clients within a framework
thataims to ensure respect for human rights, national and international laws, and fundamental freedoms.

NOTE 4  For the purposes of this International Standard, national laws can include those of the country of the
organization, countries of its personnel, the country of operations and country of the client.

vi © ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=d4c0d6d8ea81e195108984515f542431

ISO 18788:2015(E)

This International Standard builds on the principles found in international human rights law and
international humanitarian law (IHL). It provides auditable criteria and guidance that support the
objectives of the Montreux Document on Pertinent International Legal Obligations and Good Practices
for States related to Operations of Private Military and Security Companies during Armed Conflict of
17 September 2008; the International Code of Conduct for Private Security Service Providers (ICoC) of
9 November 2010; and the Guiding Principles on Business and Human Rights; Implementing the United
Nations “Protect, Respect and Remedy” Framework 2011.

This International Standard provides a means for organizations, and their clients, to implement the legal
obligations and recommended good practices of the Montreux Document and to provide demonstrable
commitment, conformance and accountability to respect the principles outlined in the ICoC, as well as
othefInternational documents related to human rights and voluntary commitments, such as Guiding
Pringiples on Business and Human Rights; Implementing the United Nations “Protect, Respect’and Remedy”

Framework 2011 and Voluntary Principles on Security and Human Rights (2000).

Given that organizations that conduct and contract security operations haye-becomd
elements for supporting peace, stability, development and commercial effarts in region
capafity of societal institutions have become overwhelmed by human and natural cause
events, their operations face a certain amount of risk. The challenge fis)to determine }
effectively manage risk while meeting the organization’s strategic and. eperational objecti
framlework that protects the safety, security and human rights of internal and external s
including clients and affected communities. Organizations need €o conduct their business
services in a manner that respects human rights and laws. TFherefore, they - and their cl
an obligation to carry out due diligence to identify risks, prévent incidents, mitigate and
consgquences of incidents, report them when they occugy.ahd take corrective and prevern
to avoid a reoccurrence. This International Standard provides a basis for clients to differe
orgapizations can provide services at the highest professional standards consistent with
needss and rights.

b important
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Protecting both tangible and intangible assets is a critical task for the viability, profitability and

sustdinability of any type of organization-{public, private, or not-for-profit). This tra
prot¢ction of just physical, human and dnformation assets; it also includes protecting th
reputation of companies and their(clients. Protecting assets requires a combination
thinking, problem solving, process management and the ability to implement progr
initigtives to correspond with the'context of the organization’s operations and their risks.

Core|to the success of implementing this International Standard is embedding the values of t
Document and the ICoC into the culture and range of activities of the organization. Integ
pringiples into enterprise-wide management of the organization requires a long-term ¢
to cultural change-by/top management, including leadership, time, attention and resou
mon¢tary and physical. By using this International Standard, organizations can demon
commitment to/integration of the principles of the Montreux Document and the ICo
management\system and their day-to-day operations. This International Standard is des
integrated>with other management systems within an organization (e.g. quality, safety, or
resillence; environmental, information security and risk standards). One suitably designed 1
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In this International Standard, the following verbal forms are used (further details can be
ISO/IEC Directives, Part 2):

found in the

— “shall” indicates an auditable requirement: it is used to indicate requirements strictly to be followed

in order to conform to the document and from which no deviation is permitted;

“should” indicates a recommendation: it is used to indicate that among several possib

ilities one is

recommended as particularly suitable, without mentioning or excluding others, or that a certain
course of action is preferred but not necessarily required, or that (in the negative form) a certain

possibility or course of action is deprecated but not prohibited;

“may” indicates a permission: it is used to indicate a course of action permissible with
of the document;

© ISO 2015 - All rights reserved
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— “can” indicates a possibility or a capability: it is used for statements of possibility and capability,
whether material, physical or causal.

Information marked as “NOTE” is for guidance in understanding or clarifying the associated requirement.

Items presented in lists are not exhaustive, unless otherwise stated, and the order of the list does not
specify a sequence or priority, unless so stated. The generic nature of this International Standard allows
for an organization to include additional items, as well as designation of a sequence or priority based on
the specific operating conditions and circumstances of the organization.

0.2 Human rights protection

While stateg and their entities need to respect, uphold and protect human rights, all segments ofisociety
(public, priyate and not-for-profit) have a shared responsibility to act in a way that respects.and|does
not negativgly impact upon human rights and fundamental freedoms (see Clause A.2).

Clients and prganizations conducting and contracting security operations have a sharved.responsibility
to establish|policies and controls to assure conformance with the principles of the Montreux Document
and the ICo(. By implementing this International Standard, organizations can:

a) establish and maintain a transparent governance and management framework in order to deter,
detect, monitor, address ,and prevent the occurrence and recurrence ofincidents that have adyerse
impactq on human rights and fundamental freedoms;

b) identify| and operate in accordance with applicable internatiohal, national and local lawg and
regulations;

c) conduct comprehensive internal and external risk assessments associated with safety, security
and hurhan rights risks;

d) implementrisk control measures that support theitle of law, respect human rights of stakeholders,
protectjthe interests of the organization and its(clients, and provide professional services;

e) ensure puitable and sufficient operational-¢controls based on identified risks are implemented and
managed to enhance the occupational health and safety and the welfare of persons working on
behalf df the organization;

f) effectively communicate and consult with public and private stakeholders;

g) conduct effective screening-and training of persons working on the organizations behalf;
h) ensure that the use of ferce is reasonably necessary, proportional and lawful;

i) conducfperformaneé evaluations of services rendered and the achievement of objectives;

j) develop| and_implement systems for reporting and investigating allegations of violatiops of
internationaldaw, local law or human rights, as well as mitigating and remedying the consequé¢nces
of undesitable or disruptive events.

0.3 Management systems approach

The management systems approach encourages organizations to analyse organizational and stakeholder
requirements and define processes that contribute to success. It provides a basis for establishing policies
and objectives, establishing procedures to realize desired outcomes, and measuring and monitoring the
achievement of objectives and outcomes. A management system provides the framework for continual
improvement to increase the likelihood of enhancing the professionalism of security operations while
assuring the protection of human rights and fundamental freedoms. It provides confidence to both the
organization and its clients that the organization is able to manage its contractual, security and legal
obligations, as well as respect human rights. Additional information on management systems standards
is provided in Annex D.

Figure 1 illustrates the management systems approach used in this International Standard.
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Figure 1 — Security opérations management system (SOMS) flow diagram
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This
a)
b)

pvides the principles and requirements for a security operations management syst
International Standard provides a business and risk management frameworkfor oi
ucting or contracting security operations and related activities and functiongwhile den

¢onduct of professional security operations to meet the requirements of clientg

takeholders;

q

gccountability to law and respect for human rights;

q

¢onsistency with voluntary commitments to which it subscrildes.

International Standard also provides a means for orgahizations and those who util
ces to demonstrate commitment to the relevant legal obligations, as well as to the go
jded in the Montreux Document on Pertinent International Legal Obligations and Go
tates related to Operations of Private Military and Security Companies during Armed

rmance with the principles and commitments outlined in the International Code
rivate Security Service Providers (ICoC). THis International Standard is specifical
brganization operating in circumstances where governance may be weak and the
rmined due to human or naturally caused events.

1  This International Standard is'not intended to place additional burdens on general guarj
e these specific circumstances.

cable laws can include all kinds of laws including, but not limited to, national, regional, i
stomary laws. It is the sole responsibility of the user of this International Standard t
pplicable laws and t6 abide by them. This International Standard does not provide a
hince concerning applicable laws, the conflict between laws, or the interpretation of the
ies or documentsimentioned within it.

[nternational:Standard is applicable to any organization that needs to:
¢stablishyimplement, maintain and improve an SOMS;

dssess its conformity with its stated security operations management policy;

q

tOTITTE, TEVIEWITTE, TITAITTtaITTITTE aItd (IMPToVviITIE the MTAamagelelTt Of SECUTity Operationns)

em (SOMS).
'ganizations
honstrating:

and other

ize security
pd practices
od Practices
Conflict, and
of Conduct
y aimed at
rule of law

ding services

hternational
b determine
hy advice or
laws, codes,

c) demonstrate its ability to consistently provide services that meet client needs and are in

conformance with applicable international, national and local laws and human rights re

quirements.

The generic principles and requirements of this International Standard are intended to be incorporated
into any organization’s integrated management system based on the Plan-Do-Check-Act (PDCA) model;
it is not intended to promote a uniform approach to all organizations in all sectors. The design and
implementation of security operations plans, procedures and practices are expected to take into
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account the particular requirements of each organization: its objectives, context, culture, structure,
resources, operations, processes, products and services.

NOTE 2  Consistent with the goal of public and private organizations to comply with all applicable laws and
respect human rights, it is intended that clients refer to this International Standard when retaining private
security services. It is intended that organizations use this International Standard’s management system
principles and requirements to conduct their own due diligence and management of services and to construct
their contracting and contract administration process to support conformance with this International Standard.

2 Normative references

The followihg documents, in whole or in part, are normatively referenced in this document angl are
indispensablle for its application. For dated references, only the edition cited applies. Forundated
references, the latest edition of the referenced document (including any amendments) applies:

ISO Guide 73:2009, Risk management — Vocabulary

Montreux Document on Pertinent International Legal Obligations and Good Practices for States related to
Operations df Private Military and Security Companies during Armed Conflict (09/2008)V

Internationdl Code of Conduct for Private Security Service Providers(ICoC) (11/2010)2)

Guiding Prirciples on Business and Human Rights; Implementing the United Nations “Protect, Respecf and
Remedy” Frgmework 20113)

3 Terms and definitions

For the purjposes of this document, the terms and defititions given in ISO Guide 73:2009 andgl the
following apply.

31
asset
anything that has tangible or intangible value to an organization (3.34)

Note 1 to enfry: Tangible assets include human (considered the most valued in this International Standard),
physical and pnvironmental assets.

Note 2 to ent}y: Intangible assets inClude information, brand and reputation.

3.2

audit
systematic, jndependentand documented process (3.43) for obtaining audit evidence and evaluat|ng it
objectively o deterniinhe the extent to which the audit criteria are fulfilled

Note 1 to entfy: An@udit can be an internal audit (first party) or an external audit (second party or third phrty),
and it can be pcombined audit (combining two or more disciplines).

Note 2 to entry: An internal audit is conducted by the organization (3.34) itself, or by an external party on its behalf.
Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

3.3
auditor
person who conducts an audit (3.2)

[SOURCE: ISO 19011:2011, 3.8]

1) Available from: http://www.un.org/ga/search/view doc.asp?symbol=A/63/467

2) Available from: http://icoca.ch/

3) Available from: http://www.ohchr.org/documents/issues/business/A.HRC.17.31.pdf

2 © IS0 2015 - All rights reserved
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34

client

entity or person that hires, has formerly hired, or intends to hire an organization (3.34) to perform
security operations (3.63) on its behalf, including, as appropriate, where such an organization
subcontracts with another company or local forces

EXAMPLE Consumer; contractor; end-user; retailer; beneficiary; purchaser.
Note 1 to entry: A client can be internal (e.g. another division) or external to the organization.

3.5
competence
ability to apply knowledge and skills to achieve intended results

3.6
communication and consultation
contjnual and iterative processes (3.43) that an organization (3.34) conducts toprevide, shdre or obtain
information, and to engage in dialogue with stakeholders (3.24) and others regarding the hanagement
of rigk (3.50)

Note [l to entry: The information can relate to the existence, nature, form, dikefihood (3.27), severitly, evaluation,
accefjtability, treatment or other aspects of the management of risk and security operations management (3.64).

Note |2 to entry: Consultation is a two-way process of informed communication between an orggnization and
its stipkeholders or others on an issue, prior to making a decisiofi or determining a direction ¢n that issue.
Consyltation is:

|
o5}

process which impacts on a decision through influence¥ather than power; and

o)

h input to decision making, not joint decision making.
[SOURCE: ISO Guide 73:2009, 3.2.1, modified}

3.7
community
group of associated organizations (3.34), individuals and groups sharing common interests

Note |l to entry: Impacted commuhities are the groups of people and associated organizations affected by the
provision of security services, projects or operations.

3.8
confprmity
fulfilment of a requirgment (3.45)

3.9
contjnual improvement
recufring activity to enhance performance (3.36)

3.10
consequence
outcome of an event (3.19) affecting objectives (3.33)

Note 1 to entry: An event can lead to a range of consequences.
Note 2 to entry: A consequence can be certain or uncertain and can have positive or negative effects on objectives.
Note 3 to entry: Consequences can be expressed qualitatively or quantitatively.

Note 4 to entry: Initial consequences can escalate through cumulative effects from one event setting off a
chain of events.

Note 5 to entry: Consequences are graded in terms of the magnitude or severity of the impacts.

[SOURCE: ISO Guide 73:2009, 3.6.1.3, modified]
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3.11
correction

2015(E)

action to eliminate a detected nonconformity (3.32)

3.12

corrective action
action to eliminate the cause of a nonconformity (3.32) and to prevent recurrence

3.13

criticality analysis
process (3.43 43) designed to systematlcally 1dent1fy and evaluate an orgamzatlons (3.34) assets (3.1)

based on th
of an undesi

3.14

critical conftrol point

CCP
point, step,
eliminated,

3.15

disruptive
occurrence
or unanticip

3.16
documente
information|
which itis c

Note 1 to ent
Note 2 to ent
— the manq
— informat
— evidence

3.17
effectivene
extent to wi

3.18
exercises
activities to

£ £ +lao CO £l 1 £3
lllllJUl Lau\,c Ul lLD llllDDlUll Ul 1uu\,uuu, LIIc Sl UulJ Ul lJCUlJlC Cll. T lJf\ \_J JUJ, Ul LUI1IC DlslllllL

rable (3.75) or disruptive event (3.15) on the organization’s ability to meet expectationy

br process (3.43) at which controls can be applied and a threat or hazard ean be preve
br reduced to acceptable levels

bvent
br change that interrupts planned activities, operations, affunctions, whether anticiy
ated

d information
required to be controlled and maintained by, an organization (3.34) and the mediu
pbntained

'y: Documented information can be in any format and media, and from any source.
y: Documented information can refer to:

gpement system (3.29), including related processes (3.43);

on created in order for the gfganization to operate (documentation);

of results achieved (regoxds (3.44)).

5S
ich planned‘activities are realized and planned results achieved

evaluate security operations management (3.64) programmes, rehearsing the roles of

ance

nted,

ated

m on

feam

members and

d ci—aﬁ: anﬂ fncfnﬁn’ fhn nrnnnvvnf'rnn S rQ QA.\ svstems (o a fnr‘hnn]nr‘nr rnr\nrhnn prot
=) I =) =7 =N oJ) | o r®

cols,

administration) to demonstrate security operatlons management, competence (3.5) and capability

Note 1 to entry: Exercises include activities performed for the purpose of training and conditioning persons working
on behalf of the organization in appropriate responses with the goal of achieving maximum performance (3.36).

3.19
event

occurrence or change of a particular set of circumstances

Note 1 to entry: The nature, likelihood (3.27), and consequence (3.10) of an event cannot be fully knowable.

Note 2 to entry: An event can be one or more occurrences, and can have several causes.

Note 3 to entry: The likelihood associated with the event can be determined.
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Note 4 to entry: An event can consist of a non-occurrence of one or more circumstances.

Note
[SOU

3.20
hum
HRR

5 to entry: An event with a consequence is sometimes referred to as an “incident (3.21)".

RCE: ISO Guide 73:2009, 3.5.1.3, modified]

an rights risk analysis
A

process (3.43) to identify, analyse, evaluate and document human rights-related risks (3.50) and
their impacts, in order to manage risk and to mitigate or prevent adverse human rights impacts and

legal

infractions

Note
diligg

Note
form

Note
that
direc
proce
and i

Note
prior

Note
chan

Note
impa

Note
asses
is corf

3.21
incid
even
nega
3.22
inhe
prop
or se

EXAN

1 to entry: The HRRA is part of the organization’s (3.34) requirement (3.45) to undertake hum
nce to identify, prevent, mitigate and account for how it addresses impacts on human rights.

2 to entry: The HRRA is framed by relevant international human rights principles’and con
b a fundamental part of the organization’s overall risk assessment (3.54).

3 to entry: The HRRA includes an analysis of the severity of actual and(potential human rij
he organization may cause or contribute to through its security operatiens (3.63), or which n
tly to the organization’s operations, projects or services through ifs business relationship
ss should include consideration of the operational context, draw on the necessary human rig
hvolve direct, meaningful engagement with those stakeholders (3:24) whose rights may be atr

tized in terms of the severity of the impacts.

5 to entry: HRRAs should be undertaken at regular, intervals, recognizing that human righ
be over time.

6 to entry: HRRAs will vary in complexity with the size of the organization, the risk of severe
Cts and the nature and context of its operations.

7 to entry: The HRRA is sometimes reférred to as a “human rights risk assessment”, a “human
sment”, or a “human rights risk and impact assessment”. The language used in this Internatiq
sistent with risk vocabulary used in ISO standards.

lent
(3.19) with consequences (3.10) that has the capacity to cause loss of life, harm to as
Lively impact humanrights and fundamental freedoms of internal or external stakehol]

rently dangerous property
erty thatyif in the hands of an unauthorized individual, would create an imminent th
rioustbodily harm

(PLE Lethal weapons; ammunition; explosives; chemical agents; biological agents and td

an rights due

ventions and

ghts impacts
hay be linked
5. The HRRA
\ts expertise,
sk.

4 to entry: The analysis of the consequences (3.10) of adverse human rights impacts are neasured and

ts risks may
human rights
rights impact

nal Standard

sets (3.1), or
ders (3.24)

eat of death

xins; nuclear

orra

3.23

iological materials.

integrity

prop
[SOU

© ISO

erty of safeguarding the accuracy and completeness of assets (3.1)

RCE: ISO/IEC 27000:2014, 2.40, modified]
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3.24

:2015(E)

interested party

stakeholde

r

person or organization (3.34) that can affect, be affected by, or perceive itself to be affected by a
decision or activity

Note 1 to entry: A decision maker can be a stakeholder.

Note 2 to entry: Impacted communities and local populations are considered to be external stakeholders.

Note 3 to entry: Throughout this International Standard, the use of the term “stakeholder” is consistent with its

usage in secu

3.25

rity operations (3.63).

key performance indicator

KPI
quantifiablg
of meeting i

3.26
less-lethal
degree of fo
and appropf

3.27
likelihood

measure that an organization (3.34) uses to gauge or compare performanee(3.36) in t
s strategic and operational objectives (3.33)

force
Irce used that is less likely to cause death or serious injury to avercome violent encou
iately meet the levels of resistance encountered

chance of sgmething happening

Note 1 to ent
something h
quantitativel
given time pe

Note 2 to ent]
equivalent off
as a mathem
should have {

[SOURCE: IS

3.28

manageme
clearly defiy
services andg

3.29
manageme
set of inter}

hppening, whether defined, measured, or deteximined objectively or subjectively, qualitativg
y, and described using general terms or mathematically (such as a probability or a frequency g
riod).

ry: The English term “likelihood” do€s'not have a direct equivalent in some languages; instea
the term “probability” is often used. However, in English, “probability” is often narrowly interp
htical term. Therefore, in risk management terminology, “likelihood” is used with the intent f
he same broad interpretationfas the term “probability” has in many languages other than Eng

O Guide 73:2009, 3.6.1.§

nt plan
led and documented plan of action, typically covering the key personnel, resources (3
actions néeded to implement the event (3.19) management process (3.43)

nt system

erms

nters

ry: In risk management (3.58) terminology, the word “likelihood” is used to refer to the chance of

ly or
ver a

i, the
reted
hat it
ish.

.48),

and

related or interacting elements of an organization (3.34) to establish policies (3.38]

objectives (3.33) and processes (3.43) to achieve those objectives

Note 1 to entr

y: A management system can address a single discipline or several disciplines.

Note 2 to entry: The system elements include the organization’s structure, roles and responsibilities, planning
(3.37), operation.

Note 3 to entry: The scope of a management system may include the whole of the organization, specific and
identified functions of the organization, specific and identified sections of the organization, or one or more
functions across a group of organizations.

Note 4 to entry: Management systems are used by organizations to develop their policies and to put these into
effect via objectives and targets (3.72), using:

— an organizational structure where the roles, responsibilities, authorities, etc., of people are defined;
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— systematic processes and associated resources (3.48) to achieve the objectives and targets;

— measurement (3.30) and evaluation methodology to assess performance (3.36) against the objectives and

targe

ts, with feedback of results used to plan improvements to the system;

— areview (3.49) process to ensure problems are corrected and opportunities for improvement are recognized
and implemented, when justified.

3.30

measurement
process (3.43) to determine a value

3.31

monjitoring

detel
Note

3.32
nong
non-

3.33
obje
resu

Note

Note
envir
proce

Note
operd
(e.g. 3

Note
are sq

3.34

organization

pers
to ac

Note
enten
therg

'mining the status of a system, a process (3.43) or an activity

1 to entry: To determine the status, there may be a need to check, supervise or crjitieally obser

onformity
Fulfilment of a requirement (3.45)

Ctive
t to be achieved

1 to entry: An objective can be strategic, tactical, or operational.

2 to entry: Objectives can relate to different disciplines (such as financial, health an
onmental goals) and can apply at different levels (such as strategic, organization-wide, project]
ss (3.43)).

3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, al
tional criterion, as a security operations-ebjective (3.65) or by the use of other words with sin
im, goal, or target (3.72)).

4 to entry: In the context of security operations management (3.64) systems, security operatid
bt by the organization (3.34)eonsistent with the security operations policy (3.66), to achieve sp

bn or group of people that has its own functions with responsibilities, authorities and 1
hieve its objectives (3.33)

1 to entry:-The concept of organization includes, but is not limited to sole-trader, company, corpj
prise, authority, partnership, charity or institution, government or public entity, or part or
of, whether incorporated or not, public or private.

l safety and
product and

purpose, an
ilar meaning

ns objectives
ecific results.

elationships

oration, firm,
combination

3.35

outsource (verb)
make an arrangement where an external organization (3.34) performs part of an organization’s function
or process (3.43)

Note 1 to entry: An external organization is outside the scope of the management system (3.29), although the
outsourced function or process is within the scope.

3.36

performance
measurable result

Note

1 to entry: Performance can relate either to quantitative or qualitative findings.

Note 2 to entry: Performance can relate to the management of activities, processes (3.43), products (including
services), systems or organizations (3.34).
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3.37
planning

:2015(E)

part of management focused on setting security operations objectives (3.65) and specifying necessary
operational processes (3.43) and related resources (3.48) to fulfil the security operations objectives

3.38
policy

intentions and direction of an organization (3.34), as formally expressed by its top management (3.74)

3.39

prevention
measures t
(3.75) or po

3.40
preventive
action to eli

Note 1 to ent

Note 2 to en
prevent recu

[SOURCE: IS

3.41
private sec
private sec
PSC
organization
include the j

Note 1 to enti
Note 2 to ent

Note 3 to ent
due to huma

carry weapons in the performance (3.36Yof their duties in accordance with the terms of their contract.

Note 4 to ent
protection m
protective an
transport; an

Note 5 to en
organization

fentially

(3.15)

event
action
minate the cause of a potential nonconformity (3.32) or other undesirable gotential situ

'y: There can be more than one cause for a potential nonconformity.

ry: Preventive action is taken to prevent occurrence whereas corrective action (3.12) is taK
‘'rence.

0 9000:2015, 3.12.1]

urity service provider
urity company

(3.34) which conducts or contracts security@perations (3.63) and whose business actiy
brovision of security (3.62) services eitheron its own behalf or on behalf of another

y: Private security companies and private-security service providers are collectively known as
ry: PSCs provide services to clients (324) with the aim of ensuring their security and that of othj
'y: PSCs typically work in cicctimstances where governance may be weak or rule of law undern]

h or naturally caused events-(3.19) and provide services for which personnel may be requip

'y: Examples of secutity services provided by PSCs may include: guarding; close protection; ph
easures; security. awareness and training; risk, security and threat assessment; the provis
d defensive mreasures for individuals compounds, diplomatic and residential perimeters; esc
d policy analysis.

try: For-the purposes of this International Standard, a joint venture is considered part ¢

htion

en to

rities

PSCs.
ers.
nined

ed to

ysical
on of
brt of

f the

Note 6 to ent

sz Dot s o g

P

ig
TS

aries

for private se

3.42
procedure

£+l
Yot putrpoSesor=

curity operations.

specified way to carry out an activity or a process (3.43)

Note 1 to entry: Procedures can be documented or not.

[SOURCE: IS

3.43
process

09000:2015, 3.4.5]

set of interrelated or interacting activities which transforms inputs into outputs
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3.44
record
document stating results achieved or providing evidence of activities performed

Note 1 to entry: Records can be used, for example, to document traceability and to provide evidence of verification,
preventive action (3.40) and corrective action (3.12).

Note 2 to entry: Generally records need not be under revision control.
[SOURCE: ISO 9000:2015, 3.8.10]

3.45
requirement
need| or expectation that is stated, generally implied or obligatory

Note|l to entry: “Generally implied” means that it is custom or common practice for the organization (3.34) and
stakefolders (3.24) that the need or expectation under consideration is implied.

Note P to entry: A specified requirement is one that is stated, for example in documented information (3.16).

3.46
residual risk
risk (3.50) remaining after risk treatment (3.61)

Note [l to entry: Residual risk can contain unidentified risk.
Note 2 to entry: Residual risk can also be known as “retained gisk”.
[SOURCE: ISO Guide 73:2009, 3.8.1.6]

3.47
resiliience
adapftive capacity of an organization (3.34) in-a complex and changing environment

[SOURCE: ISO Guide 73:2009, 3.8.1.7]

3.48
resources
assets (3.1), facilities, equipnient, materials, products, or waste that has potential value and{can be used

[SOURCE: ANSI/ASIS SPE.1-2009]

3.49
review
activiity undertaken to determine the suitability, adequacy and effectiveness (3.17) of the jnanagement
system (3.29)and its component elements to achieve established objectives (3.33)

3.50
risk
effect of uncertainty on objectives (3.33)

Note 1 to entry: An effect is a deviation from the expected — positive or negative.

Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event (3.19), its consequence (3.10), or likelihood (3.27).

Note 3 to entry: Risk is often characterized by reference to potential “events” (as defined in ISO Guide 73:2009,
3.5.1.3) and “consequences” (as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated “likelihood” (as defined in ISO Guide 73:2009, 3.6.1.1) of occurrence.
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Note 5 to entry: Objectives can have different aspects (such as protection of human rights, security management,
legal compliance, financial, health and safety and environmental goals) and can apply at different levels (such as
strategic, organization-wide, project, product and process (3.43)).

Note 6 to entry: Risks may be due to intentional, unintentional and natural sources.

3.51
risk acceptance
informed decision to take a particular risk (3.50)

Note 1 to entry: Risk acceptance can occur without risk treatment (3.61) or during the process (3.43) of risk
treatment.

Note 2 to ent'y: Accepted risks are subject to monitoring (3.31) and review (3.49).
[SOURCE: ISO Guide 73:2009, 3.7.1.6]

3.52
risk analysjs
process (3.48) to comprehend the nature of risk (3.50) and to determine the levelof risk

Note 1 to entyy: Risk analysis provides the basis for risk evaluation (3.56) and decisions‘about risk treatment (B.61).
Note 2 to entfy: Risk analysis includes risk estimation.
[SOURCE: ISO Guide 73:2009, 3.6.1]

3.53
risk appetite
amount and|type of risk (3.50) that an organization (3.34).s prepared to pursue, retain or take

[SOURCE: ISO Guide 73:2009, 3.7.1.2, modified]

3.54
risk assessment
overall procpss (3.43) of risk identification (3:57), risk analysis (3.52) and risk evaluation (3.56)

[SOURCE: ISO Guide 73:2009, 3.4.1]

3.55
risk criterip
terms of reference against which the significance of a risk (3.50) is evaluated

o

Note 1 to entty: Risk criterid.are based on organizational objectives (3.33), and external and internal contey
Note 2 to entfy: Risk criteria can be derived from standards, laws, policies and other requirements (3.45).

[SOURCE: 1SO Guide 73:2009, 3.3.1.3]

3.56
risk evaluation

process (3.43) of comparing the results of risk analysis (3.52) with risk criteria (3.55) to determine
whether the risk (3.50) and/or its magnitude is acceptable or tolerable

Note 1 to entry: Risk evaluation assists in the decision about risk treatment (3.61).
[SOURCE: ISO Guide 73:2009, 3.7.1]

3.57
risk identification
process (3.43) of finding, recognizing and describing risks (3.50)

Note 1 to entry: Risk identification involves the identification of risk sources, events (3.19), their causes and their
potential consequences (3.10).
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Note 2 to entry: Risk identification can involve historical data, theoretical analysis, informed and expert opinions,
and stakeholder’s (3.24) needs.

[SOURCE: ISO Guide 73:2009, 3.5.1]

3.58
risk management
coordinated activities to direct and control an organization (3.34) with regard to risk (3.50)

[SOURCE: ISO Guide 73:2009, 2.1]

3.59
riskregister
recoifd (3.44) of information about identified risks (3.50)

Note [l to entry: Compilation for all risks identified, analysed and evaluated in the risk assessment (|3.54) process
(3.43), including information on the risk register includes information on likelihood (327}, conseqiences (3.10),
treatments and risk owners.

3.60
risk tolerance
orgapization’s (3.34) or stakeholder’s (3.24) readiness to bear the risk.(3.50) after risk treatment (3.61)
in orfer to achieve its objectives (3.33)

Note [l to entry: Risk tolerance can be influenced by client (3.4), stakeholder, legal, or regulatory requir¢ments (3.45).

[SOURCE: ISO Guide 73:2009, 3.7.1.3, modified]

3.61
risk treatment
process (3.43) to modify risk (3.50)

Note [l to entry: Risk treatment can involve:

|
Q

boiding the risk by deciding not to startor continue with the activity that gives rise to the risk

— tgking or increasing risk in orderito pursue an opportunity;

I
-

Pmoving the risk source;

|
[e)

hanging the likelihood-(3.27);

|
()

hanging the consequénces (3.10);

|
w

haring the riskwith another party or parties (including contracts and risk financing); and

—

btainingthe risk by informed decision.

Note |2 to“entry: Risk treatments that deal with negative consequences are sometimes referred to as “risk
mitighdon’ “risk elimination” ©

vicl nravantion” and ol vadinctian”

risk prevention” and “risky on’

Note 3 to entry: Risk treatment can create new risks or modify existing risks.
[SOURCE: ISO Guide 73:2009, 3.8.1]

3.62
security
condition of being protected against hazards, threats, risks (3.50), or loss

Note 1 to entry: In the general sense, security is a concept similar to safety. The distinction between the two is an
added emphasis on being protected from dangers that originate from outside.

Note 2 to entry: The term “security” means that something not only is secure, but that it has been secured.

[SOURCE: ANSI/ASIS SPC.1-2009]
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3.63
security op

:2015(E)

erations

activities and functions related to the protection of people, tangible and intangible assets (3.1)

Note 1 to entry: Security operations may require the carrying and operating a weapon in the performance (3.36)
of their duties.

Note 2 to entry: The concept includes the ICoC definition of security services: guarding and protection of persons
and objects, such as convoys, facility, designated sites, property or other places (whether armed or unarmed)
or any other activity for which the personnel of companies are required to carry or operate a weapon in the

performance

of their duties.

3.64
security o
coordinated

Note 1 to erf
establishmen
continual imp

3.65

p|erations management

activities to direct and control an organization (3.34) with regard to security operations (

try: Direction and control with regard to security operations management generally ing
t of the policy (3.38), planning (3.37) and objectives (3.33) directing operationalprocesses (3.43
rovement (3.9).

security operations objective

something §

Note 1 to ent}
policy (3.66)

Note 2 to ent
organization

3.66

ought, or aimed for, related to security operations (3.63)

|*®)

ludes
) and

y: Security operations objectives are generally based on the ofganization’s (3.34) security operdqtions

ry: Security operations objectives are generally specified for relevant functions and levels in the

security o

erations policy

overall inteptions and direction of an organizagtion (3.34) related to security operations (3.6]
formally expressed by top management (3.74)

Note 1 to e
organization

Note 2 to ent]
form a basis
outlined in tH

3.67

ry: Generally, the security operations policy is consistent with the overall policy (3.38)
and provides a framework for.the setting of security operations objectives (3.65).

ry: Security operations ma@ndgement (3.64) principles presented in this International Standar
for the establishment of'a security operations policy consistent with the principles and obligg
e ICoC and MontreuxDocument.

security operations pregramme

ongoing maj
to ensure th
the security

nagementand governance process (3.43) supported by top management (3.74) and resoy
at thesnecessary steps are taken to coordinate the efforts achieve the objectives (3.3!
operations management (3.64) system

B) as
f the
d can

tions

rced
B) of

3.68

security op

erations personnel

persons working on behalf of the organization (3.34) who are engaged directly or indirectly in security
operations (3.63)

3.69

self-defence
protection of one’s person or property against some injury attempted by another

[SOURCE: Black’s Law Dictionary]
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ontracting

contracting with an external party to fulfil an obligation arising out of an existing contract

Note 1 to entry: When a party is contracted to perform a range of services, it may subcontract one or more of

those

services to a “subcontractor” or local forces.

Note 2 to entry: Subsidiaries of a parent company may be considered a subcontracting organization (3.34).

3.71

supply chain

two-way relationship of organizations (3.34), people, processes (3.43), logistics, information, technology
and flesources (3.48) engaged in activities and creating value from the sourcing of materials|through the
deliviery of products or services

Note

1 to entry: The supply chain may include vendors, subcontractors, manufactufing facili

ies, logistics

providers, internal distribution centres, distributors, wholesalers and other entities thatlead to thg end user.
3.72

target

detalled performance (3.36) requirement (3.45) applicable to the orgahization (3.34) (or parts thereof)
that arises from the objectives (3.33) and that needs to be set and metin order to achieve thoge objectives
3.73

thrept analysis

process (3.43) of identifying, qualifying and quantifying the'potential cause of an unwanted|event (3.19),

whid
or th

3.74

top management

pers

Note

organization.

Note
mand

Note

3.75
undg
occu
(3.1)
stakd

3.76

h may result in harm to individuals, assets (3.1), a system or organization (3.34), the e
e community (3.7)

bn or group of people who directs and eontrols an organization (3.34) at the highest ley

1 to entry: Top management has the.power to delegate authority and provide resources (3.4

2 to entry: If the scope of the“management system (3.29) covers only part of an organizat
gement refers to those who direct and control that part of the organization.

B to entry: Top management may be referred to as the leadership of the organization.

rsirable event

or negatively impact the human rights and fundamental freedoms of internal
holdersy(3.24)

nvironment,

el

B) within the

ion, then top

'rence or_clrange that has the potential to cause loss of life, harm to tangible or intamgible assets

or external

use of force continuum

increasing or decreasing the level of force applied as a continuum relative to the response of the
adversary, using the amount of force reasonable and necessary

Note 1 to entry: The amount of force used should be the minimum reasonable amount needed to eliminate the
threat presented, thereby minimizing the risk (3.50) and severity of any injury that may occur.

Note 2 to entry: Escalation/de-escalation of force response with a level of force should be appropriate to the
situation at hand, acknowledging that the response may move from one part of the continuum to another in a
matter of seconds.
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3.77
vulnerabili

:2015(E)

ty analysis

process (3.43) of identifying and quantifying something that creates susceptibility to a source of risk
(3.50) that can lead to a consequence (3.10)

4 Context of the organization

4.1 Unde

4.1.1 Ge

rstanding the organization and its context

aral

The organiz
affectits ab

The design
the organiz
define and ¢
These fact

r
organizatio(]l's SOMS, and assigning priorities.

The organiZ

organization will manage risk.

4.1.2 Intg

The organiz,

capabilities, resourees and assets;

cTror

ation shall determine external and internal issues that are relevant to its purpose.and
lity to achieve the intended outcome(s) of its SOMS.

hnd implementation of a management system framework is based on an dnderstandi
htion and its internal and external context of operation. Therefore, the 0rganization
locument its internal and external context, including its supply chain,and subcontrag

s shall be taken into account when establishing, implementifng,-and maintaining

ation shall evaluate internal and external factors that cap-influence the way in whic

rnal context
ation shall identify, evaluate and document its internal context, including:
es, strategies and business mission of the qrganization;
plans and guidelines to achieve objectives;
nce, roles and responsibilities, andiaccountabilities;
Fisk management strategy;
stakeholders;
bthos and culture;

tion flow and decision-making processes;

res, pracesses and practices;

sifunctions, services and products;

that

ng of
shall
tors.
r the

h the

a) objectiy
b) policies
c) governg
d) overall

e) interna
f) wvalues,

g) informd
h)

i) proceddy
j)  activitig
k)

brand and reputation.

4.1.3 External context

The organiz
a)
b)
c)
d)

legal, re

infrastr

14

ation shall define and document its external context, including:

the cultural and political context;

gulatory, technological, economic, natural and competitive environment;

contractual agreements, including other organizations within the contract scope;

ucture dependencies and operational interdependencies;
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e)
f)
g)

h)
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supply chain and contractor relationships and commitments;

key issues and trends that may impact on the processes and/or objectives of the organization;

perceptions, values, needs and interests of external stakeholders (including local communities in

areas of operation);

operational forces and lines of authority.

In establishing its external context, the organization shall ensure that the objectives and concerns of
external stakeholders are considered when developing security operations management criteria.

4.1.4 Supply chain and subcontractor mapping and analysis

The

its uge of subcontractors who may have an impact on risk, and the potential to,'€ause an
or disruptive event. Managing supply chain risk shall be included in an organization’s ove
operptions management programme where significant risks have been identified and there i
to cquse an undesirable or disruptive event. The organization shall define and document
theirn supply chain and subcontractors to include in their security operdtions management |

4.1.§ Defining risk criteria

The

critefia shall reflect the organization’s values, objectives and'resources. When defining the
the grganization shall consider:

a)
b)

‘)
d)

e)
f)
g)
h)
i)
j)
k)

rganization shall identify and document its upstream and downstream supply ¢hain,

organization shall define and document criteria to evaluate the significance of ri

¢ritical activities, functions, services, products and stakeholder relationships;

the operating environment and inherent uncertainty in operating in environments d
governance or rule of law;

the potential impact related to a distuptive or undesirable event;

legal and regulatory requirements and other requirements (e.g. contractual obligat
fights commitments) to whigh'the organization subscribes;

the organization’s overall risk management policy;

the nature and types-of threats and consequences that can occur to its assets, business ang

Iow the likeliiood, consequences and level of risk will be determined;

feputational and perceived risk;

particularly
undesirable
rall security
s a potential
the level in
brogramme.

tk. The risk
risk criteria

f weakened

ons, human

| operations;

eeds of and impacts on stakeholders - particularly life, safety and human rights (see 4.6.1.2.3);

level of risk tolerance or risk aversion of the organization and its clients;

how combinations and sequence of multiple risks will be taken into account.

While risk criteria are established at the beginning of the risk assessment process, they are dynamic

and

4.2
The

shall be continually monitored and reviewed for appropriateness.

Understanding the needs and expectations of stakeholders
organization shall determine
the stakeholders that are relevant to the SOMS;

the relevant requirements of these stakeholders.
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Top management shall ensure that internal and external stakeholder interests are identified, evaluated
and documented, in order to achieve the objectives of its contracts and minimize risks.

When identifying internal and external stakeholder needs and requirements, the organization shall
consider its:

a) stakeholders’ risk appetite;

b) contractual obligations specified by the client;

c) legal and regulatory requirements and voluntary commitments;

d) human fightsresponsibilities and impacts relevant to the services provided,

e) impact ¢nand interactions with external stakeholders (such as local communities, clients.and ¢ther
security providers);

f) records|and documentation requirements for delivery of services and non-conformances.

4.3 Determining the scope of the security operations management system

ation shall determine the boundaries and applicability of the SOMS to establish its 3
ble organization, or one or more of its constituent parts ot functions). The organiz
the scope of the SOMS in terms of and appropriate to its size) nature and complexity f1
of continual improvement.

The organiz
(i.e. the wh
shall define

perspective

cope
htion
om a

When determining this scope, the organization shall consider:

— the orgdnization’s objectives, external and internal issues referred to in 4.1.2;

the reqirements referred to in 4.1.3;

fors that could adversely affect the operations and activities of the organization withip the

of their potential likelihood and consequences.

risk fac
context

The scope shall be available as documented information. The organization shall identify all elements of
its operatiops where the SOMS apply and-exclusions if applicable.

onal,
[ the

The organization shall define the scope consistent with the need to respect applicable internati
national anfd local laws and human rights, while protecting and preserving the integrity o
organizatiof, including relationships with stakeholders.

ion’s

A Statement of Applicability-shall define the relevant clauses of Annex A that apply to the organizaf

scope, legal
human righ

specific clayises of*Annex A as being relevant and applicable to the organization’s scope, lega

contractual

s impactanalysis (see 6.1). Where the risk assessment and human rights analysis id¢

obligations and operating environment, these shall be addressed and implemented b

and contragtual obligations and operating environment based on its risk assessment

and
ntify

and
y the

organizatiof. Specific exclusions and their justifications shall be documented.

4.4 Security operations management system

The organization shall establish, implement, maintain and continually improve an SOMS, including the
processes needed and their interactions, in accordance with the requirements of this International
Standard. The organization shall establish documented desired outcomes for its management
system and continually improve its effectiveness in accordance with the requirements set out in this
International Standard.

The SOMS shall implement the principles and commitments of the ICoC.

When the organization contracts, subcontracts or outsources any process or activity that falls within
the scope of application of this International Standard, the organization shall ensure that control of
such subcontracted or outsourced process or activity shall be identified and managed within its SOMS.
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Leadership

Leadership and commitment

5.1.1 General

Top management shall demonstrate leadership and commitment with respect to the development and
implementation of the SOMS and continually improving its effectiveness by:

ensuring that the security operations policy and security operations objectives are established and

re r‘nmpafih]n with the ci—rai—ngir‘ directionofthe nrnonivah'nn;
o 15)

¢nsuring the integration of the SOMS requirements into the organization’s business pr

ensuring that the resources needed for the SOMS are available to establishgimplemd
monitor, review, maintain and improve the SOMS;

¢ommunicating the importance of effective security operations management and of cg
the SOMS requirements and its legal responsibilities;

¢nsuring that the SOMS achieves its intended outcome(s);
irecting and supporting persons to contribute to the effectiyeness of the SOMS;
romoting continual improvement;

jupporting other relevant management roles to demonstrate their leadership as it apy
greas of responsibility;

¢onducting at planned intervals, managementreviews of the SOMS.

NOTH Reference to “business” in this Intérnational Standard can be interpreted broadly td
activ]ties that are core to the purposes of the‘organization’s existence.

Top thanagement shall provide evidenee of active leadership for the SOMS by overseeing its es

and

implementation, and motivatihg individuals to integrate security operations consistent

for hiiman rights as an integral part of the mission of the organization and its culture.

5.1.2 Statement of Conformance

Top

management shdll develop, document and publish a Statement of Conformance in

orgahization’s commitment to and conformance with its responsibility to respect hum
reflected in the ‘provisions of its SOMS and the following:

a)
b)

)

d)

International Code of Conduct for Private Security Service Providers;

Mentreux Document on Pertinent International Legal Obligations and Good Practices for S|

cesses;

bnt, operate,

nforming to

lies to their

mean those

tablishment
ith respect

Hicating the
hn rights as

fates related

0 Uperations of Private Military and Security Companies during Armed Conflict,

Guiding Principles on Business and Human Rights; Implementing the United Nations “Protect, Respect

and Remedy” Framework 2011;

any other applicable internationally recognized human rights commitments (e.g. Voluntary

Principles on Security and Human Rights).

The Statement of Conformance also stipulates the organization’s human rights expectations of its
stakeholders linked directly to its operations.

The Statement of Conformance shall be:

a)

documented, maintained and implemented;
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b) publicly available and communicated internally and externally to all relevant stakeholders;

c) visibly endorsed by top management.

5.2 Policy
Top management shall establish a security operations policy that:
— is appropriate to the purpose of the organization;

— provides a framework for setting security operations objectives

— include$ a commitment to satisfy applicable legal and other requirements, including volullltary
commitments to which the organization subscribes;

— include$ a commitment to continual improvement of the SOMS;
— provides a commitment to respect human rights;

— provides a commitment to avoid, prevent and reduce the likelihood and consequences of disruptive
or undepirable events.

The security operations policy shall:

— Dbe availpble as documented information;

— be cominunicated within the organization;

— be com:[::unicated to all appropriate people working forgr'on behalf of the organization;
— Dbe availpble to stakeholders, as appropriate;

— be visiblly endorsed by top management;

— berevigwed at planned intervals and when:significant changes occur.

5.3 Organization roles, responsibilities and authorities

Top managegment shall ensure that'the responsibilities and authorities for relevant roles are assigned
and commuficated within the origanization.

Top managgment shall assigimone or more individuals within the organization who - irrespective of
other respofsibilities - shall have defined competencies, roles, responsibility and authority for:

a) ensuring that thé SOMS conforms to the requirements of this International Standard;

b) reporting onthe performance of the SOMS to top management;

0 QM 1S e ablished ommuni

c) ensurinigthatan SOMS is established, cc inicated, implemented and maintained in accordance
with the requirements of this International Standard;

d) identifying, monitoring and managing the needs and expectations of stakeholders set out in 4.2;
e) ensuring that adequate resources are made available;
f) promoting awareness of SOMS requirements throughout the organization;

g) reporting on the performance of the SOMS to top managers for review and as a basis for
continuous improvement.

Top management shall ensure that those responsible for implementing and maintaining the SOMS have
the necessary authority and competence to do so and are held accountable for its operation.
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6.1.
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Planning

Actions to address risks and opportunities

1 General

When planning for the SOMS, the organization shall consider the issues referred to in 4.1.2 and the
requirements referred to in 4.1.3 and determine the risks and opportunities that need to be addressed to:

The

proc
activ

a)

b)

g)

give assurance that the SOMS can achieve its intended outcome(s);

ﬂ)revent, or reduce, undesirable effects;

gchieve continual improvement.

q

ities. The risk assessment process shall include:

1
1

$

isk identification - identify and assess threats, vulnerabilities, €orsequences and h

rinciples of human rights;

ights risk analysis) to determine those risks thatthave a significant impact on activitie
ervices, products, supply chain, subcontractats, stakeholder relationships, local popg
he environment;

isk evaluation - systematically evaludte and prioritize risk controls and treatmen
elated costs to determine how to bring risk within an acceptable level consistent with

Ieriodically review whether the security operations management scope, policy, risk
fisk assessment are-still appropriate given the organization’s internal and external con

rganization shall:

ocument and keep this information up-to-date and secure;

fe-evaluate risks within the context of changes within the organization or made to the of

perating environment, procedures, functions, services, partnerships and supply chain

e¢valuatethe direct and indirect benefits and costs of options to manage risk and enhan
4nd resilience;

evaluate the actual effectiveness of risk treatment options post-incident and after exer

brganization shall establish, implement and maintain a formal and docunténted risk|
bss for its security operations, including its relevant supply chain pagtners and sy

isks to identify strategic, tactical and operational risks due~to intentional, unintg
atural events that have a potential for direct or indirect.consequences on the oj
ctivities, assets, operations, functions and impacted stakéholders, as well as its abilit}

assessment
bcontractor

man rights
ntional and
ganization’s
y to abide by

isk analysis - systematically analyse risk (likelihood and consequence analysis, including human

s, functions,
hlations and

ts and their
risk criteria.

criteria and
text;

ganization’s
S

)

Ce reliability

rises;

ensure that the prioritized risks and impacts are taken into account in establishing, implementing

and operating its SOMS;

monitor and evaluate the effectiveness of risk controls and treatments.

The risk assessment shall identify activities, operations and processes that need to be managed, outputs

shal
a)
b)
)

linclude:
a prioritized risk register identifying treatments to manage risk;
justification for risk acceptance;

identification of critical control points (CCP);
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d) requirements for outsourcing and subcontractor controls.

Consistent with its security operations, the organization shall establish a process to monitor, assess,
evaluate and respond to changes in the risk environment.

The organization shall plan:

a) actions to address these risks and opportunities;

b) how to:

— integrate and implement the actions into its SOMS processes;

eva

6.1.2 Leg

The organiz
and incorpo

The organiz,

a) identify]

b) identify]
additioy
c) determi

venture

The organiz
information|
third partie
responsibili

NOTE F(
organization

6.1.3 Inte

The organiz
and consult
ensure that

a)

and/or

rated when establishing, implementing and maintaining its SOMS.

luate the effectiveness of these actions.

hl and other requirements

ation shall ensure that applicable and relevant legal and other requirements are consig

ation shall:

applicable human rights responsibilities relevant to its\business and security operatig
| to those required under law;

ne how these requirements apply to its operations and those of any subcontractors or
s within the scope of application of this International Standard.

ation shall document this information and keep it up to date. It shall communicate relq
on legal and other requirements to persons working on its behalf and other rele
s, including subcontractors. Organizations and their customers have a legal and et
Ly to comply with these obligatiéns:

r the purposes of this Internatignal Standard, national laws can include those of the country
the countries of its personnel) the country of operations and the country of the client.

rnal and externalrisk communication and consultation

ation shall establish, implement and maintain a formal and documented communic
ption process-with internal and external stakeholders in the risk assessment proce

hctivities being protected) are understood;

ered

applicable and relevant legal, regulatory, contractual, licensing and other requirenpents
and comimitments related to its business and security operations;

ns in

joint

vant
vant
hical

bf the

htion
Ss to

operatipnal objectives and interests of the client (including the persons, organizations, communities

b) risksar
‘)
d)
e)
f)

g)
parame

20

e adequately identified and communicated;

interests of other internal and external stakeholders are understood;
risks and their treatments are communicated with appropriate stakeholders;
dependencies and linkages with subcontractors and within the supply chain are understood;

security operations risk assessment process interfaces with other management disciplines;

ters relevant to the organization and its subcontractors and supply chain.

risk assessment is being conducted within the appropriate internal and external context and
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6.2 Security operations objectives and planning to achieve them

6.2.1 General

The organization shall establish security operations objectives at relevant functions and levels.
The security operations objectives shall:

a) be consistent with the security operations policy;

b) be measurable (if practicable);

c) fake into account applicable requirements;
d) e monitored;

e) Ibe communicated;

f) Ibe updated as appropriate.

The ¢rganization shall retain documented information on the security. eperations objectivegs.
Wheh planning how to achieve its security operations objectives,the’organization shall determine
— hat will be done;

— hatresources will be required;
— ho will be responsible;

— hen it will be completed;

— how the results will be evaluated.

The |organization shall establish, implement and maintain documented objectives and targets to
manage risks in order to anticipate,javoid, prevent, deter, mitigate, respond to and r¢cover from
disryptive or undesirable events, Documented objectives and targets shall establish ipnternal and
external expectations for the prganization, its subcontractors and the supply chain that are critical to
missfon accomplishment, prgdur¢t and service delivery, and functional operations.

Objectives shall be derived{from and consistent with the security operations policy and riskjassessment,
inclIing the commitmeiits to:

a)

b) 1espectintérnational, national and local laws and human rights;

inimize risk’by reducing likelihood and consequence;

c) financial, operational and business requirements (including subcontractor and sppply chain
¢ormmitments);

d) continual improvement.

When establishing and reviewing its objectives and targets, an organization shall consider its financial,
operational and business requirements, the legal, regulatory and other requirements, its human rights
impacts, its significant risks, its technological options and the views of stakeholders.

Targets associated with the key performance indicators shall be measurable qualitatively and/or
quantitatively. Targets shall be derived from and consistent with the security operations objectives
and shall be:

a) toan appropriate level of detail;

b) commensurate to the risk assessment;
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c) specific, measurable, achievable, relevant and time-based (where practicable);

d) communicated to all appropriate employees and third parties including subcontractors and supply
chain partners with the intent that these persons are made aware of their individual obligations;

e) reviewed periodically to ensure that they remain relevant and consistent with the security
operations objectives and amended accordingly.

6.2.2 Achieving security operations and risk treatment objectives

The organization shall establish, implement and maintain programmes for achieving its security
operations i jectives: tr torttized in
order to control and treat risks associated with its operations, subcontractors and supply chain} The
organization shall establish, implement and maintain a formal and documented risk treatmehntprdcess,
which consiflers:

a) removing the risk source, where possible;

b) removing or reducing the likelihood of an event and its consequences;
c) removing, reducing, or mitigating harmful consequences;

d) sharing|the risk with other parties, including risk insurance;

e) spreadipg the risk across assets and functions;

f) accepting risk or pursuing opportunities through informed decision;
g) avoiding or temporarily halting activities that give rise to the risk.
Top management shall:

a) assess the benefits and costs of options to remove, reduce, or retain risk;

b) evaluate its security operations programines to determine if these measures have introduced new
risks;

c) periodi¢ally review the risk treatment to reflect changes to the external environment, inclyding
legal, regulatory and other reghirements, and changes to the organization’s policy, facilities,
informgtion management systém(s), activities, functions, products, services and supply chain.

7 Support

7.1 Resources

7.1.1 Geqeral

The organization shall determine and provide the resources needed for the establishment,
implementation, maintenance and continual improvement of the SOMS.

The organization shall consider:
a) existing, and possible additional, internal resources, capabilities and limitations;
b) which services and goods are to be sourced externally.

Resources available include relevant information, management tools, human resources including people
with relevant experience and specialist skills and knowledge, technical and protective equipment and
logistic support, whether internal or contracted externally.
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Structural requirements

7.1.2.1 General

The organization shall be a legal entity or a defined part of a legal entity. It shall have a clearly defined
management structure showing control and accountability at each level of the organization (including
its subsidiaries within the scope).

7.1.2.2 Organizational structure

orities and
a) document its organizational structure, showing duties, responsibilities and’ authorities of
anagement;
b) define and document if the organization is a defined part of a legal entity, and the relationship to
ther parts of the same legal entity;
c) define any joint venture or partnering arrangements within the SOMS scope.
7.1.21.3 Insurance
The prganization shall demonstrate that it has insurance to cover risks and associat¢d liabilities
arisipg from its operations and activities consistent withyits risk assessment. When outsourcing or
subcpntracting services, operations or functions, the organization shall ensure insurance foverage for
the subcontracted activities, as appropriate.
7.1.2.4 Outsourcing and subcontracting
The prganization shall have a clearly defined process for subcontracting or outsourcirlg activities,
functions and operations. The organiZation shall establish, document, communicate gnd monitor
compliance with specific terms of reference and codes of conduct to its subcontractors and outsource
parthers with regards to security.operations and respect for human rights.
The |organization shall have_a documented agreement covering subcontracted or [outsourced
arrapgements including:
a) ¢ommitment by subeontractors to abide by the same legal, ethical and human rights commitments
gnd obligations-as-held by the organization and as described in this International Standard;
b) ﬁrocess fofi>reporting of risks, as well as the occurrence and response to undgsirable and
isruptive events;
c) ¢onfidentiality and conflict of interest agreements;
d) cleardefinition and documentation of the Services to be provided;
e) command and control scope and limitations;
f) definition of the support relationship between the contractor and the subcontractor;
g) conformance to the applicable provisions of this International Standard.

7.1.2.5 Financial and administrative procedures

The organization shall develop financial and administrative procedures and controls to support the
provision of effective security and risk management in all planning and operations, in anticipation and
in response to a disruptive or undesirable event. Procedures shall be:

a)

established to ensure that fiscal decisions can be expedited;
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b)
‘)

in accordance with established authority levels and accounting principles;

established in consultation and coordination with the client.

7.2 Competence

7.2.1 General

The organization shall:

NOTE A
reassignment of currently employed persons, or the hiring or contracting of completent persons.

7.2.2 Competency identification

determine the necessary competence of person(s) doing work under its control that affects its
security operations performance;

ensure thatthese personsare competenton the basis of appropriate education, training, opexperience;

where gpplicable, take actions to acquire the necessary competence and evaluate the'effectiveness
of the a¢tions taken;

retain Tpropriate documented information as evidence of competence.

plicable actions can include, for example, the provision of training:to, the mentoring of, dr the

The organization shall identify competencies, level of competeney and training needs associated|with
its security|operations, particularly the performance of eaeh“individual’s functions, consistent|with

legal and contractual obligations and respect for human rights.

The organization shall establish, implement and maintain procedures to ensure persons performing

tasks on its pehalf demonstrate an appropriate level of competency in each of the following areas:

a)
b)

c)

d)

f)

g)
h)

j)

24

performance of their security functions;
assessing risks;

managing risks identified in the(risk assessment and potential human rights impacts assocjated
with their work;

applicable local and inteérnational laws, including criminal, human rights and internatjional
humanifarian laws incliding but not limited to:

1) prohibition of tofture or other cruel, inhuman, or degrading treatment;
2) prohibition-and awareness of sexual exploitation and abuse or gender based violence;

3) recpgnition and prevention of human trafficking and slavery;

4) measures against bribery, corruption and similar crimes;
culture, such as customs and religion, of the environment in which they are operating;

procedures to reduce the likelihood and/or consequences of a disruptive or undesirable event,
including response and mitigation procedures to respond to and report events;

incident reporting and documentation procedures;
first-aid, health and safety procedures;

use of weapons including mechanical operations and live fire qualification with the specific weapon(s)
authorized and as specified by the organization appropriate to specific security-related tasks;

limitations on the use of force related to its security operations;
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k) communications protocols, means and procedures;

1) complaint procedures for internal and external stakeholders.

7.2.3 Training and competence evaluation

The organization shall provide competence-based training and establish a means to measure degrees
of proficiency or levels of competency. Persons working on behalf of the organization shall be trained to
demonstrate the level of competence and proficiency required.

The organization shall:

a) e¢stablish competence-based metrics for its training programmes;

b) providetrainingtoinstil an understanding thatrespect for human rightsis part gfithe orjganization’s
¢ore values and governance;

c) provide initial and regular classroom, physical, mechanical and live-fire,traihing and eyaluation for
31l personnel authorized to carry lethal, less lethal, or non-lethal weapons in the performance of
their duties;

d) provide recurrence training for weapons and the use of force@s required by law, or|contractual
equirements or more frequently to retain the level of compétency identified by the organization;

e) identify other competencies that require periodic refreshér training to maintain the rqquired level
f performance or to incorporate new requirements;

f) provide training on the importance of conformitywith the SOMS policy and procedures and with
the requirements of the SOMS, as well as potential consequences of departure fram specified
procedures of the SOMS and security operations.

7.2.4 Documentation

The ¢rganization shall retain recordsof:

a) identified competencies and.measurement metrics;
b) {raining programmes;

c) associated records ofjtraining and evaluation for person working on its behalf.

7.3 | Awareness
Perspns doing work under the organization’s control shall be aware of:

— thesecurity operations policy;

thaise it oy o b n Af0n bl a oo of +1 COMC ol din o+l
T ComTrrou o to—tC—CrrCCorv e e S SOt C— ooy, ratrg o

operations performance;

benefits—efimpreved security

— the implications of not conforming with the SOMS requirements.
7.4 Communication

7.4.1 General

The organization shall determine the need for internal and external communications relevant to the
SOMS, including:

— on what it will communicate;
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when to communicate;
with whom to communicate;

how to communicate.

ation shall establish, implement and maintain procedures for:

communicating with internal and external stakeholders;

b) receiving, documenting and responding to communications from internal and external
stakeholders;

c) defining and assuring availability of the means of communication during atypical situations
and disfuptions;

d) regularftesting of communications system for normal and abnormal conditions.

Communicafion procedures shall consider the sensitive nature of operational information and [legal

restrictions|on information sharing.

7.4.2 Opdrational communications

The organiz
activity, loc3
company m
This shall i
other secur

The organiz
by all levels

by appropri

Security te
protecting i

ation shall develop communication procedures to share information about the security
htion, operational and logistic status, relevant threat information and incident reporti
hnagement, clients, other private security teams and relevant civil or military authon
clude procedures for requesting immediate assistahce from military or civil author
ty teams and emergency medical support.

ption shall ensure that spoken and written ceinmunications can be received and underg
hnd operators and that all levels can respoiid in a language or means that can be undersg
hte, internal and external stakeholders:

ims shall be able to communicate’security-related information to the party they
h a form the protected party understands.

7.4.3 Ris

communications

The organization shall decide, based on safeguarding life as the first priority and in consultation
stakeholderf, whether to communicate externally about significant risks, their impacts and treatments
to stakeholders and document'its decision. If the decision is to communicate, the organization
establish and implementfa).method(s) for this external communication, alerts and warnings (incly
with the media).

7.4.4 Communicating complaint and grievance procedures

team
ng to
ities.
ities,

tood
tood

[ are

with

shall
1ding

Complaint gnd/grievance procedures shall be communicated to internal and external stakeholders.

Procedures shall be publicly available on a website and minimize obstacles to access caused by
language, educational level, or fear of reprisal, as well as consider needs for confidentiality and privacy.

7.4.5 Communicating whistle-blower policy

The organization shall communicate to people working on its behalf, who have reasonable belief that
a non-conformance of this International Standard has occurred, their right to anonymously report the
non-conformance internally, as well as externally to appropriate authorities.

26

© ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=d4c0d6d8ea81e195108984515f542431

7.5

7.5.1

ISO 18788:2015(E)

Documented information

General

The organization’s SOMS shall include:

— documented information, including records, required by this International Standard;

— documentation of the security operations policy, Statement of Conformance, objectives and targets;

— adescription of the scope of the SOMS;

7.5.2

7.5.2
Whe

—

— flormat (e.g. language,software version, graphics) and media (e.g. paper, electronic);

— 1

7.5.2

The
requ

— tIe size of organization and its type of activities, processes, préducts and services;

he Statement of Applicability;

description of the main elements of the SOMS and their interaction, and referenc
ocuments;

ocumented information required for the effective implementation and dperation of th

ocumented information determined by the organization as being necessary for the effg
he SOMS.

e complexity of processes and their interactions;

he competence of persons.
Creating and updating

.1 General
h creating and updating documented information the organization shall ensure approj

dentification and descriptien‘(e.g. a title, date, author, or reference number);

eview and approvalor suitability and adequacy.

.2 Records

organization shall establish and maintain records to demonstrate conforn
irements of its SOMS.

Records’include, among others:

e to related

e SOMS;

ctiveness of

The extent of documented information for an SOMS can diffef from one organization to afiother due to:

briate:

lity to the

a) records required by this International Standard;

b) 1

icenses and operation permits;

c) personnel screening;

d) trainingrecords;

e) process monitoring records;

f) i

nspection, maintenance and calibration records;

g) pertinent subcontractor and supplier records;
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h) incident reports;

i) records of incident investigations and their disposition;
j) audit results;

k) management review results;

1) external communications decision;

m) records of applicable legal requirements;

n) recordspof bisuiﬁuaut riskand tmpacts;

0) weapons inventory and receipts for weapons issuance;

p) records|of management systems meetings;

q) security, security operations and human rights performance information;

r) commufications with stakeholders.

7.5.3 Control of documented information

Documentefl information required by the SOMS and by this dnternational Standard shal]l be
controlled to ensure:

a) itisavajlable and suitable for use, where and when it is needed;
b) itisadeguately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).

For the control of documented information, the organization shall address the following activjities,
as applicable:

— distribytion, access, retrieval and use;

— storageland preservation, including preservation of legibility;

— control pf changes (e.g. version control);

— retentign and disposition.

The organization shall establish, implement and maintain procedures to:
a) approve documents,for adequacy prior to issue;

b) protectisensitivity and confidentiality of information;

c) review,update as necessary, and re-approve documents;

d) record amendments to documents;

e) make updated and approved documents readily available;

f) ensure that documents remain legible and readily identifiable;

g) ensure that documents of external origin are identified and their distribution controlled;
h) prevent the unintended use of obsolete documents;

i) ensure the appropriate, lawful and transparent destruction of obsolete documents.
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Documented information of external origin determined by the organization to be necessary for the
planning and operation of the SOMS shall be identified, as appropriate, and controlled.

NOTE Access can imply a decision regarding the permission to view the documented information only, or
the permission and authority to view and change the documented information.

The organization shall establish, implement and maintain procedures to protect the sensitivity,
confidentiality and integrity of records including access to, identification, storage, protection, retrieval,
retention and disposal of records. Records shall be retained as required by the contract and applicable
law. Employment and service records shall be retained for a minimum of seven years or as required

by applicable law. Organizations shall ensure the integrity of documents by rendering them securely
back d up’ accaccibla anly +0 ~nthaorizad havscnno] and nraotactad from yunonthorizg dlsclosure’

TTCCESOTOTE— Oty —toO—Tror e o A S e peT T e oo P ot e Tea— T oo e et o T AT

modification, deletion, damage, deterioration, or loss.

8 Operation

8.1 | Operational planning and control

8.1.1 General

The ¢rganization shall plan, implement and control the processeSeeded to meet requirenjents, and to
implement the actions determined in 6.1, by:

— ¢stablishing criteria for the processes;
— implementing control of the processes in accordafice with the criteria;

— keeping documented information to the extent necessary to have confidence that tHe processes
lhave been carried out as planned.

The prganization shall identify the activities that are associated with the identified signfficant risks
and ¢onsistent with its security operations management policy, risk assessment, objectivesjand targets,
in orfder to ensure that they are carried out under specified conditions, which will enable itto:

a) ¢omply with legal and othier regulatory requirements, including permits and licepsing of its
perations;

b) accomplish the mission/while protecting the client’s reputation;

c) abide by localyand applicable international laws, including international humanitarian, human
fights and cuStomary laws, as well as other obligations as described in this Internationpl Standard;

d) e¢nsure the security, well-being and rights of persons working on behalf of the organization;

e) Trespect the rights of local communities;

f) imptementTisk mmamagement controtsto mimimmize the tiketihoodamdconsequences ofa disruptive
or undesirable event;

g) achieve its security operations objectives and targets.

The organization shall establish, implement and maintain documented procedures to control situations
where their absence could lead to deviation from the SOMS policy, objectives and targets.

The organization shall control planned changes and review the consequences of unintended changes,
taking action to mitigate any adverse effects, as necessary.

The organization shall ensure that outsourced processes are controlled.
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8.1.2 Performance of security-related functions

The organization shall establish, implement and maintain procedures to support the protection of
people, tangible and intangible assets, and other security-related functions, including but not limited to:

a) managing risks identified in the risk assessment;
b) specific functions required by the client or competent authority;

c) other tasks and context specific functions.

8.1.3 Res pect forhuman righfc

The organization shall establish, implement and maintain procedures to treat all persons with dignity
and with rejspect for their human rights and to report any non-conformance. The organjzation |shall
develop and communicate to all persons working on its behalf procedures for conduct gonsistent{with
the principles of respect for human rights; as well as any contractual, legal and regulatory requirement
applicable t¢ the organization’s security operations.

8.1.4 Preyention and management of undesirable or disruptive events

The organizption shall establish, implement and maintain procedures docamenting how the organizption
will prevent, mitigate and respond to undesirable and disruptive events considering the following:

a) performance of security functions;
b) safeguarding of life and promoting safety of personnel andéof internal and external stakeholdérs;
c) respectffor life and human dignity;

d) anticipdtion and prevention of undesirable eventsas a first priority;

e) responge and mitigation to prevent escalation-of a disruptive event;

f) minimizing disruption to operations and-services;

g) minimizing the potential for any adverse impact on a local community;
h) notificafion to appropriate authorities;

i) lessons|learned and corrective and preventive actions to avoid a recurrence.

8.2 Estahlishing norms of behaviour and codes of ethical conduct

The organization shall establish, implement and maintain a Code of Ethics for norms of behaviour for
all persons working on its behalf, including employees, subcontractors and outsource partners| The
Code of Ethjcs shall be documented and establish the importance of professional conduct in security
operations atrdeleartycommunicate respectfor-the humanrightsand-dignity of-httmanbeings. The
Code of Ethics shall ensure that all persons working on its behalf understand their responsibilities to
prevent and report any abuses of human rights.

The organization shall communicate and document its Code of Ethics to all persons working on its
behalf, as well as clients.

8.3 Use of force

8.3.1 General

The organization shall establish and document use of force procedures for persons working on its behalf.
Where available, such procedures shall be governed by the rules for the use of force (RUF) published by
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a competent legal authority for use in its security operations consistent with the requirements of this
International Standard.

NOTE Competent legal authority includes, but is not limited to, the government of the state(s) where the
organization is registered or has its principal place of management, governments exercising control over the
area the organization is operating in, governments contracting with the organization for security, or a military
commander exercising authority equivalent to military occupation of an area.

In the absence of authorized RUF, organizations shall base their procedures on published international
guidance for use of force (e.g. United Nations Basic Principles on the Use of Force and Firearms by Law
Enforcement Officials 1990 and the Montreux Document). The use of force procedures shall be consistent
with the appropriate and relevant laws and undergo appropriate legal review hefore adaptjon.

The [organization shall establish use of force procedures to be employed by security] operations
perspnnel in self-defence, including the defence of persons under the protection ofjthe organization.
The procedures shall include:

a) 4quthorization for the use and carriage of weapons by its personnel;
b) the use of force continuum;

c) the use of less-lethal force;

d) the use of lethal force;

e) the use of force in support of law enforcement (if applicable);

f) {raining.

The prganization shall establish and document precedures specific to its scope of operatfons and the
condiitions of the work performed at each locatidfni. The organization’s use of force procedures shall be
cons|stent with applicable law and contractual requirements, and shall be agreed with any|other entity
for which private security operations are béing provided.

8.3.1 Weapons authorization

The ¢rganization shall establishtahnd document procedures for authorizing its personnel to[be armed in
the performance of security eperations. Authorizations shall:

a) o¢nly be granted to,those personnel who the organization has determined to be suifable for the
asks to be performed and who have undergone background investigations appropriate for the
uties performed;

b) be specific'to'a type and model of weapon(s) and shall only be issued after the indlividual has
ualifieden that type and model to a published standard identified in the use of forcq procedures
hichiissappropriate to the weapon and expected duties.

All agming authorizations shall be in writing and signed (e.g. ink or digitally) by the appropriat¢ authorizing
official(s) before a weapon is issued to an individual. The organization shall retain documentation of
individual qualification results for as long as the individual has authorization to be armed.

8.3.3 Use of force continuum

The organization shall establish and document procedures describing a use of force continuum,
applying an appropriate amount of force reasonably necessary for the security operations. Elements of
the continuum shall include:

a) use of force shall be reasonable in intensity, duration and magnitude based on the circumstances
applicable at the time;

b) warning persons and providing the opportunity to withdraw or cease threatening actions when
the situation or circumstances permit;
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c) de-escalation of applied force if the situation and circumstances permit;

d) supervisory controls over initiating, escalating and de-escalating the use of force and the limitation
of that authority.

Use of force continuum procedures shall be consistent with the inherent right of self-defence.

8.3.4 Less-lethal force

The organization’s use of force procedures shall address the use of less-lethal force, namely that degree
of force that is less likely to cause death or serious physical injury as well as the types of less-lethal force
authorized pnd—avaitableto-its pet sontreH- i theconductof-its—secur ttyoperatiorns: Theor gamization
shall document procedures for the use of less-lethal force in accordance with applicable and,rél¢vant
laws of self-flefence including, but not limited to, the following circumstances:

a) againstjpersons assaulting other persons or own self to prevent injury or continuation‘ef the agsault
when alternatives to the use of force have failed or are not available;

b) againstjpersons resisting a lawful apprehension when alternatives to the useof force have failpd or
are not pvailable;

c) to prevégnt the loss or destruction of property under the protection of the organization.

8.3.5 Lethal force

Lethal forcq is justified only under conditions of necessity and“may be used only when lesser means
cannot be r¢asonably employed or have failed. The organizatioft’s use of force procedures shall identify
applicable laws of self-defence for each of its security operations and address the use of lethal for|ce in
relation to the following:

a) inherenft right of self-defence;
b) defence|of others;

c) defence|of property including inherently dangerous property or critical infrastructure that, if lost
or destijoyed, would create an imminent threat of death or serious bodily harm.

Lethal forcelis justified only under ¢onditions of necessity when there is a reasonable belief that:

a) aperson or persons preseritan imminent threat of death or serious bodily harm to the individyal or
others iph the vicinity;

b) when n¢cessary toprevent the actual theft or sabotage of inherently dangerous property;

c) toprevgntthe sabotage or destruction of critical infrastructure, the damage to which competentflegal
authority determines would create an imminent threat of death or serious bodily harm or injury.

8.3.6 Use of force in support of law enforcement

When authorized by a state to support law enforcement operations, the organization shall request
RUF from the law enforcement authority or controlling military authority of the relevant state for
this function. Where RUF is unavailable, the organization’s use of force procedures shall additionally
address the following elements derived from the United Nations, Basic Principles on the Use of Force and
Firearms by Law Enforcement Officials:

— intentional lethal use of firearms shall only be made when strictly unavoidable in order to protect life;
NOTE This does not change the inherent right to use reasonable and necessary force in self-defence.

— the use of force continuum shall include visual or aural identification of the organization’s personnel
as law enforcement with clear warning of the intent to use firearms
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8.3.7 Use of force training

The organization’s use of force procedures shall describe initial and recurrent training requirements.
Security operations personnel authorized to carry firearms shall satisfactorily complete training
which includes firearms familiarization (academic-classroom), live-fire qualification and use-of-force
training. Such training shall be completed every 12 months or more frequently depending on legal or
contractual requirements or as indicated by the organization’s risk assessment. Records of training and
demonstration of competence shall be maintained for as long as the individuals are associated with the
organization.

The following elements shall be included in the organization’s use-of-force training:

a) applicable laws of self-defence to particular security operations;

b) areview of the organization’s weapons authorization, storage and carriage poli€y;

c) review of the differences between use of force appropriate to security operations and the rules of
ngagement appropriate to military forces;

d) areview of legal liabilities that may result from the use of force and.firearms which result in the
eath or serious injury of a person;

e) o¢bedience to superior orders as a defence shall not be availdable in circumstances where it can be

feasonably determined that instructions to use force were‘manifestly unlawful;

f) gpplication of use of force continuum.

The |organization shall develop training aids to be<carried by its personnel to assfst them in

unddrstanding, remembering and applying specificuse of force procedures or applicable RUF.

8.4 | Apprehension and search

8.4.1 Apprehension of persons

The |organization’s operational procedures shall address apprehending persons alleged to have

comimitted an attack against pef'sons or property protected by the security operations. Theg procedures

shall|describe the legal contextuinder which persons may be held against their will, the lignitations on

the use of force in such apprehension, and procedures for when and to whom the organization will

trangfer custody of the person or persons being held.

8.4.2 Search

The prganization’s operational procedures will describe the circumstances under which third parties

may |be searehed for weapons or other contraband. Search of persons at access control |points shall

descrlibelthe requirement to treat such persons in accordance with fundamental human rights, cultural

consjdenations and personal dignity.

8.5 Operations in support of law enforcement

8.5.1 Law enforcement support

The organization shall only perform such law enforcement operations as specifically authorized to do
so by the law enforcement or controlling military authority of the relevant state in accordance with
applicable and relevant law. The organization shall develop additional procedures to support security
operations in support of law enforcement to include:

a) uniforms and vehicle markings as directed by the relevant law enforcement or controlling
military authority;
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affected persons;

documenting procedures for rendering or assurance of assistance and medical aid to any injured or

prompt reporting of incidents of injury or death caused by the use of force and firearms in

law enforcement activities to law enforcement authorities, as well as to the organization’s

supervi

d)

sory personnel;

otherwise affected by law enforcement activities of the organization.

8.5.2 Detention operations

if known, notification to supported law enforcement authorities of the names of persons injured or

Guarding, {
enforcemen
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ransporting, or questioning persons under arrest, detained, or imprisoned, hy
I authorities is outside the scope of this International Standard.

irces, roles, responsibility and authority

ement shall make available resources essential to establish,%mplement, maintain|

eople with specialist skills and knowledge), and financial support.

nsibilities and authorities shall be defined, documented and communicated in ord
ective security operations management, including ‘c¢ontrol, coordination and superv
Ly with a defined line of succession.

y deal with disruptive and undesirable events, the organization shall establish plan
rident management, response and/or recovery team(s) with defined roles, approp

res.

rganization chooses to subcontract'or outsource any process that affects conformity
ments of this International Standard, the organization shall ensure that such proc
ed.

sonnel

tneral

ation shallwetain sufficient personnel (employees, contractors, or subcontractors) wit
competénge to fulfil its contractual obligations. Personnel shall be provided with adeq

law

and

e SOMS. Resources shall include information, management teols and human resources

er to

sory

ning,
riate
blans

with
bsses

h the
juate

provide per

muneration arrangements, including insurance, commensurate to their responsibilities
THe organization shall protect the confidentiality of this information as appropriat¢ and
sonnel with relevant documents in language that is readily comprehensible for all partjies.

The organiz
a)
b)
c)

d) needed

ation shall maintain documented information on all personnel:

as required by legal and contractual obligations;
to maintain contact with individuals and their immediate families;

to assist in personnel recovery in event of an incident;

for family notification of injury or death.

8.6.2.2 Selection, background screening and vetting of personnel

The organization shall establish, document, implement and maintain procedures for background
screening and vetting of all persons working on its behalf at all tiers to ensure they are fit and proper
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for the tasks they will conduct (i.e. subcontractors, outsourced partners and subsidiaries). Wherever
possible and consistent with data protection laws, the screening shall include:

a)
b)
)
d)
e)

i

consistency with legal and contractual requirements;

dentity, minimum age and personal history verification;

education and employment history review;
military, police and security service records check;

review of possible criminal records;

f)
g)
h)
i)
Mini
or m|
year

1

q

q

Scred
cont]
of th

circy

Back
orga
infon
staty

Seled
abilif
requ

8.6.2

The
vetti
as ap

a)
b)

q

q

physical and mental evaluation for fitness with assigned activities;

eview reports of human rights violations;

bvaluation for substance abuse;

bvaluation for suitability to carry weapons as part of their duties.

mum age requirements may be set by local law, laws applicable in‘th€ organization’s le
ay be required of or by the client. In no case, however, shall any person younger th
5 of age be employed in duties that require them to use a firéarm or other weapon.

bning shall include an attestation by personnel that nothihg in their present or past co
radict the organization’s Code of Ethics, Statement¢ofyConformance, or adherence to

mstances that might lead to a review of their screening status.

oround screening involves the disclosure of highly sensitive information; th¢
hization shall develop procedures to appropriately and strictly secure the config
mation both internally and externally;”’Records shall be maintained consistent w
tes of limitations.

tion of qualified personnel shall-be based on defined competencies, including know
ies and attributes. Screeningiand selection measures shall be consistent with legal and
rements, as well as consistent with the normative references of this International Sta

.3 Selection, background screening and vetting of subcontractors

organization shall establish defined procedures for the selection, background sci
hg of subconfractors. The organization is responsible for the subcontractor’s work g
propriate.and within applicable law, for the conduct of the subcontractors. The organi

bnsure appropriate written contractual agreements with the subcontractor;

idvise the client of the arrangement in writing and, when appropriate, obtain approval

ral domicile,
an eighteen

nduct would
the clauses

s International Standard. Personnel shall be required to notify the organization of any change of

brefore, the
lentiality of
ith relevant

edge, skills,
contractual
ndard.

'eening and
nd is liable,
zation shall:

pf the client;

c)
d)

e)

maintain a register of all subcontractors it uses;

communicate the responsibilities of this International Standard to the subcontractor;

work subcontracted.
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8.6.3 Procurement and management of weapons, hazardous materials and munitions

The organization that use weapons, hazardous materials, explosives and munitions shall establish
documented procedures and records for the procurement, managements, accountability and

traceability of weapons, including:

a) compliance with applicable and relevant national and international law (e.g. UN sanctions);

b) compliance with import and export controls, registrations, certifications, permits and transport
requirements;

C) acquisition;

d) secure §torage;

e) control§ over their identification, issue, use, maintenance, return and loss;

f) records|regarding to whom and when weapons are issued;

g) identifi¢ation and accounting of all ammunition and weapons;

h) proper {lisposal with verification.

8.6.4 Uniforms and markings

Consistent With the security of their clients, other civilians and the requirements of law, the organization

shall use un|

iforms and markings to identify its personnel and means of transport as belonging t

organizatioh whenever they are carrying out activities in discharge of their contract. This identific

b the
htion

should be visible at a distance and distinguishable from those used by military and police forces{ The

organization shall establish and document procedurescfor use of uniforms and markings, as w¢ll as

procedures for determining and documenting when such identification would be inconsistent with the

requirements of this clause.

8.7 Occupational health and safety

The organization shall establish, implement and maintain procedures to promote a safe and heplthy

working enyironment, including reaSonable precautions to protect people working on its behalf in

high-risk or|life threatening operations, consistent with legal, regulatory and contractual obligations.

Procedures ghall include:

a) assessing occupational-liealth and safety risks to people working on its behalf as well as the [risks
to external parties;

b) hostile ¢gnvironment training;

c) provisign of personal protective equipment, appropriate weapons and ammunition;

d) medicaleftd-psychologicathealthawarenesstraining care-and-support

e) guidelines to identify and address workplace violence, misconduct, alcohol and drug abuse, sexual
harassment and other improper behaviour.

8.8 Incident management

8.8.1 General

The organization shall establish, implement and maintain procedures to identify undesirable and
disruptive events that can impact the organization, its activities, services, stakeholders, human rights
and the environment. The procedures shall document how the organization will proactively prevent,
mitigate and respond to events.
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When establishing, implementing and maintaining procedures to expeditiously prepare for, mitigate
and respond to a disruptive event, the organization shall consider each of the following actions:

a)
b)
‘)
d)
e)
f)
g)

8.8.7 Incident monitoring, reporting and investigations

The

repofting, investigations, disciplinary arrangements and remediatiom. Incidents involving
or weapons, any casualties, physical injuries, allegations of abusg,\loss of sensitive inf
equipment, substance abuse, or non-conformance with the principles of the Montreux Docu
ICoCJ as well as applicable laws and regulations, shall be reported and investigated with t
stepg taken, including:

a)

f)
The

the mechanisms to monitoryand report non-conformances and incidents.

Reco

8.8.3 Internal and external complaint and grievance procedures

The
and

safeguard life and assure the safety of internal and external stakeholders;
respect human rights and human dignity;

prevent further escalation of the disruptive event;

minimize disruption to operations;

notification of appropriate authorities;

;I)rotect image and reputation (of the organization and its client);

¢orrective and preventive actions.

organization shall establish, implement and maintain procedurés for incident

ocumentation of the incident;
Iotification of appropriate authorities;
gteps taken to investigate the incident;
identification of the root causes;
¢orrective and preventive actionstaken;
dny compensation and redress.given to the affected parties.

brganization shall assure gll persons working on its behalf are aware of their respong

rganization shall establish procedures to document and address grievances received fi
xternal stakeholders (including clients and other affected parties). Effectiveness cri

monitoring
use of force
brmation or
nent and the
he following

ibilities and

rds of non-confafmances and incidents shall be maintained and retained for a minimjum of seven
years or as specified by legal or regulation requirements.

rom internal
teria for the

grievance procedures shall be established and documented. The procedures shall be communicated
to internal and external stakeholders to facilitate reporting by individuals of potential and actual non-
conformances with this International Standard, or violations of international, national and local laws
or human rights. The organization shall investigate allegations expeditiously and impartially, with due
consideration to confidentiality and restrictions imposed by local law. The organization shall establish

and
a)
b)
‘)

document procedures for:

receiving and addressing complaints and grievances;
establishing hierarchical steps for the resolution process;
the investigation of the grievances, including procedures to;

1) cooperate with official external investigation mechanisms;
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2) prevent the intimidation of witnesses or inhibiting the gathering of evidence;

3) protectindividuals submitting a complaint or grievance in good faith from retaliation;

d) identification of the root causes;

e) corrective and preventive actions taken, including disciplinary action commensurate with any
infractions;

f) communications with appropriate authorities.

Grievances alleging criminal acts, violations of human rights, or imminent danger to individuals shall

be dealt wit

884 Wh

The organiz
a reasonabl
their right t
authorities.
making a re|

respect for human rights.

9 Perfor
9.1 Moni

9.1.1 Gen

The organiz
through per
and exercisg

Immediately by the organization and other authorities, as appropriate.

stle-blower policy

ation shall establish a whistle-blower policy for people working on its hehalf, who
e belief that a non-conformance of this International Standard has occtrred, and re
b anonymously report the non-conformance internally, as well as externally to approp
The organization shall not take any adverse action against any dndividual for the 3
port in good faith. The organization shall inform the client of reported violations of 14

mance evaluation
foring, measurement, analysis and evaluation

eral

ation shall evaluate security operations management plans, procedures and capabi
iodic assessments, testing, post-incident reports, lessons learned, performance evalua
s. Significant changes in these factors should be reflected immediately in the procedu

ﬂ

have
bpect
riate
ct of
W or

ities
ions
res.

The organizption shall keep records of the results of the periodic evaluations.

The organization shall determine:

what ndeds to be monitored-and measured;

the me sure

valid re

hods for monitoring, measurement, analysis and evaluation, as applicable, to en
sults;

when the monitoring and measuring shall be performed;

when th

e résults from monitoring and measurement shall be analysed and evaluated.

The organization shall retain appropriate documented Information as evidence of the results.
The organization shall evaluate the security operations performance and the effectiveness of the SOMS.

The organization shall establish, implement and maintain performance metrics and procedures to
monitor and measure, on a regular basis, those characteristics of its operations that have material
impact on its performance (including partnerships, subcontracts and supply chain relationships).
The procedures shall include the documenting of information to monitor performance, applicable
operational controls and conformity with the organization’s security operations management
objectives and targets.

The organization shall evaluate and document the performance of the systems which protect its assets
(human and physical), as well as its communications and information systems.
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9.1.2 Evaluation of compliance

Consistent with its commitment to compliance, the organization shall establish, implement and
maintain procedures for periodically evaluating compliance with applicable legal, regulatory and
human rights requirements.

The organization shall keep records of the results of the periodic evaluations.

9.1.3 Exercises and testing

The organization shall use exercises and other means to test the appropriateness and efficacy of

its SPMS—ptlars;,processes—amdprocedures,; including stakehotder Tetationstips—and—s
interidependencies. Exercises of operational and incident management scenarios shall dd
identified in the risk assessment as well as stress test the risk management procédure
potential problems or weaknesses. Exercises shall be designed and conducted in-a manne
disryption to operations and exposes people, assets and information to minimumrisk.

Exertises shall be conducted regularly (at least annually), or following Sighificant cha
orgahization’s mission and/or structure, or following significant changes to the external e
A forimal report shall be written after each exercise. The report shalkassess the appropri
efficacy of the organization’s SOMS plans, processes and procedures, including nonconfo
shall{propose corrective and preventive action.

Post{exercise reports shall form part of top management reyiews.

9.2

9.2.1 The organization shall establish, implement-ahd maintain a security operations manag
programme and conduct internal audits at plannedintervals to provide information on wheth

b)

‘)
d)

9.2.2 The organization shall:

a)

b)

Internal audit

¢onforms to:

+ the organization’s own requirements for its SOMS;

— relevant legal, regulatory, human rights and contractual obligations;

— the requirements ofithis International Standard;

iis effectively and preperly implemented and maintained;

Ierforms as expected;

as been effective in achieving the organization’s SOMS policy, objectives and targets.

bcontractor
dress issues
5 to identify
r that limits

nges to the
hvironment.
ateness and
rmities, and

rement audit
br the SOMS:

1 rolaliala 1 4 J LI Jia La) s I ] 4] £
Pidll, TSLAUISII, THHTTPITIHIITHU dlIU- It d il dIT duUlIt pruglh alllllt(s ) HHITIUUIllg tT TTTYUTII

cy, methods,

responsibilities, planning requirements and reporting, which shall take into consideration the
status and importance of the processes and areas concerned and the results of previous audits;

define the audit criteria, scope frequency, methods, responsibilities, planning requirements and

reporting for each audit;

select auditors and conduct audits to ensure objectivity and the impartiality of the audit process

(e.g. auditors should not audit their own work);

ensure that the results of the audits are reported to relevant management for the area being audited;

retain documented information as evidence of the implementation of the audit programme and the

audit results.

© ISO 2015 - All rights reserved

39


https://standardsiso.com/api/?name=d4c0d6d8ea81e195108984515f542431

ISO 18788

:2015(E)

The management responsible for the area being audited shall ensure that actions are taken without
undue delay to eliminate detected nonconformities and their causes. Follow-up activities shall include
the verification of the actions taken and the reporting of verification results.

9.3 Management review

9.3.1 General

Top management shall review the organization’s SOMS, at planned intervals, to ensure its continuing
suitability, adequacy and effectiveness. This review shall include assessing opportunities for

£ and tha nand for
t—ahea—tte-heea—+o

The

improvemer
results of th

The managsg

T

e reviews shall be clearly documented and records shall be maintained.

chanocac tao tha CSOMS 1ncoluding tha COMC molicy and ohiactivac
o 5 eS0Tt oottt e o oviDp Oty oOueetves

ment review shall include consideration of:
us of actions from previous management reviews;

in external and internal issues that are relevant to the SOMS;
tion on the security operations performance, including trends in:
conformities and corrective actions;

nitoring and measurement results;

audfit results;

of security operations;
hagement criteria and controls;
nities for continual improvement.

5 of the management review shall-include decisions related to continual improve
bs and any need for changes, to’the SOMS. The organization shall retain documsg
as evidence of the results of management reviews.

iew input

a management review shall include:
bf SOMS auditssand reviews;

k from stakeholders;

Lies, products, or procedures that could be used in the organization to improve the §
jance and effectiveness;

ment
nted

OMS

a) thestat

b) changes

c) informg
— non
— mo}

d) impactg

e) riskma

f) opporty

The outp}lt_

opportuniti

information|

9.3.2 Rey]

The input tqd

a) results

b) feedbac

c) techniq
perforn|

d)

e)

f)

g)

h)

)

j)

k)

40

status of preventive and corrective actions;

results of exercises and testing;

risks not adequately addressed in the previous risk assessment;
incident reports;

results from effectiveness measurements;

follow-up actions from previous management reviews;

any changes that could affect the SOMS;

adequacy of policy and objectives
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recommendations for improvement.

9.3.3 Review output

The outputs from top management reviews shall include decisions and actions related to possible
changes to policy, objectives, targets and other elements of the SOMS, with the aim of promoting
continuous improvement, including:

a)
b)

9

d)
e)

10

10.

improvement of the effectiveness of the SOMS;

update of the risk assessment and risk management plans;

rlnodification of procedures and controls that effect risks, as necessary, to responditg
external events that may affect the SOMS;

resource needs;

improvement of how the effectiveness of controls is being measured.

Improvement

Nonconformity and corrective action

The ¢rganization shall establish, implement and maintain procedures for dealing with nonc

and

The

or taking corrective and preventive action.

brocedures shall define requirements for identifying and correcting nonconformitieg

actions to mitigate their consequences.

Wheh a nonconformity occurs, the organization'shall:

a)

b)

f)
g)

feact to the nonconformity and, as applicable:

— take action to control and correct it;

— deal with the consequenges;

e¢valuate the need fer ;dction to prevent nonconformities and eliminate the ca
nonconformity, in order that it does not recur or occur elsewhere, by:

1+ reviewingthe-honconformity;
1+ determining the root causes of the nonconformity;

1+ determining if similar nonconformities exist, or could potentially occur;

internal or

onformities

and taking

ises of the

er to avoid

investigate nonconformities, determining their causes and taking actions in ord

thelr recurrence;

implement any appropriate action needed and designed to avoid their occurrence;
review the effectiveness of any corrective and preventive action taken;

record the results of corrective and preventive actions taken;

make changes to the SOMS, if necessary.

Corrective actions shall be appropriate to the effects of the nonconformities encountered.
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The organization shall ensure that proposed changes are made to the SOMS documentation and shall
retain documented information as evidence of:

— the nature of the nonconformities and any subsequent actions taken;

— the results of any corrective action.

10.2 Continual improvement

10.2.1 Gen

eral

The organiz
through the
monitored ¢

10.2.2 Change management

The organiz
programme
in relation t
change man|

10.2.3 Oppg

The organi

performanc
a) ongoing

for imp;
b) determi
c) reviewi
Actions tak
obligations

Top manage

improvement. Where existing.afrangements are revised and new arrangements introduced that

impact on t
associated 1

The results
maintained|
verification

ation shall continually improve the suitability, adequacy and effectiveness of the §
use of the security operations management policy, objectives, audit results, anfalys
vents, corrective and preventive actions and management review.

ation shall establish a defined and documented security operations~change manage
to ensure that any internal or external changes that impact the organization are revi
b the SOMS. It shall identify any new critical activities that need‘to*be included in the §
dgement programme.

ortunities for improvement

q

J

zation shall monitor, evaluate and exploit opportunities for improvement in
e and eliminate the causes of potential problems;diicluding:

ovement;
ning and implementing action needed to improve security operations performance;
ng the effectiveness of the actiod taken to improve performance.

bn shall be appropriate towthe impact of the potential problems and the organiza
hind resource realities.

ment shall ensure thab actions are taken without undue delay to exploit opportunitig

he quality management of operations and activities, the organization shall conside
isks before their implementation.

of the teviews and actions taken shall be clearly documented and records sh

restlts.

11
Follow=up activities shall include the verification of the actions taken and the report?ln

OMS
is of

ment
bwed
OMS

OMS

monitoring of the operational landscape to-identify potential problems and opportunities

ion’s

s for
rould
I the

be
g of
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Annex A
(informative)

Guidance on the use of this International Standard

A.1 General

The
this
when implementing those requirements, the organization also needs to considep-and i
reley
envij

not considered relevant to the organization’s SOMS need to be justified in the Statement of A

Privdte security operations play an important role in protecting public;private and not-for-
clien
hum
(NG(
oper
to pr
orga
and
unar
oper
crite
and f

hn or naturally caused events. Clients from the public, private and non-governmental ¢
) sectors engage a broad-range of services from organijzations that conduct or conty
htions in support of commercial, humanitarian, diplomatic, development and militaryj
ptect other activities, including rebuilding of infrastructure. The scope and scale of the]
hizations that conduct or contract security operations include guarding and protectio
bbjects, such as convoys, facilities, designated sites, property or other places (wheth
med), as well as other activities for which the\personnel of organizations are require
hte a weapon in the performance of their dutties. This International Standard provid
[ia for organizations and their clients_in,order to demonstrate accountability that h
undamental freedoms are adhered to, and that untoward, illegal and excessive acts ar

The |
can
hum

brimary role of organizations that,conduct or contract security operations is to ensurg
perate safely and securely, while fully adhering to and supporting the fundamental a
hn right of people to be securein their persons and property in conditions of weakened
hny parts of the world, this'basic right is under attack. In many cases, these attacks
1st people who are waorking to alleviate the suffering of affected populations, to res
structure necessagy.for the well-being of individuals and society, or are engaged in oth
ill lead to longterm stability and development of the population. These attacks m4g

hdditional text given in this annex is provided to assist in understanding the regqyirements of
nternational Standard. While this guidance addresses and is consistent with-the requirements,

lement the

ant clauses of this guidance that apply to its scope, legal and contractual obligations, and operating
onment, based on its risk assessment and human rights risk analysis, Elements of this guidance

pplicability.

brofit sector

Ls operating in circumstances where governance may be weak-or rule of law undernyined due to

rganization
act security
efforts, and
activities of
h of persons
er armed or
to carry or
s auditable
iman rights
e prevented.

that clients
hd universal
governance.
hre directed
tore critical
er activities
y be for the
otry and/or
at violence,

treatment,
the civilian
Where the
erty of their

population; using the innocent to shield themselves, often using intimidation and fear
cominGnity
citizems =0 apable of providing 0 OTTty Or DTINEINE PEerpetrators o

violence to

justice - individuals and organizations may seek recourse to commercial providers of security services
to provide the capacity for self-defence to prevent the commission of a serious offenses involving grave
threat to life or serious bodily harm.

This International Standard recognizes that organizations that conduct or contract security operations
operate in circumstances that are inherently unstable and dangerous. This International Standard
provides principles and requirements to manage risk associated with operating in circumstances of
weakened governance or where the rule oflaw has been undermined by human or naturally caused events.
The purpose of this International Standard is to improve and demonstrate high level of professionalism
by organizations while maintaining the safety and security of their operations and clients within a
framework that aims to ensure respect for human rights, laws and fundamental freedoms.
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The challenge to organizations that conduct or contract security operations goes beyond response
and reporting of incidents. Organizations should engage in a comprehensive and systematic process
to pre-emptively manage the risks associated with their operations. This requires the creation of an
on-going, dynamic and interactive management process that serves to promote a culture of respect
for human rights, laws and fundamental freedoms, while providing clients with a level of service to
support their mission.

Respect for life and human dignity is the paramount underlying principle of this International
Standard. Organizations that conduct or contract security operations, and their clients, have an
obligation to respect the lives and human dignity of both internal and external stakeholders (including
the community at large). By using this International Standard, organizations can better understand the

fundamiental freedoms;

reduce tisk and support the business and operational mission;

risks they f4

a) manage
protect

b) support
Good Pi
Armed (
Provide
Implemd

c) demonsg

d)

e) success

Adaptive and pre-emptive planning and preparation for potential undesirable and disruptive ej

to safeguard its interest and those of its clients and other stakeholders.

will help re
help avoid o

This Interngtional Standard provides guidarice or recommendations for any organization providi

contracting

a)
b)

‘)
d)
€)
f)
g)
h)

j)
k)

44

reducin|

providing top managementydriven vision and leadership for strategies to protect tangiblg
intangilple assets while fespecting human rights, laws and fundamental freedoms;

identifyling and evaluating risks critical to its short- and long-term success;
minimizing thelikelihood and consequences of a wide variety of hazards and threats;

understanding, providing and applying training in respect for human rights;

ce and pre-emptively develop strategies that will:

risk posed to the lives and property of those whom they are contractually obligat

the objectives of the Montreux Document on Pertinent International Legal Obligation
actices for States related to Operations of Private Military and Security, €ompanies d
Lonflict of 17 September 2008, the International Code of Conduct for Private Security Se
s (ICoC) of 9 November 2010, and the Guiding Principles for Busifiess and Human R
nting the United Nations “Protect, Respect and Remedy” Framewaik 2011;

trate commitment, conformance and accountability to respect human rights, lawg

fully manage an undesirable or disruptive eventby developing a strategy and action ]

duce the likelihood and consequences*of an event. The holistic management proces
I minimize the interruption or suspension of mission critical services and operations.

g risks throughout its operations and supply chain (including subcontractors);

security operations to identify and develop best practices to assist and foster action it

bd to

b and
uring
rvice
lghts;

and

blans

rents
5 can

hg or

and

understanding the roles and responsibilities needed to protect assets and further the mission;

managing incident response measures and resources;

developing, testing and maintaining incident prevention and response plans, and associated
operational procedures;

developing and conducting training and exercises to support and evaluate prevention, protection,
preparedness, mitigation, response, recovery and operational procedures;

developing and conducting training programmes to support operations requiring the use of force;

developing internal and external communications procedures, including response to requests for
information from the media or the public;
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1) establishing metrics for measuring and demonstrating success;

m) documenting the key resources, infrastructure, tasks and responsibilities required to support
critical operational functions;

n) establishing processes that ensure the information remains secure, current and relevant to the

changing risk and operational environments.

The success of the management system depends on the commitment of all levels and functions in the
organization, especially the organization’s top management. Decision makers should be prepared
to budget for and secure the necessary resources to make this happen. It is necessary that an

appr
man
decif
the d
orga
fund

Clien
that
an o
The

opriate administrative structure be putin place to effectively deal with prevention mi
hgement. This will ensure that all parties concerned understand who makes deci§ig
ions are implemented and what the roles and responsibilities of all persons working
rganization are. This International Standard drives a culture of security opernation
hization where all security activities are inextricably linked to respect for humian righ
hmental freedoms.

ts of organizations that conduct or contract security operations have/an inherent intere
the organizations abide by the principles of this International Standard, given that t}
rganization directly reflect on their clients, particularly when‘the client is a govern
consequences of untoward, illegal and excessive acts on the pa¥rt of an organization cq

tigation and
ns, how the
on behalf of
b within the
ts, laws and

stto ensure
le actions of
ment entity.
nducting or

contracting security operations can range from embarrassingthe client, reputational risks and legal
liabilities, disrupting critical diplomatic, aid and reconstruetion efforts, and increasing the threat.
Thergfore, when contracting the services of organizations,€lients also have an interest in making sure
that the contracts reflect the transparent implementationof an SOMS.

A.2 | Human rights and international law

A.2.1 General

The discussion of human rights and international law in this clause is a broad summary; [legal advice
should be sought before conducting security operations in any particular environment.

See Bibliography for citations te.some of the applicable international instruments.

A.2.2 Human rights

A.2.2.1 General

Building on thezMontreux Document on Pertinent International Legal Obligations and Gopd Practices
for States related to Operations of Private Military and Security Companies during Armedl Conflict of
17 September 2008; the International Code of Conduct for Private Security Service Providérs (ICoC) of

Natigns

9 N0£1

ember 2010, and the Guiding Principles on Business and Human Rights: Implementin

g the United

“Protect, Respect and Remedy” Framework of 21 March 2011, “human rights” wher

e it appears

in this International Standard refers to the rights and freedoms articulated in international human
rights law to which all people are entitled to without discrimination. Human rights are universal and
are interrelated, interdependent, inalienable and indivisible. They are articulated in both national and
international law.

For the purposes of this International Standard, organizations that conduct or contract security operations
should respect all human rights, including but not limited to, non-derogable human rights, such as:

— the right to life;
— freedom from genocide and crimes against humanity;

— freedom from torture, cruel, inhuman, or degrading treatment or punishment;
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freedom from slavery, slave trade and servitude;

the rights to due process, equal treatment before the law and a fair trial;
the right to be free from retroactive application of penal laws;

the right to freedom of thought, conscience and religion;

freedom from discrimination.

A.2.2.2 Self-defence and defence of others

The purpos
to life in cir
not violate

of self-defen

e of an organization conducting or contracting security operations is to enable the
cumstances that are inherently unstable and dangerous, doing so in such a way-that
pther human rights. This International Standard recognizes the fundamentalimport
ce to protect the right to life. Self-defence allows an individual to use reasogitable for

defence of dneself or others. Lethal force should only be used in self-defence or the defence of of]

when it is rq

A.2.3 Int¢

Internationa
and custom
of this guidg
responsibili
by war, by p

asonable and necessary to prevent death or serious bodily harm.

rnational humanitarian law

1] humanitarian law (IHL) or the law of armed conflict (LOAC) refers to international t
iry rules that govern war or armed conflict (the laws and customs of war). For the pury
nce, IHL and LOAC can be considered to have the same méaning. IHL defines the conduc|
fies of individuals and states during armed conflict, IHL aims to limit the suffering cg
rotecting people who are not or are no longer taking part in hostilities and restrictin|

right
does
ance
ce in
hers,

reaty
oses
tand
used
o the

methods an

a)
b)

l means of warfare. The essential rules of IHL include obligations to:
engage |n limited methods and means of warfare;

distingyish between those directly participating in hostilities and the civilian population
combatants);

[non-

c) limit at{
d)

e)

acks solely to military objectives;
avoid upnecessary harm to the civilian population and property;

abstain rt in

the figh

from harming or killing an adversary who surrenders or who can no longer take p3
Ling;

treat hy have
surrend

f)

manely all persons taking no active part in hostilities (including adversaries who
ered, are wounded, or sick);

abstain|from physical or mental torture or performing cruel punishments.

g)

Internationa
Part 1, para

11 legal~obligations particularly applicable to PSCs are specified in the Montreux Docu
braphs 22-27.

ment,

During an armed conflict, security operations personnel are normally considered civilians under IHL.
As civilians, security operations personnel may not be the object of a direct attack unless and for such
time as they directly participate in hostilities. Under the conditions of this International Standard,
organizations conducting or contracting security operations and their personnel are not privileged to
either engage in combat or carry out any other act that is likely to directly harm the military operations
or capacity of a party to the conflict. This restriction generally means that security operations personnel
cannot, for example, attack enemy armed forces or defend a military objective against an attack by
enemy armed forces without losing their protection as civilians. Direct participation in hostilities by
security operations personnel is not prohibited by IHL. If captured, security operations personnel who
are authorized to accompany the armed forces do not lose any existing entitlement to prisoner of war
status as a result of their direct participation in hostilities. However, as civilians without combatant
privileges, security operations personnel can be held accountable under criminal and tort law for any
serious injury or death inflicted on others or destruction of property committed by them. Regardless
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of prisoner of war status, captured security operations personnel are entitled to adequate and humane
conditions of detention.

Self-defence and the defence of others against unlawful attack is an inherent right and is not direct
participation in hostilities. This right to self-defence applies even if the attacker(s) is/are members of
the armed forces of a state, if such attack is unlawful under IHL. Use of force by security operations
personnel to resist unlawful attacks does not forfeit their protected status as civilians. However,
defensive fire against or otherwise resisting a lawful attack (e.g. by a party to the armed conflict against
an enemy party’s military objective) could be considered direct participation in hostilities, which would

result in the loss of protected status during that action.

Secu

law,

with
of un
crim
secu
thein
oper
liabl{

Base
coun|
shou
not b

a)
b)

)

d)
e)

A2,

Cust
actin

law
acts

ternational

ity UlJCl atiuuo lJCl DUllllC} cailrl bC \.hal scd Cllld Luuvi\,tcd fUl oC1 iuuo viu}atiuuo Uf i
such as war crimes and crimes against humanity. These crimes have extraterritoridl
varying degrees of application. Some states and international organizations ptomo
iversal jurisdiction for such crimes. Under this concept, it is possible for persons acc

Fity operations personnel can also be held liable for such crimes committed by pers
effective authority, either because of orders or instructions they issue.or the failure
htions supervisors to exercise proper control over their personnel. Companies may a
e under evolving criminal or tort law.

d on the risk assessment, it is recommended that the organization consult with appr

Id include more comprehensive training for persons working on its behalf that inclug
e limited to:

the difference between self-defence/defence of othérs and direct participation in hostil

N

pecific individual crimes, such as torture and other inhumane treatment, that could
lgainst them as war crimes or crimes against humanity;

q

q

gpecific considerations for the use of force in international and non-international arm|
o include the differences betweend international armed conflict and armed confli
international character and the status of various belligerents and non-state armed gro

1

1

q

he circumstances in which the organization and persons working on its behalf could
s belligerents or incarporated into armed forces.

4 Customaryinternational law

pmary international law refers to the rules of law derived from the consistent condji
g out of'the belief that the law required them to act that way. Elements of customary i

include-widespread repetition by states of similar international acts over time (state p

jurisdiction,
[e a concept
1sed of such

es to be brought to court in any country, before any judge. Directors, managers and sujpervisors of

pnnel under
of security
so be found

priate legal

sel for interpretations and evolving law. Organizations operating in conditions of arined conflict

les, but may

ities;

be charged

ed conflicts,
't not of an

ups;

he difference between use offorce procedures and rules of engagement proper to armied forces;

be regarded

ict of states
hternational
ractice), the

becurring out of a sense of obligation, and the acts being accepted by a significant numll)er of states.

Customary international law is binding on all states regardless of whether they are a party to a
particular treaty or convention. A number of human rights listed above are today considered customary
international law. With regard to IHL, significant elements of the laws covering international armed
conflict remain customary, rather than treaty law. The application of much of IHL to non-international
armed conflicts is a matter of customary international law. Issues relating to civilian status in armed
conflict and direct participation in hostilities are still emerging as matters of customary law and
directly affect the activities of the organization.

A.2.5 International human rights law

International human rights law refers to the body of international law that is designed to promote and
protect human rights and consists of treaties and agreements between states. International human
rights law is binding on states and their agents. International human rights standards are enforceable
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through national law and various international and regional courts and tribunals, as well as the UN
charter and treaty-based mechanisms. The principles described in the ICoC are intended to guide the
organization in developing and implementing policies and procedures that are consistent with the
objectives of international human rights law.

A.3 Management systems approach

A management system is a dynamic and multifaceted process, with each element interacting as a
structured set of functional units. It provides a framework that is based on the premise that the
component parts of a system can best be understood when viewed in the context of relationships

with eachﬁhmhmmm—m—mmhﬁndywmﬁmtand
and implement the elements of a management system is to understand the parts in relation”tp the

whole. This|results in an iterative process where establishing the context and policy, risk a§sessment,
implementafion, operation, evaluation and review are not a series of consecutive steps, but rather a
network of interacting functions.

The managgment systems approach is characterized by:

a) understanding the context and environment within which the system opetates;
b) identifyling the core elements of the system, as well as the system boundary;

c) understfanding the role or function of each element in the system;

d) understanding the dynamic interaction between elements ofthe system.

The systems$ approach ensures that holistic strategies and policies are developed. It provides a spund
analytical bpsis for developing strategies and policies that are to be implemented in the complex and
changing erjvironment in which the organization opefates. Establishing a framework for assepsing
the risks and effectiveness of strategies and policiesprior to and during implementation provigles a
feedback logp for decision-making throughout the‘process.

A.4 Context of the organization
A.4.1 Understanding the organization and its context

A.4.1.1 Gdneral

In order to manage risks and-promote a culture of respect for human rights, the organization reqpires
a knowledgp and understanding of the internal and external factors that can influence its security
operations gnd impaet stakeholders.

The organizptioniestablishes the context of its SOMS by identifying and understanding the internall and
external influenees and environment in which it operates. By establishing the context, an organization
can define theZscaope of its SOMS and design a fit-for-purpose framewark for security aperations
management. This should help assure that the organization meets the objectives, needs and concerns of
internal and external stakeholders. The context will determine the criteria for managing the risk to the
organization, clients and impacted communities thereby providing a basis for setting risk criteria and
parameters for the risk assessment and treatment processes.

During the process of establishing the internal and external context, the organization should identify
the significant tangible and intangible assets of the organization. This includes identifying the relative
importance of various types of assets to the viability and success of the organization.

A.4.1.2 Internal context
When establishing the internal context of the organization it is important to consider:

a) internal factors affecting the security operations and operating environment of the organization;
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b) internal stakeholders who are risk makers and risk takers;
c) internal stakeholders that are impacted by risks;

d) factors that influence the acceptance of risk.

A.4.1.3 External context
When establishing the external context of the organization it is important to consider:

a) risks factors associated with the industry sector and operational environment;

b) eéxternal factors affecting the security operations and operating environment of the gorganization;
c) ¢xternal stakeholders who are risk makers and risk takers;
d) external stakeholders that are impacted by risks related to security operatiohs;

e) factors that influence the acceptance of risk by external stakeholders.

A.4.1.4 Supply chain and subcontractor mapping and analysis

Managing risks in the supply chain, including subcontractors and/ocal forces under contract, requires
an upderstanding of those entity’s culture and environment-as)well as the end-to-end cpntext of its
supply chain. Each node of the organization’s supply chain involves a set of risks and rhanagement
processes that need to be managed.

Supplly chains and the use of subcontractors are integral parts of security operations. While there is
significant interdependence within a supply chainy, each individual node of a supply chajn is unique
in cefrtain respects; this uniqueness may requir€tailored approaches to the management|of the risks
involved. Therefore, to manage the risks withiir‘a supply chain, the organization needs to identify:

a) the role of organizations and individuals at each tier or level of its upstream and downstream
gupply chain or network;

b) understand the interdependencies and supporting infrastructure critical to mission success;

c) lhow each node plays arale in adding value to the performance of other members ¢f the chain,
irectly or indirectly;

d) determine how each’node has the potential to contribute to the risk profile of the organization,
oth positivelyand negatively;

e) ¢valuate how each node exerts some influence on the success of minimizing [risk during
implementation of the management system.

Whep conducting node analysis, the organization should recognize the decisions taken gt individual
nodejs have potential chain-wide implications. Therefore, the risk factors throughout the Jupply chain
need to be understood and controlled for successful implementation of the SOMS.

A.4.1.5 Defining risk criteria

The organization should understand and define its criteria to evaluate the significance of risk. The risk
criteria should reflect the organization’s values, objectives and resources, as well as the context of its
security operations. The risk criteria will establish the benchmarks for measuring risk factors and the
needs for risk treatments.

A.4.2 Understanding the needs and expectations of stakeholders

The organization should identify and maintain a register of the stakeholders that are relevant to the
operations of the organization and the requirements under this International Standard and document
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its engagement with stakeholders. The organization should consider the requirements, perceptions,
values, needs, interests and risk tolerance of the relevant stakeholders.

Relevant stakeholders include, but are not limited to:

a) clients and customers;

b) end users;

c) supply chain and outsource partners;

d) competent legal authorities which are responsible for domestic security and the licensing or
authorifation and regulation of private security operations,

e) local communities within the scope of application of this International Standard (e.g..community
where the security operations are being performed);

f) state of expatriate personnel employed by the organization or from which-the organizption
purchages materiel and other assets;

g) non-governmental organizations and international organizations within thé-operating environipent;

h) organizption’s personnel;

i) the media.

A.4.3 Determining the scope of the security operationsamianagement system

The organization defines the boundaries for implementing<its SOMS. It may choose to implement the

SOMS acrosp the entire organization, specific operating units, discrete geographic locations, or clearly

defined supply chain flows. These scoping boundaries réflect top management objectives for the JOMS

and the size| nature and complexity of the organization and its activities. Once top management defines

the SOMS stope, all assets, activities, products @nd services within that scope become elemerlts of

concern within the SOMS.

The organization should justify any exclusions from the scope of the SOMS using the risk assessment

in the justifjcation. Exclusions may include the inability of an organization to control certain seryices

or operations; however, exclusions-do/not negate the organization’s responsibilities and oblig

to respect human rights, laws and-fundamental freedoms. The scope should ensure the integrity

Organizatio
will differ.

Applicabilit)
implementa

Outsourced

hs conduct seclirity operations in a wide range of environments where risk fa
Based on-the context of the security operations and risk assessment, the Stateme
/ should\document the relevant clauses of this annex that apply to the establishmen
tion 6f-the SOMS within the defined scope.

anns
of the organization and its clients operations. The credibility of the SOMS depends on the choice of
organizatiofpal boundaries defined in the scope.

ctors
nt of
F and

and subcontracted activities remain the organization’s responsibility and should be w

ithin

the SOMS. If an outsourced or subcontracted product, service, activity, or part of the organization’s
supply chain remains under the organization’s risk accountability and management control, then top
management should place it within the scope of the SOMS. The organization should make appropriate
agreements and take appropriate measures to assure effective security operations management
agreements are in place with its subcontractors and outsource partners.

The level of detail and complexity of the SOMS, the extent of documentation required and resources
committed to the SOMS should guide the SOMS scope statement. When the organization implements
this International Standard for a specific operating unit, then the organization may use applicable
policies, plans and procedures developed by other parts of the organization to satisfy the requirements
of this International Standard.
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A.4.4 Security operations management system

The implementation of the SOMS specified by this International Standard is intended to result in:

a) improved security operations and service provision;

b) security and safety of internal and external stakeholders;

c) aculture of respect for human rights, laws and fundamental freedoms;

d) demonstration of implementation of the principles and commitments of the ICoC.

This Standard based on the premise t e orgar OIT Wit Tionitor; review and

evalyate its SOMS to identify opportunities for continual improvement and the implementation of

process are determined by the organization in the light of the changing risk enyirenment, economic

g)

A5

A.5.

A.5.1.1 General

The
dem

¢stablish an appropriate security operations management policy;

assess and manage the risks related to the organization’s security.operations;
identify applicable legal requirements and other requirements to-which the organization subscribes;
identify priorities and set appropriate security operationS)management objectives and|targets;

¢stablish a structure and programmes to implement.bhe policy and achieve objectives and meet
jargets;

facilitate planning, control, monitoring, preventive and corrective action, and auditing and review
dctivities, to ensure both that the policy is complied with and that the SOMS remains appropriate;

bhe capable of adapting to changing circumistances.

Leadership

I Leadership and conimitment

fop management-of the organization (such as the managing director or chief executive) should
nstrate commitment and resolve to implement the SOMS in the organization. Without top

management cogimitment, no management system can succeed. Top management should demonstrate
to its internal/and external stakeholders a visible commitment to respect for human [rights, laws

and

funddmental freedoms in the provision of security operations. To initiate and sustajn the SOMS

effor|t,top management should communicate to all persons working on behalf of the organization the

imp

a)

b)

‘)
d)

rtance of:
+—eHce-O+=

making organizational and individual competence in the conduct of security operations inherent in
everything the organization does;

respect for human rights, laws and fundamental freedoms is an integral component of all
security operations;

integrating security operations management throughout the organization;

looking at problems as opportunities for improvement.
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The top management should provide evidence of its commitment to the development and implementation
of the SOMS and continually improve its effectiveness by:

a)

b)

‘)
d)

€)
f)
g)
h)
i)
j)

communicating throughout the organization the importance of meeting the requirements of this
International Standard;

setting and communicating the policy and risk criteria;
ensuring that security operations objectives are established at all levels and functions;

ensuring that the responsibilities and authorities for relevant management system roles are
assigned and communicated within the organization;

allocating appropriate resources for the management system;

ensuring the competence and training of persons working on behalf of the organizatien;
demonsltrating commitment to the management system and risk minimization;
promoting awareness of risk and SOMS requirements throughout the organization;
leading by example;

participgating in reviews and driving the continual improvement prdeess.

It is essentigl that top management of the organization sponsors, provides the necessary resources and
takes responsibility for creating, maintaining, testing and implementing a comprehensive SOMS.| This
will insure that management and staff at all levels within theerganization understand that the JOMS
is a critical fop management priority. It is equally essential:that top management engage a “top dpwn”
approach to[the SOMS: so that management at all levels of‘the organization understand accountability

for system maintenance as part of the overall governanc¢é’priorities.

A.5.1.2 Statement of Conformance

The Statemé¢nt of Conformance establishes@nd communicates the top management’s commitment to
conduct secprity operations consistent with the organization’s responsibility to respect human rjights

by implementing the requirements of this International Standard and the following:

a) International Code of Conduct for-Private Security Service Providers;

b) Montreyx Document on Pertinent International Legal Obligations and Good Practices for States related
to Operqtions of Private-Military and Security Companies during Armed Conflict;

c) Guiding|Principles gn-Business and Human Rights; Implementing the United Nations “Protect, Respect
and Rempedy” Framework 2011;

d) any other applicable internationally recognized human rights standards.

A.5.2 Policy

The security operations policy is the driver for implementing and improving an organization’s SOMS.
This policy should therefore reflect the commitment of top management to:

a)
b)
‘)
d)
e)

52

respect human life and dignity as a first priority;

avoid, prevent and reduce the likelihood and consequences of disruptive and undesirable events;
comply with applicable legal requirements and other requirements;

respect human rights;

continual improvement.
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The security operations policy is the framework that forms the basis upon which the organization
sets its objectives and targets. The security operations policy should be sufficiently clear to be capable
of being understood by internal and external stakeholders and should be periodically reviewed and
revised to reflect changing conditions and information. Its area of application (i.e. scope) should be
clearly identifiable and should reflect the unique nature, scale and impacts of the risks of its activities,
functions, products and services.

The security operations policy should be communicated to all persons who work for or on behalf of the
organization, including its clients, supply chain partners, subcontractors and relevant members of the
local community. Communication to subcontractors and other external parties can be in alternative
forms to the policy statement itself, such as rules, directives and procedures. The organization’s security
operfptions policy should be defined and documented Dy 1ts top management within the,cgntext of the
security operations policy of any broader corporate body of which it is a part and with the-ndorsement
of that body.

A.5.3 Organization roles, responsibilities and authorities

Man

to b
up a
orga
Ther
with

The
pers
Top 1

ging risks is not just the responsibility of top management. For an SOMS to be effect]
implemented by every person working on behalf of the organization. It is a top-do}
bproach. Protection of human rights and managing risk need tosbécome an integra
hization’s culture. Therefore, all risk-makers and risk-takers should be the ris
efore, the roles, responsibilities, authorities of persons watking on behalf of the
n the scope of the SOMS should be clearly defined and communicated.

management system is implemented by people within the organization. One or mg
bns should be appointed and empowered to implement, test or exercise, and maintai
management should conduct its own periodic reviews and audits of the overall SOM§

ive, it needs
wn, bottom-
part of the
k-managers.
rganization

re qualified
n the SOMS.
. A security

htions management planning team, including senior leaders from all major organizational functions

upport groups may be appointed to ensuréwide-spread acceptance of the SOMS.

oper
and 4

A.6 | Planning

A.6.1 Actions to address risks and opportunities

A.6.1.1 General

mstances of
rganization
operational
ple working
tes value for
diligence to

Organizations conductifig-or contracting security operations inherently operate in circu
unceftainty and risk.(They need to manage risk to the client while also managing risk to the ¢
and impacted stakéholders and communities. The organization needs to achieve its tactical
and business ohjectives within the context of protecting life and property of its clients, ped
on ity behalf afid local communities, while respecting human rights. Respecting rights crea
the Husiness-and therefore is intrinsically a business objective requiring human rights due
accomplish the operational mission, while respecting human rights and adhering to local, national and
international law. The challenge is to assess, evaluate and treat risk in order to cost effectiyely manage
the risk and uncertainty while meeting the organization’s and the client’s strategic and operational
objectives. The risk assessment provides a clear understanding of the risk environment in order for the
organization to identify risks and make informed decisions in prioritizing its risks treatment.

The risk assessment process provides an understanding of the risks to internal and external
stakeholders that could affect the organization’s achievement of its operational and business objectives.
It is intended to create a systematic process for an organization to identify, analyse and evaluate risks
to determine those that are significant to the organization and its stakeholders. The risk assessment
provides a basis for evaluating the adequacy and effectiveness of current controls in place, as well as
decisions on the most appropriate approaches to be used in managing and treating risks. It identifies
those risks that should be addressed as a priority by the organization’s SOMS. The risk assessment
provides the foundation for setting objectives, targets and programmes within the management
system, as well as measuring the efficacy of the SOMS.

© IS0 2015 - All rights reserved 53


https://standardsiso.com/api/?name=d4c0d6d8ea81e195108984515f542431

ISO 18788:2015(E)

A.6.1.2 Legal and other requirements

A.6.1.2.1 General

The organization should identify and understand legal, regulatory and contractual requirements that
affect the achievement of its objectives. These may include local, national and international, and legal
and regulatory requirements. Identifying and understanding these requirements help ensure legal
compliance, prevent litigation, minimize liability, improve the organization’s image and enhance the
organization’s capability to provide responsible protective services to its client.

The organization should establish, implement and incorporate into its processes, measures to identify,
comply witH

a)

b)

f)

and evaluate applicable legal and voluntary requirements, including (but not limited

0):

applicable and relevant local, national and international legal, regulatory and other requirements

related
scope 0

relevant

prohibit
of sexud
traffick

Lo its activities and operations and those of any subcontractors or joint ventuses‘withi
fapplication of this International Standard;

international humanitarian law and human rights law, including"but not limits
ion of torture or other cruel, inhumane or degrading treatment; awdreness and prohih
1l exploitation and abuse or gender based violence, recognition and prevention of hy
ng and slavery;

applicalple international and national employment and environmental laws and codes;

internat

process

explosiy
any voly
Guiding
Securit

Examples of

a)
b)
‘)
d)
e)
f)
g)
h)
i)
j)
k)
1)

m)
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busines
agreem
agreem
non-reg
volunta

product]

ional and national measures against bribery, corruption and similar crimes;

n the

d to
ition
Iman

es for compliance with local, national and international laws as regards the procurement,
licensinlg and transhipment of firearms (and other controlled goods such as body armou

res) for use in its security operations;

Intary codes or conventions to which the-organization subscribes. These may include th
Principles on Business and Human Rights (UNGPs), the International Code of Conduct for P

Service Providers (ICOC) and the Voltuntary Principles on Security and Human Rights (VPs).

other requirements to which the organization may subscribe include, if applicable:

5 and other contractual obligations;

ents with public authonities, community groups, or non-governmental organizations;
bnts with clientss

ulatory guidelines;

'y principles or codes of practice;

or’service stewardship commitments (e.g. warranties);

and

e UN
ivate

requirements of trade associations;

public commitments of the organization or its parent organization;

non-binding protocols;

healthcare requirements;

financial obligations;

social responsibility and environmental commitments;

identity information, confidentiality and privacy requirements.
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Montreux Document, Section 1, Paragraph E, summarizes the pertinent international legal

obligations applicable to organizations and their personnel conducting or contracting security
operations. Specific legal obligations vary by jurisdiction, geographic location, the type and nature of
operations, and the location, type and nature of the organization’s customers. Therefore, it is important

that
The

resp

the organization be aware of its obligations within the context of its operating environment.
organization should define and document specific operational controls as well as individual
onsibilities to meet these requirements.

A.6.1.2.2 Risk assessment process as described in ISO 31000

An organization should apply the principles and guidelines on implementation in ISO 31000, as

illus

The
The |nternal Context RN
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NOTH Source: ASIS International.
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trated in Figure A.1.

External Context ‘ 1

Flgure A.1 — Process for managing risk including the risk of adverse human rights impact

risk assessment process is conducted within the internal and external context of the organization.

Risk|asseSsment is the overall process of risk identification, risk analysis and risk evaluation, as

described below.

a)

Risk identification: The process of identifying, grading and documenting risks by means of threat
analysis, criticality analysis, vulnerability analysis and human rights risk analysis. The process
considers the causes and sources of risks, as well as events, situations and circumstances that
could impact the organization and its stakeholders.

The identification should include of all sources of risk that may deter the organization from
achieving its business, tactical and operational objectives, including the rights, security and safety
of clients, persons working on behalf of the organization as well as other internal and external
stakeholders.
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b) Risk analysis: The process of developing an understanding of risk and the level of risk. It provides
the basis for determining which risks should be treated and the most appropriate method for
treating them.

It considers the causes and sources of risk, their consequences (including severity) and the
likelihood that the incident and associated consequences can occur. An organization should
determine what the consequences of an event upon stakeholders will be if a threat materializes.
The level of risk is a function of the likelihood, severity and consequences and provides the basis
for prioritizing the risks that need to be treated;

Risk evaluation: The process of comparing the estimated levels of risk with the risk criteria defined
when t The
risk evg sions
about th
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luation uses the understanding of the risk obtained in the risk analysis to make deci
le strategies required for risk prioritization, control and treatment.

A.6.1.2.3 Human rights risk analysis

lated
ights
t” or
ative
ty of
es to
f the

The human |rights risk analysis is the process to identify, assess and document human rights-re
risks and their impacts in order to manage risk and to mitigate or prevent'adverse human rj
impacts and legal infractions. It is also sometimes referred to as a “human, rights risk assessmer
a “human rights impact assessment”. The human rights risk analysis should assess both the neg
and positivg outcomes of risks. Negative impacts are graded and prioritized in terms of the sever
the consequlences of a risk event. Assessing the positive outcomes ofsisk may provide opportunit

improve the
overall risk

Conducting
document ri
part of the
and legal in
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should anal
appropriate

Human righ

a) assessT|
client, s
b) include
impactg
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risk environment of stakeholders. The human rights risk-analysis is an integral part g
hssessment process.

a thorough human rights risk analysis provides(a basis to identify, evaluate, manage
sk to prevent, mitigate and account for humanrights abuses and legal infractions, and f
necessary due diligence to avoid the organization’s involvement in human rights al
fractions. Organizations should identify, potential and actual human rights risks re
vities or directly linked to their business relationships and their potential sources
Use their likelihood, severity and censequences in order to prioritize risks and imple
measures to prevent, mitigate and*account for the risks.

Ls risk analysis processes:

isks directly related to the organization’s security operations activities and linked to
libcontractor, outsource’partner, supply chain and other business relationships;

communicationCand meaningful consultation with internal and external stakeho
d by the risk-and associated activities;

and obtain the necessary human rights expertise and competences needed to cor
lan rightsrisk analysis and demonstrate the thoroughness of process to assess the hy
sks:

and
brms
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findings, tracking effectiveness of responses, external communications and reporting about how
impacts are addressed, and litigation protection.

A.6.1.2.4 Risk assessment process considerations

The risk assessment provides an understanding of risks, their causes, likelihood, severity and
consequences. Therefore, an organization should conduct a comprehensive risk assessment within
the scope of its SOMS, taking into account the inputs and outputs (both intended and unintended)
associated with:

a) itsactivities, products and services;
b) interactions with the environment and community;
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relations with internal and external stakeholders;

)
d) infrastructure and interdependencies.

The risk assessment should include a detailed analysis and evaluation of the uncertainties associated
with the successful achievement of the organization’s mission and its responsibility to respect the

rights of all stakeholders, for example (but not limited to) the following:

a) tactical risks related to the mission and operations;

b) risks related to the reputation of the organization and the client;
c) political, economic and social implications of the organization’s activities;
d) threats and consequences to persons working on behalf and the organization;
e) threats and consequences to local communities and other stakeholders and ¢lie'potentjal impact of
perations on their human rights;
f) risks related to business relationships, such as the use of subcontractors, outsource pgartners and
interactions with other organizations engaged in security operations;
g) the interrelationships between tactical and operational risks)and the need to respect human
life and rights.
Many methodologies exist for risk assessments. The organization should establish, implement and
mairtain a formal methodology that is documented and\repeatable. Assumptions, scopd, evaluation
critefia and results should be clearly defined and reviewed by top management.
Sincg an organization might have many risks,it should establish and document criteria and a
metHodology to determine those that it will\€énsider significant. There is no single [method for
determining significant risks. However, the method used should provide consistent resultsand include
the gstablishment and application of evaluation criteria, such as those related to protectign of life and
human rights, the severity of adverse hufman rights impacts, its leverage to prevent or mitigate adverse
impdcts, criticality of activities and funhctions, legal issues and the concerns of internal gnd external
stak¢holders. An organization should analyse likelihood, severity and consequences of digruptive and
undesirable events to its operations and stakeholders, and identify critical operations that are given
high priority for developing response and recovery times and objectives.
Wheh assessing consequences the organizations should consider the following.
a) Human cost: Physical and psychological harm to clients, persons working on its behalf, suppliers,
cal commuuiiti€s and other stakeholders.
b) TFinanciakcost: Equipment and property replacement, downtime, overtime pay, stock fevaluation,
st sales/business, lawsuits, regulatory fines/penalties, etc.
c) Image cost: Reputation, standing in the community, negative press, loss of clients, etc.
d) Human rights impacts: Actual and potential adverse human rights impacts on specific people and
groups, in particular vulnerable or marginalized groups, within the specific context of operations.
e) Indirectimpacts: On the regional economy and reduction in the regional net economy;, etc.
f) Environmental impacts: Degradation to the quality of the environment or to endangered species.

The risk assessment is an inclusive process that draws on the requisite internal and external human
rights expertise and involves meaningful consultation with internal and external stakeholders,
including potentially adversely impacted stakeholders. The risk and impact identification, analysis and
evaluation processes are framed within the operating environment of the organization; therefore, they
should take into account the internal and external context and legal and other requirements.
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To achieve results that accurately reflect the risk profile of the organization, data for the risk assessment
should be gathered by a competently trained team, including suitably qualified and recognized human
rights experts. The sampling techniques for the collection of administrative, financial, technical,
social and physical data should be selected to assure representative samples. The risk assessment is
not an exact science: therefore, assumptions and reliability of information should be documented. All
operational units of the organization within scope of the SOMS should be directly consulted during
the data-gathering process. Results of the risk assessment should be reported and reviewed by
top management in order to establish the security operations management objectives, targets and
strategies. The organization should define the scope of the risk assessment based on:

a) SOMS scope (products, services and activities);

b) client expectations and obligations;

c) legal, regulatory and contractual requirements;

d) respondibility to respect human rights;

e) impactdd communities’ and stakeholders’ expectations;

f) risk appetite;

g) businesp relationships, interdependencies and infrastructure requirements;
h) data/information requirements.

The risk asgessment process should consider normal and abnormal operating conditions, as w¢ll as
reasonably foreseeable disruptive situations, in order to better control disruptive and undesifable
events. Howgver, itis not possible to foresee all disruptive andundesirable situations, so the organization
should also ponsider the consequences of an event on crifical assets, activities and functions, as wegll as
impacted cgmmunities and stakeholders, regardless ofithe nature of an event in order to pre-emptjively
manage its fisks.

The risk assessment should:

a) useadocumented quantitative and/qr qualitative methodology to estimate likelihood or probability
of the identified potential risks andssignificance of their consequences if an event materializes;

b) be basefl on reasonable and defined criteria;
c) give du¢ consideration toall’potential risks it recognizes to its operations;

d) consider its dependenciés on others and others dependencies on the organization, including client,
commuhity, business'relationships and supply chain dependencies and obligations;

e) evaluate the conséquences of legal and other obligations and voluntary commitments which gqvern
the organization’s activities;

f id A st o el a1 1 11 L L L L 1; doth
conslderrisKs—assoctatet Wit Stareoraets; Cotftractotrs; outsottr e partiers; stupprers—aira er

affected parties;

g) analyse information on risks and select those risks which may cause significant consequences
and/or those risks whose consequence is hard to be determined in terms of significance;

h) analyse and evaluate the costs, benefits and resources needed to manage risks;
i) evaluate risks and impacts it can control and influence through its leverage.

NOTE It is the organization that determines the degree of control and its strategies for risk acceptance,
avoidance, management, minimization, tolerance transfer and/or treatment.
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In some locations, critical infrastructure, community assets and cultural heritage may be important
elements of the surroundings in which an organization operates, and therefore should be taken into
account in the understanding of its risks and impact on surroundings.

When developing information relating to its significant risks, the organization should consider the need
to retain the information for historical purposes, and to design and implement its SOMS.

The process of identification and evaluation of risks should take into account the location of activities,
the cost and time of undertaking the analysis, and the availability of reliable data. Information already
developed for business planning, regulatory, or other purposes may be used in this process.

At rpgn];n' intervals the organization should revisit its reassessment fhrnnghmlf the life of an activity

and fo address changing organizational operations, operating environments, and in responfe to events.
Charlges that may elicit a revisit of the reassessment include changes in:

a) ¢ontractual and industry trends;
b) business relationships;

c) I

b)

ew activities and major changes in operations;

=1

egulatory requirements;

c) political environment;

d) ¢onditions due to an event;

e) Jerformance based test/exercise results.

This|process of identifying and evaluating risks is.not intended to change or increase an orjganization’s
legalfobligations.

A.6.1.3 Internal and external risk communication and consultation

The ¢rganization should establish a foymal communication and consultation process with[appropriate
stak¢holders both for the collection of risk assessment input information and for the controlled
dissgmination of the outcomes.-Sensitivity and integrity of the information should be considered in the
risk gommunication and consultation processes.

A.6.2 Security operations objectives and planning to achieve them

A.6.2.1 General

Objectives and bargets are established to meet the goals and commitments of the organizatipn’s security
operptions policy. By setting the security operations objectives and targets, the orgamnization can
translaté.the policy into action plans it describes in the security operations strategies. The objectives
and fargets should be specific and measureable in order to track progress and ascertain hqw the SOMS
is performing in improving overall organizational preparedness.

SOMS “objectives” are overriding considerations such as minimizing accidents. Security operations
“targets” are specific metrics for measuring performance based on the key performance indicators.
Objectives and targets should be appropriate for the organization, based on the risk assessment. The
objectives and targets should reflect what the organization does, how well it is performing and what it
wants to achieve. Appropriate levels of management should define the objectives and targets. Objectives
and targets should be periodically reviewed and revised.

When the objectives and targets are set, the organization should consider establishing measurable
security operations key performance indicators. These indicators can be used as the basis for a security
operations performance evaluation system and can provide information on the SOMS and specific
prevention, mitigation, response and recovery strategies.
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In establishing its objectives and targets the organization should consider:

policy commitments;
alignment with strategic objectives;
outcomes of the risk assessment;

risk appetite and tolerance;

d other requirements;

a)

b)

c)

d)

e) legalan
f) interna
g) perforn
h) infrasty
i) interest
j)  technol
k) financig
1) actions,
When consi
technologie

The referer

andextermatcontext;

Jance criteria;

ucture requirements and interdependencies;

s of stakeholders;

hgy options;

1, operational and other organizational considerations;
resources and timescales needed to achieve objectives.

Hering its technological options, an organization should consider the use of best avai
b where economically viable, cost-effective and judged-appropriate.

ce to the financial requirements of the organization is not intended to imply

organizations are obliged to use specific cost-accounting' methodologies; however, the organiz

may choose

A.6.2.2 Ag

The securif]
organizatio
organizatio
elements of

To successfl

a) respons
b) means 3
c) timefra

b

to consider direct, indirect and hidden costs.

hieving security operations and risk treatment objectives

y operations strategies and action plans are documented approaches to achievg
‘s objectives and targets. Strategies should be coordinated or integrated with
al plans, strategies and-budgets. Action plans may be subdivided to address sp
the organization’s operations.

1ly manage security-operations, the strategies and action plans should define:
ibilities for achieving goals (who will do it? where will it be done?);
nd resources for achieving goals (how to do it?);

e for,achieving those goals (when will it be done?).

The strateg

lable

that
htion

the
bther
beific

The

e€s“may be subdivided to address specific elements of the organization’s operations

organization may use several action plans as long as the key responsibilities, tactical steps, resource
needs and schedules are adequately defined in each of the documented plans.

The strategies should include - where appropriate and practical - consideration of all stages of
an organization’s activities related to planning, design, construction, commissioning, operation,
retrofitting, production, marketing, outsourcing and decommissioning. Strategy development may be

undertaken

for current activities and new activities, products and/or services.

The organization’s planning should take into account the priority of activities, contractual obligations,
employee and neighbouring community necessities and operational continuity.

Strategies should be dynamic and monitored and modified when:

a)

60

outcomes of the risk assessment change;
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b) objectives and targets are modified or added;

c) relevantlegal requirements are introduced or changed;

d) substantial progress in achieving the objectives and targets has been made (or has not been made);
e) activities, products, services, processes, or facilities change or other issues arise.

Determining security operations strategy enables the organization to evaluate a range of options.
The organization may choose an appropriate approach for each activity, such that it can operate at an
acceptable level. The most appropriate strategy or strategies should depend on a range of factors such as:

a) theresults of the organization’s risk assessment,
b) the costs of implementing a strategy or strategies;
c) the consequences of inaction.

Top management should approve documented strategies to confirm that the détermination of security
operftions strategies has been properly undertaken, that they have addressed the likely| causes and
effecfts of an undesirable or disruptive event, and that the chosen strategies are appropriatg to meet the
orgahization’s objectives within the organizations risk appetite.

The strategies should also consider the organization’s relationships, interdependencies and obligations
with|external stakeholders. These stakeholders include clients,*Suppliers and outsource partners - as
well ps public authorities and others in the community. The\organization should establish and maintain
stratiegies that first and foremost protect life and safety of'stakeholders while respecting human rights
and preserving the integrity of its delivery of products and services. In addition, interfactions and
coorflination with public authorities and others in the community should be determined gnd included
in strategy development. These strategic arrangeiments with external stakeholders should|support the
achigvement of security operations objectives and be clearly defined and documented.

A.7 | Support

A.7.1 Resources

A.7.1.1 General

The esources needed forthe SOMS should be identified. These include human resources and specialized
skill§, equipment, ~internal infrastructure, technology, information, intelligence arld financial
resofirces. Top management should ensure the availability of resources essential for the establishment,
implementationjeontrol, testing and maintenance of the SOMS.

A.7.1.2 , Structural requirements

A.7.1.2.1T General

A contract provides the principal legal basis for the relationship between the client and contractor. The
organization entering into a contract should be a legal entity and signatures for the organization should
be clearly authorized to enter into contracts on the organization’s behallf.

A.7.1.2.2 Organizational structure

The organization should establish a management structure clearly defining the roles, responsibilities
and accountabilities necessary to meeting its contractual obligations.
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A.7.1.2.3 Insurance

The organization should seek insurance coverage sufficient to meet any liability for damages to
any person with respect to personal injury, death, or damage to property consistent with its risk
assessment. The limit of such coverage should at least be at the minimum level as prescribed by the
client or recognized as best industry practice. Insurance should include employer’s liability and public
liability coverage. Foreign and local personnel should be provided with health and life insurance
policies appropriate to their wage structure and the level of risk of their service as required by law.

When seeking insurance coverage the organization should consider:

a) the po]if‘inc and limitsto he held hy the nrgani'7qh'nn should he cpnrifinr‘] inthe contract;

b) thejurisdiction of the policy and in the event of a dispute;
c) the terrftorial limitations;

d) limitatipns of indemnity;

e) coverage of all activities, including use of weapons;

f) medical coverage and treatment of persons working on behalf of the organization and impacted
commuhities;

g) activitigs of subcontractors;

h) protection of the client.

Examples of the types of coverage to consider include (but at'e not limited to):
a) liability}
b) worker$ compensation;
c) accidenf;
d) propertly damage;

e) kidnapping, ransom and/or captive;

f) keyman.

A.7.1.2.4 OQutsourcing and-subcontracting

A contract should provide the legal basis for the relationship between the contractor and subcontractor.
The organization is\responsible for all activities outsourced to another entity. The contract should
specify the respousibilities, terms and conditions under which the subcontractor is to perform.

A.7.1.2.5 Fimanciatamd-admmimistrative procedures amd controts

An organization’s financial and administrative procedures and controls to support the provision of
effective security and risk management should also address salient financial risks.

A.7.2 Competence

The organization should identify the awareness, knowledge, understanding and skills needed by any
person with the responsibility and authority to perform tasks on its behalf including:

a) establishing training and awareness programmes for internal and external stakeholders who may
be affected by an undesirable or disruptive event:
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b) requiring that subcontractors working on its behalf are able to demonstrate that their employees

have the requisite competence and/or appropriate training:

c) determining the level of experience, competence and training necessary to ensure the capability
of personnel having documented responsibility for carrying out specialized SOMS management

activities;

d) monitoring and reassessing the level of training should be conducted on an ongoing basis to identify

opportunities for improvement.

It is the organization’s responsibility that all persons working on behalf of the organization are

suffi

func

training objectives should be based on the risk assessment and facilitate uniformity and-star
of trhining requirements. Training should specifically include human rights training on
matters such as:

a)
b)
c)
The

perform a security operations activity and that possessed.by. the individual required to
activjity. This difference can be rectified through additional*education, training, or skills d
programme which may include the following steps:

a)
b)
c)
d)
e)
f)
g)
h)

Training may~include general and task- and context-specific topics, preparing pe
performaneexirnder the specific contract and in the specific circumstances. General topics
are ot limited to:

a)
b)
‘)
d)

e)

"ipnﬂy trained both priorto any dpp]nympnf and on an ongoing hasis in the pprfnrm'ance of their

ions and to respect relevant local, national and humanitarian and human rightsita

rohibition of torture or other cruel, inhuman, or degrading treatment;
Irohibition and awareness of sexual exploitation and abuse- or gender<based violence;
fecognition and prevention of human trafficking and slavery.

organization should identify and assess any differences between the competence

identification of competence and training needs;

design and development of a training plantoaddress defined competence and training
gelection of suitable methods and materials;

yerification of conformity with SOMS training requirements;

raining of target groups;

documentation and monitoring of training received;

¢valuation of trainihg received against defined training needs and requirements;

improvement of the training programme, as needed.

ws. Defined
dardization
key subject

b needed to
perform the
levelopment

needs;

rsonnel for
include, but

uwseof force prnr‘pdnrpc and firearms;

humanitarian law and human rights law;
religious, gender and cultural issues, and respect for the local population;

handling complaints by the civilian population: in particular, by transmitting t
appropriate authority;

measures against bribery, corruption and other related crimes.

Examples of task and context specific topics may include:

a)
b)

tactical driving;

interview techniques;
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¢) land navigation;

d) electronic communications

e) medical aid;

f) community liaison;

g) casualty evacuation;

h) other specified and implied tasks under the terms of the contract or services offered by the

organization.

The organi3
to make de
the perform
decisions. IH
security op

ration should use practical, scenario-driven training that will require persons. trq
Cisions in situations that reflect conditions that may be faced by security petsont
ance of their missions, and that will require them to react to the consequences of t
(L training should be structured to meet the specific conditions faced by the-organiza
brations in conditions of armed conflict. Training will focus on the civilian status g

organizatiof, the consequences of activities that would result in a loss of that status, and indiv

liability for
A training a

a)

iolations of the IHL or international human rights law.

hd awareness programme may include:

a consulltation process with staff throughout the organization cencerning the implementati

1ined
el in
hose
ion’s
f the
idual

bn of

the secyrity operations management programme;

b) discussjon of security operations management in the ‘6rganization’s newsletters, briefings,
inductign programme, or journals (including new employeé’orientation);

c) inclusiopn of security operations management on relevant web pages or intranets;

d) online training modules housed in the organization’s learning management system;

e) learning from internal and external incidents:through after action reports;

f) security operations management as an item at management team meetings;

g) conferences and classroom training;

h) firstaidand other hands-on training.

All personr
They should
rights, hum

el should receive\ training to perform their individual SOMS-related responsibil
| receive briefstand training on the key components of the SOMS, as well as the hy
hnitarian law/and relevant criminal law that affect their activities directly. Such tra

ities.
man
ning

could inclugle procedures for prevention and mitigation measures, response, documentation| and

accountabilijty requirements, the handling of local community, client and media inquiries.

Weapons training, including less lethal weapons, should be conducted to a written standard appropriate
to the weap iti ini i i i io-Hased
training and mechanical training - to include weapons malfunctions and live fire qualification. Initial
training should be repeated at regular intervals, not less than annually, or more frequently if required
by contract of statute.

Event response teams should receive education and training about their responsibilities and duties,
including interactions with first responders and other internal and external stakeholders. Team
members should be trained at regular intervals (at least annually). New members should be trained
when they join the organization. These teams should also receive training on prevention of undesirable
events. The organization should include relevant external stakeholders and resources in their
competence, awareness and training programmes.
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A.7.3 Awareness

The organization should build, promote and embed a security operations management culture within
the organization that:

a) ensures the security operations management culture and respect for human rights becomes part of
the organization’s core values and governance;

b) makes stakeholders aware of the security operations management policy and their role in any plans;

c) benefits improved personal performance.

A.7.4 Communication

A.7.4.1 General

nornpal and abnormal conditions. Effective communication is one of the mo5t important ingredients in
preventing, managing and reporting an undesirable or disruptive event. Rroactive communjfications and
conspltation planning should be conducted with internal and external stakeholders in order to convey
day-fo-day, alert, disruptive event and organizational and community response information. To provide
the Hest communications and suitable messages for various grodps, it may be appropriatg to segment
the dudiences. In this way, messages may be tailored that can.be released to specific grqups such as
employees, clients, the local community, or the media.

Arrapgements should be made for communication and consultation, internallynand exter:%ally, during

The ¢ommunication and consultation procedures and processes should consider:

a) internal communication between the variouslevels and activities of the organizatipn and with
gubcontractors, clients and partner entities;

b) 1eeds of stakeholders;

c) Treceiving, documenting and responding to relevant communications from external Jtakeholders
including local communities);

d) Iroactive planning of communications with external stakeholders (including the medig);

e)

re-emptive communication of response and reporting plans to applicable stakeholders facilitating
¢ommunication and dssuring stakeholders that proper planning is in place;

f) facilitating structured communication with emergency responders;
g) availability.offhe communication channels during a disruptive situation;
h) densitivity“and level of detail of the information;

i) the operational environment.

The organization should implement a procedure for receiving, documenting and responding to relevant
communications from internal and external stakeholders. This procedure can include a dialogue
with stakeholders and consideration of their relevant concerns. In some circumstances, responses
to concerns of stakeholders may include relevant information about the risks, impacts and control
procedures associated with the organization’s activities and operations. These procedures should also
address necessary communications with public authorities regarding emergency planning and other
relevant issues.

A.7.4.2 Operational communications

Operational communication plans are necessary to provide adequate control, coordination and
visibility over ongoing security operations. Such plans should include a description of how relevant
threat information will be shared between security operations personnel, military forces and law
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enforcement authorities, and how appropriate assistance will be provided to security operations
personnel who become engaged in hostile situations. Information should be exchanged in a way that
can be understood at each level of performance, with the client or other people that are protected by
the organization, and with military or other public security forces encountered by the organization’s
security teams.

A.7.4.3 Risk communications

The organization should also identify and establish relationships with the community, public sector
agencies, organizations and officials responsible for intelligence, warnings, prevention, response and
recovery related to potential undesirable and disruptive events. The organization should formally plan

its preventi
made specif

The organiZ
stakeholder

sions
bans.

bn, mitigation and response communications strategy, taking into account the deci
c to relevant target groups, the appropriate messages and subjects, and the choice.ofim

brnal
1ould

ation should establish procedures to communicate and consult with internaband ext
5 specific to its risks, their impacts and control procedures. These procedures sk

be of
idual

consider th
disruptive €
circumstang

e specific stakeholder group, the type of information to be communieated, the ty
vent and its consequences, the availability of methods of communication‘and the indiv
es of the organization. Methods for external communication can include:

a) news ot press releases;

b) media;

c) financigl reports;

d) newsletfters;

e) websitefs;

f) social media;

g) phone ¢alls, emails and text messages (manually delivered and/or via automated emergency
notificafion systems);

h) voice mpils;

i) commuhity meetings.

The organiZ
templates, s
for distribu
ensure that

ation should conductpreplanning of communication for a disruptive event. Draft mes
Cripts and statements can be crafted in advance for threats identified in the risk assess
Fion to one or{more stakeholder groups identified in the risk assessment. Procedur
communications can be distributed on short notice should also be established.

sage
nent,
s to

The organization sheuld designate and publicize the name of a primary spokesperson (with back-ups
identified) whor should manage/disseminate crisis communications to the media and others.
individuals should receive trammg in medla relatlons in preparatlon for a CI'lSlS and on an ongoing
basis. All inferm : : cy-of messages
Top management should stress that all organlzatlon personnel should be 1nformed qulckly regardmg
where to refer calls from the media and that only authorized company spokespeople may speak to the
media. In some situations, an appropriately trained site spokesperson may also be necessary.

A.7.4.4 Communicating complaint and grievance procedures

The organization should establish and communicate to relevant stakeholders internal and external
complaints and grievances procedures. The procedures should assure privacy and confidentiality and
be tailored to the culture, language, education and technology requirements of the target audience.
Procedures should be established for creating a reporting mechanism for anonymous and non-
anonymous complaints and grievances.
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A.7.4.5 Communicating whistle-blower policy

Whistleblowing occurs when a person working on behalf of the organization raises a concern about
danger, unethical conduct, or illegality that affects others, internally or externally. Persons working
on the organization’s behalf may be fearful that raising the alarm will lead to retribution from their
colleagues or employer. However, the organization should encourage persons working on its behalf
to voice their concerns over malpractice and inappropriate acts against any internal or external
stakeholder. A whistle-blower policy will help the organization deal with a concern in an appropriate
manner. A whistle-blower policy can also serve as a deterrent to those who may be considering an
illegal, improper, or unethical practice. A good whistle-blower policy will help the organization to
reduce problems and improve working conditions and operational effectiveness.

Effed

line
com

repo
othe
extel
appr
have

A.7.

A.7.

The

workl
infor
docujmentation of other management systems.implemented by the organization. It does nd
in th

The

a)
b)

Exan

a)
b)
c)
d)
e)
f)
g)
h)
i)
Any
a)

3

tive whistle-blower policies provide individuals with an alternative route other théan|
anagement through which to raise their concerns. Therefore, organizations shéuld e
I;unicate a whistle-blower policy that provides for a clear internal mechanism-for a
Fting non-conformances and concerns about danger, unethical conduct, eillegality
s, internally or externally. The policy should also designate circumstanges and condji
nal disclosures are acceptable and protected, and where matters need to be refg
ppriate authority. Whistle-blowers should receive protection for raising concerns so
acted in good faith and have reasonable grounds for raising a coneern.
b Documented information

.1 General

evel of detail of the documentation should be sufficient to describe the SOMS and hd
together. The documentation should also provide direction on where to obtain m
mation on the operation of specific parts of the SOMS. This documentation may be inte

b form of a manual.

¢xtent of the SOMS documentation:can differ from one organization to another due to:

the size and type of organization and its activities, products, or services;

tthe complexity of processés and their interactions.
1ples of documents include:
policy, objectivesiand targets;

$tatement of Applicability, Statement of Conformance and Code of Ethics;

information on significant risks and impacts;

rocedures;

their direct
stablish and
nonymously
that affects
tions where
rred to the
long as they

w the parts
bre detailed
grated with
t have to be

process information;

organizational charts;

internal and external standards;

incident response, mitigation, emergency and crisis plans;
records.

decision to document procedures should be based on:

the consequences, including those to tangible and intangible assets, of not doing so;
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b)

‘)
d)

the need to demonstrate compliance with legal and with other requirements to which the
organization subscribes;

the need to ensure that the activity is undertaken consistently;

the requirements of this International Standard.

The advantages of effective documentation include:

a)
b)
‘)
d)

Documents
system and

easier implementation through communication and training;

easier maintenance and revision;

less risk of ambiguity and deviations;

demonsftrability and visibility.

briginally created for purposes other than the SOMS may be used as part ofthis manage
(if so used) should be referenced in the system.

A.7.5.2 Creating and updating

A.7.5.2.1

Procedures

(reneral

should include control of the identification, accessibility, integrity and security o

documented information.

A.7.5.2.2

In addition

others):

a)
b)
0)
d)
€)
f)
g)
h)
i)
j)
k)
)

m)

Records

compliance records;

authorifation to possess weapons;

accountability for serialized and sensitive equipment;

reports|for fuel, ammunitionand training materials;

tracking of weapons, explosives, vehicles and hazardous materials;

use of force reports{Jethal and non-lethal);

contracf compliance audit reports;

export

import compliance reports;

ment

f the

Lo the records required by this International Standard, records may also include (afnong

audit traitdocumentation:

licensing;

exercise and testing results;

access control records;

subcontractor documentation.

A.7.5.3 Control of documented information

The organization should create and maintain documents in a manner sufficient to implement the SOMS.
However, the primary focus of the organization should be on the effective implementation of the SOMS
and on security operations management performance and not on a complex document control system.
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Proper account should be taken of confidential information. Procedures should be established,
communicated and maintained for the handling of classified information. This information should be
clearly graded and labelled to protect:

a) the sensitivity of the information;
b) the privacy, life and safety of individuals;
c) theimage and reputation of the client.

The organization should consult with the appropriate legal authority within their organization to
determine the appropriate period of time the documents should be retained and establish, implement

and maintain the processes to effectively do so. Records should be retained for a minimpm of seven
years or as otherwise required or limited by law.

A.8 | Operations

A.8.1 Operational planning and control

A.8.1.1 General

An organization should evaluate those of its operations that are@ssociated with its identifiefl significant
riskd, and should ensure that they are conducted in a way thatwill control or reduce the likelihood and
advefse consequences associated with them in order to fulfikthe requirements of its security operations
management policy and meet its objectives and targets, This should include all parts of it§ operations

including subcontractor, supply chain and maintenance‘activities.

As this part of the SOMS provides direction on how to take the system requirements int¢ day-to-day
operftions, it requires the use of documented.procedures to control situations where the absence of
docujmented procedures could lead to deviations from the security operations management policy,
objegtives and targets.

buld include
b revised or
htion should

inimize the likelihood of an uhdesirable or disruptive event, these procedures sh
nistrative, operational and technological controls. Where existing arrangements ar
arrangements introduced-that could impact on operations and activities, the organiz
der the associated minimization of threats and risks before their implementation.

To nf
adm]
new
cons

A.8.1.2 Performance'of security-related functions

A.8.1.2.1 General

Proc
tang
for h

dures should support the provision of security-related functions for the protection o
ble and intangible assets consistent with legal requirements, contractual obligations
ipdan rights.

[ people and
and respect

A.8.1.2.2 Firstaid and casualty care

All personnel should receive initial and recurrent training in first aid and casualty care with special
emphasis on immediate response to traumatic injury following an attack or accident. Training should
be conducted to an accepted standard. Minimally, training should include maintaining or establishing
appropriate security and safety of the treatment area, casualty stabilization, preparation and request
for evacuation. This includes assuring that the individual being treated does not continue to pose a
deliberate or unintentional threat to other persons in the vicinity. Training should also include
prioritizing casualties for treatment based on severity of injury, without regard for friendly/enemy
status, race, ethnic background, or other discrimination. The organization should ensure thatindividuals
and security teams are equipped with the materials necessary to provide immediate treatment and
stabilization of survivable traumatic injuries while awaiting casualty evacuation.
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A.8.1.3 Respect for human rights

Organizations are obliged to respect and comply with IHL and human rights law imposed upon them
by applicable national law, as well as international human rights standards. They should establish,
implement and document procedures to protect the human dignity and treat all persons humanely.
Procedures should be established and communicated to appropriate parties to report and remediate

any non-compliances and non-conformances.

A8.14 Pr

evention and management of undesirable or disruptive events

Procedures should emphasise the pre-emptive and proactive management of risks that may lead to
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ors and outsource partners. The Code of Ethics should clearly communicate respeq
s and the dignity of human beings, as well as the prohibition of bribery, conflicts of intg
ind other crimes (e.g. use of legal or illegal substances which impact on performance)
c¢s should ensure that all persons working onitbehalf of the organization understand
Lies to abide by human rights, local, national and international law, and to prevent
buses of human rights including (but notlimited to) prohibition of:

or other cruel, inhuman, or degrading treatment or punishment;
xploitation and abuse or gender-based violence;

frafficking;
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st forms of childdabour;
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A.8.3 Use

of force

A.8.3.1 General

The greatest risks presented by private security operations are associated with inappropriate use of
force and firearms by the organization’s personnel. This includes any use of force by the organization’s
personnel which exceeds what is necessary or reasonable under the circumstances presented to those
personnel. Inappropriate use of force could result in death or serious injury to innocent parties which
could result in damage to the organization’s reputation and legal liability to the company and the party
it protects. It could also lead to further insecurity and instability which will affect the organization,
those it protects and other actors working in the area. Inappropriate use of force also includes the
failure to use available force that is necessary to prevent loss of life of the organization’s personnel,
those people and resources it protects and others in the nearby vicinity.
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The organization’s use of force procedures are the critical tools for managing the risk of inappropriate
use of force and therefore need to be:

a) clear and understood by all persons authorized to carry weapons and those who supervise them;
b) applicable in complex situations and ambiguous circumstances;
c) rigidly enforced by the organization, even when legal enforcement of the use of force is weak.

Clear procedures, effective training and unambiguous enforcement will facilitate the mission of the
organization and any party it supports, and will promote adherence to the rule of law and long term
stability of the area in which the organization operates.

A.8.3.2 Use of force policy

An organization may develop a use of force policy as an overarching statement abeut the allowable use
of force across the organization’s operational context. The policy should describe generally applicable
pringiples to include:

a) the use of force only in self-defence, the defence of others, or to-restrict access tq or prevent
Iestruction of specified property;
b)

imiting the use of force to that which is necessary and reasdwable to negate the threat

c) the use of lethal force only in self-defence or the defencéetof others against an immingnt threat of
dleath or serious bodily injury and there is no other reasonable alternative available;

d) Trestriction from engaging in uniquely military fainctions such as combatant operatigns, combat-
like operations, cordon and search operations,or offensive operations alone or in conjynction with
drmed forces of a state.

Wheh developed, the organization’s use of farce policy forms the basis for the use of force procedures
speclfic to scope of operations and the conditions or work for that location.

A.8.3.3 Use of force procedures

Use ¢f force procedures:

— dlocument the circungstances under which firearms and other force may be used in |self-defence
and the protection.6f specified persons (including other security operations personnel) or property
jgainst unlawful-attack or some other injury attempted by another;

— guide personnel in the application of force, assuring that any use of force which is consistent with
that polieyis also consistent with local law or other controlling regulation as well as any codes of

prote : d those being
protected and to promote procedures Wthh support the mission and intent of the protected party.

A.8.3.4 General considerations for the use of force, firearms, or other weapons

The specific limitations on the use of force will vary from locality to locality and the specific operational
environment. There are, however, certain broadly applicable principles which the organization should
consider when developing its use of force procedures, including the following.

a) Lethal force is justified only under conditions of extreme necessity and as a last resort when all
lesser means have failed, are likely to fail, or cannot reasonably be employed. Lethal force should
only be used in self-defence or the defence of others against an imminent lethal threat, or when it is
reasonable and necessary to prevent the commission of a serious offense involving grave threat to
life or serious bodily harm.
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b) Lesser degrees of force may be used in response to threats which do not pose an imminent threat
of death or serious bodily harm or injury. These options range from physical presence to use of
weapons such as batons and neural shock devices (e.g. Tasers), and measures in between. These
measures are commonly referred to as “less-lethal” force as a reminder that regardless of intent,
any use of force could result in unintentional serious injury or death. The risk of unintended lethal
effects increases with the complexity and effectiveness of the device and decreases with the level
of training and proficiency of the user and those directing use of force.

c) The authorization to use force in defence of property changes from locality to locality, sometimes
changing between regional authorities under the same national government. Generally, lethal
force is not authorized to protect property or to prevent unauthorized access to property. Common
excepti¢ns to this include:

1) sityations where the individual guarding the property perceives an imminent threatyof death
or serious injury in his (or her) attempt to block access to, or prevent the theft or destructipn of,
that property: in that situation, the use of force becomes that of self-defence;

2) to prevent the actual theft or sabotage of inherently dangerous property, theloss or destruftion
of which would present an imminent threat of death or serious bodily hainm (examples inglude
firearms and other munitions, radiological materials and highly toxie’¢chemicals or bioldgical
agehts): reasonable and necessary use of force to protect these kinds of properties is gengrally
conpidered defence of others.

d) Competentlegal authority may also authorize the use of lethal fof¢e'if it is reasonable and necegsary
to prevent the sabotage or destruction of critical infrastructure (e.g. essential public utilitie$ and
facilitiep), which are vital to public health or safety, and_the damage to which would create an
imminept threat of death or serious bodily harm or injury:-In these situations, the authority would
usually fissue specific rules for the use of force to coventhe protection of such infrastructure.

e) Use of fprce continuum. The organization’s use of-force procedures should describe the applicption
of forcelalong an operational continuum. Security operations personnel should attempt to regolve
situatiops at the lowest levels of force or deescalate applied force if the situation and circumstgnces
permit.|Nonetheless, delay of force or sequential increase of force along a continuum is not reqyiired
to resolve a situation or threat. In some cases sequential increase, or escalation of force,| may
increas¢ risk to all parties. The objéegtive of the use of force continuum is to use reasonable force
when fdrce is used to accomplish tawful objectives.

The organiZzation’s use of force procedures is not a legal document. It does not provide any proteftion
to the orgarnization or its personiiel from prosecution arising from the use of force leading to sefious
injury or death. The use of fdree procedures can be cited in defence to charges of murder, manslaughter
or other hgmicide, assault) or battery, demonstrating that the organization had clearly defined
procedures [for the use-0f force which were consistent with the applicable law at the time forcg was
used. The procedures tan also be used by the organization’s personnel to demonstrate that the yse of
force was r¢asonable in degree and duration in the circumstances faced by the individual at that|time
and that it wasn6t an ill-thought reaction, but disciplined and controlled, with due consideratioln for

the safety of others.

The organization’s use of force procedures may be more restrictive than what is permitted under
applicable law. For example, the use of warning shots could be permitted under relevant law or
regulation, but not required. The organization may determine that using warning shots presents an
unnecessary risk of unintentional harm to bystanders by the un-aimed discharge of lethal weapons.
Similarly, some legal regimes authorize broad use of force to protect others in the vicinity, even
if they have no relation to the armed individual or his or her duties. The organization’s use of force
procedures, however, may restrict the use of force in defence of others in these circumstances. When
considering such a restriction, the organization should consider that some legal regimes require the
use of reasonable, necessary, and available force in the defence of others. In no circumstance, however,
should the organization’s use of force procedures restrict the inherent right of individual self-defence.
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A.8.3.5 Rules for the use of force (RUF)

In some circumstances, the organization may be given RUF by a competent legal authority. Competent
legal authorities include governments exercising control over the area the organization is operating
in, governments contracting with the organization for security, or military commanders exercising
authority equivalent to military occupation of an area.

RUF represent official authorizations for and limitations to the organization in its use of firearms
and other force associated with its business operations. Typically, such RUF will include instructions
regarding weapons authorization procedures, to include types of weapons, escalation of force to
include requirements for warnings, clarifications and limitations on the use of force in self-defence, and

comprumnicatiomand reporting requirements associated withrtheuseof force—
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ise of force permitted by this International Standard or other applicable law, or u
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.6  Weapons authorization

brganization should develop procedures for identifying specific personnel who need

rform the organizations’ security operations and the circumstances under which thos
carry weapons. Arming authorization shoul@be limited to qualified personnel in acco
erms and conditions of a contract or if there is a reasonable expectation that life or a
irdized if weapons are not carried. The‘organization should document its due diligencg
bpriate to the region where security eperations are being performed against applicable

nal law of its personnel to assess Whether an individual is prohibited from possessing
hpon. The organization should not issue weapons to its personnel until background in
hat individual are complete*Arming authorization procedures should restrict per
ing weapons on security‘operations until the individual has been trained and certifie
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pbse specific weapons. The organization’s procedures should specify the conditions ynder which

nstances:

d) i

mmediately following report of an undesirable event;

e) upon receipt of allegations of noncompliance with established RUF or use of force procedures.

For all persons authorized to carry weapons on behalf of the organization, there should be a record of:

a) proof of authorization to carry weapons;

b) acurrentrecord of weapons training, qualification and competence specific to authorized type and
model;

i

c)

ssuance and return of the specific weapon used in performance of duties;

d) weapons maintenance;
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e) weapons usage (discharge of weapon outside of training.)

The organization should develop procedures to maintain and access these records for each person for
as long as the individual is authorized to use or carry weapons or for a longer period as required by law.

A.8.3.7 Use of force training

RUF and use of force policy and procedures should be communicated to persons working on behalf of
the organization at a level of detail appropriate to the target audience. Training should include all major
elements of the organization’s use of force procedures and authorized RUF appropriate to the level and
expected tasks to be performed by the personnel being trained. Special attention should be paid to the
following af
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1 sufficient to protéet people and property from attack or other violence. At a minimun, the

or the graduated-use of force should include training in the following techniques an
indicators fox their use and the success or failure of that technique.

el presence: Presence as deterrence.

ationzForce is not-physical; shouting of verbal warnings to desist activities.

Empty-

d the

hand control: Use of hndi]y farce to gqin control of a situation, phycirq]]y restrain

lock

access or detain the adversary.

Less-let

hal methods: Use less-lethal technologies to gain control of a situation.

Threat of lethal force: Showing a weapon and demonstrate the intent to use it.

Lethal force: Use of lethal weapons to gain control of a situation. Shoot to remove the threat only
where necessary. Fire only aimed shots and with due regard for the safety of bystanders.

Use of force training should address:

a)

74

the use of force continuum;
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the authority to direct and escalation or de-escalation of force);

A

the role of supervisory authority in the control of that force (including the authority and limits on

the roles and authority of the organization’s supervisory personnel, the protected party and legal

authorities such as police or military personnel in directing or restricting the use of force.

Training programmes should include academic (classroom), mechanical, live fire and scenario based
training. Individuals should be presented with situations similar to those which they may face during
their conduct of security operations. These situations should be appropriate to the individual tasks and
require the individual to apply judgment and initiate appropriate responses in situations of increasing
complex1ty and amblgulty L1ve f1re tralnlng should also be relevant to the requlrements ofthe particular
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.1 Apprehension of persons
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Ls, or property under the organization’s protectionIt’should also include actions taK
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ical and emphasise the protection of persons ‘and property from further attack, w
bhended persons humanely. Training shouldiinclude measures for protecting the
bn from attack or violence, reporting the apprehension to the client and proper
fransferring apprehended persons to thie appropriate authority at the earliest oppo
hization should document the transfer of custody including the apprehended persq
ed offense and to whom the individual was transferred.

.2 Search

organization should establish procedures for searching personnel that are cong
lignity and humane(theatment of persons being searched while assuring the safet]

Ild document and-Safeguard personal effects retained following a search. Training will
een minimally\invasive searches of persons at static guard posts and the comprehens
red after apprehension.
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b)

the volumntary search of persons ataccess ToMtrot poimts;

the balance between rendering any first aid required to preserve life and the need to assure that

the individual being searched does not present an imminent threat of death or serious bodily harm
to those in the vicinity;

c)

after learning that they will be searched.

A.8.5 Operations in support of law enforcement

the actions regarding persons who refuse to be searched or those who attempt to leave the area

The organization should consult with competent legal counsel before entering into law enforcement or
related activities.
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A.8.6 Resources, roles, responsibility and authority

A.8.6.1 General

The successful implementation of an SOMS calls for a commitment from all persons working for the
organization or on its behalf. The roles, responsibilities and authorities of individuals should be clearly
defined to ensure implementation of the SOMS, prevent misunderstandings (particularly during an
undesirable or disruptive event) and avoid missed tasks.

Roles, responsibilities and authorities should also be defined, documented and communicated for
coordination with external stakeholders. This should include interactions with subcontractors,
partners, suppliers, public authorities and local communities. The organization should defineL and
communicate the responsibilities and authorities of all persons engaged in security operafions
management regardless of their other roles in the organization. The resources provided by top
management should enable the fulfilment of the roles and responsibilities assignéd,-The foles,
responsibilifies and authorities should be reviewed when a change in the operational‘¢context df the
organization occurs.

It is necessary that an appropriate administrative structure be put in place-to-effectively deal |with
incident management during an undesirable or disruptive event. Clear definitions should exist [for a
managemerﬁc1 structure, authority for decisions and responsibility for implementation. An organizption
should haveg an “incident management team” to lead event response under the clear direction gof top
management or its representatives. The team should be comprised of such functions as:

a) planning;
b) incident response and management;
¢) human fesource management;

d) health, $afety and medical response;
e) informdtion management;

f) security;
g) legal;
h) commupications/media relations;
i) other cyjitical support funetions.

The incident managemeht team may be supported by as many teams as appropriate taking into ac¢ount
such factorq as orgamization size and type, number of employees, location, etc. Teams should deyelop
response plans to address various aspects of potential crises - such as damage assessment and control,
communications,\human resources, information technology and administrative support. Incjdent
response and-management plans should be consistent with and included within the overall SOMS.
Individuals Shoutd-beTecruited for membership o incident Tmanagentent tearms based uporr theirskills,
level of commitment and vested interest.

A.8.6.2 Personnel

A.8.6.2.1 General

Personnel, competence and training needs are an output of the context of the organization and its
contractual requirements, as well as the risk assessment and definition of objectives.

Organizations should establish procedures for the welfare of persons working on their behalf, consistent
with the protections provided by applicable labour and other laws including:

a) providing personnel a copy of any contract to which they are party to, in alanguage they understand;
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responsibilities and working conditions;

adopting operational safety and health policies;
ensuring personnel unrestricted access to their own travel documents;

preventing unlawful discrimination in employment.

providing personnel with adequate pay and remuneration arrangements commensurate to their

The privacy and confidentiality of information about individuals should be protected. Background and
operational information about individuals can be highly sensitive. It is essential that the organization
establish and maintain procedures to appropriately and strictly secure the confidentiality of
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.2.2 Selection, background screening and vetting of personnel

prganization should establish a documented procedure for pre-employment backgr
etting of individuals working on behalf of-the organization. The organization shou

fications established for positions, and_select appropriately qualified personnel ba
ledge, skills, abilities and other attributes. The screening and selection procedurg
stent with legal, contractual regiitements and the principles of the Montreux Docu

The screening and vetting process should be based on the nature of the job for which t
ing considered, the person’s‘level of authority and the area of specialization. The sc
hg should take place before the candidate is offered a position and commences work
|ld sign appropriate authorizations and consents prior to performing backgroung
cision to retain the Services of an individual should be based on the totality of the]
fications and the results of the background screening and vetting.

Fever possible,'the screening and vetting process should include:

dentity verification;
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ersonal history verification;
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d) other credentials verification.

Exclusions should be documented when information is unavailable, unreliable, or unsuitable.

Identity verification should include verification of the validity of personal history and minimum age
of the prospective employee. Personal history, validated by personal history searches when available,
should consider (but not be limited to):

a) home addresses;

b) employment records;

A
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d) criminal and civil record history;

e) records of human rights violations;

f) military or law enforcement service records;
g) motor vehicle records;

h) creditreports;

i) sexual offender indices;

]) governnmremnt atrdHrdustt y-satnctions Hists;

k) industry specific licensing records.

In verifying

the experience and qualifications that are presented by the candidate, thé{organiz

should look for unexplained gaps. This should provide information on, but is not limited to:
a) educatipn verification;

b) employment verification;

c) licensuye/certification/registration verification;

d) persondl references;

e) supervisor and co-worker interviews;

f) military

The organi
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A.8.6.2.3

The organiz

f and law enforcement history verification.

based on:

substance abuse;

and mental fitness for activities;
bility to carry weapons;
o operate in stressfuland adverse conditions.

r and confidentiality of information about individuals should be protected. Per
such as passparts, licenses and original birth certificates, should be returned to pers
sonable timéframe.

belection; background screening and vetting of subcontractors

afieni should only retain the services, on a temporary or continuing basis, of comp

htion

ration should also establish clearly defingd criteria for the screening and vettipg of

tonal
nnel

etent

subcontract

TS capable of operating im a marner consistent with this ttermatiomat-Stardard—am

d the

principles of the Montreux Document and the ICoC. The organization is responsible and liable for the
subcontractor’s work. The organization should establish, maintain and document clearly defined criteria
for the screening and vetting of subcontractors to be used in contracting. Contractual agreements with
subcontractors should be documented and retained in accordance with applicable laws and contractual
obligations with the client.

Criteria for subcontracting should include the subcontractor’s capacity to:
a) meetthe requirements of this International Standard;

b) carry out its activities in compliance with relevant laws (local, national, humanitarian and

human rights);

c) protectthe image and reputation of the client;
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