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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described in
the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types of
document should be noted (see www.iso.org/directives or www.lec.ch/members_experts/refdocs].

Attenfion is drawn to the possibility that some of the elements of this document may be the)subject of patent
rights| ISO and IEC shall not be held responsible for identifying any or all such patent rights. Petails of any
patenf rights identified during the development of the document will be in the Introduction and/or ¢n the ISO list
of paent declarations received (see www.iso.org/patents) or the IEC list of patent declarations received
(see patents.iec.ch).

Any tfade name used in this document is information given for the convenjence of users and does|not constitute
an endorsement.

For aph explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information aboeut ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/iso/forgword.html. In
the IHC, see www.iec.ch/understanding-standards.

This focument was prepared by the Open Connectivity Foundation (OCF) (as OCF Core [Specification,
versign 2.2.0) and drafted in accordance with its edijtorial rules. It was adopted, under the JTC 1 PAS procedure,
by Joint Technical Committee ISO/IEC JTC 1, Information technology.

This gecond edition cancels and replaces the first edition (ISO/IEC 30118-1:2018), which has begn technically
revisqd.

The mpain changes compared to the\previous edition are as follows:

— simplification of specification so that it only includes the core functionality;

— &dditional resusable infrastructure components are now in the core optional specification;
— addition of semantic tags, sleepy devices based on long latency;

— improvements made on CoAP bindings, Error diagnostic payloads, discovery, reset of devigce and usage
of baseline interfaces;

—  addition of clarifications throu |ghn| it

A list of all parts in the ISO/IEC 30118 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Introduction

This document, and all the other parts associated with this document, were developed in response to
worldwide demand for smart home focused Internet of Things (IoT) devices, such as appliances, door
locks, security cameras, sensors, and actuators; these to be modelled and securely controlled, locally
and remotely, over an IP network.

While some inter-device communication existed, no universal language had been developed for the
loT. Device makers instead had to choose between disparate frameworks, limiting their market share,
or developing across multiple ecosystems, increasing their costs. The burden then falls on end users
to determine whether the products they want are compatible with the ecosystem they bought into, or

find ways to
own.

In addition t
of security.
standard so

The goal of
and reliable

proposals apd forums driving different approaches, but no single solutionaddresses the majo

key requirer
common, se

ISO/IEC 301
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his issue can be avoided by having a secure loT communication framework, whic
es.

ese documents is then to connect the next 25 billion devices for the-loT, providing s
device discovery and connectivity across multiple OSs and platforms. There are mu

hents. This document and the associated parts enable industry consolidation aro
Cure, interoperable approach.

18 consists of eighteen parts, under the generalltitle Information technology —
Foundation (OCF) Specification. The parts fall into)logical groupings as described h
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Core framework extensions

— Part 7: Wi-Fi Easy Setup Specification

— Part 9: Core Optional Specification

OCF Cloud

— Part 10: Cloud API for Cloud Services Specification

— Part 11: Device to Cloud Services Specification

ISO/IEC 30118-1:2021(E)

—| Part 12: Cloud Security Specification
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Information technology — Open Connectivity
Foundation (OCF) Specification —

Part 1:
Core specification

The (

C
t
i
fo

Scope
DCF Core specifications are divided into a set of documents:

bre specification (this document): The Core specification document specifies the Fra
e OCF core architecture, interfaces, protocols and services to enable O
plementation for Internet of Things (loT) usages and ecosystems. This document i
r all Devices to implement.

Cc

.

(OX@)

2

bre optional specification: The Core optional specification document specifies the Frg
e OCF core architecture, interfaces, proto¢ols and services to enable O
plementation for Internet of Things (loT) usages and ecosystems that can ¢
plemented by any Device.

bre extension specification(s): The Core@xtension specification(s) document(s) spec
CF Core functionality that are significant in scope (e.g., Wi-Fi easy setup, Cloud).

Normative references

The
indis
refer

ISO 4§
and t

I1ISO/I
https

(o}
iensable for its application. For dated references, only the edition cited applies.

llowing documents, in~whole or in part, are normatively referenced in this docunmn
nces, the latest edition of the referenced document (including any amendments) ap

601, Data elements and interchange formats — Information interchange — Representg
mes, International Standards Organization, December 3, 2004

FC DI1S.20924, Information Technology — Internet of Things — Vocabulary, June 201
[Iwww:iso.org/standard/69470.html

ISO/I

Part 2: Security specification
https:

nework, i.e.,
CF profiles
5 mandatory

mework, i.e.,
CF profiles
ptionally be

fies optional

ent and are
For undated
plies.

tion of dates

/lwww.iso.org/standard/74239.html

ecification —

Latest version available at: https://openconnectivity.org/specs/OCF_Security_Specification.pdf

IETF

https:

IETF

https:

IETF

https:

RFC 768, User Datagram Protocol, August 1980
/lwww .rfc-editor.org/info/rfc768

RFC 3339, Date and Time on the Internet: Timestamps, July 2002
[lwww.rfc-editor.org/info/rfc3339

RFC 3986, Uniform Resource Identifier (URI): General Syntax, January 2005.
/Iwww.rfc-editor.org/info/rfc3986
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IETF RFC 4941, Privacy Extensions for Stateless Address Autoconfiguration in IPv6, September 2007

https://www.

rfc-editor.org/info/rfc4941

IETF RFC 5646, Tags for Identifying Languages, September 2009

https://www.

rfc-editor.org/info/rfc5646

IETF RFC 6
https://www.

IETF RFC 6¢
https://www.

IETF RFC 6
https://www.

IETF RFC 6
https://www.

IETF RFC 7
https://www.

IETF RFC 7
https://www.

IETF RFC 7
https://www.

IETF RFC 7!
https://www.

IETF RFC 7
July 2014
https://www.

IETF RFC 7
https://www.

IETF RFC 7
https://www.

B47, Datagram Transport Layer Security Version 1.2, January 2012
rfc-editor.org/info/rfc6347

134, IPv6 Node Requirements, December 2011
rfc-editor.org/info/rfc64 34

73, The Item and Collection Link Relations, April 2012
rfc-editor.org/info/rfc6573

590, Constrained RESTful Environments (CoRE) Link Format, August 2012
rfc-editor.org/info/rfc6690

D49, Concise Binary Object Representation (CBOR), Q¢tober 2013
rfc-editor.org/info/rfc7049

D84, Basic Requirements for IPv6 Customer Edge Routers, November 2013
rfc-editor.org/info/rfc7084

59, The JavaScript Object Notation (JSON) Data Interchange Format, March 2014
Ffc-editor.org/info/rfc7159

P52, The Constrained Application Protocol (CoAP), June 2014
Ffc-editor.org/info/rfc7252

801, Transport Layer Security (TLS) Application-Layer Protocol Negotiation Extern
rfc-editor.org/info/ffe7301

B46, IPv6 Multicast Address Scopes, August 2014
rfc-editor.org/info/rfc7346

b95, Guidelines and Registration Procedures for URI Schemes, June 2015
rfc-editor.org/info/rfc7595

IETF RFC 7
2015
https://www.

sion,

471, Observing Resources in the Constrained Application Protocol (CoAP), September

rfc-editor.org/info/rfc7641

IETF RFC 7721, Security and Privacy Considerations for IPv6 Address Generation Mechanisms,
March 20016

https://www.

rfc-editor.org/info/rfc7721

IETF RFC 7959, Block-Wise Transfers in the Constrained Application Protocol (CoAP), August 2016

https://www.

rfc-editor.org/info/rfc7959

IETF RFC 8075, Guidelines for Mapping Implementations: HTTP to the Constrained Application
Protocol (CoAP), February 2017

https://www.

rfc-editor.org/info/rfc8075
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IETF RFC 8085, UDP Usage Guidelines, March 2017
https://www.rfc-editor.org/info/rfc8085

IETF RFC 8288, Web Linking, October 2017
https://www.rfc-editor.org/info/rfc8288

IETF RFC 8323, CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets, February
2018
https://www.rfc-editor.org/info/rfc8323

IANA ifType-MIB Definitions

https'//\mmm\l iana.orglassianmentsl/ianaiftype-mibl/ianaiftvne-mib
J =4 J T J T

IANA|IPv6 Multicast Address Space Registry
http:/fwww.iana.org/assignments/ipv6-multicast-addresses/ipv6-multicast-addresses.xhtm

IANA|Link Relations, October 2017
http:/fwww.iana.org/assignments/link-relations/link-relations.xhtml

JSON Schema Validation, JSON Schema: interactive and non-interactive validation, Jandary 2013
http:/[json-schema.org/draft-04/json-schema-validation.html

OpenAPI specification, fka Swagger RESTful APl DocumentationSpecification, Version 4.0
https}//github.com/OAIl/OpenAPI-Specification/blob/master/versions/2.0.md

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions
For the purposes of this document, the terms and definitions given in the following apply.
ISO and IEC maintain terminological-databases for use in standardization at the followind addresses:

— 130 Online browsing platform;-available at https://www.iso.org/obp.

— |IHC Electropedia: available at http://www.electropedia.org/.

3.11
Atonjic Measurement
design patterndhat ensures that the Client (3.1.6) can only access the Properties (3.1.83) of linked
Resources (3.1.31) atomically, that is as a single group

3.1.2
Bridged-Glient

logical entity that accesses data via a Bridged Protocol (3.1.4)

Note 1 to entry: For example, an AllJoyn Consumer application is a Bridged Client (3.1.2).

3.1.3
Bridged Device
Bridged Client (3.1.2) or Bridged Server (3.1.5)

3.1.4
Bridged Protocol
another protocol (e.g., AllJoyn) that is being translated to or from OCF protocols
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3.1.5
Bridged Server
logical entity that provides data via a Bridged Protocol (3.1.4)

Note 1 to entry: For example an AllJoyn Producer is a Bridged Server (3.1.5).

Note 2 to entry: More than one Bridged Server (3.1.5) can exist on the same physical platform.

3.1.6
Client
logical entity that accesses a Resource (3.1.31) on a Server (3.1.36)

3.1.7
Collection
Resource (3}1.31) that contains zero or more Links (3.1.21)

3.1.8
Common Properties
Properties (3.1.33) specified for all Resources (3.1.31)

3.1.9
Composite Pevice
Device (3.1.]13) that is modelled as multiple Device Types (3.1.14)~with each component Device|Type
(3.1.14) being exposed as a Collection (3.1.7)

3.1.10
Configuratipn Source
cloud or serjice network or a local read-only file which contains and provides configuration rglated
information fo the Devices (3.1.13)

3.1.11
Core Resources
those Resodrces (3.1.31) that are defined.in this document

3.1.12
Default OCFK Interface
OCF Interfage (3.1.18) used. to)generate the response when an OCF Interface (3.1.18) is omitted in a
request

3.1.13
Device
logical entity that.assumes one or more roles, e.g., Client (3.1.6), Server (3.1.36)

Note 1 to entry:  More than one Device (3.1.13) can exist on a Platform (3.1.30).

3.1.14

Device Type

uniquely named definition indicating a minimum set of Resource Types (3.1.34) that a Device (3.1.13)
supports

Note 1 to entry: A Device Type (3.1.14) provides a hint about what the Device (3.1.13) is, such as a light or a
fan, for use during Resource (3.1.31) discovery.

3.1.15
Device UUID
stack instance identifier
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3.1.16
Discoverable Resource
Resource (3.1.31) that is listed in "/oic/res"

3.1.17

OCF Endpoint

entity participating in the OCF protocol, further identified as the source or destination of a request and
response messages for a given Transport Protocol Suite

Note 1 to entry: Example of a Transport Protocol Suite would be CoAP over UDP over IPv6.

3.11

Framework
set of related functionalities and interactions defined in this document, which enable inferoperability
acrogs a wide range of networked devices, including loT

3.11

OCF |Interface
interface description extended by OCF that provides a view to and permissible respopses from a
Resoprce (3.1.31)

[SOURCE: IETF RFC 6690]

3.1.2p
Introgpection
mechanism to determine the capabilities of the hosted Resources (3.1.31) of a Device (3{1.13)

3.1.21
Introspection Device Data (IDD)
data fhat describes the payloads per impfemented method of the Resources (3.1.31) thatmake up the
Devige (3.1.13)

Note | to entry: See 11.4 for all requirements and exceptions.

3.1.2p
Links
extends typed web links

[SOURCE: IETF,RFC 8288]

3.1.2
Non-Piscoverable Resource
Resource (3.1.31) that is not listed in "/oic/res"

Note 1 to entry: The Resource (3.1.31) can be reached by a Link (3.1.21) which is conveyed by another
Resource (3.1.31). For example a Resource (3.1.31) linked in a Collection (3.1.7) does not have to be listed in
"/oic/res", since traversing the Collection (3.1.7) would discover the Resource (3.1.31) implemented on the Device
(3.1.13).

3.1.24
Notification
mechanism to make a Client (3.1.6) aware of state changes in a Resource (3.1.31)
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3.1.25

Observe

act of monitoring a Resource (3.1.31) by sending a RETRIEVE operation which is cached by the Server
(3.1.36) hosting the Resource (3.1.31) and reprocessed on every change to that Resource (3.1.31)

3.1.26
OpenAPI 2.0
Resource (3.1.31) and Intropection Device Data (3.1.20) definitions used in this document

[SOURCE: OpenAPI specification]

3.1.27
Parameter

element that provides metadata about a Resource (3.1.31) referenced by the target UR) of 4 Link
(3.1.21)

3.1.28
Partial UPDATE
UPDATE opgration to a Resource (3.1.31) that includes a subset of the Properties (3.1.33) that are
visible via the OCF Interface (3.1.18) being applied for the Resource Type\(3.1.34)

3.1.29
Permanent |mmutable ID
identity for g Device (3.1.13) that cannot be altered

3.1.30
Physical Device
physical thing on which a Device(s) (3.1.13) is exposed

3.1.31
Platform
Physical Deyice (3.1.29) containing one ornmore Devices (3.1.13)

3.1.32
Resource
represents gn entity modelled-and exposed by the Framework (3.1.17)

3.1.33
Resource Interface
qualification|of the permitted requests on a Resource (3.1.31)

3.1.34
Property
significant aspect or Parameter (3.1.26) of a Resource (3.1.31), including metadata, that is exposed
through the Resource (3.1.31)

3.1.35

Resource Type

uniquely named definition of a class of Properties (3.1.33) and the interactions that are supported by
that class

Note 1 to entry: Each Resource (3.1.31) has a Property (3.1.33) "rt" whose value is the unique name of the
Resource Type (3.1.34).
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3.1.36
Secure OCF Endpoint
OCF Endpoint (3.1.16) with a secure connection (e.g., CoOAPS)

3.1.37

Semantic Tag

meta-information that provides additional contextual information with regard to the Resource (3.1.31)
that is the target of a Link (3.1.21)

3.1.38
Server
Devige (3.1.13) with the role of providing Resource (3.1.31) state information and facilitating remote
intergction with its Resources (3.1.31)

3.1.3p
Sleepy Server
Server (3.1.37) that will have latency in responding to requests

3.1.4p
Unselcure OCF Endpoint
OCF [Endpoint (3.1.16) with an unsecure connection (e.g., CoAP)

3.1.4{
Vertical Resource Type
Resolrce Type (3.1.34) in a vertical domain specification

Note | to entry:  An example of a Vertical Resource<Type (3.1.40) would be "oic.r.switch.binary".

3.2 Symbols and abbreviated terms

ACL Access Control List

BLE Bluetooth Low Energy

CBOR Concise Binary’Object Representation
CoAFHR Constrained Application Protocol
CoARs Secure Constrained Application Protocol
DTLS Datagram Transport Layer Security

IP Internet Protocol

ISP Internet Service Provider

JSON JavaScript Object Notation

MTU Maximum Transmission Unit

OCF Open Connectivity Foundation

REST Representational State Transfer
RESTful REST-compliant Web services

UDP User Datagram Protocol
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Uniform Resource ldentifier

Universal Unique Identifier

Document conventions and organization

Conventions

In this document a number of terms, conditions, mechanisms, sequences, parameters, events, states,

or similar terms are printed with the first letter of each word in uppercase and the rest lowercase (e.qg.,

Network Arc

In this docun
words CRUL
Any lowerca

nitecture). Any lowercase uses of these words have the normal technical English mes

hent, to be consistent with the IETF usages for RESTful operations, the RESTful-ope
N, CREATE, RETRIVE, UPDATE, DELETE, and NOTIFY will have all letters ‘capita
5e uses of these words have the normal technical English meaning.

The messagILng payload examples in this document contain OCF Vertical Device\Dypes and Res

Types, whic

4.2

In this docu
follows:

Required (or

not", ang
impleme

Recommend

These fe

are used for illustrative purposes only.

Notation

ment, features are described as required, recommended, allowed or DEPRECATHE

shall or mandatory)(M).

These basic features shall be implemented to comply with Core Architecture. The phrases

"PROHIBITED" indicate behaviour that‘is prohibited, i.e. that if performed mean
htation is not in compliance.

ed (or should)(S).

atures add functionality supported by Core Architecture and should be impleme

Recommended features take advantage of the capabilities Core Architecture, usually w

imposing
feature i
guideling
"should n

major increase of complexity. Notice that for compliance testing, if a recommg
implemented, it shall meet the specified requirements to be in compliance with
s. Some recommended features could become requirements in the future. The p
ot" indicates bghaviour that is permitted but not recommended.

b

Allowed (maly or allowed)(O).

These fe
impleme

atureS are neither required nor recommended by Core Architecture, but if the feat
nted it shall meet the specified requirements to be in compliance with these guidelin

ning.

ation

lized.

burce

D as

'shall
s the

nted.
thout
nded
hese
nrase

ire is
es.

DEPRECATED.

Although these features are still described in this document, they should not be implemented except

for backward compatibility. The occurrence of a deprecated feature during operation of an
implementation compliant with the current documenthas no effect on the implementation’s
operation and does not produce any error conditions. Backward compatibility may require that a
feature is implemented and functions as specified but it shall never be used by implementations

complian

t with this document.

Conditionally allowed (CA).

definition or behaviour is allowed, otherwise it is not allowed.

The definition or behaviour depends on a condition. If the specified condition is met, then the
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Conditionally required (CR).

— The definition or behaviour depends on a condition. If the specified condition is met, then the
definition or behaviour is required. Otherwise the definition or behaviour is allowed as default
unless specifically defined as not allowed.

Strings that are to be taken literally are enclosed in "double quotes".
Words that are emphasized are printed in italic.
In all of the Property and Resource definition tables that are included throughout this document the

“Man'vlal'nry" column indicates that the item detailaed is manr*lgfnry io implnmanf; the ']andating of

inclugion of the item in a Resource Payload associated with a CRUDN action is dependent on the
applitable schema for that action.

4.3 Data types

Resources are defined using data types derived from JSON values as(defined in IETF RFC 7159.
Howgver, a Resource can overload a JSON defined value to specify a particular subset pf the JSON
value, using validation keywords defined in JSON Schema Validation.

Among other validation keywords, clause 7 in JSON Schema-Validation defines a "format" keyword
with @ number of format attributes such as "uri" and "date-time!,-and a "pattern" keyword With a regular
exprgssion that can be used to validate a string. This clause-defines patterns that are available for use
in depcribing OCF Resources. The pattern names can be used in documenttext where JSON format
namgs can occur. The actual JSON schemas shall usg the JSON type and pattern insteag.

For a]l rows defined in Table 1, the JSON type is.string.

Table 1 -"Additional OCF Types

Pattern Name Pattern Description

csv <hone> A comma separated list of values
encoded within a string. Tlhe value
type in the csv is describgd by the
Property where the csv is|used. For

example a csv of integers].

NOTE csv s onsidered
deprecated and an | array of
strings should be used |nstead for
new Resources.

"date"

*([0-9]{4})-(1[0-2]|0[1-9])-(3[0-1]|2[0-
9]|1[0-9]|0[1-9])$

The full-date format pattefn
according to IETF RFC 3339

"duration”

A(P(?1$)([0-9]+Y)?([0-9]+M)?([0-
9]+W)?([0-9]+D)?((T(?=[0-
9]+[HMS])([0-9]+H)?([0-9]+M)?([0-
9]+8)?)?))$|*(P[0-9]+W)$|*(P[0-
91{4})-(1[0-2]|0[1-9])-(3[0-1]|2[0-
9]|1[0-9]|0[1-9])T(2[0-3]|1[0-9]|O[1-
9]):([0-5][0-9]):([0-5][0-9])$|*(P[0-
91{4})(1[0-2]|0[1-9])(3[0-1]|2[0-9]| 1[0-
9]]0[1-9])T(2[0-3]|1[0-9]|0[1-9])([O-
5][0-9])([0-5][0-9])$

A string representing duration
formatted as defined in ISO 8601.
Allowable formats are:
P[n]Y[n]M[n]DT[n]H[n]M[n]S, P[n]W,
P[n]Y[n]-M[n]-DT[0-23]H[0-59]:M[0-
59]:S, and P[n]W, P[n]Y[n]M[n]DT[O-
23]H[0-59]M[0-59]S. P is mandatory,
all other elements are optional, time
elements must follow a T.
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Pattern Name Pattern Description

"int64" A0|(-?[1-9][0-9]{0,18}1)$ A string instance is valid against this
attribute if it contains an integer in
the range [-(2**63), (2**63)-1]

NOTE IETF RFC 7159 clause 6
explains that JSON integers
outside the range [-(2**53)+1,
(2**53)-1] are not interoperable
and so JSON numbers cannot be
used for 64-bit numbers.

language-tag" A[A-Za-z]{1,8}(-[A-Za-z0-9]{1,8})*$ An IETF language tag formatted
according to IETF RFC 5646 claude
2.1.
"uint64" A0|([1-9][0-9]{0,19})$ A string instance is valid ‘against this

attribute if it contains(an integer in|
the range [0, (2*164)-1]

Also see note for "int64"

"uuid" Aa-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA- A UUIDsstring representation
F0-9]{4}-[a-fA-F0-9]{4}-[a-fA-FO- formatted according to
91{12}$ |ETF RFC 4122 clause 3.

Strings shallbe encoded as UTF-8 unless otherwise specified:
In a JSON sphema, "maxLength" for a string indicates the:maximum number of characters not oftets.

However, "maxLength" shall also indicate the maximum*qumber of octets. If no "maxLength" is dgfined
for a string, then the maximum length shall be 64 octéts.

4.4 Respurce notation syntax

When it is d¢sired to describe the Property.of a Resource Type or the "anchor" Parameter value|in an
abbreviated [notation, it can be described:-as follows:

— A value ¢f the "rt" Property of the'/Resource Type or "anchor" Parameter value ":" Property name
- e.g., "oigwk.d:di", which_is the "di" Property of the Device Resource Type.

If Property pame is a_composite type (a type that is composed of several Properties), it can be
described in|recursive’way. The following expression describes this as a regular expression fornat:

— Avalue df the™rt" Property of the Resource Type or "anchor" Parameter value (":" Property name )+

otot-Aac:al' \yhinh 1o
Sat.UU0S o, WinCrT 1o

SO/IEC 30118-2).

— e.g., "oicte
(see 13.8 0

at—Reseuree/ Type

P

—h

If there is a Resource URI (i.e., The Resource instance for a specific Resource Type), it can be used
instead of using a value of "rt" Property of Resource Type or the “anchor" Parameter value as follows:

— A Resource URI (":" Property name )+
— e.g., "/oic/d:di", which is the "di" Property of the Device Resource Type instance.

— e.g. "/oic/sec/pstat:dos:s", which is the "s" Property of the "dos" Property of the "oic.r.pstat"
Resource Type instance.
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In the auto-generated Annex's Property definition tables for Resource Types, the Property names can
be noted as belonging to the RETRIEVE schema or to the UPDATE schema by prefixing the Property
name with "RETRIEVE" or "UPDATE" followed with the ":" separator. This is to avoid duplicate Property
names appearing in the Property definition tables that are auto-generated. The following are examples
using this notation with the "locn" Property of the "oic.wk.con" Resource Type:

"RETRIEVE:locn"

"UPDATE:locn"

5 A..-..I-.:&...-&....-A
rormmeoetarye

5.1 Overview
The architecture Datagram enables resource based interactions among loT-/artefacts, fi.e. physical
devices or applications. The architecture leverages existing industry standards and techpologies and
provifles solutions for establishing connections (either wireless or wired))and managing the flow of
information among Devices, regardless of their form factors, operating-systems or service providers.

Specffically, the architecture provides:
— A| communication and interoperability framework for, multiple market segments |(Consumer,
Epterprise, Industrial, Automotive, Health, etc.), 083, platforms, modes of communication,
transports and use cases.

— A]jcommon and consistent model for describing ‘the environment and enabling infgrmation and
s¢mantic interoperability.

Cpmmon communication protocols for diseovery and connectivity.
— Cpmmon security and identificationméchanisms.
Opportunity for innovation and product differentiation.

— Alscalable solution addresSsing different Device capabilities, applicable to smart devicg¢s as well as
the smallest connected-things and wearable devices.

The architecture is based on the Resource Oriented Architecture design principles and [described in

the 5|2 through 5.4 resspectively. 5.2 presents the guiding principles for OCF operations| 5.3 defines
the fynctional block*diagram and Framework.

5.2 Principle

In thg_architecture, Entities in the physical world (e.g.. temperature sensor, an electric light or a home
appliance) are represented as Resources. Interactions with an entity are achieved through its Resource
representations (see 7.6.3.9) using operations that adhere to Representational State Transfer (REST)
architectural style, i.e., RESTful interactions.

The architecture defines the overall structure of the Framework as an information system and the
interrelationships of the Entities that make up OCF. Entities are exposed as Resources, with their
unique identifiers (URIs) and support interfaces that enable RESTful operations on the Resources.
Every RESTful operation has an initiator of the operation (the Client) and a responder to the operation
(the Server). In the Framework, the notion of the Client and Server is realized through roles. Any
Device can act as a Client and initiate a RESTful operation on any Device acting as a Server. Likewise,
any Device that exposes Entities as Resources acts as a Server. Conformant to the REST architectural
style, each RESTful operation contains all the information necessary to understand the context of the
interaction and is driven using a small set of generic operations, i.e., CREATE, RETRIEVE, UPDATE,
DELETE and NOTIFY (CRUDN) defined in clause 8, which include representations of Resources.
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Figure 1 depicts the architecture.

OCF Roles

Client Server
OCF RESTful CRUDN Operations
Resource Model
Layer
Enfity
X Q\J-u t bulb,
Resource Resource Mapping rate
‘ itor)
OCF Device OCF Device
. Abstractions
Specific —
Implementation|of E.g. GET /s/data
Data Protocol Protocol specific COAP Request otoce st @
Messaging Implementation of s |ement:§ \
CRUDN Operations Imp i
(e.g. CoAP, HTTP, XMPP) Serv%
COAP Response \
) {“bulb”: “on” } f&
\ %

Figure 1 — Architecture - concepts

The architegture is organized conceptually into thre€ major aspects that provide overall separat
concern: Repource model, RESTful operations and abstractions.

on of

— Resource¢ model: The Resource model provides the abstractions and concepts required to logically
model, ahd logically operate on the application and its environment. The Core Resource mo
common|and agnostic to any specific application domain such as smart home, industr
automotiye. For example, the Resource model defines a Resource which abstracts an entit
the reprgsentation of a Resource-maps the entity’s state. Other Resource model concepts ¢

used to model other aspects)for example behaviour.

— RESTful|operations: The jgeneric CRUDN operations are defined using the RESTful paradi

el is
al or

and
hn be

model thle interactions \with a Resource in a protocol and technology agnostic way. The splecific

communication ori/messaging protocols are part of the protocol abstraction and mappi
Resourcgs to specific protocols is provided in 11.4.

— Abstraction’s The abstractions in the Resource model and the RESTful operations are mapped to

concrete

to a

Resource and connectivity abstraction primitives are used to map logical RESTful operations to
data connectivity protocols or technologies. Entity handlers may also be used to map Resources

to Entities that are reached over protocols that are not natively supported by OCF.

5.3 Functional block diagram

The functional block diagram encompasses all the functionalities required for operation. These
functionalities are categorized as L2 connectivity, networking, transport, Framework, and application

profiles. The functional blocks are depicted in Figure 2.
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Di Device .
[ iscovery management Messaging
I AN J

L2 Connectivity Networking

Figure 2 — Functional block diagram

— L2 connectivity: Provides the functionalities requiredifor establishing physical and data link layer
connections (e.g., Wi-Fi™ or Bluetooth® connection)'to the network.

— Ngtworking: Provides functionalities required*for Devices to exchange data among themselves over
the network (e.g., Internet).

— Transport: Provides end-to-end flow-transport with specific QoS constraints. Examples of a
transport protocol include TCP and UDP or new Transport protocols under development in the IETF,
elg., Delay Tolerant Networking (DTN).

— Framework: Provides the core functionalities as defined in this document. The functipnal block is
the source of requests and responses that are the content of the communication hetween two
Devices.

— Vertical Domain sprofile: Provides market segment specific functionalities, e.g., funcfions for the
simnart home market segment.

When two Devices communicate with each other, each functional block in a Device intefacts with its
counferpart-in'the peer Device as shown in Figure 3.
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Figure 3 — Communication layering model

5.4 Framework
Framework ¢onsists of functions which provide core functionalities for0peration.

— Identificgtion and addressing. Defines the identifier and addressing capability. The Identifigation
and addrnessing function is defined in clause 6.

— Discovery. Defines the process for discovering available.
— Deviges (OCF Endpoint Discovery in clausex10) and
— Resoprces (Resource discovery in 11.2);

— Resourc¢ model. Specifies the capability for representation of entities in terms of Resource$ and
defines mechanisms for manipulating the Resources. The Resource model function is defined in

clause 7

— CRUDN.|Provides a generie:scheme for the interactions between a Client and Server as defined in
clause 8

— Messaging. Providesispecific message protocols for RESTful operation, i.e. CRUDN. For example,
CoAP is p primary-méssaging protocol. The messaging function is defined in 11.5.

— Security| Incdludes authentication, authorization, and access control mechanisms requirgd for
secure apcess to Entities. The security function is defined in clause 13.

6 Identification and addressing

6.1 Introduction

Facilitating proper and efficient interactions between elements in the Framework, requires a means to
identify, name and address these elements.

The identifier unambiguously identifies an element in a context or domain. The context or domain may

be determined by the use or the application. The identifier is expected to be immutable over the
lifecycle of that element and is unambiguous within a context or domain.
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The address is used to define a place, way or means of reaching or accessing the element in order to
interact with it. An address may be mutable based on the context.

The name is a handle that distinguishes the element from other elements in the Framework. The name
may be changed over the lifecycle of that element.

There may be methods or resolution schemes that allow determining any of these based on the
knowledge of one or more of others (e.g., determine name from address or address from name).

Each of these aspects may be defined separately for multiple contexts (e.g., a context could be a layer
ina stack) So an address may be a URL for addressmg Resource and an IP address for addressing

3 example, to
eds to know
Resource is

In a context or domain of use, a name or address could be used as identifier or vice versa. fFor example,
a URL could be used as an identifier for a Resource and designated as a URI.

The remainder of this clause discusses the identifier, address and naming from the point qf view of the
Resoprce model and the interactions to be supported by the Resourée model. Examples of interactions
are tlhe RESTful interactions, i.e. CRUDN operation (clause 8),0n 'a Resource. Also thg mapping of
thesq to transport protocols, e.g., CoAP is described.

6.2 Identification

6.2.1 Device and Platform identification

This gocument defines three identifiers that aréused for identification of the Device. All identifiers are
exposed via Resources that are also defined.within this document (see clause 11.2).

The Permanent Immutable ID ("piid" Property of "/oic/d") is the immutable identity of thg Device, the
persigtent valid value of this property.is typically only visible after the Device is on-board¢d (when not
on-bqgarded the Device typically exposes a temporary value). This value does not change across the
life-cycle of the Device.

The Device UUID ("di" Property of "/oic/d") is a mutable identity. The value changes each time the
Devige is on-boarded. Itsreflects a specific on-boarded instance of the Device.

The Rlatform ID ("pi"-Property of "/oic/p") is the immutable identity of the Platform on which the Device

is redident. Whefrmultiple logical Devices are exposed on a single Platform (for example, [on a Bridge)
then the "pi" exposed by each Device should be the same.

6.2.2 Resource identification and addressing

A Resource may be identified using a URI and addressed by the same URI if the URI is a URL. In
some cases, a Resource may need an identifier that is different from a URI; in this case, the Resource
may have a Property whose value is the identifier. When the URI is in the form of a URL, then the URI
may be used to address the Resource.

An OCF URI is based on the general form of a URI as defined in IETF RFC 3986 as follows:
<scheme>://<authority>/<path>?<query>

Specifically, the OCF URI is specified in the following form:

ocf://<authority>/<path>?<query>

The following is a description of values that each component takes.
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The scheme for the URI is "ocf". The "ocf" scheme represents the semantics, definitions and use as
defined in this document. If a URI has the portion preceding the "//" (double slash) omitted, then the
"ocf" scheme shall be assumed.

Each transport binding is responsible for specifying how an OCF URI is converted to a transport
protocol URI before sending over the network by the requestor. Similarly on the receiver side, each
transport binding is responsible for specifying how an OCF URI is converted from a transport protocol
URI before handing over to the Resource model layer on the receiver.

The authority of an OCF URI shall be the Device UUID ("di") value, as defined in [OCF Security], of

the Server.

The path is

Server. In th
NUL charac
segments fo
treated as a
as a hierarc
hashing or s

Once a path
as an opaqu

A query str
separated b
protocol use

A URI may 4

A URI may 4
or absolute
Alternativelyj
defined cony

h string that unambiguously identifies or references a Resource within the context ¢f the

I human readability reasons. In the OCF context, the "/" (slash) separated'segmen
single string that directly references the Resources (i.e. a flat structurg)’and not p
hy. On the Server, the path or some substring in the path may be_shortened by
bme other scheme provided the resulting reference is unique withinthe’context of the

is generated, a Client accessing the Resource or recipient of the URI should use tha
e string and should not parse to infer a structure, organizatien“or semantic.

ng shall contain a list of "<name>=<value>" segments (aka name-value pair)
y a "&" (ampersand). The query string will be mappéd to the appropriate syntax d
d for messaging. (e.g., CoAP).

e either fully qualified or relative generation of URI.

e defined by the Client which is the creator of that Resource. Such a URI may be re
(fully qualified). A relative URI shall*be relative to the Device on which it is hd
. a URI may be generated by the Server of that Resource automatically based on 4
ention or organization of the Resaources, based on an OCF Interface, based on some

or with respect to different roots or bases.

The absolutd

path reference of a URI isto be treated as an opaque string and a Client should not

any explicit ¢r implied structure in the URI — the URI is simply an address. It is also recommende

Devices hos
that Resourg
be construed

fing a Resource treat the URI of each Resource as an opaque string that addresses
e. (e.g., URI's "/a"«and "/a/b" are considered as distinct addresses and Resource b ¢
as a child of Resource a).

6.3 Namespace:
The relative [URI prefix "/oic/" is reserved as a namespace for URIs defined in OCF specification
shall not be lused-for URIs that are not defined in OCF specifications. The prefix "oic." used for

is version of the document, a path shall not include pct-encoded non-ASCII chatactérs or
ers. A path shall be preceded by a "/" (slash). The path may have "/" (slash) Sepdrated

s are
arsed
using
host.

path

each
f the

ative
sted.

pre-
rules

infer
i that
only
hnnot

5 and
OCF

Interfaces and\Resource Types is reserved for OCF specification usage.

6.4

Network addressing

The following are the addresses used in this document:

IP address

An IP ad

map the

16

dress is used when the Device is using an IP configured interface.

identifier to the corresponding address.

When a Device only has the identity information of its peer, a resolution mechanism is needed to
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7 Resource model

71 Introduction

The Resource model defines concepts and mechanisms that provide consistency and core
interoperability between Devices in the OCF ecosystems. The Resource model concepts and
mechanisms are then mapped to the transport protocols to enable communication between the Devices
— each transport provides the communication protocol interoperability. The Resource model, therefore,
allows for interoperability to be defined independent of the transports.

In addition, the concepts in the Resource model support modelling of the primary artefacts and their

relati
a con
requi

The
(URI
addit

concepts and mechanisms may be composed in various ways to,define the rich se

interg
In the
it is n
state

text. In this way, OCF goes beyond simple protocol interoperability to capture the rig
red for true interoperability in Wearable and Internet of Things ecosystems.

brimary concepts in the Resource model are: entity, Resources, Unifofhf Resourd
on, the general mechanisms are CREATE, RETRIEVE, UPDATE, DELETE and NO
perability needed for a diverse set of use cases that the Framéwerk is applied to.

epresented by an abstraction called a Resource. A Resource encapsulates and re
of an entity. A Resource is identified, addressed and named using URIs.

, Resource Types, Properties, Representations, OCF Interfaces, Collections ampd Links.

bnships to one and another and capture the semantic information required for inter¢perability in

h semantics

e ldentifiers
In
TIFY. These
mantics and

OCF Resource model Framework, an entity needs to be~visible, interacted with or fnanipulated,

bresents the

Propérties are "key=value" pairs and represent state-0f the Resource. A snapshot of thege Properties

is thg Representation of the Resource. A specific.view of the Representation and the mechanisms
applitable in that view are specified as OCF Intérfaces. Interactions with a Resource pre done as
Requests and Responses containing Represeniations.

A Re
Reso
Colle

A set
using

A Re
that A
proce
Devid

Propé¢rties havé/values that describe or reference the Resources on the Device.

The i

source instance is derived from a Resource Type. The uni-directional relationship
urce and another Resource is defifed as a Link. A Resource that has Properties a
Ction.

of Properties can be used to'define a state of a Resource. This state may be retrieve
appropriate Representations respectively in the response from and request to that

bource (and Resource Type) could represent and be used to expose a capability. Inte
Resource can be(used to exercise or use that capability. Such capabilities can be us
sses like discovery, management, advertisement etc. For example: discovery of Re
e can be defined as the retrieval of a representation of a specific Resource where g

hformation for Request or Response with the Representation may be communicateq

by s€

!

etween one
d Links is a

d or updated
Resource.

ractions with
ed to define
bources on a
Property or

on the wire
otocol — the

r|aI|zmg usrng a transfer protocol or encapsulated in the payload of the transport p

protocol See 11. 4 for transport protocols supported

he transport

The OpenAPI 2.0 definitions (Annex A) used in this document are normative. This includes that all
defined JSON payloads shall comply with the indicated OpeAPI 2.0 definitions. Annex A contains all
of the OpenAPI 2.0 definitions for Resource Types defined in this document.

7.2 Resource

A Resource shall be defined by one or more Resource Type(s) — see Annex A for Resource Type. A
request to CREATE a Resource shall specify one or more Resource Types that define that Resource.
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A Resource is hosted in a Device. A Resource shall have a URI as defined in clause 6. The URI may
be assigned by the Authority at the creation of the Resource or may be pre-defined by the definition of
the Resource Type. An example Resource representation is depicted in Figure 4.

/my/resource/example URI

{

"rt": ["oic.r.foobar"], Properties
"if": ["oic.if.a"],

"value": "foo value"

jj

Figure 4 — Example Resource

Core Resoufces are the Resources defined in this document to enable functional interactiops as

defined in clquse 10 (e.g., Discovery, Device management, etc). Among the Coré’Resources, "/oic
"/oic/p", and| "/oic/d" shall be supported on all Devices. Devices may suppart)other Core Reso
depending on the functional interactions they support.

7.3 Property

7.3.1 Intloduction

A Property d
to that Reso

A Property s
expressed gs a key-value pair where key is the*Property Name and value the Property Valu

<Property N

"temp" and g Property Value "30F", then the Property is expressed as "temp=30F". The specific f
of the Property depends on the encoding_scheme. For example, in JSON, Property is represent

"key": value

In addition,

— Value Type — the Value Type defines the values that a Property Value may take. The Value

may be
defined

— Valug Rules-define the rules for the set of values that the Property Value may take. Such
may dlefine/the range of values, the min-max, formulas, the set of enumerated values, pat

lescribes an aspect that is exposed through a.Resource including meta-information rg
Lirce.

hme> = <Property Value>. For example if the "temperature" Property has a Property |

(e.g., "temp": 30).

he Property definitian shall have a

simple datattype (e.g. string, Boolean) as defined in 4.3 or may be a complex dats
ith a schema. The Value Type may define

res’,
Lrces

lated

hall have a name i.e. Property Name ‘and a value i.e. Property Value. The Property is

b like
Name
brmat
bd as

Type
type

rules
erns,

conditional values, and even dependencies on values of other Properties. The rules may be

used

— Mandato

to validate the specific values in a Property Value and flag errors.

ry — specifies if the Property is mandatory or not for a given Resource Type.

— Access modes — specifies whether the Property may be read, written or both. Updates are
equivalent to a write. "r" is used for read and "w" is used for write — both may be specified. Write

does not

automatically imply read.

The definition of a Property may include the following additional information — these items are

informative:

— Property Title - a human-friendly name to designate the Property; usually not sent over the wire.

— Description — descriptive text defining the purpose and expected use of this Property.

18
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In general, a Property is meaningful only within the Resource to which it is associated. However a base
set of Properties that may be supported by all Resources, known as Common Properties, keep their
semantics intact across Resources i.e. their "key=value" pair means the same in any Resource.
Detailed tables for all Common Properties are defined in 7.3.2.

7.3.2 Common Properties

7.3.2.1 Introduction

The Common Properties defined in this clause may be specified for all Resources. The following
Properties are defined as Common Properties:

— Rpsource Type
— Rpsource Interface
— Npme

— REpsource Identity.

The mame of a Common Property shall be unique and shall not-be used by other Propgrties. When
defining a new Resource Type, its non-common Properties shall-hot use the name of existing Common
Properties (e.g., "rt", "if", "n", "id"). When defining a new "Common Property", it should be gnsured that
its ngme has not been used by any other Properties. The uniqueness of a new Common Property name
can bje verified by checking all the Properties of all the existing OCF defined Resource Typés. However,
this may become cumbersome as the number of Resguree Types grow. To prevent such ngme conflicts
in thg future, OCF may reserve a certain name spagce for Common Property. Potential approaches are
(1) a ppecific prefix (e.g. "oic") may be designatedand the name preceded by the prefix (e.g. "oic.psize")
is only for Common Property; (2) the names cansisting of one or two letters are reserved ffor Common
Proprty and all other Properties shall have\the name with the length larger than the 2 letters; (3)
Common Properties may be nested underispecific object to distinguish themselves.

The ability to UPDATE a Common PRroperty (that supports write as an access mode) is |restricted to
the "oic.if.rw" (read-write) OCF Interface; thus a Common Property shall be updatable using the read-
write | OCF Interface if and only,if the Property supports write access as defined by the Property
definition and the associated”schema for the read-write OCF Interface.

The following CommonsRroperties for all Resources are specified in 7.3.2.2 through|7.3.2.6 and
sumnparized as follows:

— Rpsource Types("rt") — this Property is used to declare the Resource Type of that Respurce. Since
a|Resourcecould be define by more than one Resource Type the Property Value of the Resource
Type Property can be used to declare more than one Resource type (see clause 7.4.4)| See 7.3.2.3
far defails.

=L e £ VAL 41AY tla D n al 1 4o FaVaX will | 4 £ N ol o Ll - Th
- T HHetrface (it ) — S rroperty aecrares e OC T mierracessupportead oy the ~Resource. e

Property Value of the OCF Interface Property can be multi-valued and lists all the OCF Interfaces
supported. See 7.3.2.4 for details.

— Name ("n") — the Property declares human-readable name assigned to the Resource. See 7.3.2.5.
— Resource Identity ("id"): its Property Value shall be a unique (across the scope of the host Server)

instance identifier for a specific instance of the Resource. The encoding of this identifier is Device
and implementation dependent. See 7.3.2.6 for details.
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operty Name and Property Value definitions

The Property Name and Property Value as used in this document:

Property Name— the key in "key=value" pair. Property Name is case sensitive and its data type is

"string". Property names shall contain only letters A to Z, a to z, digits 0 to 9, hyphen, and dot, and

shall not

is "string

begin with a digit.

Property Value — the value in "key=value" pair. Property Value is case sensitive when its data type

7.3.2.3

Resource Ty

Rdsource Type

pe Property is specified in 7.4.

7.3.2.4 OCF Interface
OCF Interfa¢e Property is specified in 7.6.
7.3.2.5 Name
A human friendly name for the Resource, i.e. a specific reSource instance name [e.g.,
MyLivingRogmLight), The Name Property is as defined in Table 2
Table 2 — Name Property definition
Property Property Value Value Unit | Access\|” Mandatory Description
title name type rule mode
Name "n" "string" | N/A N/A | R, W No Human understandable name fo
the Resource.
The Name Froperty is read-write unless _otherwise restricted by the Resource Type (i.e. the Respurce
Type does npt support UPDATE or do€sihot support UPDATE using read-write).
7.3.2.6 Resource ldentity
The Resourge ldentity Property shall be a unique (across the scope of the host Server) insjance
identifier fo a specific.instance of the Resource. The encoding of this identifier is Devicg and
implementatjon dependent as long as the uniqueness constraint is met, noting that an implementation

may use a u

uid as defined in 4.3. The Resource Identity Property is as defined in Table 3.

Table 3 — Resource Identity Property definition

Property Property Value Value rule Unit Access | Mandatory Description
title name type mode
Resource "id" "string" Implementation N/A R No Unique identifier of the
Identity or uuid Dependent Resource (over all

Resources in the
Device)
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7.4 Resource Type

7.4.1 Introduction

Resource Type is a class or category of Resources and a Resource is an instance of one or more
Resource Types.

The Resource Types of a Resource is declared using the Resource Type Common Property as
described in 7.3.2.3 or in a Link using the Resource Type Parameter.

A Resource Type may either be pre-defined by OCF or in custom definitions by manufacturers, end
userq, or developers of Devices (vendor-defined Resource Types). Resource Types and,their definition
details may be communicated out of band (i.e. in documentation) or be defined explicitly tlsing a meta-
langyage which may be downloaded and used by APIs or applications. OCF has adgpted PpenAPI 2.0
as the specification method for OCF’s RESTful interfaces and Resource definitions.

Every Resource Type shall be identified with a Resource Type ID which shall'be represenied using the
requifements and ABNF governing the Resource Type attribute in IETF RFC'6690 (claus¢ 2 for ABNF
and g¢lause 3.1 for requirements) with the caveat that segments are separated by a "." (period). The
entirg string represents the Resource Type ID. When defining the ID-each segment may r¢present any
semantics that are appropriate to the Resource Type. For example,“€ach segment could represent a
namgspace. Once the ID has been defined, the ID should belused opaquely and implementations
should not infer any information from the individual segments~The string "oic", when useld as the first
segmient in the definition of the Resource Type ID, is reserved for OCF-defined Resourde Types. All
OCF Hefined Resource Types are to be registered with th&. IANA Core Parameters registry as described

also in IETF RFC 6690.

7.4.2 Resource Type Property

A Resource when instantiated or created shall-have one or more Resource Types that are the template
for thpt Resource. The Resource Types that the Resource conforms to shall be declared (ising the "rt"
Common Property for the Resource as\defined in Table 4. The Property Value for the rt" Common
Property shall be the list of Resource Type IDs for the Resource Types used as templates (i.e.,
"rt"=4list of Resource Type IDs>).

Table 4~ Resource Type Common Property definition

Pfoperty Property Value Value rule Unit Access | Mandatory Descrjption
title name type mode
Rejsource "ty "array" Array of strings, N/A R Yes The Proper{y name rt
Type conveying is as descriped in
Resource Type IETF RFC 4690
IDs

—CGlient) and the

7.4.3 Resource Type definition

Resource Type is specified as follows:

— Pre-defined URI (optional) — a pre-defined URI may be specified for a specific Resource Type in
an OCF specification. When a Resource Type has a pre-defined URI, all instances of that Resource
Type shall use only the pre-defined URI. An instance of a different Resource Type shall not use
the pre-defined URI.

— Resource Type Title (optional) — a human friendly name to designate the Resource Type.
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— Resource Type ID — the value of "rt" Property which identifies the Resource Type, (e.g., "oic.wk.p").

— Resource Interfaces — list of the OCF Interfaces that may be supported by the Resource Type.

— Properties — definition of all the Properties that apply to the Resource Type. The Resource Type
definition shall define whether a property is mandatory, conditional mandatory, or optional.

— Related Resource Types (optional) — the definition of other Resource Types that may be referenced
as part of the Resource Type, applicable to Collections.

— Mime Types (optional) — mime types supported by the Resource including serializations (e.qg.,

app”catinn/r\hnr, Qpplir\aﬁnn/jcnn, applir\ofinn/vml)_

Table 5 and|Table 6 provides an example description of an illustrative foobar Resource Type’apd its
associated Rroperties.
Table 5 — Example foobar Resource Type
Pre-defingd Resource Resource OCF Description Related M/CR/O
URI Type Title Type ID ("rt" Interfaces Funetiona
value) Interaction
none "foobar" "oic.r.foobar" "oic.if.a" Example Actuation O
"foobar"
Resource
Table 6 — Example foobar Properties
Property Property Value Value rule Unit Access | Mandatory Description
title name type mode
Resource "rt" "array" N/A N/A R Yes Resource Type
Type
OCF "if" "array" N/A N/A R Yes OCEF Interface
Interface
Foo value value "string" N/A N/A R Yes Foo value

For example

{

"rt" . ["OiC
"ifll. ["Oj_C
"value": "f

}

Lif.a"],
bo value"

For exampl

. r.foobar" Iy

, an instance of the-foobar Resource Type.

a22schema rnprnennfnfinn for the foohar Resaurce T\len
—et Rema-f ! RtaHoR+othe+ PD-a— LH + -

{
"Sschema"
"type" :

: "http://json-schema.org/draft-04/schema",

"object",

"properties": {

Wyt {

thpeu:

"items" : {

"type "
"maxLength":

s

"minItems" : 1,

"readOnly":
"description":

s

22

uarrayn,

true,

"string",
64

"Resource Type of the Resource"
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"ifT: |
"type": "array",
"items": {
"type" : "string",
"enum" : ["oic.if.baseline", "oic.if.11l", "oic.if.b", "oic.if.lb",

"oic.if.r", "oic.if.a", "oic.if.s"]

b

"value":
}o
"required":

}

{"type": "string"}

["It", "if”, "value"]

-1:2021(E)

"oic.if.rw",

7.4.4 Multi-vatue “rt* Resource
Multi
Reso
asso
IDs (¢.g9. "rt": ["oic.r.switch.binary
"rt" P
"rt": [

value "rt" Resource means a Resource with multiple Resource Types where none’of
urce Types denote a well-known Resource Type (i.e. "oic.wk.<thing>").,Such a

iated with multiple Resource Types and so has an "rt" Property Value of multiple Re
", "oic.r.light.brightness"]). The order of the Resource Ty
roperty Value is meaningless. For example, "rt": ["oic.r.switch.binary';:oic.r.light.brig

'oic.r.light.brightness”, "

]

oic.r.switch.binary"] have the same meaning:

Resopurce Types for multi-value "rt" Resources shall satisfy the follewing conditions:

Property Name — Property Names for each Resource Type'shall be unique (within the
mfulti-value "rt" Resource) with the exception of Common Properties, otherwise t
conflicting Property semantics. If two Resource Types~have a Property with the sa
"Name, a multi-value "rt" Resource shall not be composed of these Resource Types.

A multi-value "rt" Resource satisfies all the requirements for each Resource Type and cor
OpenAPI 2.0 definitions for each component Resource Type. Thus the mandatory Properti
valuel "rt" Resource shall be the union of all~the mandatory Properties of each Resourg
example, mandatory Properties of a Resource with "rt": ["oic.r.switch.binary", "oic.r.light
are "yalue" and "brightness", where the former is mandatory for "oic.r.switch.binary" and
"oic.r{light.brightness".

The multi-value "rt" Resource Intérface set shall be the union of the sets of OCF Interfa
component Resource Types. The’Resource Representation in response to a CRUDN actio
InterEce shall be the union ef/the schemas that are defined for that OCF Interface. The
Inter
is thg only guaranteed-eammon OCF Interface between the Resource Types.
For c

value
("oic.

arity if each'Resource Type supports the same set of OCF Interfaces, then the reg
"rt" Resolrece has that same set of OCF Interfaces with a Default OCF Interface
f.baseling™).

See 1.9:3-for the handling of query parameters as applied to a multi-value "rt" Resource.

the included
Resource is
source Type
be IDs in the
htness"] and

scope of the
here will be
me Property

forms to the
ps of a multi-
e Type. For
brightness"]
the latter for

ces from the
h on an OCF
Default OCF

ce for a multi-value."rt" Resource shall be the baseline OCF Interface ("oic.if.baseline") as that

ultant multi-
of baseline

7.5 Device Type

A Device Type is a class of Device. Each Device Type defined will include a list of minimum Resource
Types that a Device shall implement for that Device Type. A Device may expose additional standard
and vendor defined Resource Types beyond the minimum list. The Device Type is used in Resource
discovery as specified in 11.2.3.

Like a Resource Type, a Device Type can be used in the Resource Type Common Property or in a
Link using the Resource Type Parameter.

A Device Type may either be pre-defined by an ecosystem that builds on this document, or in custom
definitions by manufacturers, end users, or developers of Devices (vendor-defined Device Types).
Device Types and their definition details may be communicated out of band (like in documentation).
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Every Device Type shall be identified with a Resource Type ID using the same syntax constraints as

a Resource Type.

7.6 OCF Interface

7.6.1 Introduction

An OCF Interface provides first a view into the Resource and then defines the requests and responses

permissible on that view of the Resource. So this view provided by an OCF Interface define

s the

context for requests and responses on a Resource. Therefore, the same request to a Resource when

targeted to

An OCF Interface may be defined by either this document (a Core OCF Interface), manufacturers
users or devielopers of Devices (a vendor-defined OCF Interface).

The OCF Injerface Property lists all the OCF Interfaces the Resource support. All ‘Resources
have at leagt one OCF Interface. The Default OCF Interface shall be defined by 'the Resource
definition. The Default OCF Interface associated with all OCF-defined Resource Types shall b
supported OCF Interface listed first within the applicable enumeration in the definition of the Res

Type (see
enumeratio
in the Open
Interfaces s

In addition t
OCEF Interfa

See 7.9.4 fo

An OCF Inte
than one me|
media types
feature has

Interface shall have at least one media type.

7.6.2 ocC
The OCF In
Property (Ta
Property shad
used as the
Interfaces. T
that may be

nnex A for the OCF-defined Resource Types defined in thisdocument). The appli
is in the "parameters" enumeration referenced from the first*get" method in the first'
Pl 2.0 file ("post" method if no "get" exists) for the Resource Type. All Default
ecified in an OCF specification shall be mandatory.

b any defined OCF Interface in this document, allResources shall support the bas
e ("oic.if.baseline") as defined in 7.6.3.2.

r the use of queries to enable selection of a&'specific OCF Interface in a request.

rface may accept more than one media -type. An OCF Interface may respond with
dia type. The accepted media types-may be different from the response media types
are specified with the appropriate header parameters in the transfer protocol. (NOTE
0 be used judiciously and is allowed to optimize representations on the wire) Each

F Interface Property
ferfaces supported by a Resource shall be declared using the OCF Interface Con

Il be a lowericase string with segments separated by a "." (dot). The string "oic",
first segment in the OCF Interface Property Value, is reserved for OCF-defined
he OCE Interface Property Value may also be a reference to an authority similar to
Lised-to find the definition of an OCF Interface. A Resource Type shall support one or

of the OCF Irterfaces defined in 7.6.3.

, end

shall
Type
e the
burce
cable
path"
OCF

eline
more
. The

This
OCF

nmon

ble 7), e.g., "if";{"oic.if.ll", "oic.if.baseline"]". The Property Value of an OCF Intgrface

when

OCF
IANA
more

Table 7 — Resource Interface Property definition

Property Property Value Value rule Unit Access | Mandatory Description
title name type mode
OCF "if" "array" Array of strings, N/A R Yes Property to declare the
Interface conveying OCF OCF Interfaces

Interfaces supported by a

Resource.
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7.6.3 OCF Interface methods

7.6.3.1 Overview

OCF Interface methods shall not violate the defined OpenAPIl 2.0 definitions for the Resources as
defined in Annex A.

The defined OCF Interfaces are listed in Table 8:

Table 8 — Standard OCF Interfaces

DCF Name Applicable Operations Description
Inferface

bageline "oic.if.baseline" RETRIEVE, NOTIFY, The baseline OCF Interface defines.a view intp all
UPDATE Properties of a Resource includjng.the Commen
Properties. This OCF Interface.is.used to opefate on the
full Representation of a Resource.

links list "oic.if.I" RETRIEVE, The links list OCF Interface provides a view irfto Links in
a Collection (Resource).
NOTIFY

Since Links represent’relationships to other Resources,
the links list OCF\Interfaces may be used to djscover
Resources with'respect to a context. The discpvery is
done by retrieving Links to these Resources. for
example;-the Core Resource "/oic/res" uses this OCF
Interface'to allow discovery of Resource hostgd on a
Deyice.

bafch "oic.if.b" RETRIEVE, NOTIFY, The batch OCF Interface is used to interact with a
UPDATE Collection of Resources at the same time. Thip also
removes the need for the Client to first discovgr the
Resources it is manipulating — the Server forwards the
requests and aggregates the responses

regd-only | "oic.if.r" RETRIEVE NOTIFY The read-only OCF Interface exposes the Properties of a
Resource that may be read. This OCF Interfage does not
provide methods to update Properties, so canfonly be

used to read Property Values.

redd- "oic.if.rw" REFRIEVE, NOTIFY, The read-write OCF Interface exposes only thpse

write URPDATE Properties that may be read from a Resource during a
RETRIEVE operation and only those Propertigs that may
be written to a Resource during and UPDATE [operation.

acfuator "oic.if.a" RETRIEVE, NOTIFY, The actuator OCF Interface is used to read or|write the
UPDATE Properties of an actuator Resource.

sefsor "oic.if.s" RETRIEVE, NOTIFY The sensor OCF Interface is used to read the |Properties
of a sensor Resource.

crgate “oic.if.create" CREATE The create OCF Interface is used to create ngw

Resources in a Collection. Both the Resource|and the
Link pointing to it are created in a single atomjc
operation.

7.6.3.2 Baseline OCF Interface

7.6.3.2.1 Overview

The Representation that is visible using the baseline OCF Interface includes all the Properties of the
Resource including the Common Properties. The baseline OCF Interface shall be defined for all
Resource Types. All Resources shall support the baseline OCF Interface.

1 The use of UPDATE with the baseline OCF Interface is not recommended, see clause 7.6.3.2.3.
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7.6.3.2.2 Use of RETRIEVE

The baseline OCF Interface is used when a Client wants to retrieve all Properties of a Resource; that
is the Server shall respond with a Resource representation that includes all of the implemented
Properties of the Resource. When the Server is unable to send back the whole Resource
representation, it shall reply with an error message. The Server shall not return a partial Resource

representation.

An example

{

response to a RETRIEVE request using the baseline OCF Interface:

"rt": ["oic.r.temperature"],

"if": ["oic|if.a","oic.if.baseline"],
"temperaturg": 20,

"units": "C[',

"range": [0},100]

}

7.6.3.2.3 Use of UPDATE

Support for
Resource Ty
be supporte
operation.

If a Resour
Properties o
operation or
OpenAPI 2.(
to the baseli
OCF Interfaq

7.6.3.3 Li

7.6.3.3.1

The Links li

"/oic.res" Re
filtering bein

7.6.3.3.2 U

The RETRIH
operation sh

the UPDATE operation using the baseline OCF Interface should not be provided
pe. Where a Resource Type needs to support the ability to,be UPDATED this shoulg
H using one of the other OCF Interfaces defined in Tabte 8 that supports the UPI

ce Type is required to support UPDATE using-the baseline OCF Interface, theg

a Resource with the exception of Common Properties may be modified using an UPI
ly if the Resource Type defines support forAUPDATE using baseline in the appli
schema for the Resource Type. If the OCFE:nterfaces exposed by a Resource in ad
he OCF Interface do not support the UPDATE operation, then UPDATE using the bas
e shall not be supported.

nks list OCF Interface

verview
5t OCF Interface is used to provide a view into a Collection, Atomic Measureme

source. This view shall be an array of all Links for those Resources subject to any af
g applied. The Links list OCF Interface name is "oic.if.ll".

se with RETRIEVE

VE operation is supported with the Links list OCF Interface. A successful RETR
allreturn a status code indicating success (i.e. "Content") with a payload with the Res

representati

by a
only
DATE

n all
DATE
cable
Hition
eline

Nt, or
plied

IEVE
burce
then

bh. @S an array of Links. If there are no Links present in a Resource representation

an empty array list shall be returned in response to a RETRIEVE operation request.

An example of a RETRIEVE operation request using the Links list OCF Interface for a Collection is as

illustrated:

RETRIEVE /scenes/scenel?if=oic.if.1l
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The RETRIEVE operation response will be the array of Links to all Resources in the Collection as
illustrated:

Response: Content

Payload:
[
{
"href": "/the/light/1",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::01d4]:55555"}]

"Thref": "/the/light/2",

"rt": ["oic.r.switch.binary"],

if": ["odic.if.a", "oic.if.baseline"],

leps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]
"Thref": "/my/fan/1",

Trt": ["oic.r.switch.binary"],

Nif": ["oic.if.a", "oic.if.baseline"],

eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]

"href": "/his/fan/2",
1rt": ["oic.r.switch.binary"],
Wif": ["oic.if.a", "oic.if.baseline"],

eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555%}]

7.6.3{3.3 Use with NOTIFY

The N
shall
repre
an er
chan

NOTIFY operation is supported with;the Links list OCF Interface. A successful NOTIFY operation
return a status code indicating\success (i.e. "Content") with a payload with tHe Resource
sentation as an array of Links (If there are no Links present in a Resource representation, then
npty array list shall be returned in response to a NOTIFY operation request. Futurg events that
je the Resource representation (e.g. UPDATE operation) shall return a status code indicating

succgss (i.e. "Content") with'apayload with the newly updated Resource representation af an array of

Links|.

An e

illustrjated:

NOTIHY /scen€sltscenel?if=oic.if.1l1

The
illustijated:

ample of a NOTIFY operation request using the Links list OCF Interface for a Collection is as

NOQTHFY operation response will be the array of Links to all Resources in the Collection as

Response: Content

Payload:
[
{
"href": "/the/light/1",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]

"href": "/the/light/2",

"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]
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b
{

"href": "/my/fan/1",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::0b1d4]:55555"}]

"href": "/his/fan/2",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],

"eps": [{"ep": "coaps://[2001:db8:a::01d4]:55555"}]

Later when [the "/his/fan/2" Link is removed (e.g., UPDATE operation with the Link remove|OCF
Interface) the response to the NOTIFY operation request is as illustrated:

Response: Cpntent

Payload:
[
{
"href":| "/the/light/1",
"rt": [l'oic.r.switch.binary"],
"if": [['oic.if.a", "oic.if.baseline"],
"eps": [ "ep": "coaps://[2001:db8:a::01d4]:55555"}]
b
{
"href":| "/the/light/2",
"rt": [l'oic.r.switch.binary"],
"if": [['oic.if.a", "oic.if.baseline"],
"eps": [[{"ep": "coaps://[2001:db8:a::b1d4]:55555%}]
b
{
"href":| "/my/fan/1",
"rt": [l'oic.r.switch.binary"],
"if": [['oic.if.a", "oic.if.baseline"],
"eps": [["ep": "coaps://[2001:db8:a:rb1d4]:55555"}]

}
]

If the result pf removing a Link results’'in no Links being present, then an empty array list shall bg sent
in a notificatjon. An example of a response with no Links being present is as illustrated:

Response: Cpntent
Payload:
[
]

7.6.3.3.4 Use with CREATE, UPDATE, and DELETE

The CREATE, UPDATE and DELETE operations are not allowed by the Links list OCF Interface.
Attempts to perform CREATE, UPDATE or DELETE operations using the Links list OCF Interface shall
return an appropriate error status code, for example "Method Not Allowed".

7.6.3.4 Batch OCF Interface

7.6.3.4.1 Overview
The batch OCF Interface is used to interact with a Collection of Resources using a single/same

Request. The batch OCF Interface can be used to RETRIEVE or UPDATE the Properties of the linked
Resources with a single request.
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4.2 General requirements for realizations of the batch OCF Interface

aliation of the batch OCF Interface adhere to the following:

The batch OCF Interface name is "oic.if.b"

-1:2021(E)

A Collection Resource has linked Resources that are represented as URIs. In the "href" Property

of the batch payload the URI shall be fully qualified for remote Resources and a relative reference
for local Resources.

tha LID] 1n tha Ariainal raciiact it th ha i

The original request is modified to create new requests targeting each of the linked Resources in

t
T

T

P

a Caollact:
SR AALA-AA Y

ne payload in the original request is replicated in the payload of the new requests!

on-byvcubotit tin 1 m-thao o h allRlL of ¢t al
O oy StoStrtotmig—tr i e o o 1o~ ogm o T ot ottt e o< Ot C—icsS

ne requests shall be forwarded assuming use of the Default OCF Interface of thelinke

bquests shall only be forwarded to linked Resources that are identified bytrelation ty
osts" ("hosts" is the default relation type value should the "rel" Link-Parameter not

lation type values.

operties of the Collection Resource itself may be included\in payloads using "o

terface by exposing a single Link with the link relation "self"along with "item" within th

amd ensuring that Link resolution cannot become an infinite loop due to recursive ref
example, if the Default OCF Interface of the Collectiomn js*oic.if.b", then the Server migh
include its batch representation within its batch representation, in an endless loop. §
far an example of use of a Link containing "rel": ["self","item"] to include Properties of the Collection
Resource, along with linked Resources, in "oicifib" payloads.

t
in

A
A
C
a

If
ol

Iflthe Default OCF Interface of a Collection®Resource is exposed using the Link relatig

e Default OCF Interface contains Properties that expose any Links, those Properties
cluded in a batch representation which includes the "self" Link.

hy request forwarded to a linked Resource that is a Collection (including a "self" Lin

shall have the Default OCF Interface of the linked Collection Resource applied.

ient. The Server may- timeout the response to a time window, the Server may
ppropriate window-based on conditions.

a linked Resgurce cannot process the request, an empty response, i.e. a JSON o
ntent ("{})_as the representation for the "rep" Property, or error response shoul

bquests shall not be forwarded to linked Resources that do not‘éontain the "item

d Resource.

d Resources.

pbes "item" or
be present).
" or "hosts"

c.if.b" OCF
le Collection,
prences. For

trecursively
ee 7.6.3.4.5

n "self", and
shall not be

k reference)

| the responses from the linked Resources shall be aggregated into a single Response to the

choose any

ject with no
the linked
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R
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psource( Type provide an error schema or diagnostic payload, shall be returned Qy the linked
esourcer These empty or error responses for all linked Resources that exhibit an efror shall be
cluded in the aggregated response to the original Client request. See the example in 7.6.3.4.5.

If any of the linked Resources returns an error response, the aggregated response sent to the
Client shall also indicate an error (e.g. 4.xx in CoAP). If all of the linked Resources return successful
responses, the aggregated response shall include the success response code.

The aggregated response shall be an array of objects representing the responses from each linked
Resource. Each object in the response shall include at least two items: (1) the URI of the linked
Resource (fully qualified for remote Resources, or a relative reference for local Resources) as
"href": <URI> and (2) the individual response object or array of objects if the linked Resource is
itself a Collection using "rep" as the key, e.g. "rep": { <representation of individual response> }.

The Client may choose to restrict the linked Resources to which the request is forwarded by
including additional query parameters in the request. The Server should process any additional
query parameters in a request that includes "oic.if.b" as selectors for linked Resources that are to
be processed by the request.
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7.6.3.4.3 Observability of the batch OCF Interface

When a Collection supports the ability to be observed using the batch OCF Interface the following
apply:

NOTE Behayior may be different for Links that do network requests vs. local.Résources.

If the Collection Resource is marked as Observable, linked Resources referenced in the Collection
may be Observed using the batch OCF Interface. If the Collection Resource is not marked as
Observable then the Collection cannot be Observed and Observe requests to the Collection shall
be handled as defined for the case where request validation fails in clause 11.3.2.4. The Observe
mechanism shall work as defined in 11.3.2 with the Observe request forwarded to each of the linked
Resources. All responses to the request shall be aggregated into a single response to the Client
using the_same representations and status codes as for RETRIFVFE operations using the batch

OCF Intdrface.

Should any one of the Observable linked Resources fail to honour the Observe ‘requedt the
responsg to the batch Observe request shall also indicate that the entire request was'not hongured
using thg mechanism described in 11.3.2.4.

If any off the Observable Resources in a request to a Collection using the~patch OCF Intgrface
replies with an error or Observe Cancel, the Observations of all other linked Resources shall be
cancelled and the error or Observe Cancel status shall be returned to.the Observing Client.

All notifigations to the Client that initiated an Observe request Using the batch OCF Interface|shall
use the batch representation for the Collection. This is thea@ggregation of any individual Obgerve
notificatipns received by the Device hosting the Collection/from the individual Observe requests
that werg forwarded to the linked Resources.

Linked Resources which are not marked Observable in the Links of a Collection shall not tyigger
Notificatipns, but may be included in the response’'to, and subsequent Notifications resulting [from,
an Obsefve request to the batch OCF Interface of a Collection.

Each nofification shall contain the most-current values for all of the Linked Resources that yould
be included if the original Observe request were processed again. The Server hosting the Collgction
may chopse to RETRIEVE all of thedinked Resources each time, or may choose to employ caghing
to avoid fetrieving linked Resources on each Notification.

If a Linked Resource is Observable and has responded with a successful Observe responsg, the
most recently reported value of that Resource is considered to be the most current value and may
be reporfed in all subsequent Notifications.

Links in fhe Colleetion should be Observed by using the "oic.if.ll" OCF Interface. A notification|shall
be sent gdny timethe contents of the "oic.if.ll" OCF Interface representation are changed; thai is, if
a Link is| added, if a Link is removed, or if a Link is updated. Notifications on the "oic.if.ll"| OCF
Interface| shall contain all of the Links in the "oic.if.ll" OCF Interface representation.

Other Properties of the Collection Resource, if present, may be Observed by using the OCF
Interfaces defined in the definition for the Resource Type, including using the "oic.if.baseline" OCF
Interface.

7.6.3.4.4 UPDATE using the batch OCF Interface

When a Collection supports the ability for the linked Resources to be the subject of the UPDATE
operation using the batch OCF Interface the following apply:

30

A Client shall perform UPDATE operations using the batch OCF Interface by creating a payload
that is similar to a RETRIEVE response payload from a batch OCF Interface request. The Server
shall send a separate UPDATE request to each of the linked Resources according to each "href"
Property and the corresponding value of the "rep" Property.
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— Items shall always contain a link-specific "href".
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— An UPDATE received by a Server with an empty "href" shall be rejected with a response indicating
an appropriate error (e.g. bad request).

— Each linked Resource shall follow the requirements for an UPDATE request may not be supported
by the linked Resource. In such cases, writable Properties in the UPDATE operation as defined in
clause 8.4.

— The UPDATE response shall contain the updated values using the same payload schema as
RETRIEVE operatlons if prowded by the Ilnked Resource anng W|th the appropriate status code.

- A
w
th

a
cl

7.6.3

Note
elem
"X.org
the P|

an existing Collection using the "oic.if.baseline",

shall be rejected with a response indicating an appropriate error (e.g. method not all

sponse (i.e. "rep": {}) shall be provided for that Resource.

Collection shall not support the use of the UPDATE operation to add, modify, ‘or ren

ility to UPDATE linked remote Resources is desired, thezuse of the optional scene
ause 11.6 in [1]) to effect the UPDATE could be utilizied.

4.5 Examples: Batch OCF Interface

ents in all cases. It is assumed that the Default OCF Interface for the Res
.example.rt.room" is specified in its Resource Type definition file as "oic.if.rw", wh
roperties "x.org.example.colour" and_‘x:org.example.size".

Table9 — Batch OCF Interface example

" "oic.if.rw" or "oic.if.a" OCF Interfaced.

lies after the

tch update was completed Ifnopayloadls prowded by the updated Resource th En an empty

ove Links in

Collection shall not support the use of the UPDATE operation using the batch OCF Interface
hen the Collection contains Links that resolve to Resources that,are not hosted on the Device
at also hosts the Collection. If such a Collection receives an{UPDATE operation, the operation

bwed). If the
feature (see

that the examples provided in Table 9 are,illustrative and do not include all mandatory schema

ource Type
ich exposes

Resdurces /a/room/1
{
"rt": "x.orgvexample.rt.room"],
"if": [M"odic.if.rw","oic.if.baseline","oic.if.b","oic.if.11"],
"x.org.example.colour": "blue",
"x.grgvexample.dimension": "15bx15wx10h",
"Mnks": [
{"href": "/a/room/1", "rel": ["self", "item"], "rt":
N .org.example.rt.room"], "if":
P'oic.if.rw","oic.if.baseline", "oic.if.b","oic.if.11"],"p": {"bm": 2} },
{"href": "/the/light/1", "rel": ["item"], "rt": ["oic.r.switch.pinary"],
"if": ["oic.if.a","oic.if.baseline"], "ins": "11111", "p": {"bm": 2}] },
{"href": "/the/light/2", "rel": ["item"], "rt": ["oic.r.switch.pinary"],
"if": ["oic.if.a" ,"oic.if.baseline"], "ins": "22222", "p": {"bm": 2} },
{"href": "/my/fan/1", "rel": ["item"], "rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"], "ins": "33333", "p": {"bm": 2} 1},
{"href": "/his/fan/2", "rel": ["item"], "rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"], "ins": "44444", "p": {"bm": 2} 1},
{"href": "/the/switches/1", "rel": ["item"], "rt": ["oic.wk.col"],
"if":["oic.if.11", "oic.if.b", "oic.if.baseline"], "ins": "55555", "p": {"bm":
2} }
]
}
/the/light/1
{
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
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"value": false
}
/the/light/2
{
"rt": ["oic.r.switch.binary"],
"if": ["odic.if.a", "oic.if.baseline"],
"value": true
}
/my/fan/1
{
"rt": ["oic.r.switch.binary"],
m{f": ["oic.1f.a", noic.if.baselinen],
"value": true
}
/his/fan/2
{
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"value": false
}
/the/switches/1
{
"rt": ["oic.wk.col"],
"if":["oic.if.11", "oic.if.b", "oic.if.baseline™]7
"links": [
{
"href": "/switch-1a",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a","oic.if.baseline"}N,
"p": {"bm": 2}
}
{
"href": "/switch-1b",
"rt": ["oic.r.switch.binar§%],
"if": ["oic.if.a","oic.if\baseline"],
"p": {"bm": 2 }
}
]
}

32
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Use of batch,
successful
response

Request: GET /a/room/1?if=oic.if.b

Becomes the following individual request messages issued by the Device in the Client role

GET /a/room/1 (NOTE: uses the Default OCF Interface as specified for the
Collection Resource, in this example oic.if.rw)

GET /the/light/1 (NOTE: Uses the Default OCF Interface as specified for this
Resource)

GET /the/light/2 (NOTE: Uses the Default OCF Interface as specified for this
Resource)

GET /my/fan/1 (NOTE: Uses the Default OCF Interface as specified for this
Resource)

GET /his/fan/2 (NOTE: Uses the Default OCF Interface as specified for this
Resource)

GET tThe/switches/I (NOTE: Uses the Derault OCE Intertface for the Colllection
that is within the Collection)

Response:
[
{
"href": "/a/room/1",
"rep": {"x.org.example.colour": "blue","x.org.example.dimension":

"15bx15wx10h"}
b
{
"href": "/the/light/1",
"rep": {"value": false}

"href": "/the/light/2",

"rep": {"value": true}
o
{
"href": "/my/fan/1",
"rep": {"value": true}
o
{
"href": "/his/fan/2",
"rep": {"value": false}
o
{
"href": "/theAswitches/1",
"rep": [
{
"hrefi":""/switch-1a",
"rtW™ ["oic.r.switch.binary"],
FIYY: ["oic.if.a","oic.if.baseline"],
"p" : { "bmll : 2 } ,
"epS": [

{"ep": "coaps://[2001:db8:a::b1d4]:55555"}
]

"href": "/switch-1b",

"rtr". ["oic.r . switch . binary"]

"if": ["oic.if.a","oic.if.baseline"],
"p" : {"bm" : 2 } ,

"epS" : [

{"ep": "coaps://[2001:db8:a::b1d4]:55555"}
]
} ]
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Use of batch,
error
response

Should any of the RETRIEVE requests in the previous example fail then the response includes an empty
payload for that Resource instance and an error code is sent. The following example assumes errors from
"/my/fan/1" and "/the/switches/1"

Error Response:

[
{
"href": "/a/room/1",
"rep": {"x.org.example.colour": "blue","x.org.example.dimension":
"15bx15wx10h"}
by
{

"href": "/the/light/1",
"rep": {"value": false}
bo
{
"href": "/the/light/2",
"rep": {"value": true}
by
{
"href": "/my/fan/1",
"rep": {}
s
{
"href": "/his/fan/2",
"rep": {"value": false}
by
{
"href": "/the/switches/1",
"rep": {}

34
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Use of batch | UPDATE /a/room/1?if=o0ic.if.b
[
{

(UPDATE has hzeite M,
POST "rep": {
semantics) "value": false

}

Collection and becomes:

Since the "href" value in the UPDATE request is empty, the request is forwarded to all Resources in the

UPDATE /a/room/1 { "value": false }
UPDATE /the/light/1 { "value": false }
UPDATE /the/light/2 { "value": false }
UPDATE /my/fan/1 { "value": false }
UPDATE /his/fan/2 { "value": false }
UPDATE /the/switches/1 { "value": false }

Response:
[
"href": "/the/light/1",

"rep": {"value": false}

"href": "/the/light/2",

"rep": {"value": false}
o
{
"href": "/my/fan/1",
"rep": {"value": false}
o
{
"href": "/his/fan/2™,
"rep": {"value':(false}
o
{
"href": "¢/thé/switches/1",
"rep":

{
}

Since /a/room/1 does not have a "value" Property exposed by its Default OCF Interface, the|[UPDATE
request will be silently ignored and it will not be included in the UPDATE response

Since the UPDATE request with the links list OCF Interface is not allowed, an empty payload for the

rne/switches/ T Is Included In the UFDATE response and an error code Is sent.
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Use of batch
(UPDATE has

UPDATE /a/room/l1?if=oic.if.b
[
{

POST "href": "/the/light/1",
semantics) " w.
rep": {
"value": false
}
by
{
"href": "/the/light/2",
"rep": {
"value": true
}
Iy
{
"href": "/a/room/1",
"rep": {
"x.org.example.colour": "red"
}
}
]
This turns /the/light/1 off, turns /the/light/2 on, and sets the colour of /a/roe@m/T to "red".
The response will be same as response for GET /a/room/1?if=oic.ifub-with the updated Property valug¢s as
shown.
[
{
"href": "/a/room/1",
"rep":{"x.org.example.colour": "red"}
"x.org.example.dimension": "15bx%k5wx10h"}
by
{
"href": "/the/light/1",
"rep": {"value": false}
by
{
"href": "/the/light/2/",
"rep": {"value": true}
}
]
Example use of additional query parameters to select items by matching Link Parameters.
Turn on lighttd\based on the "ins" Link Parameters value of "11111"
UPDATEN~a/room/1?if=oic.if.b&ins=11111
[
{
"href": "",
"rep": {
"value": false
}
}
]
Similar to the earlier example, "href": "" applies the UPDATE request to all of the Resources in the
Collection. Since the additional query parameter ins=11111 selects only links that have a matching "ins"
value, only one link is selected. The payload is applied to the target Resource of that link, /the/light/1.
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Retrieving the item using the same query parameter:
RETRIEVE /a/room/1?if=oic.if.b&ins=11111

Response payload:

[
{
"href": "/the/light/1",
urepn: {
"value": false
}
}

7.6.3|5 Actuator OCF Interface

The actuator OCF Interface is the OCF Interface for viewing Resourcesthat may be
changes some value within or the state of the entity abstracted by the Resource:

— The actuator OCF Interface name shall be "oic.if.a"

— The actuator OCF Interface shall expose in the Resource Representation all mandato
a$ defined by the applicable OpenAPIl 2.0 schema; the actuator OCF Interface may al
the Resource Representation optional Properties as defined by the applicable OpenAP
that are implemented by the target Device.

For example, a "Heater" Resource (for illustration Qnly):

/a/adqt/heater
{
"qt": ["x.com.acme.gas"],
"if": ["oic.if.baseline", "oic.if¢x", "oic.if.a", "oic.if.s"],
"WY.com.acme.settemp": 10,
"Y.com.acme.currenttemp" : 7

}
The gctuator OCF Interface Wwith respect to "Heater" Resource (for illustration only):

a) Reptrieving values offanactuator.
Requqst: RETRIEVE /&/act/heater?if="oic.if.a"

Respdnse: Contéent
Payldad:
{
"x |com.acme.settemp": 10,
"x Jcemlacme.currenttemp" : 7

actuated i.e.

y Properties
50 expose in
2.0 schema

}
b) Correct use of actuator OCF Interface.

Request: UPDATE /a/act/heater?if="oic.if.a"
{
"x.com.acme.settemp": 20
}
Response: Changed
Payload:
{
"x.com.acme.settemp": 20

}
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c)

Incorrect use of actuator OCF Interface.

Request: UPDATE /a/act/heater?if="oic.if.a"

{

"if":
}
Response:Ba
Payload:
{
}

["O

subject t

7.6.3.6

The sensor

information from a Resource that senses:

that are
- A RETR
subject t

NOTE: The e

Request: RE

Response: C
Payload:
{

"x.com.ac

}

Incorrect us¢ of the sensor.

Request: UP
{

A RETRIEVETequestusingthis-OCHF interface—shattreturmthe Representatiomfor this Resy

An UPD/
Propertig

Se¢

The sens

The sens
as defing
the Reso

ic.if.s"] < this is visible through baseline OCF Interface

d Request

b any query and filter parameters that may also exist.

ATE request using this OCF Interface shall provide a payload or body that-contain
s that will be updated on the target Resource.

nsor OCF Interface

DCF Interface is the OCF Interface for retrieving measured, seénsed or capability sp

or OCF Interface name shall be "oic.if.s".

or OCF Interface shall expose in the Resource Répresentation all mandatory Prop
d by the applicable OpenAPIl 2.0 schema; the sensor OCF Interface may also expd
urce Representation optional Properties as defined by the applicable OpenAPI 2.0 sc
mplemented by the target Device.

EVE request using this OCF Interfaceshall return this representation for the Res
b any query and filter parameters that'may also exist.

ample here is with respect to retrieving values of a sensor.
RIEVE /a/act/heater?if="oic.if.s"

bntent

e.currenttemps _J

DATE, fla/act/heater?if="oic.if.s" €& UPDATE is not allowed

purce

s the

ecific

brties

se in

nema

burce

"x.com.ac
}
Response:
Payload:
{
}

B
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Another incorrect use of the sensor.

Request: UPDATE /a/act/heater?if="oic.if.s" €& UPDATE is not allowed

{

"x.com.acme.currenttemp": 15 < this is not possible to be updated

}

Response: Bad Request
Payload:

{
}

7.6.3

The 1

7 Read-only OCF Interface

ead-only OCF Interface exposes only the Properties that may be read. This ineludgs Properties

that gnay be read-only, read-write but not Properties that are write-only or set-only. Thie applicable

operg
to ap

respgnse code.

The read-only OCF Interface with respect to "Heater" Resource (for illustration only):

Requdst: RETRIEVE /a/act/heater?if="oic.if.r"
Respdnse: Content
Payldad:

{
"X
"X

7.6.3

com.acme.settemp": 10,

Jcom.acme.currenttemp" : 7

8 Read-write OCF Interface

The nead-write OCF Interface is a generictOCF Interface to support reading and setting
a Resource. The applicable methods that'can be applied to a Resource are only RETRIE
and UPDATE. For the RETRIEVE and NOTIFY operations, the behaviour is the same as fo

OCF

taggdd with "readOnly=true" in the OpenAPI 2.0 definition) shall not be in the UPDATE

attem
be re

For ¢

ected with an error response code.

xample, a "Grinder!"Resource (for illustration only):

/a/mygrinder

{

"rq": ["odlc.r.grinder"],

"if": [More.if.rw", "oic.if.baseline"],
"cdarsengss": 10,

"rdmadming": 50

tions that can be applied to a Resource are only RETRIEVE and NOTIFY. An attempt by a Client
ply a method other than RETRIEVE or NOTIFY to a Resource shall be rejected with an error

Properties in
E, NOTIFY,
the "oic.if.r"

Interface defined in 7.6.3.7."For the UPDATE operation, read-only Properties (i.g. Properties

payload. An

pt by a Client to apply amethod other than RETRIEVE, NOTIFY, or UPDATE to a Rgsource shall

The read-write OCF Interface with respect to “Grinder" Resource (for illustration only):

a) R

etrieving the value with read-write OCF Interface

Request: RETRIEVE /a/mygrinder?if="oic.if.rw"

Response: Content

Payload:

{
"coarseness": 10,
"remaining": 50

}
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b) Updating
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the value with read-write OCF Interface

Request: UPDATE /a/mygrinder?if="oic.if.rw"

{

"coarseness": 20
}
Response: Changed
Payload:
{

"coarseness": 20

}

7.6.3.9 Clleate OCF Interface

7.6.3.9.1 (
The create

Resource an
supplied rep
the "oic.if.cr
Types that ¢
not supportg
"Bad Reque
for all allow
Resources (

7.6.3.9.2 [

The data for
The create

contains a rg¢presentation for the created Resource.

The represe
the "rt" and

verview

DCF Interface is used to create Resource instances in a Collections An instance
d the Link pointing to the Resource are created together, atomically,according to a d
Fesentation. The create OCF Interface name is "oic.if.create". A Collection which exf
pate" OCF Interface shall expose the "rts" Property (see clause/7.8.2.8) with all Res
an be hosted with the Collection. If a Client attempts to create*a Resource Type wh
d by the Collection, the Server shall return an appropriate-error status code, for exa
5t". Successful CREATE operations shall return a success code, i.e. "Created". Th
ed Resource Types that may be created shall adhere to Introspection for dy
ee clause 11.4).

ata format for CREATE

mat for the create OCF Interface is similaf-to the data format for the batch OCF Inte
DCF Interface format consists of a set ‘of Link Parameters and a "rep" Parameter

htation supplied for the Link pginting to the newly created Resource shall contain at
if" Link Parameters.

The Link Pa

the "Discovdrable" bit is set, then.the supplied Link representation shall be exposed in "/oic/res"

Device on

Resource ddes not have tojrfor the Link Parameters in the Collection of the created Resource
"ins" Paramegter).

Creating a djscoverable Resource is the only way to add a Link to "/oic/res".

If the "p

Parameter is not included, the Server shall create the Resource using the default settin
not discoverpble, and not observable.

ameter "p

should be included in representations supplied for all created Resourd

ich the Resource\is being created. The Link Parameters representation in the "/oi

I

of a
lient-
oses
burce
ich is
mple
IDD
amic

face.
wvhich

least

es. If
bf the
c/res”

(e.9.,

gs of

The representation supplied for a created Resource in the value of the "rep" Parameter shall contain
all mandatory Properties required by the Resource Type to be created excluding the Common
Properties "rt" and "if" as they are already included in the create payload.

Note that the "rt" and "if* Property Values are created from the supplied Link Parameters of the
Resource creation payload.

If the supplied representation does not contain all of the required Properties and Link Parameters, the

Server shall

40

return an appropriate error status code, for example "Bad Request".

© ISO/IEC 2021 - All rights re

served


https://iecnorm.com/api/?name=6288d596a76de47b506b148f166f9cbd

ISO/IEC 30118-1:2021(E)

An example of the create OCF Interface payload is as illustrated:

{
"rt
nif

npu:

"re
}
}

": ["oic.r.temperature"],

": ["oic.if.a","oic.if.baseline"],
{"bm":3},

p": |

temperature": 20

The representation returned when a Resource is successfully created shall contain the "href", "if", and

vlrtll L
addit

and
Serv

reprefsentation of each created Link as illustrated in the Collection that the Link.of the creat

was ¢

{

The U
may

7.6.3

The ¢
The d

The §
of the

Wher
addrg

Parafeters supplied in the CREATE operation. The Server may include additional Lihk

hot mirror exactly all the Link Parameters added in the Collection; except it shall
minimum the mandatory Properties of the Link (i.e., "rt", "if*, and "href") of the created Re

on, the "rep" Link Parameter shall include all Resource Properties as well as the~rt*

roperties in the created Resource as required by the application-specific,Resour
r shall assign an "ins" value to each created Link and shall include the,"ins" Par

reated within:

ef": "/3755f3ac",
": ["olc.r.temperature"],

": ["oic.if.a","oic.if.baseline"],
s": 39724818,
{"bm":3},
p": |
rt": ["oic.r.temperature"],
if": ["oic.if.a","oic.if.baseline"],

temperature": 20

ink Parameters representation in the-t/oic/res" Resource, if the created Resource is @

9.3 Use with CREATE

REATE operation shall be sent to the URI of the Collection in which the Resource is t
uery string "?if=pig:if.create" shall be included in all CREATE operations.

berver shall.generate a URI for the created Resource and include the URI in the "hre
created _Link.

a Server successfully completes a CREATE operation using the "oic.if.create" O
ssing” a Collection, the Server shall automatically modify the ACL Resource to p

authd

peration. In
and "if" Link
Parameters

ed Resource

iscoverable,
expose at a
source.

D be created.

[' Parameter

CF Interface
Fovide initial

rizations for accessing for the newly created Resource accarding to ISO/IEC 30118

2.

An example performing a CREATE operation is as illustrated:

CREATE /scenes/scenel?if=oic.if.create

{

"rt": ["oic.r.temperature"],

"if": ["oic.if.a","oic.if.baseline"],
"pll: {llbm"::s},

"rep": {

}
}

temperature": 20

Response: Created
Payload:

{
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"href": "/3755f3ac",
"ins": 39724818,

"rt": ["oic.r.temperature"],
"if": ["oic.if.a","oic.if.baseline"],
"pll: {"bmll:3}’
"repll : {
"rt": ["oic.r.temperature"],
"if": ["oic.if.a","oic.if.baseline"],

"temperature": 20

The UPDATJE and DELETE operations are not allowed by the create OCF Interface. Attempts to
perform UPIDATE or DELETE operations using the create OCF Interface shall return an appropriate
error status |code, for example "Method Not Allowed", unless the UPDATE and CREATE opergtions
map to the spme transport binding method (e.g., CoAP with the POST method). In that-situation where
the UPDATIE and CREATE operations map to the same transport binding method, this shall be
processed as a CREATE operation according to clause 7.6.3.9.3.

7.7 Respurce representation
Resource r¢presentation captures the state of a Resource atca“particular time. The Respurce
representatipn is exchanged in the request and response interactions with a Resource. A Respurce
representatipn may be used to retrieve or update the state of a’Resource.

The Resource representation shall not be manipulated. by the data connectivity protocold and
technologieq (e.g., CoAP, UDP/IP or BLE).

7.8 Structure

7.8.1 Intloduction
In many scg¢narios and contexts, the(Resources may have either an implicit or explicit strycture

between them. This may be achievéd,through the use of Collection (7.8.3) and Atomic Measurgment
(7.8.4) Resources.

7.8.2 Resource relationships (Links)

7.8.2.1 Introduction

Resource relationships are expressed as Links. A Link is a hyperlink, which defines a typed conngction
between twg.Resources. Hyperlinks, or web links, have the following components as defingd in
IETF RFC 8288:

Link context (URI reference) as defined in 7.8.2.2

Link relation type as defined in 7.8.2.3

Link target (URI reference) as defined in 7.8.2.4

Link target attributes as defined in 7.8.2.5
The Link context is the Resource with which the Link is associated. A Link is viewed as a statement of

the form "(Link context) has a (Link relation type) to a Resource at (Link target), which has (Link target
attributes)" as per IETF RFC 8288 clause 2.
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To paraphrase, the Link target is related to the Link context according to the Link relation type.
Additionally, the Link target attributes make semantic statements about the Link target, to identify the
content type, physical location, etc.

Links conform to the definitions in IETF RFC 8288, with an example JSON serialization with associated
Link Parameters as illustrated:

{

"anchor": "/some/ocf/resource", // Link context, optional

"rel": ["hosts"], // Link relation Type, optional
"href": "/some/other/ocf/resource", // Link target, required

"p": {"bm": 3}, // Link target attributes, optional
"iff*r— M otT T oase TN TS Tk taroerattrIbutes, Tegquired
"r": ["olic.r.sensor"] // Link target attributes, required

Additjonal items in the Link may be made mandatory based on the use of the Ligks'in diffe

(e.g.

n Collections, in discovery, in bridging etc.). The OpenAPI 2.0 file for the Link paylog

in Anhex A.

Another example of a Link is as illustrated:

{"hrdf": "/switch", "rt": ["oic.r.switch.binary"], "if": ["0ic.if.a", "oic.if.bag
"p" :

{"bm": 3}, "rel": "item"}

7.8.2]2 Link context

The Link context is defined in the Link using the anchor" Parameter. If the Link doesn
"anchor" Parameter, the Link context shall be thesResource from which the Link was retri

7.8.2|13 Link relation type

The link relation type conveys the semantics of the Link. The Link relation type is defing]
using the "rel" Parameter. If the LinK'doesn't contain a "rel" Parameter, the Link relation {

assu

by the Resource at the Link _context. The set of Link relation types to be used to desq
relatipnships between Resourges are as listed:

— "Hosts"

—| The Link target points to a Resource that is hosted at the Link context. This Link

indicates)that the Resource is allowed to be included in the batch representation
target( This Link relation type is defined by IETF RFC 6690.

ent contexts
d is detailed

eline"],

t contain an
bved.

d in the Link
ype shall be

ed to have the default value."hosts", which means that the Resource at the Link targ¢t is "hosted"

ribe various

relation type
5 of the Link

1elf“

The Link refers to the Link context, which allows a Link to describe the Resource at the Link

context, which is to say that the Link can describe the Collection or Atomic Measurement

Resource that the Link is retrieved from. The Link target points to the Link context,

and the Link

target attributes describe the Link context. This Link relation type is defined by IETF RFC 4287.

_ "item"

The Link target points to a Resource that is a member of the Collection or Atomic Measurement

at the Link context, which might not specifically be hosted by the Collection or Atomic

Measurement Resource, and is allowed to be contained in batch representa

tions of the

Collection or Atomic Measurement. An example is using "rel": "item" to declare that the
Properties of the Collection or Atomic Measurement Resource itself should be included in a
batch representation of the Collection or Atomic Measurement. This Link relation type is defined

by IETF RFC 6573.
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All of these Link relation types are registered in the IANA Registry for Link relations types defined in
IANA Link Relations. Other Link relation types may be included in Links, provided that they conform to
the requirements in IETF RFC 8288. Other Link relation types may be defined for features contained
in other specifications and may not be included in what is defined in this clause. The presence of Link
relation types not defined in this document does not affect the processing of Link relation types defined
in this document.

When there is more than one Link relation type value in a Link, all of the values apply to describe the
relationship between the Link context and the Link target. A Link with multiple Link relation type values
is equivalent to a set of Links having the same Link context and Link target, each having one of the
Link relation values.

7.8.2.4 Linhk target

The Link target is a URI reference to a Resource using the "href" Parameter.
7.8.2.5 P4grameters for Link target attributes

7.8.2.5.1 Introduction

Link target artributes are specialisations of Link Parameters. Table 10 lists‘all the Link target attriputes
defined in this document.

Table 10 — Link target attributes list

Para[neter Parameter Mandatory Description
title name

Device|UUID "di" No Defiped in clause 7.8.2.5.5
OCF Endpoint "eps" No Defined in clause 7.8.2.5.6
informdtion

OCF Interface "if" Yes Defined in clause 7.6

Link ingtance "ins" No Defined in clause 7.8.2.5.2
Policy "p" NO Defined in clause 7.8.2.5.3
Resource Type | "rt" Xes Defined in clause 7.4

Media {fype "type" No Defined in clause 7.8.2.5.4
Position "tag-pos-desc" No Defined in clause 11.5.2.1.2
descripftion

Semantic Tag

Relative “tag-pos-pos" No Defined in clause 11.5.2.1.3
positiof

Semantic Tag

Functign "tag-func-desc" No Defined in clause 11.5.2.2.2

descriptios
Semantic Tag

Note: Other Link target attributes may to defined for features in other specifications and may not be included in
this table.

7.8.2.5.2 "ins" or Link instance Parameter

The "ins" Parameter identifies a particular Link instance in a list of Links. The "ins" Parameter may be
used to modify or delete a specific Link in a list of Links. The value of the "ins" Parameter is set at
instantiation of the Link by the OCF Device (Server) that is hosting the list of Links — once it has been
set, the "ins" Parameter shall not be modified for as long as the Link is a member of that list.
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The policy Parameter defines various rules for correctly accessing a Resource referenced by a target
URI. The policy rules are configured by a set of key-value pairs.

The policy Parameter "p" is defined by:

"om" key: The "bm" key corresponds to an integer value that is interpreted as an 8-bit bitmask.
Each bit in the bitmask corresponds to a specific policy rule. The rules are specified for "bm" in
Table 11:

Table-41—"bm" Property-definition

Bit Position

Policy rule

Comment

Bit 0 (the LSB)

discoverable

The discoverable rule defines whether the Linkis to b
included in the Resource discovery messagde via "/oic

If the Link is to be included in the Ressource discovery
message, then "p" shall include the "bm" key and set {
discoverable bit to value 1.

If the Link is NOT to be incldded in the Resource disc

message, then "p" shall eithefr include the "bm" key an
the discoverable bit to value 0 or omit the "bm" key en|

very
d set
tirely.

Bit 1 (2" LSB)

observable

The Observable rulendefines whether the Resource
referenced by the-target URI supports the NOTIFY op
With the self-link,-i.e. the Link with "rel" value of "self"
"/oic/res" can\have a Link with the target URI of "/oic/n
indicate itself/Observable. The "self" is defined by
IETF REC4287 and registered in the IANA Registry fd
value defined at IANA Link Relations.

If the Resource supports the NOTIFY operation, then
include the "bm" key and set the Observable bit to val

If the Resource does NOT support the NOTIFY operat
then "p" shall either include the "bm" key and set the
Observable bit to value 0 or omit the "bm" key entirely

bration.
es" and

r"rel"

p" shall
e 1.

on,

Bits 2-7 -- Reserved for future use. All reserved bits in "bm" shal| be set
to value 0.
NOTH If all the bits in "bm" are defined to value 0, then the "bm" key may be omitted entirely ffom "p" as an
efficigncy measure. Howeyer, if any bit is set to value 1, then "bm" shall be included in "p" and all the bits shall
be defined appropriately.
— In a payload sent in response to a request that includes an OCF-Accept-Content-Fofmat-Version
option the "eps" Parameter shall provide the information for an encrypted connection.

- N
C(

1

p for maore information

bte that access to the Resource is controlled by the ACL for the Resource. A successiul encrypted
naection does not ensure that the requested action will succeed. See ISO/IEC 301

18-2 clause

This shows the policy Parameter for a Resource that is discoverable but not Observable.

"p":

{"bm": 1}

This shows a self-link, i.e. the "/oic/res" Link in itself that is discoverable and Observable.

"href": "/oic/res",
"rel": "self",

"rt": ["oic.wk.res"],
"if": ["oic.if.1l1",
"pll : {"bmll : 3}

"oic.if.baseline"],
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"type" or media type Parameter

The "type" Parameter may be used to specify the various media types that are supported by a specific
target Resource. The default type of "application/vnd.ocf+cbor” shall be used when the "type" element
is omitted. Once a Client discovers this information for each Resource, it may use one of the available
representations in the appropriate header field of the Request or Response.

7.8.2.5.5

'di" or Device UUID Parameter

The "di" Parameter specifies the Device UUID of the Device that hosts the target Resource defined in
the in the "href" Parameter.

The Device
Endpoint inf

7.8.2.5.6

The "eps" Parameter indicates the OCF Endpoint information of the target Resource.

A Device sh
Endpoint inf
may include

This is an ey

"eps": [
{"ep":
{"ep":
{"ep":

]

"o
"o
"o

When "eps"
Resource re

Note that th

determines {he connection type(s) guaranteed to be available for sending requests to the Resg

For example
cannot also

"eps informaltion). Nor does exposing a given type of OCF Endpoint ensure that access to the Res

will be grant
the Access (
of the /acl2

When presqg

eps" Parameter

gll populate all exposed "eps" Link Parameters with an array<of,items representing

UUID may be used to qualify a relative reference used in the "href" or to lookup
brmation for the relative reference.

brmation as specified in 10.2. Each entry in that array shall-include an "ep" Property
the optional "pri" and "lat" Properties.

ample of "eps" with multiple OCF Endpoints.

bap://[fe80::b1d6]:1111", "pri": 2, "lat"s 240},
baps://[£fe80::b1d6]:1122", "lat": 240},
bap+tcp://[2001:db8:a::123]:2222", "pri™: 3}

OCF

OCF
, and

s present in a link, the OCF Endpoift information in "eps" can be used to access the farget

Ferred by the "href" Parameter.
e type of OCF Endpoint~~-Secure or Unsecure — that a Resource exposes m

, if a Resource only exposes a single CoAP "ep", it does not guarantee that the Res
be accessed via a.Secure OCF Endpoint (e.g. via a CoAPS "ep" from another Resol

bd using the "ep"information. Whether requests to the Resource are granted or deni
ontrol layer.is\separate from the "eps" information, and is determined by the configu
Resource {see ISO/IEC 30118-2 clause 13.5.3 for details).

nt, max-age information (e.g. Max-Age option for CoAP defined in IETF RFC

determines tlhe maximum time "eps" values may be cached before they are considered stale.

erely
urce.
burce
rce’s
burce
ed by
ation

7252)

7.8.2.6

Formatting

When formatting in JSON, the list of Links shall be an array.

7.8.2.7

List of Links in a Collection

A Resource that exposes one or more Properties that are defined to be an array of Links where each
Link can be discretely accessed is a Collection. The Property Name "links" is recommended for such
an array of Links.
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This is an example of a Resource with a list of Links.

/Rooml
{
"rt": ["oic.wk.col"],
"if": ["oic.if.1l1l", "oic.if.baseline" ],
"color": "blue",
"links":
[
{

"href": "/switch",
"rt": ["oic.r.switch.binary"],
"if": [ "oic.if.a", "oic.if.baseline" ],

lvp" : { "bm" : 3}

"href": "/brightness",
"rt": ["oic.r.light.brightness"],
"if": [ "oic.if.a", "oic.if.baseline" ],

llpvl . { "bm" . 3}

7.8.2|18 Properties describing an array of Links

If a Resource Type that defines an array of Links (e.g:~Collections, Atomic Measur¢ments) has
restrictions on the "rt" values that can be within the array of Links, the Resource Type wijll define the
"rts" Property. The "rts" Property as defined in Table{12"will include all "rt" values allowed for all Links
in thg array. If the Resource Type does not define\the "rts" Property or the "rts" Property|is an empty
array| then any "rt" value is permitted in the array of Links.

For all instances of a Resource Type that defines the "rts" Property, the "rt" Link Paramefer in every
Link in the array of Links shall be one of.the "rt" values that is included in the "rts" Property.

Table 12:='Resource Types Property definition

Property Property Value Value rule Unit Access | Mandatory Descrjption
title name type mode
Rejsource "rts" “array" Array of strings, N/A R No An array of|[Resource
Types conveying Types that are
Resource Type supported within an
IDs array of Links exposed

by a Resoufce.

If a Rlesource Type that defines an array of Links has "rt" values which are required to be|in the array,
the aesource Type will define the "rts-m" Property, as defined in Table 13, which will confain all of the
"rt" vaues that are required to be in the array of Links. If "rts-m" Iis defined, and "rts" is defined and is
not an empty array, then the "rt" values present in "rts-m" will be part of the values present in "rts".
Moreover, if the "rts-m" Property is defined, it shall be mandated (i.e. included in the "required" field
of a JSON definition) in the Resource definition and Introspection Device Data (see 11.4).

For all instances of a Resource Type that defines the "rts-m" Property, there shall be at least one Link
in the array of Links corresponding to each one of the "rt" values in the "rts-m" Property; for all such
Links the "rt" Link Parameter shall contain at least one of the "rt" values in the "rts-m" Property.
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Table 13 — Mandatory Resource Types Property definition

Property Property Value Value rule Unit Access | Mandatory Description
title name type mode
Mandatory | "rts-m" "array" Array of strings, N/A R No An array of Resource
Resource conveying Types that are
Types Resource Type mandatory to be
IDs exposed within an
array of Links exposed
by a Resource.
7.8.3 Coltectioms
7.8.3.1 Oyerview
A Resource fhat contains one or more references (specified as Links) to other Resources is a Colle

ction.

These refergnces may be related to each other or just be a list; the Collection provides a medns to

refer to this
from a Collg]
Links. Colle
SO on.

A Collection
during its Ilif
specified. TH
These initial
Additional R

during the lifecycle of the Collection.

A Collection
Links may r¢
may reside

may reside

shall (implic
overridden W
is the new b

A Resource
relationship
Resource rg
relationship
referenced H

In the follow
Property hag

set of references with a single handle (i.e. the URI). A simple Resource is kept di
ction. Any Resource may be turned into a Collection by binding-Resource referenc
tions may be used for creating, defining or specifying hierarchies, indexes, groups

shall have at least one Resource Type and at least one"OCF Interface bound at all
btime. During creation time of a Collection the Resource Type and OCF Interface]
e initial defined Resource Types and OCF Interfaces may be updated during its life
values may be overridden using mechanism used\for overriding in the case of a Resg
esource Types and OCF Interfaces may be. bound to the Collection at creation or

ference another Collection or another Resource. The referenced Collection or Res
n the same Device as the Collection that includes that Link (called a local refereng
n another Device (called a remote reference). The context URI of the Links in the
tly) be the Collection that contains that Property. The (implicit) context URI m4
ith explicit specification of the "anchor" Parameter in the Link where the value of "an
hse of the Link.

may be referenced in more than one Collection, therefore, a unique parent
is not guaranteed)*There is no pre-defined relationship between a Collection an
ferenced in the) Collection, i.e., the application may use Collections to repres
but none is.automatically implied or defined. The lifecycles of the Collection an
esource _arealso independent of one another.

ing cexample a Property "links" represents the list of Links in a Collection. The "
..as its value, an array of items and each item is a Link.

stinct
bs as
, and

fimes
S5 are
time.
urce.
later

shall define a Property that is an array.with zero or more Links. The target URIs in the

burce
e) or
array
y be
chor"

Lchild
H the
bnt a
H the

inks"

/my/house
{
"rt":
"color":
"n":
"links":
{
"href
"rt":
"if":
by
{
"href
"rt":

48

["my.r.house"],

<& This is URI of the Resource

"blue",

"myhouse",

[

< This and the next 4 lines are the Parameters of a Link

", "/dOOr"
. 14
["oic.r.door"],

["oic.if.a", "oic.if.baseline"]

".

"/door/lock.status",
["oic.r.lock"],

€& This and the next 3 lines are the Properties of the Resource.
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"if": ["oic.if.a", "oic.if.baseline"]
r

"href": "/light",

"rt": ["oic.r.light"],

"if": ["oic.if.s", "oic.if.baseline"]
4

"href": "/binarySwitch",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if.baseline"]

7.8.3

A Cd
recor

The mandatory and recommended Common Properties for a Collection are shown in T3

list of

party.

lection may be:

pre-defined Collection where the Collection has been defined a priosiand the Colled
er its lifetime. Such Collections may be used to model, for(example, an appli
mposed of other Devices or fixed set of Resources representing fixed functions.

ich Collections may be used as a short-hand on a Client for referring to many Servs

centralized Collection where the Collection is hosted on a Device but other Devices
update the Collection.

hosted Collection where the Collection is centralized but is managed by an authori

2 Collection Properties

llection shall define a Property that is an array of Links (the Property Nani
hmended). In addition, otherProperties may be defined for the Collection by the Res

Common Properties is in addition to those defined for Resources in 7.3.2.

tion is static
hnce that is

Device local Collection where the Collection is used only‘en the Device that hosts the Collection.

rs as one.

may access

red agent or

e "links" is

ource Type.
ble 14. This

Table 14 — Common’ Properties for Collections (in addition to Common Propertie$ defined

in 7.3.2)
Property Description Property Name Value Type Mangatory
Links The array of Links in | Per Resource Type json Yes
the Collection definition
Array of Links
Resource Types The list of allowed As defined in As defined in No
Resource Types for Table 12 Table 12
Links in the
Collection
If this Property is not
defined or is null
string then any
Resource Type is
permitted
Mandatory The list of Resource As defined in As defined in No
Resource Types Types for Links that Table 13 Table 13
are mandatory in the
Collection
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Default Resource Type

A default Resource Type, "oic.wk.col", is available for Collections. This Resource Type shall be used
only when another type has not been defined on the Collection or when no Resource Type has been
specified at the creation of the Collection.

The default Resource Type provides support for the Common Properties including an array of Links
with the Property Name "links".

7.8.3.4

Default OCF Interface

All instance
baseline ("oi
OCF Interfaq
be links list

7.8.4

7.8.41 O\

Certain use
and individu

Measureme
use of the B

7.8.4.2

An Atomic M

recommendgd). In addition, other Properties may be defined for the Atomic Measurement b,

Resource Ty
are shown i
7.3.2.

Atdmic Measurement

Atlomic Measurement Properties

E-of a Collection shall support the Tinks Tist ("oic.1f.IM) OCF Interface in addition {
c.if.baseline") OCF Interface. An instance of a Collection may optionally support addi
es that are defined within this document. The Default OCF Interface for a Collection
"oic.if.1") unless otherwise specified by the Resource Type definition.

rerview

cases require that the Properties of multiple Resources are)'only accessible as a
| access to those Properties of each Resource by a«Elient is prohibited. The A

htch OCF Interface.

easurement shall define a Property that is,an array of Links (the Property Name "lin

pe. The mandatory and recommended Common Properties for an Atomic Measure
Table 15. This list of Common Properties is in addition to those defined for Resour

b the
ional
shall

jroup
fomic

t Resource Type is defined to meet this requirement.<This is accomplished through the

ks" is
y the
ment
es in

Table 15 + Common Properties for.Atomic Measurement (in addition to Common Propertfies
defined in 7.3.2)
Property Description Property Name Value Type Mandatory
Links The array of Links in Per Resource Type json Yes

the. Atomic
Measurement

definition

Array of Links

Resource Types

The list of allowed
Resource Types for
Links in the Atomic
Measurement.

As defined in
Table 12

As defined in
Table 12

No

If this Property is not
defined or is null
string then any
Resource Type is
permitted

Mandatory
Resource Types

The list of Resource
Types for Links that
are mandatory in the
Atomic
Measurement.

As defined in
Table 13

As defined in
Table 13

No
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7.8.4.3 Normative behaviour
The normative behaviour of an Atomic Measurement is as follows:

— The behaviour of the Batch OCF Interface ("oic.if.b") on the Atomic Measurement is defined as
follows:

— Only RETRIEVE and NOTIFY operations are supported, for Batch OCF Interface, on Atomic
Measurement; the behavior of the RETRIEVE and NOTIFY operations shall be the same as
specified in 7.6.3.4, with exceptions as provided for in 7.8.4.3.

rement; if an

—| An error response shall not include any representation of a linked Resource| (i.e. empty
response for all linked Resources).

— Apy linked Resource within an Atomic Measurement (i.e. the target Resource of a Link[in an Atomic
Measurement) is subject to the following conditions:

—| Linked Resources within an Atomic Measurement and the Atérmic Measurement its¢lf shall exist
on a single Server.

—| CRUDN operations shall not be allowed on linked Resources and shall result in[ a forbidden
error code.

—| Linked Resources shall not expose the "oic.if II"”OCF Interface. Since CRUDN ogerations are
not allowed on linked Resources, the "oic.if-l' OCF Interface would never be accepsible.

— Links to linked Resources in an Atomic Measurement shall only be accessible through|the "oic.if.II"
off the "oic.if.baseline" OCF Interfaces of'an Atomic Measurement.

—| The linked Resources shall not be’listed in "/oic/res".

— Allinked Resource in an Atomic Measurement shall have defined one of "oic.if.a", "oic.if.s", "oic.if.r",
off "oic.if.rw" as its Default.QCF Interface.

Npt all linked Resources in an Atomic Measurement are required to be Observable. |[If an Atomic
Measurement is beiig*Observed using the "oic.if.b" OCF Interface, notification responges shall not

£generated when-the linked Resources which are not marked Observable are updated or change
te.

— All linked Resources in an Atomic Measurement shall be included in every RETRIEVE and Observe
rgsponsewhen using the "oic.if.b" OCF Interface.

— Ap“Atomic Measurement shall support the "oic.if.b" and the "oic.if.II" OCF Interfaces.

— Filtering of linked Resources in an Atomic Measurement is not allowed. Query parameters that
select one or more individual linked Resources in a request to an Atomic Measurement shall result
in a "forbidden" error code.

— If the "rel" Link Parameter is included in a Link contained in an Atomic Measurement, it shall have
either the "hosts" or the "item" value.

— The Default OCF Interface of an Atomic Measurement is "oic.if.b".
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7.8.4.4 Security considerations

Access rights to an Atomic Measurement Resource Type is as specified in clause 12.2.7.2 (ACL
considerations for batch request to the Atomic Measurement Resource Type) of ISO/IEC 30118-2).

7.8.4.5 Default Resource Type

The Resource Type is defined as "oic.wk.atomicmeasurement" as defined in Table 16.

Table 16 — Atomic Measurement Resource Type

|
Pre- Resource Resource Type OCF Interfaces Description Related M/CRIIO
defined Type Title ID ("rt" value) Functional
URI Interaction
none Atomic "oic.wk.atomicme | "oic.if.ll" A specialisation of RETRIEVE, | O
Measurement | asurement"” . o the Collection pattern | NOTIEY.
oic.if.baseline to ensure atomic
"oic.if.b" RETRIEVAL of its
referred Resources

The Properties for Atomic Measurement are as defined in Table 17.

Table 17 |- Properties for Atomic Measurement (in addition o' Common Properties defined

in 7.3.2)
Property Description Property name Value Type Mandatory
Links The set of links that Per Resource Type json Yes
point to the linked definition .
Resources Array of Links

7.9 Quefry Parameters

7.9.1 Intjoduction

Properties apd Parameters (incliding those that are part of a Link) may be used in the query pait of a
URI (see 6.2.2) as one critenion for selection of a particular Resource. This is done by declaring the
Property (i.e] <Property Name> = <desired Property Value>) as one of the segments of the query] Only
ASCII stringp are permitted-in query filters, and NULL characters are disallowed in query filters| This
means that ¢nly Property'Values with ASCII characters may be matched in a query filter.

The Resourge is,selected when all the declared Properties or Link Parameters in the query matdh the
correspondivrg Properties or Link Parameters in the target.

7.9.2 Use of multiple parameters within a query

When a query contains multiple separate query parameters these are delimited by an "&" as described
in 6.2.2.

A Client may apply multiple separate query parameters, for
example "?ins=11111&rt=oic.r.switch.binary". If such queries are supported by the Server this shall be
accomplished by matching "all of" the different query parameter types ("rt", "ins", "if", etc) against the
target of the query. In the example, this resolves to an instance of oic.r.switch.binary that also has an
"ins" populated as "11111". There is no significance applied to the order of the query parameters.
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A Client may select more than one Resource Type using repeated query parameters, for example
"?rt=oic.r.switch.binary&rt=oic.r.ramptime". If such queries are supported by the Server this shall be
accomplished by matching "any of" the repeated query parameters against the target of the query. In
the example, any instances of "oic.r.switch.binary" and/or "oic.r.ramptime" that may exist are selected.

A Client may combine both multiple repeated parameters and multiple separate parameters in a single
query, for example "?if=oic.if.b&ins=11111&rt=oic.r.switch.binary&rt=oic.r.ramptime". If such queries
are supported by the Server this shall be accomplished by matching "any of" the repeated query
parameters and then matching "all of" the different query parameter types. In the example any
instances of "oic.r.switch.binary" and/or "oic.r.ramptime" that also have an "ins" of "11111" that may
exist are selected in a batch response.

NOT
claus

The parameters within a query string are represented within the actual messaging protoeol as defined in

11.5.

7.9.3 Application to multi-value "rt" Resources

An "rt" query for a multi-value "rt" Resource with the Default OCF Interface of "oic.if.
"oic.if.r", "oic.if.rw" or "oic.if.baseline" is an extension of a generic "rt" query. When a Ser

", "oic.if.s",
ver receives

a RETRIEVE request for a multi-value "rt" Resource with jan "rt" query,
/IReskExample?rt=oic.r.foo), the Server should respond only when the query value is an itg
Propg¢rty Value of the target Resource and should send back only'\the Properties associz
query value(s). For example, upon receiving GET /ResExample?rt=oic.r.switch.binary
Resource with "rt": ["oic.r.switch.binary", "oic.r.light.brightness"], the Server responds
Propeérties of oic.r.switch.binary.

7.9.4 OCF Interface specific considerations foriqueries

7.9.4]11 OCF Interface selection

Whern an OCF Interface is to be selected-for a request, it shall be specified as a query

(i.,e. GET
m of the "rt"
ted with the
targeting a
yith only the

barameter in

the URI of the Resource in the requestimessage. If no query parameter is specified, thep the Default

OCF
on th
error

Interface shall be used. If the_selected OCF Interface is not one of the permitted OC
e Resource then selecting .that OCF Interface is an error and the Server shall resy
response code.

For
query

xample, the baseline ‘OCF Interface may be selected by adding "if=oic.if.baseline"
parameters in thetURI of the target Resource. For example: "GET /oic/res?if=oic.if.

7.9.4{2 Batch OCF Interface
See 1
OCF

parar

Interface in order to select particular Resources in a Collection for retrieval or u

neters are used to select items in the Collection by matching Link Parameter Values|.

F Interfaces
ond with an

to the list of
baseline".

.6.3.4 for details on the batch OCF Interface itself. Query parameters may be used wjith the batch

pdate; these

When Link selection query parameters are used with RETRIEVE operations applied using the batch
OCEF Interface, only the Resources in the Collection with matching Link Parameters should be returned.

When Link selection query parameters are used with UPDATE operations applied using the batch OCF
Interface, only the Resources having matching Link Parameters should be updated.

See 7.6.3.4.5 for examples of RETRIEVE and UPDATE operations that use Link selection query
parameters.
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8 CRUDN

8.1 Overview

CREATE, RETRIEVE, UPDATE, DELETE, and NOTIFY (CRUDN) are operations defined for
manipulating Resources. These operations are performed by a Client on the Resources contained in
a Server. All required Properties shall be present in the payloads for which they are defined for the
operations for which those payloads apply (see clause 7.1 regarding OpenAPIl 2.0 definitions

requirement).

On reception of a valid CRUDN operation a Server hosting the Resource that is the target of the re

quest

shall generate a response depending on the OCF Interface included in the request; or based.d
Default OCH Interface for the Resource Type if no OCF Interface is included.

CRUDN operations utilize a set of parameters that are carried in the messages and are defin
Table 18. A Device shall use CBOR as the default payload (content) encoding schemé for Res
representatipns included in CRUDN operations and operation responses; a Device ‘may negoti

n the

ed in
burce
ate a

different payload encoding scheme (e.g, see in 12.2.4 for COAP messaging). Clauses 8.2 through 8.6
respectively[specify the CRUDN operations and use of the parameters. The type definitions for fhese
terms will bd mapped in the clause 12 for each protocol.
Table 18 — Parameters of CRUDN messages
Applicabilfty Name Denotation Definition
fr From The URI of/thesmessage originator.
to To The URLef the recipient of the message.
All messagps . - TheAdentifier that uniquely identifies the message in the
ri Request Identifier (¢ S
originator and the recipient.
cn Content Information specific to the operation.
op Operation gpecmc operation requested to be performed by the
Requests erver.
obs Observe Indicator for an Observe request.
Indicator of the result of the request; whether it was
accepted and what the conclusion of the operation was.
rs Response Code The values of the response code for CRUDN operations
Responseps shall conform to those as defined in clause 5.9 and 12.1].2
in IETF RFC 7252.
obs Observe Indicator for an Observe response.

8.2 CRHEATE

8.2.1 Overview

The CREATE operation is used to request the creation of new Resources on the Server. The CREATE
operation is initiated by the Client and consists of three steps, as depicted in Figure 5.

54
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Client SEMEr

! 1. CREATE Request >

2: Processing

i
< 3. CREATE Response |

8.2.2

The CREATE request message is transmitted by the Client to the Server to create a new
the Server. The CREATE request message will carry the following parameters:

- fr]

- ta:

-

— cm: Information of the Resource to be created by theyServer.

— op: CREATE

8.2.3

Following the receipt of a CREATE request, the Server may validate if the Client has thg

rights
reque
in thg

8.2.4

The $erversshall transmit a CREATE response message in response to a CREATE requ
from p Client. The CREATE response message will include the following parameters:

= o
Figure5—€REATEoperation

CREATE request

Unique identifier of the Client
URI of the target Resource responsible for creation of the'new Resource.

Identifier of the CREATE request.

cn will include the URI and Resource Type-Rroperty of the Resource to be created.

cn may include additional Properties_of.the Resource to be created.

Processing by the Server

for creating the requested Resource. If the validation is successful, the Server
sted Resource. The'\Server caches the value of ri parameter in the CREATE request
CREATE response message.

CREATE response

Resource by

appropriate
creates the
for inclusion

st message

- fr:

- to

- I

Unique identifier of the Server

: Unique identifier of the Client

Identifier included in the CREATE request

— cn: Information of the Resource as created by the Server.

cn will include the URI of the created Resource.
cn will include the Resource representation of the created Resource.

: The result of the CREATE operation.
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RIEVE

Overview

The RETRIEVE operation is used to request the current state or representation of a Resource. The
RETRIEVE operation is initiated by the Client and consists of three steps, as depicted in Figure 6.

Client

SEMEr

8.3.2 RE]

RETRIEVE 1
a Resource

fr: Uniqu

to: URI o

op: RETH

8.3.3 Pro

Following th

rights for ret
of ri parame

8.3.4 RE]

The Server

T RETRIEVE Request q

2: Processing

i
< 3: RETRIEVE Response |

Figure 6 — RETRIEVE operation

[RIEVE request

equest message is transmitted by the Client to the Server to request the representat
rom a Server. The RETRIEVE request messagewill carry the following parameters:

b identifier of the Client.

f the Resource the Client is targeting.

ri: Identifier of the RETRIEVE request.

RIEVE.

cessing by the Server
b receipt of a RETRIEVE request, the Server may validate if the Client has the appro

rieving the requested data and the Properties are readable. The Server caches the
er in the RETRIEVE request for use in the response

[RIEVE(response

shall_transmit a RETRIEVE response message in response to a RETRIEVE re

message fro

Ma’Client. The RETRIEVE response message will include the following parameters

on of

briate
value

Nuest

cn sh

56

fr: Unique identifier of the Server.
to: Unique identifier of the Client.
ri: Identifier included in the RETRIEVE request.

cn: Information of the Resource as requested by the Client.

ould include the URI of the Resource targeted in the RETRIEVE request.

rs: The result of the RETRIEVE operation.
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8.4 UPDATE

8.4.1 Overview

The UPDATE operation is either a Partial UPDATE or a complete replacement of the information in a
Resource in conjunction with the OCF Interface that is also applied to the operation. The UPDATE
operation is initiated by the Client and consists of three steps, as depicted in Figure 7.

Client SEMEr

! 1. UPDATE Request >

2: Processing

i
< 3: UPDATE Response |

Figure 7 — UPDATE operation

8.4.2 UPDATE request
The UPDATE request message is transmitted by the Client to the Server to request the update of
inforrmation of a Resource on the Server. The UPDATE request message, as indicated in 8.1, contains
all required Properties whether changed or not. Thet!UPDATE request message will carry the following
parameters:

— fr] Unique identifier of the Client.

— tg: URI of the Resource targeted for'the information update.
— ri] ldentifier of the UPDATE request.

— op: UPDATE.

— cm: Information, inegluding Properties, of the Resource to be updated at the target Respurce.
8.4.3 Processing by the Server

8.4.3{1 Overview

Following the receipt of an UPDATE request, the Server may validate if the Client has thg appropriate
rights for updating the requested data. If the validation is successful the Server updates the target
Resource information according to the information carried in cn parameter of the UPDATE request
message. The Server caches the value of ri parameter in the UPDATE request for use in the response.

An UPDATE request that includes Properties that are read-only shall be rejected by the Server with an
rs indicating a bad request.

An UPDATE request shall be applied only to the Properties in the target Resource visible via the
applied OCF Interface that support the operation. An UPDATE of non-existent Properties is ignored.

An UPDATE request shall be applied to the Properties in the target Resource even if those Property
Values are the same as the values currently exposed by the target Resource.
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Resource monitoring by the Server

The Server shall monitor the state the Resource identified in the Observe request from the Client.
Anytime there is a change in the state of the Observed Resource or an UPDATE operation applied to
the Resource, the Server sends another RETRIEVE response with the Observe indication. The
mechanism does not allow the Client to specify any bounds or limits which trigger a notification, the
decision is left entirely to the Server.

8.4.3.3

Additional RETRIEVE responses with Observe indication

The Server shall transmit updated RETRIEVE response messages following Observed changes in the

state of the
parameters

8.4.4 UpP
The UPDAT
fr: Uniqu

to: Uniqy

ri: Identifier included in the UPDATE request.

Resources requestied by the Client. The RETRIEVE response message shall includ
isted in 11.3.2.4.

DATE response

E response message will include the following parameters:

o)

-

identifier of the Server.

e identifier of the Client.

e the

on is

— rs: The result of the UPDATE request.
The UPDATE response message may also include the folewing parameters:
— cn: The Resource representation following processing of the UPDATE request.
8.5 DELETE
8.5.1 Oveérview
The DELETE operation is used to( request the removal of a Resource. The DELETE operati
initiated by the Client and consists of three steps, as depicted in Figure 8.
Client SEMEr
I I
1 1: DELETE Request [
| 2: Processing
i ¥
L.E 3: DELETE Response |
Figure 8 — DELETE operation
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DELETE request message is transmitted by the Client to the Server to delete a Resource on the Server.
The DELETE request message will carry the following parameters:

- fr

- to

- I

—  Op~DELETE-

8.5.3
Follo
rights

is su(
The §

8.5.4

The §
from

- fr
- 10
- ri

— IS

8.6

8.6.1
The

desci
NOTI

8.6.2

Unique identifier of the Client.
: URI of the target Resource which is the target of deletion.

Identifier of the DELETE request.

Processing by the Server
ving the receipt of a DELETE request, the Server may validate if the Client has the
for deleting the identified Resource, and whether the identified Resource exists. If t

cessful, the Server removes the requested Resource and deletes all the associated
berver caches the value of ri parameter in the DELETE request for use in the respon

DELETE response

berver shall transmit a DELETE response message inaesponse to a DELETE requ
B Client. The DELETE response message will include(the following parameters:

Unique identifier of the Server.
: Unique identifier of the Client.
Identifier included in the DELETE request.

: The result of the DELETE operation.
NOTIFY

Overview
NOTIFY operation/is used to request asynchronous notification of state change

iption of the "NOTIFY operation is provided in 11.3. The NOTIFY operatio
FICATION-~response message which is defined here.

NOTIFICATION response

The N

appropriate
ne validation
information.
se.

st message

5. Complete
n uses the

JOTIFICATION response message is sent by a Server to notify the URI s identified

py the Client

of a state change. The NOTIFICATION response message carries the following parameters:

— fr: Unique identifier of the Server.

— to: URI of the Resource target of the NOTIFICATION message.

- I

Identifier included in the CREATE request.

— op: NOTIFY.

— c¢n: The updated state of the Resource.
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9 Network and connectivity

9.1 Introduction

The Internet of Things is comprised of a wide range of applications which sense and actuate the
physical world with a broad spectrum of device and network capabilities: from battery powered nodes
transmitting 100 bytes per day and able to last 10 years on a coin cell battery, to mains powered nodes
able to maintain Megabit video streams. It is estimated that many 10s of billions of 10T devices will be
deployed over the coming years.

It is desirable that the connectivity options be adapted to the IP layer. To that end, IETF has completed

considerable
the larger ad
for the OCF

work to adapt Bluetooth®, Wi-Fi, 802.15.4, LPWAN, etc. to IPv6. These adaptations

network layer technology.

9.2 Architecture

While the ag
primarily prd

ing IPv4 centric network has evolved to support complex topologiés,~its deploymen

network top¢logies, often seen in residential home, are mostly introduced<hrough the acquisit

additional hg
(NAT). Thes
home netwo
services.

The multi-se
associated

requirement
one shown i

me network devices, which rely on technologies like privaté Network Address Trans
rk as they most often result in breakage of constructs fike routing, naming and disc
gment ecosystem OCF addresses will not only.cause a proliferation of new device
routers, but also new services introducing.additional edge routers. All these

n Figure 9.

plus

dress space and improved address management capabilities, make IPv6 the clear, choice

t was

visioned by a single Internet Service Provider (ISP) as a single network. More complex

on of
ation

e technologies require expert assistance to set up correetly and should be avoided in a

bvery

5 and
new

5 require advance architectural constructs to’address complex network topologies liHe the
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Inter_net IPv6 Sensor Network
Services Internet

Interface

Sensor Network
(6LowPan)

/
Subnets

IPv6 Local Border

IPv6 + IPv4
g Nen o o
Intrusion
detection

SP CE
Router

PTivate

VPN Service

Private
Prox:

Y 7
0
IPv4-b{Iy or Legapy

%Zigbee, L)

'(

Smart
Grid)
SP CE
Router

Power Grid
Smart Grid
Energy segment Non-IPv6 Network
Legend:
[ l'ocF

[~ ocF aware
| OCF plugged-in
Infrastructure

Figure 9 — High level)network and connectivity architecture
In tefms of IETF RFC 6434, |IRPv6 nodes assume either a router or host role. Nodes|may further
implgment various specializations of those roles:
— AJ|Router may implement Customer Edge Router capabilities as defined in IETF RFC 7084.

— Npdes limited in‘processing power, memory, non-volatile storage or transmission capdcity requires
special IP adaptation layers (6LoWPAN) and/or dedicated routing protocols (RPL)). Examples
include devices transmitting over low power physical layer like IEEE 802.14.5, ITU G9959,
Bluetooth:Low Energy, DECT Ultra Low Energy, and Near Field Communication (NFCJ).

— A|nede may translate and route messaging between IPv6 and non-IPv6 networks.

9.3 IPv6 network layer requirements

9.3.1 Introduction

Projections indicate that many 10s of billions of new loT endpoints and related services will be brought
online in the next few years. These endpoint’s capabilities will span from battery powered nodes with
limited compute, storage, and bandwidth to more richly resourced devices operating over Ethernet and
WiFi links.
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Internet Protocol version 4 (IPv4), deployed some 30 years ago, has matured to support a wide variety
of applications such as Web browsing, email, voice, video, and critical system monitoring and control.
However, the capabilities of IPv4 are at the point of exhaustion, not the least of which is that available
address space has been consumed.

The IETF long ago saw the need for a successor to IPv4, thus the development of IPv6. OCF
recommends IPv6 at the network layer. Amongst the reasons for IPv6 recommendations are:

Larger address space. Side-effect: greatly reduce the need for NATs.
More flexible addressing architecture. Multiple addresses and types per interface: Link-local, ULA,

GUA, va orks,
better re

'in||c|y cr\npnr{ Multicast nr‘ldrnccnc, etc._Better nhilify to enppnrf multi-homed netw

numbering capability, etc.

More capable auto configuration capabilities: DHCPv6, SLAAC, Router Discovery, etc.

Technolqgies enabling IP connectivity on constrained nodes are based upon IPv6?

All majorf consumer operating systems (10oS, Android, Windows, Linux) are already IPv6 enabled.

Major Service Providers around the globe are deploying IPv6.

9.3.2 IPvp node requirements

9.3.2.1 Infroduction

In order to ¢nsure network layer services interoperabilityxfrom node to node, mandating a common

network lay
manageable
mandates IR
More capab
remainder o
hosts and IR
devices may

br across all nodes is vital. The protocolrshould enable the network to be: se

and scalable and to include constrained and self-organizing meshed nodes.
v6 as the common network layer proteeol to ensure interoperability across all De
e Devices may also include additional protocols creating multiple-stack Devices
f this clause will focus on interoperability requirements for IPv6 hosts, IPv6 constr

be addresses in subsequent addendums of this document.

cure,
OCF
ices.

The
hined

v6 routers. The various protocol translation permutations included in multi-stack gafeway

9.3.2.2 |IP|Layer

An IPv6 nqgde shall support\\IPv6 and it shall conform to the requirements as specifigd in
IETF RFC 6434.

10 OCF|Endpoint

10.1 OCH Endpoint definition

The specific definition of an OCF Endpoint depends on the Transport Protocol Suite being used. For
the example of CoAP over UDP over IPv6, the OCF Endpoint is identified by an IPv6 address and UDP
port number.

Each Device shall associate with at least one OCF Endpoint with which it can exchange request and
response messages. When a message is sent to an OCF Endpoint, it shall be delivered to the Device
which is associated with the OCF Endpoint. When a request message is delivered to an OCF Endpoint,
path component is enough to locate the target Resource.

A Device can be associated with multiple OCF Endpoints. For example, n Device can have several IP
addresses or port numbers or support both CoAP and HTTP transfer protocol. Different Resources in
n Device may be accessed with the same OCF Endpoint or need different ones. Some Resources may
use one OCF Endpoint and others a different one. It depends on an implementation.
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On the other hand, an OCF Endpoint can be shared among multiple Devices, only when there is a way
to clearly designate the target Resource with request URI. For example, when multiple CoAP servers
use uniquely different URI paths for all their hosted Resources, and the CoAP implementation
demultiplexes by path, they can share the same CoAP OCF Endpoint. However, this is not possible in
this version of the document, because a pre-determined URI (e.g. "/oic/d") is mandatory for some
mandatory Resources (e.g. "oic.wk.d").

10.2 OCF Endpoint information

10.2.1

OCF

ep-,

10.2.2 "“ep"

llepll

ep" tepresents Transport Protocol Suite and OCF Endpoint Locator specified as follows:

Introduction

Endpoint is represented by OCF Endpoint information which consists of items of ke
pri", and "lat".

Transport Protocol Suite - a combination of protocols (e.g. COAP+UDP + IPv6) with w
and response messages can be exchanged for RESTful transaction (i.e. CRUDN).

bcument are IANA registered, these are listed in Table 19:7A vendor may also make
NA registered scheme name for their own use (e.g,~“com.example.foo"), this sh3
ntax for such scheme names defined by IETF RFC 7595. The behaviour of a ve
heme name is undefined by this document. All OCF,defined Resource Types when e
Epdpoint Information in an "eps" (see 10.2.4) shall include at least one "ep" with
Pfotocol Suite as defined in Table 19.

OCF Endpoint Locator — an address (e.g../[Rv6 address + Port number) or an indirect id
DNS name) resolvable to an IP address; through which a message can be sent to the O]
a
a

d in turn associated Device. The OEF Endpoint Locator for "coap" and "coaps" shall
"IP address: port number". The\OCF Endpoint Locator for "coap+tcp" or "coaps+
specified as "IP address: port number" or "DNS name: port number" or "DNS name" g

y-value pair,

hich request
A Transport

Pfotocol Suite shall be indicated by a URI scheme name. (All*'scheme names suppo¢rted by this
d

se of a non-
Il follow the
hdor-defined
posing OCF
a Transport

entifier (e.g.,
CF Endpoint
be specified
cp" shall be
uch that the

DNS name shall be resolvedito a valid IP address for the target Resource with a nanpe resolution

sérvice (i.e., DNS). For the.8rd case, when the port number is omitted, the default port
"H684") shall be assumed._for "coap+tcp” (and for "coaps+tcp") scheme respectively 3
IHTF RFC 8323.Temporary addresses should not be used because OCF Endpoint Log
the purpose of ageepting incoming sessions, whereas temporary addresses are
olitgoing sessions;<(IETF RFC 4941). Moreover, its inclusion in "/oic/res" can caus
concern (IETFRFC 7721).

OCF Latengy — the maximum latency in seconds [sec] that the Server may take to |
rgquests

"5683" (and
s defined in
ators are for
for initiating
e a privacy

espond to a

hall have as its value a URI (as specified in IETF RFC 3986) with the scheme

component

indicating Transport Protocol Suite and the authority component indicating the OCF Endpoint Locator.

An "ep" example for "coap" and "coaps" is as illustrated:

"ep": "coap://[fe80::bld6]:1111"
An "ep" example for "coap+tcp" and "coaps+tcp" is as illustrated:
"ep": "coap+tcp://[2001:db8:a::123]:2222"
"ep": "coap+ttcp://foo.bar.com:2222"
"ep": "coap+tcp://foo.bar.com"
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The current list of "ep" with corresponding Transport Protocol Suite is shown in Table 19:

Table 19 — "ep” value for Transport Protocol Suite

Transport Protocol scheme OCF Endpoint "ep" Value example
Suite Locator

coap+udp+ip "coap" IP address + port "coap://[fe80::b1d6]:1111"
number

coaps + udp + ip "coaps" IP address + port "coaps://[fe80::b1d6]:1122"
number

coap + tcp[¥1p coap¥icp TP—address + port coapricp /200 ab8ar 12317222R"
number

"coap+tcp://foo.bar.com:2222"
DNS name: port
number

DNS name

"coap+tcp://foo.bar.com"”

coaps + tcp + ip "coaps+tcp” IP address + port "coaps+tcp://[2004:db8:a::123]:2283"

number

"coaps+tcp://[2001:db8:a::123]:2283"
DNS name: port
number

DNS name

"coapsticp://foo.bar.com:2233"

10.2.3 "pr}'
When there pre multiple OCF Endpoints, "pri" indicates theprierity among them.

"pri" shall bg represented as a positive integer (e.g. "pri’t 1) and the lower the value, the higher the
priority.

The default {pri" value is 1, i.e. when "pri" is not-present, it shall be equivalent to "pri": 1.

10.2.4 "“laf"

"lat" indicatgs the expected delay of the-response. For example, when a Server implements a mdde to
improve batfery performance; the Server can expose this value, thereby providing a Client with the
ability to use¢ this for the timeout on the connection. For example, the Thread "rx-off-when-idlg" link
mode is an implementation of-a*battery performance improvement mechanism.

"lat" shall bg representedtas a positive integer (e.g. "lat": 240), and the value is specified in secgnds.

10.2.5 OCF Endpoint information in "eps"” Parameter

To carry OC[F.Endpoint information, a new Link Parameter "eps" is defined in 7.8.2.5.6. "eps" has an
array of items—as-its—vatveand—each-item represents OcH Erdpoint imformationmwith key=-vatue—pairs,
"ep", "pri", and "lat", of which "ep" is mandatory and "pri" and "lat" are optional.

OCF Endpoint Information in an "eps" Parameter is valid for the target Resource of the Link, i.e., the
Resource referred by "href" Parameter. OCF Endpoint information in an "eps" Parameter may be used
to access other Resources on the Device, but such access is not guaranteed.

A Client may resolve the "ep" value to an IP address for the target Resource, i.e., the address to
access the Device which hosts the target Resource. A valid (transfer protocol) URI for the target
Resource can be constructed with the scheme, host and port components from the "ep" value and the
"path" component from the "href" value.
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with an "eps™":

chor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9 ",

"href": "/myLightSwitch",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if.baseline"],
"pll : { "bm" : 3 } ,

"epsll : |:

{
{
1

"ep": "coap://[fe80::bld6]:1111", "pri": 2, "lat": 240},
"ep": "coaps://[fe80::bl1d6]:1122"}

"arj
"h1
"r
"iff

llpl .

"eF

chor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989",
ef": "/myTemperature",

": ["oic.r.temperature"],
": ["oic.if.a", "oic.if.baseline"],
{"bm": 3},
s": [
"ep": "coapttcp://foo.bar.com", "pri": 2, "lat": 240},
"ep": "coaps+tcp://foo.bar.com:1122"}

the t
as ill

coap

coap4
coapH

coap
conn
port

"port’

10.3

10.3.

OCF
for D

10.3.

In th\} previous example, "anchor" represents the hosting Device, "href", target Resour

o OCF Endpoints for the target Resource. The (fully-qualified) URIs for the target R
strated:

//[fe80::b1d6]:1111/myLightSwitch
://[fe80::b1d6]:1122/myLightSwitch
tcp://foo.bar.com:5683/myTemperature

pction (e.g. CoAPS), "eps" Parameter shall be used to indicate the necessary infof
humber) in OCF 1.0 payload:« Eor optional backward compatibility with OIC 1.1, th
shall only be used in OIC 11 payload.

OCF Endpoint discovery

1 Introduction

pvice or(Resource.

P. “mplicit discovery

e and "eps"
esource are

5+icp://foo.bar.com:1122/myTemperaturelf the target Resource of a Link requirgs a secure

mation (e.g.
e "sec" and

Endpointdiscovery is defined as the process for a Client to acquire the OCF Endpoinft information

If a Device is the source of a COAP message (e.g. "/oic/res" response), the source IP address and port
number may be combined to form the OCF Endpoint Locator for the Device. Along with a "coap"
scheme and default "pri" value, OCF Endpoint information for the Device may be constructed.

In other words, a "/oic/res" response message with CoAP may implicitly carry the OCF Endpoint
information of the responding Device and in turn all the hosted Resources, which may be accessed
with the same transfer protocol of CoAP. In the absence of an "eps" Parameter, a Client shall be able
to utilize implicit discovery to access the target Resource.

10.3.3 Explicit discovery with "/oic/res" response

OCF Endpoint information may be explicitly indicated with the "eps" Parameter of the Links in "/oic/res".
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As in 10.3.2, an "/oic/res" response may implicitly indicate the OCF Endpoint information for some
Resources hosted by the responding Device. However implicit discovery, i.e., inference of OCF
Endpoint information from CoAP response message, may not work for some Resources on the same
Device. For example, some Resources may allow only secure access via CoAPS which requires the
"eps" Parameter to indicate the port number. Moreover "/oic/res" may expose a target Resource which
belongs to another Device.

When the OCF Endpoint for a target Resource of a Link cannot be implicitly inferred, the "eps"
Parameter shall be included to provide explicit OCF Endpoint information with which a Client can
access the target Resource. In the presence of the "eps" Parameter, a Client shall be able to utilize it
to access the target Resource. For "coap" and "coaps", a Client may use the IP address in the "ep"
value in the " " " + " lient
may use thg IP address in the "eps" Parameter or resolve the DNS name in the "eps" Parameter to
acquire a va
default port 15683" (and "5684") shall be assumed for "coap+tcp"” (and "coaps+tcp") schemfe as dgfined
in IETF RF{ 8323.To access the target Resource of a Link, a Client may use the "eps™Parameiter in
the Link, if itlis present and fall back on implicit discovery if not.

This is an example of an "/oic/res" response from a Device having the "eps" Parsameter in Links.

[

{
"anchor|': "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039c1d04d9",

"href":| "/oic/res",

"rel": ['self",

"rt": [['oic.wk.res"],

"if": [['oic.if.11l", "oic.if.baseline"],
"p": {"pm": 3},

"eps": |[[

{"ep"| "coap://[2001:db8:a::b1d4]:55555"},
{"ep"l "coaps://[2001:db8:a::bld4]:11111"}
]

"anchor|': "ocf://e6lc3ebb-9¢c54-4b81-8ce5-£9039¢c1d04d9",

"href":| "/oic/d",

"rt": [['oic.wk.d"],

"if": [f'oic.if.r", "oic.if.basekimne"],
'lp'l: {ll :)mll: 3},

HepS": [

{"ep"} "coap://[2001:db8:a::b1d4]:55555"},
{"ep"| "coaps://[2001+db8:a::b1d4]:11111"}
1

"anchor|': "ocf:/YE6lc3eb6b-9c54-4b81-8ce5-£9039¢c1d04d9",

"href":| "/oicir",

"rt": ['oicewk.p"],

"if": [['o#cudf.r", "oic.if.baseline"],
"p" : { " Om" : 3 } ,

"epS" : [

{"ep": "coap://[2001:db8:a::b1d4]:55555"},
{"ep": "coaps://[2001:db8:a::b1d4]:11111"}
]

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",

"href": "/oic/sec/doxm",
"rt": ["oic.r.doxm"],
"if": ["oic.if.baseline"],
"p" : { llbm" : 1 } ,

"epsll : [

{"ep": "coap://[2001:db8:a::bld4]:55555"},
{"ep": "coaps://[2001:db8:a::b1d4]:11111"}
]
by
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"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",

"href": "/oic/sec/pstat",
"rt": ["oic.r.pstat"],
"if": ["oic.if.baseline"],
llp" : { "bm" : 1 } ,

llepS" : [

{"ep": "coaps://[2001:db8:a::b1d4]:11111"}
]

"anchor": "ocf://e6lc3eb6b-9¢c54-4b81-8ce5-£9039¢c1d04d9",

"href": "/oic/sec/cred",
)6 VRS- S Eaa O I G4 AR O 411 @ ety
Nif": ["oic.if.baseline"],
'p": {"bm": 1},

"leps": [

{"ep": "coaps://[2001:db8:a::b1d4]:11111"}

"lanchor": "ocf://e6lc3e6b-9¢c54-4b81-8ce5-£9039¢c1d404d9",

""href": "/oic/sec/acl2",
rt": ["oic.r.acl2"],
Nif": ["oic.if.baseline"],
'p": {llbmll: l},

leps": [

{"ep": "coaps://[2001:db8:a::b1d4]:11111"}

"lanchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039¢c1d04d9",

""href": "/myIntrospection",

"rt": ["oic.wk.introspection"],

Nif": ["oic.if.r", "oic.if.baseline'%},
lp": {"bmll: 3},

leps": [

{"ep": "coaps://[2001:db8:a:<b1d4]:11111"}

"lanchor": "ocf://dc70373c¢-1e8d-4fb3-962e-017caa863989",

"Thref": "/myLight",

Trt": ["oic.r.switch.binary"],

Nif": ["odic.if.a"p\\"oic.if.baseline"],
lp": {Hbmll: 3},

"leps": [

{"ep": "eOapbs://[2001:db8:a::bld4]:22222"}

The exact format of the “/olc/res" Tesponse and a way for a Clfentto acquire a
message is specified in Annex A and 11.2.4 respectively.

11 Functional interactions

11.1 Introduction

TOICIT

s" response

The functional interactions between a Client and a Server are described in 11.1 through 11.4
respectively. The functional interactions use CRUDN messages (clause 8) and include Discovery,
Notification, and Device management. These functions require support of core defined Resources as

defined in Table 20.
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Table 20 — List of Core Resources

Pre-defined URI Resource Name Resource Type Related Functional Mandatory
Interaction
"loic/res" Default "oic.wk.res" Discovery Yes
"loic/p" Platform "oic.wk.p" Discovery Yes
"loic/d" Device "oic.wk.d" Discovery Yes
Implementation Introspection "oic.wk.introspection" | Introspection Yes
defined
11.2 Respurce discovery

11.2.1 Intnoduction

Discovery is
OCF Endpoi
based disco

a function which enables OCF Endpoint discovery as well as Resourece based discg
nt discovery is described in detail in clause 10. This clause mainly describes the Res
ery.

11.2.2 Regource based discovery: mechanisms

11.2.2.1 Oy
As part of dis
could be in
Resource m

At the minim

— AResou

ferview

covery, a Client may find appropriate information~about other OCF peers. This inform
stances of Resources, Resource Types or.any other information represented i
pdel that an OCF peer would want another QE€F peer to discover.

um, Resource based discovery uses the following:

ce to enable discovery shall be defined. The representation of that Resource shall cg

the information that can be discovered.

— The Res
hosting t

— A mecha
to enable

— A mechd

purce to enable discovery shall be specified and commonly known a-priori. A Devi
he Resource to enable discovery shall be identified.

hism and process to'publish the information that needs to be discovered with the Res
discovery.

nism and process to access and obtain the information from the Resource to e

very.
burce

ation

n the

ntain

e for

burce

hable

discovery. A querynmay be used in the request to limit the returned information.
— A scope for thepublication.
— A scope fertheaeeess-

— A policy for visibility of the information.

Depending on the choice of the base aspects, the Framework defines three Resource based discovery

mechanisms

— Direct discovery, where the Resources are published locally at the Device hosting the Resources
and are discovered through peer inquiry.

— Indirect discovery, where Resources are published at a third party assisting with the discovery and
peers publish and perform discovery against the Resource to enable discovery on the assisting 3™

party.
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— Advertisement discovery, where the Resource to enable discovery is hosted local to the initiator of
the discovery inquiry but remote to the Devices that are publishing discovery information.

A Device shall support direct discovery.

11.2.2.2 Direct discovery
In direct discovery,

— The Device that is providing the information shall host the Resource to enable discovery.

— The Device publishes the information available for discovery with the Tocal Resour¢e to enable
discovery (i.e. local scope).

— Clients interested in discovering information about this Device shall issue \RETRIEVE requests
directly to the Resource. The request may be made as a unicast or multicast. The request may be
ge¢neric or may be qualified or limited by using appropriate queries in the'request.

— The Server Device that receives the request shall send a response. with the discovered information
difectly back to the requesting Client Device.

— The information that is included in the request is determined_by the policies set for the Resource
tg be discovered locally on the responding Device.

11.2.3 Resource based discovery: Finding information

The discovery process (Figure 10) is initiated asva RETRIEVE request to the Resourge to enable
discoyery. The request may be sent to a single ‘Device (as in a Unicast) or to multiple Dgvices (as in
Multigast). The specific mechanisms used to d@,Unicast or Multicast are determined by the support in
the dpta connectivity layer. The response to.the request has the information to be discoyered based
on thg policies for that information. The pdlicies can determine which information is shargd, when and
to which requesting agent. The inforthation that can be discovered can be Resources, types,
configuration and many other standards or custom aspects depending on the request tq appropriate
Resoprce and the form of request. Optionally the requester may narrow the information tq be returned
in thg request using query parameters in the URI query.

Client Server(s)

1. RETRIEVE Request

LY ___

| 2. Discovery
! Inquiry processed

Figure 10 — Resource based discovery: Finding information

Discovery Resources
The following Core Resources shall be implemented on all Devices to support discovery:
"/oic/res" for discovery of Resources.

"/oic/p" for discovery of Platform.
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"/oic/d" for discovery of Device information.

Devices shall expose each of "/oic/res",

details for these mandatory Core Resources are described in Table 21.

Platform Resource

"/oic/d", and "/oic/p" via an unsecured OCF Endpoint. Further

The OCF recognizes that more than one instance of Device may be hosted on a single Platform. Clients
need a way to discover and access the information on the Platform. The Core Resource, "/oic/p"
exposes Platform specific Properties. All instances of Device on the same Platform shall have the
same values of any Propertles exposed (i.e. a Device may choose to expose optlonal Propertles within

"/oic/p" but , Jperty
on all other ewces on that Platform)
Device Resqurce
The Device Resource shall have the pre-defined URI "/oic/d", the Device Resource_shall expose the
Properties pertaining to a Device as defined in Table 24. The Device Resource shall have a dgfault
Resource Type that helps in bootstrapping the interactions with the Device-(the default type is
described in|Table 21).The Device Resource may have one or more Resource Type(s) that are specific
to the Device in addition to the default Resource Type or if present overriding the default Respurce
Type. The base Resource Type "oic.wk.d" defines the Properties that shall be exposed by all Deyices.
The Device|specific Resource Type(s) exposed are dependent or-the class of Device (e.g. air
conditioner, |smoke alarm, etc. Since all the Resource Types of "/oi¢/d" are not known a prioffi, the
Resource Type(s) of "/oic/d" are determined by discovery through(the Core Resource "/oic/res".
Table 21 — Mandatory discovery Core Resources
Pre-defined Resource Resource OCF Interfaces Description Related
URI Type Title Type ID Functional
("rt" value) Interactipn
"loic/res" Default "oic.wk.res" "oic.ifslly The Resource through which the Discover
"oiclifib", corresponding Server is
toic.if.baseline" discovered and introspected for
available Resources.
"/oic/res" shall expose the
Resources that are discoverable
on a Device. When a Server
receives a RETRIEVE request
targeting "/oic/res" (e.g., "GET
/oic/res"), it shall respond with the
links list of all the Discoverable
Resources of itself. The "/oic/d"
and "/oic/p" are Discoverable
Resources, hence their links are
included in "/oic/res" response.
The Properties exposed by
"/oic/res" are listed in Table 22.
"loic/p" Platform "oic.wk.p" "oic.if.r" The Discoverable Resource Discovery
through which Platform specific
information is discovered.
The Properties exposed by
"/oic/p" are listed in Table 25
"loic/d" Device "oic.wk.d" "oic.if.r" The discoverable via "/oic/res" Discovery
and/or one or Resource which exposes
more Device Properties specific to the Device
Specific instance.
Resource Type .
ID(s) The Properties exposed by
"/oic/d" are listed in Table 24.

Table 22 defines "oic.wk.res" Resource Type.
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Table 22 — "oic.wk.res” Resource Type definition

Property
title

Property
name

Value
type

Value
rule

Unit

Access
mode

Mandatory

Description

Name

string

N/A

N/A

R

No

Human-friendly name
defined by the vendor

Links

"links"

array

N/A

R

Yes

The array of Links
describes the URI,
supported Resource
Types and OCF
Interfaces, and access
policy.

Security
Domin
uuiD

"sduuid"

string

uuid

N/A

No

Unique identifier for the
Security Domain.|This
value shall‘be theg same
value (i.e. Imirror)|as the
"sdi,uuid" Property as
defined in
ISO/IEC 30118-2{ It
shall be exposed |f the
"sdi.priv" Property is set
to "false", and shall not
be exposed if the
"sdi.priv" Property
to "true".

is set

Security
Domain
Name

"sdname"

string

N/A

N/A

No

Human-friendly ngame
for the Security
Domain. This valde
shall be the samd value
(i.e. mirror) as the
"sdi.name" Propefty as
defined in
ISO/IEC 30118-2{ It
shall be exposed |f the
"sdi.priv" Property is set
to "false", and shall not
be exposed if the
"sdi.priv" Propert
to "true".

is set

The "n",
Nse

trospection Resource indicated with an "rt" value of "oic.wk.introspection”.

payload
s?if="oic.if.baseline");

when

used

with

the

OCF

ice shall suppert-CoAP based discovery as the baseline discovery mechanism (seeg

oic/res" shall'list all Resources that are indicated as discoverable (see 11.2). Also
ecture Resource Types shall be listed:

"sduuid”, and "sdname" Property values for the "oic.wk.res" Resource Type are only in the
"oic.if.baseline"

Interface (i.e., RETRIEVE

11.2.5).

he following

— "/oic/p™ indicated with an "rt" value of "oic.wk.p".

— "/oic/d" indicated with an "rt" value of "oic.wk.d"

— "/oic/sec/doxm" indicated with an "rt" value of "oic.r.doxm" as defined in ISO/IEC 30118-2.

— "loic/sec/pstat" indicated with an "rt" value of "oic.r.pstat" as defined in ISO/IEC 30118-2.

— "loic/sec/acl2" indicated with an "rt" value of "oic.r.acl2" as defined in ISO/IEC 30118-2.

— "loic/sec/cred" indicated with an "rt" value of "oic.r.cred" as defined in ISO/IEC 30118-2.
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Conditionally required:

"/oic/res" with an "rt" value of "oic.wk.res" as self-reference, on the condition that "oic/res" has to
signal that it is Observable by a Client.

— if the Device supports batch retrieval of "/oic/res" then "oic.if.b" shall be included in the "if" Property
of "/oic/res".

— if the Device supports batch retrieval there shall be a self-reference that includes an "if* Link
Parameter containing "oic.if.b"; the self-reference shall expose a secure OCF Endpoint.

The |ntrosp ction Rasourceis nnly apphr\ahln for Devices that hast \/artical Resaource Typne (eg

"oic.r.switch|binary") or vendor-defined Resource Types. Devices that only host Resources requifed to
onboard the|Device as a Client do not have to implement the Introspection Resource.

Table 23 prgqvides an OCF registry for protocol schemes.

Table 23 — Protocol scheme registry

S| Number Protocol

1 “coap"

"coaps"

"http"

"https"

"coap+tcp”

|| |WOWIN

"coaps+tcp"

NOTE The discovery of an OCF Endpoint used by a specific protocol is out of scope. The mechanism uged by
a Client to form requests in a different messaging pretocol other than discovery is out of scope.

The following applies to the use of "/oic/d";

— A vertical may choose to extend thé-list of Properties defined by the Resource Type "oic.wk.d". In
that casg, the vertical shall assign a new Device Type specific Resource Type ID. The mandatory
Propertigs defined in Table 24 shall always be present.

— A Devicg may choose toexpose a separate, Discoverable Resource with its Resource Type ID set
to a Device Type. In thisCase the Resource is equivalent to an instance of "oic.wk.d" and adheres
to the definition thereaf. As such the Resource shall at a minimum expose the mandatory Propgrties
of "oic.wk.d". In the'case where the Resource tagged in this manner is defined to be an insfance
of a Collgctionsinaccordance with 7.8.3 then the Resources that are part of that Collection|shall
at a minimum_ihclude the Resource Types mandated for the Device Type.

Table 24 "oic.wk.d"” Resource Type definition defines the base Resource Type for the "/oic/d" Resource.
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Property Property Value | Value | Unit | Access | Mandatory Description
title name type rule mode

(Device) "n" "string: | N/A N/A | R Yes Human friendly name defined by the

Name vendor. In the presence of "n"
Property of "/oic/con", both have the
same Property Value. When "n"
Property Value of "/oic/con" is
modified, it shall be reflected to "n"
Property Value of "/oic/d".

Spec Version | "icv" "string" | N/A N/A | R Yes The specification version of this
document that a Device ip
implemented to. The-synfax shall be
"ocf.<major>.<minor>.<syib-version>"
where <major>, &minor, 4nd <sub-
version> are the major, nfinor and
sub-versionsnumbers of this document
respectively..The specifiqation version
numberi(i.e., <major>.<njinor>.<sub-
version>) shall be obtaingd from the
title page of this document (e.g.
"2.0.5"). An example of the string
value for this Property is|'ocf.2.0.5".

Devige UUID "di" "uuid" N/A N/A R Yes Unique identifier for Devige. This
value shall be the same Yalue (i.e.
mirror) as the "doxm.devi{ceuuid"
Property as defined in ISP/IEC 30118-
2. Handling privacy-sensftivity for the
"di" Property, refer to clapse 13.16 in
ISO/IEC 30118-2.

Data|Model "dmv" "csv" N/A N/A ¢, R Yes Spec version of the Resqurce

Versfon specification to which thi$ Device data
model is implemented; if jmplemented
against a Vertical specifi¢ Device

specification(s), then the
of the vertical specificati
model is implemented to.
is a comma separated lis
<res>.<major>.<minor>.9
or <vertical>.<major>.<m
version>. <res> is the str
and <vertical> is the nam
vertical defined in the Ve|
Resource specification. T}
<minor>, and <sub-versid

Spec version
n this Device
The syntax
of
sub-version>
inor>.<sub-
ng "ocf.res"
e of the
Ftical specific
he <major>,
n> are the

major, minor and sub-ve

of the specification respe€ctively. One
entry in the csv string shall be the
applicable version of the |Resource
Type Specification for the Device (e.g.
"ocf.res.1.0.0"). If applicgble,
additional entry(-ies) in the csv shall

ion numbers

be the vertical(s) being realized (e.g.
"ocf.sh.1.0.0"). This value may be

extended by the vendor. The syntax
for extending this value, as a comma
separated entry, by the vendor shall

be by adding

x.<Domain_Name>.<vendor_string>.

For example, "ocf.res.1.0
ocf.sh.1.0.0, x.com.exam

The order of the values in the comma
separated string can be in any order

(i.e. no prescribed order)

Property shall not exceed 256 octets.

.0,
ple.string",

. This
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Property
title

Property
name

Value
type

Value
rule

Unit

Access
mode

Mandatory

Description

Permanent
Immutable ID

"piid"

"uuid"

N/A

N/A

R

Yes

A unique and immutable Device
identifier. A Client can detect that a
single Device supports multiple
communication protocols if it
discovers that the Device uses a
single Permanent Immutable ID value
for all the protocols it supports.
Handling privacy-sensitivity for the
"piid" Property, refer to clause 13.16
in ISO/IEC 30118-2.

Localized
Descriptions

"g"

"array"”

N/A

N/A

No

Detailed description of the Device, in

one or more languages. This Progerty
is an array of objects where gach
object has a "language" field
(containing an IETF RFC'5646
language tag) and a "value" field
containing the Device.description|in
the indicated language.

Software
Version

sV

"string"

N/A

N/A

No

Version of the'\Device software.

Manufacturer
Name

"dmn"

"array"

N/A

N/A

No

Name_oéfmanufacturer of the Device,
in one er'more languages. This
Praoperty is an array of objects where
each object has a "language" field
(eontaining an IETF RFC 5646

language tag) and a "value" field
containing the manufacturer namg
the indicated language.

n

Model
Number

"dmno"

"string"

N/A

N/A

No

Model number as designated by
manufacturer.

Ecosystem
Name

"econame"

“string”

enum

N/A

No

This is the name of ecosystem thdt a

Bridged Device belongs to. If a Dgvice
has "oic.d.virtual" as one of Resofirce
Type values ("rt") the Device shal
contain this Property, otherwise tH
Property shall not be included.

is

This Property has enumeration
values: ["BLE", "oneM2M", "UPIluq",
"Zigbee", "Z-Wave"].

Version of
Ecosystem

"ecoversion”

“string’”

N/A

N/A

No

This is the version of ecosystem that a
Bridged Device belongs to. If a Dgvice
has "oic.d.virtual" as one of its
Resource Type values ("rt") the
Device should contain this Property,
otherwise this Property shall not Qe
included.

Table 25 de]ines "oic.wk.p" Resource Type.
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Table 25 — "oic.wk.p™ Resource Type definition

Property title Property Value type Value Unit Access Mandatory Description

name rule mode

Platform ID "pi" "uuid" N/A N/A R Yes Unique identifier for the
physical Platform (UUID);
this shall be a UUID in
accordance with
IETF RFC 4122. ltis
recommended that the
UUID be created using
the random generation
scheme (version 4 UUID)
specific in,the RFC.
Handling\priyacy-
sensitivity’fof the "pi"
Property, refer to clause
13216 in ISO[IEC 30118-
27

Manyfacturer | "mnmn" "string" N/A N/A R Yes Name of manufacturer.

Nam

Manilfacturer "mnml" "uri" N/A N/A R No Reference to

Detajfls Link manufacturef,
represented ps a URI.

Model "mnmo" "string" N/A N/A R No Model numbér as

Numper designated by
manufacturef.

Date|of "mndt" "date" N/A Time ~'\R No Manufacturing date of

Mangyfacture Platform.

Serigl "mnsel "string" N/A S R No Serial numbgr of the

numbper Platform, maly be unique
for each Plafform of the
same model humber.

Platilorm "mnpv" "string" N/A N/A R No Version of Platform —

Versjon string (defingd by
manufacturef).

OS \lersion "mnos" "string" N/A N/A R No Version of Platform
resident OS t string
(defined by
manufacturef).

Hardware "mnhw" "string" N/A N/A R No Version of Platform

Vers'on hardware.

FirmlNare "mnfvt "string" N/A N/A R No Version of Platform

versfon firmware.

Support link ‘mnsl" "uri" N/A N/A R No URI that points to support
information ffom
manufacturef.

SystpmFime "st" "date-time" N/A N/A R No Reference tipe for the
Platform.

Vendor ID "vid" "string" N/A N/A R No Vendor defined string for
the Platform. The string is
freeform and up to the
vendor on what text to
populate it.

Network "mnnct" "array" array R No An array of integer where

Connectivity of each integer indicates the

Type integer network connectivity type

based on IANAIfType
value as defined by IANA
ifType-MIB Definitions,
e.g., [71, 259] which
represents Wi-Fi and
Zigbee.
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11.2.4 Resource discovery using "/oic/res"

11.2.4.1 General Requirements

Discovery using "/oic/res" is the default discovery mechanism that shall be supported by all Devices.
General requirements for use of this mechanism are as follows:

— Every Device updates its local "/oic/res" with the Resources that are discoverable (see 7.3.2.2).
Every time a new Resource is instantiated on the Device and if that Resource is discoverable by a
remote Device then that Resource is published with the "/oic/res" Resource that is local to the
Device (as the instantiated Resource).

After perforr
by performin
discover usi

11.2.4.2 Discovery using "oic.if.ll" (Default OCF Interfgace for "/oic/res")

If a Client do
then the OC
requirement
Interface of
operation.

— A Device
a RETRI
(default)
be restri

based orn Resource Types, OCF Interfaces, or Properties.

— The que

represerJtation has "rt". So "/oic/res" is the:0nly Resource that can be used for Multicast disc

at the tr

— The Devi
of each
informati
Observa

— The recefiving Device may do a deeper discovery based on the Resources returned in the re
to "/oic/rgs".

The informa

— The URI

g discovery using "/oic/p", "/oic/d", etc. If a Client already knows about the Device i
ng other Resources without going through the discovery of "/oic/res"

es not explicitly include an OCF Interface as a query parameter in the request to "/oi
F Interface is taken to be "oic.if.ll" as that is the Default OCF dnterface for "/oic/res'
5 in this clause are thus applied. The requirements in this~Clause also apply if an
"oic.if.Il" is explicitly requested by inclusion as a query-parameter in the RETR

wanting to discover Resources or Resource Types.on one or more remote Devices

EVE request to the "/oic/res" on the remote Devices. This request may be sent mul
or unicast if only a specific host is to be probed. The RETRIEVE request may optiq
cted using appropriate clauses in the quety.portion of the request. Queries may s

y applies to the representation of thes Resources. "/oic/res" is the only Resource W
nsport protocol layer.

ce receiving the RETRIEVE request responds with a list of Resources, the Resource
of the Resources and(the OCF Interfaces that each Resource supports. Additio

bn on the policies active on the Resource can also be sent. The policy supported inc
ility and discoverability.

ion thatiis returned on discovery against "/oic/res" is at the minimum:

(relative or fully qualified URL) of the Resource.

hing discovery using "/oic/res", Clients may discover additional details about the DLvice

may

c/res”
. The
OCF
IEVE

akes
icast
nally
elect

hose
bvery

Type
hally,
udes

Nuest

— The Resource Type(s) of each Resource. More than one Resource Type may be returned if the
Resource enables more than one type. To access Resources of multiple types, the specific
Resource Type that is targeted shall be specified in the request.

— The OCF Interfaces supported by that Resource. Multiple OCF Interfaces may be returned. To
access a specific OCF Interface that OCF Interface shall be specified in the request. If the OCF

Interface

is not specified, then the Default OCF Interface is assumed.

For Clients that do include the OCF-Accept-Content-Format-Version option, an "/oic/res" response
includes an array of Links to conform to IETF RFC 6690. Each Link shall use an "eps" Parameter to
provide the information for an encrypted connection and carry "anchor" of the value OCF URI where
the authority component of <devicelD> indicates the Device hosting the target Resource.
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The OpenAPI 2.0 file for discovery using "/oic/res" is described in Annex A. Also refer to clause 10
(OCF Endpoint discovery) for details of Multicast discovery using "/oic/res" on a CoAP transport.

An example Device might return the following to Clients that request with the Content Format of
"application/vnd.ocf+cbor" in Accept Option:

[

{

"href": "/oic/res",

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989/0ic/res",
"rel": "self",

"rt": ["oic.wk.res"],

nwo o L 1] ]
T T

. = I 1 1 : =N 1
s s gy T T T oo ST T

lpll: {"bmll: 3},

leps": [{"ep": "coap://[fe80::b1d6]:44444"}]

"lhref": "/oic/p",

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017€caa863989,
Trt": ["oic.wk.p"],

Nif": ["oic.if.r", "oic.if.baseline"],

To": {"bm": 3},

"eps": [{"ep": "coap://[feB80::bld6]:44444"},

{"ep": "coaps://[fe80::b1d6]:11111"}
]

href": "/oic/d4d",
anchor": "ocf://dc70373c-1e8d-4fb3-962e-017eda863989,

rt": ["oic.wk.d"],

Nif": ["oic.if.r", "oic.if.baseline"],

A} p": {"bm": 3},

leps": [{"ep": "coap://[fe80::bld6]:44444"},

{"ep": "coaps://[fe80::bld6IN111"}
]

"Thref": "/myLightSwitch",

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017caa863989,
"Trt": ["oic.r.switch.binary"],

Nif": ["odic.if.a", "oic.af.baseline"],

lpll: {"bm": 3},

leps": [{"ep": "codp://[feB80::bld6]:44444"},

{"ep": "ceaps://[fe80::bld6]:11111"}
]

11.2.p Multicast discovery using "/oic/res"

Gen ricsraaguireaments for ncae of CoAP multicast ara nrovided - inclausae 12 2 Q Navicas
He—egtHemets+ouSe—o+ AU eaStafre-provHee -6 adSe L8 HEES

<

hall support

use of CoAP multicast to allow retrieving the "/oic/res" Resource from an unsecured OCF Endpoint on
the Device. Clients may support use of CoAP multicast to retrieve the "/oic/res" Resource from other
Devices. The CoAP multicast retrieval of "/oic/res" supports filtering Links based on the "rt" Property
in the Links:

If the discovery request is intended for a specific Resource Type including as part of a multi-value
Resource Type, the query parameter "rt" shall be included in the request (see 6.2.2) with its value
set to the desired Resource Type. Only Devices hosting the Resource Type shall respond to the

discovery request.

When the "rt" query parameter is omitted, all Devices shall respond to the discovery request.
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11.3 Notification

11.3.1 Overview
A Server shall support NOTIFY operation to enable a Client to request and be notified of desired states

of one or more Resources in an asynchronous manner. 11.3.2 specifies the Observe mechanism in
which updates are delivered to the requester.

11.3.2 Observe

11.3.2.1 Oyerview
In the Obserye mechanism the Client utilizes the RETRIEVE operation to require the Serverfaor upfates
in case of R¢source state changes. The Observe mechanism consists of five steps whichare depicted
in Figure 11

NOTE the Observe mechanism can only be used for a resource with a Property of Observable (see 7.3.3.2).

Client SEnVEr

! 1. RETRIEVE Request (Observe) }:

2. Ghserve request
cached

WS |
3. RETRIEVE Response (Uhserve) !

4. Observe
condition satisfied
I

5. RETRIEWE Fesponse (Uhserve) !

-

SRt GEEEEEEE

Figure 11 — Observe mechanism

11.3.2.2 RETRIEVE request with Observe indication

The Client transmits(a)RETRIEVE request message to the Server to request updates for the Respurce
on the Server if-thére is a state change. The RETRIEVE request message carries the follpwing
parameters:

— fr: Unique identifier of the Client.

— to: Resource that the Client is requesting to Observe.
— ri: Identifier of the RETRIEVE operation.

— op: RETRIEVE.

— obs: Indication for Observe operation.
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Following the receipt of the RETRIEVE request, the Server may validate if the Client has the
appropriate rights for the requested operation and the Properties are readable and Observable. If the
validation is successful, the Server caches the information related to the Observe request. The Server
caches the value of the ri parameter from the RETRIEVE request for use in the initial response and
future responses in case of a change of state.

11.3.2.4 RETRIEVE response with Observe indication

The Server shall transmit a RETRIEVE response message in response to a RETRIEVE request

messfge from a Client. IT validation succeeded, the response includes an UDbServe indid

the (
regis

The H
- fr
- 1d

-

— cn: Information Resource representation as requested by.the Client.

— IS

- Ol

11.3.

The

Anyti
respg
or lim

11.3.
The §

state
parar

11.3.

Dbserve indication is omitted from the response which signals to the requesting
ration for notification was not allowed.

RETRIEVE response message shall include the following parameters:
Unique identifier of the Server.
: Unique identifier of the Client.

Identifier included in the RETRIEVE operation.

: The result of the RETRIEVE operation.

bs: Indication that the response is made to an,Observe operation.

.5 Resource monitoring by the Server

Berver shall monitor the state the\Resource identified in the Observe request fron
me there is a change in the state,of the Observed Resource, the Server sends anothe|
nse with the Observe indication. The mechanism does not allow the client to specify
its which trigger a notification, the decision is left entirely to the server.

P.6 Additional RETRIEVE responses with Observe indication
berver shall trafismit updated RETRIEVE response messages following Observed ch

of the Resources indicated by the Client. The RETRIEVE response message shal
neters listéd-in 11.3.2.4.

P.7 (Cancelling Observe

ation. If not,
Client that

n the Client.
r RETRIEVE
any bounds

anges in the
include the

The

pET [ W
I

-l n = el 1 V) Il = | 0Dl - bl -
CITTTIU CdlT TAPIUIUY  CAllLer UDSTIVE DYy SCTIUNTYy 4 RETINTEVE TEUuesl WitIout

he Observe

indication field to the same Resource on the Server which it was Observing. For certain protocol
mappings, the Client may also be able to cancel an Observe by ceasing to respond to the RETRIEVE
responses.

1.4

Introspection

11.4.1 Overview

Introspection is a mechanism to announce the capabilities of Resources hosted on the Device.
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The intended usage of the Introspection Device Data (IDD) is to enable dynamic Clients e.g. Clients
that can use the IDD) to generate dynamically a Ul or dynamically create translations of the hosted
Resources to another eco-system. Other usages of Introspection is that the information can be used
to generate Client code. The IDD is designed to augment the existing data already on the wire. This
means that existing mechanisms need to be used to get a full overview of what is implemented in the
Device. For example, the IDD does not convey information about Observability, since that is already

conveyed with the "p" Property on the Links in "/oic/res" (see 7.8.2.5.3).

The IDD is recommended to be conveyed as static data. Meaning that the data does not change during
the uptime of a Device. However, when the IDD is not static, the Introspection Resource shall be
Observable and the url Property Value of "oic.wk.introspection" Resource shall change to indicate that
the IDD is changed

The IDD desgribes the Resources that make up the Device. For the complete list of included Resolrces
see Table 20. The IDD is described as a OpenAPIl 2.0 in JSON format file. The text in the-follpwing
bulleted list|contains OpenAPIl 2.0 terms, such as paths, methods etc. The OpenAPIN\2.0 file|shall
contain the description of the Resources:

— The IDD|will use the HTTP syntax, e.g., define the CRUDN operation as HTFP methods angd use
the HTTR status codes.

— The IDD |does not have to define all the status codes that indicate an-error situation.

— The IDD [does not have to define a schema when the status code indicates that there is no payload
(see HTTP status code 204 as an example).

— The paths (URLs) of the Resources in the IDD shall be without the OCF Endpoint description, e.g.
it shall nxt be a fully-qualified URL but only the relativeipath from the OCF Endpoint, aka the "href".
The relatjve path may include a query parameter (e.g 2 ?if=oic.if.1l"), in such cases the text follpwing
(and inclpding) the "?" delimiter shall be removed before equating to the "href" that is conveygd by
"loic/res'|.

— The following Resources shall be excluded\in the IDD:

— Resoprce with Resource Type: "oic:wk.res" unless 3rd party defined or optional Propertigs are
implemented.

— Resoprce with Resource Type: "oic.wk.introspection".

— Resoprces explicitly-‘identified within other specifications working in conjuction with this
document (e.g. Resources that handle Wi-Fi Easy Setup, see [2]).

— The folloving Resoetirces shall be included in the IDD when optional or 3 party defined Propgrties
are implgmented:

— Resoprces with type: "oic.wk.p" and "oic.wk.d" (e.g. discovery related Resources).

— Security Virtual Resources from ISO/IEC 30118-2.

— When the Device does not expose instances of Vertical Resource Types, and does not have any
3 party defined Resources (see 7.8.4.4), and does not need to include Resources in the IDD due
to other clauses in this clause, then the IDD shall be an empty OpenAPI 2.0 file. An example of an
empty OpenAPI 2.0 file can be found in found in Annex B.2.

— All other Resources that are individually addressable by a Client (i.e. the "href" can be resolved
and at least one operation is supported with a success path response) shall be listed in the IDD.
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— Per Resource the IDD shall include:
— All implemented methods

— For an OCF defined Resource Type, only the methods that are listed in the OpenAPI 2.0
definition are allowed to exist in the IDD. For an OCF defined Resource Type, methods not
listed in the OpenAPIl 2.0 definition shall not exist in the IDD. The supported methods
contained in the IDD shall comply with the listed OCF Interfaces. For example, if the POST
method is listed in the IDD, then an OCF Interface that allows UPDATE will be listed in the
IDD.

— _Persunnorted method:
rr

— Implemented query parameters per method.
— This includes the supported OCF Interfaces ("if") as enum values.
— Schemas of the payload for the request and response bodies of the method.
— Where the schema provides the representation of a batch’ request or responge ("oic.if.b")
the schema shall contain the representations for all Resource Types that may| be included
within the batch representation. The representations shall be provided within the IDD itself.
— The schema data shall be conveyed by the OpenAPI| 2.0 schema.
— The OpenAPI 2.0 schema object shall compty ‘with:

— The schemas shall be fully resolved;e.g. no references shall exist outside {he OpenAPI
2.0 file.

— The schemas shall list which OCF Interfaces are supported on the method.

— The schemas shall list if @ Property is optional or required.

— The schemas shalljinclude all Property validation keywords. Where an entlm is defined
the enum shall;contain the values supported by the Device. When vendor defined
extensions existito the enum (defined in accordance to 7.8.4.4) these shall be included
in the enum.

— The seghemas shall indicate if an Property is read only or read-write.

- By means of the readOnly schema tag belonging to the Property.

— Default value of readOnly is false as defined by OpenAPI 2.0.

— The default value of the "rt" Property shall be used to indicate the supported Resource
Types.

— oneOf and anyOf constructs are allowed to be used as part of a OpenAPI 2.0 schema
object. The OpenAPl 2.0 schema with oneOf and anyOf constructs can be found in
Annex B.1.
— For Atomic Measurements (see clause 7.8.4), the following apply:

— The "rts" Property Value in the IDD shall include only the Resource Types the instance contains
and not the theoretical maximal set allowed by the schema definition.
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— The Resources that are part of an Atomic Measurement, excluding the Atomic Measurement
Resource itself, shall not be added to their own individual path in the IDD, as they are not
individually addressable; however, the schemas for the composed Resource Types shall be
provided in the IDD as part of the batch response definition along with the "href" for the
Resource.

Dynamic Resources (e.g. Resources that can be created on a request by a Client) shall have a URL
definition which contains a URL identifier (e.g. using the {} syntax). A URL with {} identifies that the
Resource definition applies to the whole group of Resources that may be created. The actual path may
contain the Collection node that links to the Resource.

Example of alURL with identifiers:

/ScenelListRpsURI/{SceneCollectionResURI}/{SceneMemberResURI}:

When differgnt Resource Types are allowed to be created in a Collection, then the different schemas
for the CREATE method shall define all possible Resource Types that may be created. The schema
construct oneOf allows the definition of a schema with selectable Resources. Ahe oneOf conptruct
allows the integration of all schemas and that only one existing sub schema shal*be used to indicate
the definition of the Resource that may be created.

Example usgge of oneOf JSON schema construct is shown in Figure 12:

{
"oneOf": [
{ <<subsghema 1 definition>> 1},
{ << sub|schema 2 definition >> }

Figure 12 — Example usage'of oneOf JSON schema

A Client using the IDD of a Device should, check the version of the supported IDD of the Device|. The
OpenAPI 2.0 version is indicated in each file with the tag "swagger". Example of the 2.0 supported
version of thie tag is: "swagger": "2.0%Later versions of this document may reference newer versions
of the OpenAPI specification, for example 3.0.

A Device shall support one Resource with a Resource Type of "oic.wk.introspection" as defined in
Table 26. The Resource with”a Resource Type of "oic.wk.introspection" shall be included ip the
Resource "/gic/res".

An empty IDD file, e7g,*no URLs are exposed, shall still have the mandatory OpenAPI 2.0 fields| See
OpenAPI specification. An example of an empty OpenAPI 2.0 file can be found in found in Annex B.2.

Table26—Ilntrospection-Resource
Pre-defined Resource Resource Type ID OCF Description Related
URI Type Title ("rt" value) Interfaces Functional
Interaction
none Introspection "oic.wk.introspection" | "oic.if.r" The Resource that Introspection
announces the URL of the
Introspection file.

Table 27 defines "oic.wk.introspection" Resource Type.
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Table 27 — "oic.wk.introspection” Resource Type definition

Property Property Value Value Unit Access Mandatory Description
title name type rule mode

urlinfo "urllnfo" "array" N/A N/A Yes array of objects

url "url" "string" "uri" N/A Yes URL to the hosted payload

protocol "protocol" "string" "enum" N/A R Yes Protocol definition to retrieve
the Introspection Device Data
from the url.

content- "content- "string" "enum” N/A R No content type of the url.

type type"

vergion "version" "integer" | "enum" N/A R No Version of thesIntrpspection
protocol, indicateqd which
rules are @pplied ¢n the
Introspection Device Data
regarding the confent of the
OpenAPI 2.0 file.
Current value is 1

11.4.2 Usage of Introspection

The Iptrospection Device Data is retrieved in the following steps and as depicted in Figur

13:

D

—| Check if the Introspection Resource is supported/and retrieve the URL of the Resgurce.

—| Retrieve the contents of the Introspection ResoOurce

—| Usage of the Introspection Device Data by the Client

—| Download the Introspection Device Data from the URL specified the Introspection [Resource.
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Client SEMEr

check support introspection

checking if cic.wk.introspection is supported B] E

' get [foic/res?rt="oic.wk.introspection"] >

:{ links="/myintrospectionresource"

usage of the introspection resource
i

retrieve the introspection resource b]

i retrieve [fmyintrospectionresource} 4

I introspectigrodevice data
h{ p

-
< /myintrospectionresource data

url of the introspection device data is now known to the clight b] :
0 7 |
' retrieve [/myintrogpectiondataurl] {} }:

usage of the introspection device data |

] s 07

use the introspection data;
1) construct payloads for methods
2) invoke thése’ methods.

A [
]

Figure 13 — Interactions\to check Introspection support and download the Introspection
Device Data

11.5 Semantic-Tags

11.5.1 Intnoduction

Semantic Tags are meta-information associated with a specific Resource instance that are represented
as both Link Parameters and Resource Properties that provide a mechanism whereby the Resource
be annotated with additional contextual metadata that helps describe the Resource.

When a Semantic Tag is defined for a Resource, it shall be present as a Link Parameter in all Links
that are present that target the Resource, including Links in "/oic/res" if the Resource is a Discoverable
Resource. The Semantic Tag is further treated as a Common Property associated with the Resource
and so shall be returned as part of the "baseline" response for the Resource if a Semantic Tag has
been populated.
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11.5.2 Semantic Tag definitions
11.5.2.1 Relative and descriptive position Semantic Tags

11.5.2.1.1 Introduction

Consider where there may be multiple instances of the same Resource Type exposed by a Device; or
a case where there may be potentially ambiguity with regard to the physical attribute that a Resource
is representing. In such a case the ability to annotate the Links to the Resource with information
pertaining to the relative position of the Resource within the Physical Device becomes useful.

11.5.2.1.2 "tag-pos-desc"” or position description Semantic Tag

The 'ftag-pos-desc” Semantic Tag as defined in Table 28 describes the position ,of the R¢source as a
descliptive position. If the tag is not exposed it conveys the same meaning as-if the tag is exposed
with @ value of "unknown". The value for the "tag-pos-desc" Semantic Tag if éxposed, shdll be a string
contgining a value from the enumeration detailed in Annex C. The population of the Semantic Tag is
defingd by the Device vendor and shall not be mutable by a Client.

Table 28 — "tag-pos-desc"” Semantic Tag definition

Link Parameter Type Contents Value examplle
name
"tag-pos-desc" enum See Annex C "tag-pos-desc": "topleft|

11.5.R.1.3 "tag-pos-rel” or relative position Semantic Tag

The '[tag-pos-rel" Semantic Tag describes, the position of the Resource as a relative pgsition in 3D
space against a known point defined by-the Device vendor. The known point is defined Jusing [x,y,z]
form ps [0.0,0.0,0.0]. The position itselfis then represented by the x-, y-, and z- plane relgtive position
from fhis known point using a bounded box of size +1.0/-1.0 in each plane.

Figure 14 illustrates the definition of "tag-pos-rel".
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The "tag-posg-rel” Semantic Tag value is defined by the Device vendor and shall not be mutabldg by a

Client. This |s detailed in Tab&@.

geble 29 - "tag-pos-rel” Semantic Tag definition

Link Paranjeter ék)Type Contents Value example
name 1,
~
“tag-pos-rel'{(/ array Three element array of numbers defmlng "tag-pos-rel": [0.5,0.5,0.5]

I.Ilc 'JUOII.IUII IUIGLIVC I.U =] ’\IIUVVII lU v, U]
point within the context of an abstract box
[-1.-1,-11[1,1.1].

11.5.2.2 Functional behaviour Semantic Tags

11.5.2.2.1 Introduction
Consider, for example, the case of a Device that supports two target temperatures simultaneously for

different modes of operation, for example a temperature for heating and a separate temperature for
cooling.
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There is then an ambiguity with respect to the target mode of the specific temperature Resource; it
isn't explicit which instance of temperature is associated with which Device function. In such a case
the ability to annotate the Links to the Resource with information pertaining to the function of the
Resource within the Physical Device becomes useful.

11.5.2.2.2 "tag-func-desc"” or function description Semantic Tag

The "tag-func-desc" Semantic Tag describes the function of the Resource, if exposed it shall be
populated with a value from the currently supported set of standardized enumeration values defined
by the Device ecosystem specifications. If the tag is not exposed it conveys the same meaning as if
the tag is exposed with a value of "unknown". The value for the "tag-func-desc" Semantic Tag, if
expo§ed, 15 defined by the Device vendor and shall not be mutable by a Clent.

This Jtag-func-desc" Semantic Tag is detailed in Table 30.

Table 30 - "tag-func-desc"” Semantic Tag definition

Link Parameter Type Contents Value examplle
name

"tag-func-rel" enum Defined by Device ecosystem "tag-func-desc": "cool"
12 | Messaging
12.1| Introduction
This ¢lause specifies the protocol messaging mapping to the CRUDN messaging operations (clause 8)
for each messaging protocol specified (e.g.,.GoAP.). Mapping to additional protocols is|expected in
later version of this document. All the Propérty information from the Resource model sh3ll be carried
within the message payload. This payload:''shall be generated in the Resource model layer and shall
be encapsulated in the data connectivity’'layer. The message header shall only be used to describe

the m
head
not s
inforn
mand

Wher
synta
code

The ¢

essage payload (e.g., verb, mime-type, message payload format), in addition to th
br fields defined in a messaging protocol (e.g., CoAP) specification. If the message
pport this, then this information shall also be carried in the message payload. Res

e mandatory
header does
purce model

hation shall not be incldded in the message header structure unless the message he¢ader field is

atory in the messaging protocol specification.

a Resource is-specified with a RESTful description language like OpenAPI 2.0 th
x definitions.are’used in the description (e.g., HTTP syntax for the CRUDN oper
5, etc). The;HTTP syntax will be mapped to the actual used web transfer protocol (e

ommunication is largely based on UDP and UDP has defined the Maximum Trans

Bt

n the HTTP
ions, status
g., CoAP).

mission Unit

(MTU). ,All)'UDP payload size communications shall not exceed the MTU size as|per by the
IETF|REC 8085 clause 3.2. This is to avoid being dependent on package reassembly by the operating
systenTs:

12.2 Mapping of CRUDN to CoAP

12.2.1 Overview

A Device implementing CoAP shall conform to IETF RFC 7252 for the methods specified in clause
12.2.3. A Device implementing CoAP shall conform to IETF RFC 7641 to implement the CoAP Observe
option. Support for CoAP block transfer when the payload is larger than the MTU is defined in 12.2.8.
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12.2.2 URIs

An OCF: URI is mapped to a coap: URI by replacing the scheme name "ocf" with "coap" if unsecure or
"coaps" if secure before sending over the network by the requestor. Similarly on the receiver side, the
scheme name is replaced with "ocf".

Any query string that is present within the URI is encoded as one or more URI-Query Options as
defined in IETF RFC 7252 clause 6.4.

12.2.3 CoAP method with request and response

12.2.3.1 Overview

Every requept has a CoAP method that realizes the request. The primary methods and théir meapings
are shown ip Table 31, which provides the mapping of GET/POST/DELETE methods\to CRHATE,
RETRIEVE, [UPDATE, and DELETE operations. The associated text provides the generic behayiours
when using these methods, however Resource OCF Interfaces may modify thesergeneric semaptics.
The HTTP codes in the RESTful descriptions will be translated as described in }FETF RFC 8075 c]ause
7 Response|Code Mapping. CoAP methods not listed in Table 31 are not supported.

Table 31 — CoAP request and responseé

Mefthod for CRUDN (mandatory) Request data (mandatory) Response data

GET for RHTRIEVE - Method code: GET (0.01). - Response code: success (2.xx) pr

I error (4.xx or 5.xx).
- Request URI: an existing URI for

the Resource to be retrieved - Payload: Resource representatig
of the target Resource (when
successful).

=]

POST for QREATE - Method code: ROST (0.02). - Response code: success (2.xx) pr

L error (4.xx or 5.xx).
- Request URI>an existing URI for

the Resourcé responsible for the - Payload: the URI of the newly
creation. created Resource (when successfil).

- Payload: Resource presentation of
the.Résource to be created.

POST for YPDATE *.Method code: POST (0.02). - Response Code: success (2.xx)|or

_— error (4.xx or 5.xx).
- Request URI: an existing URI for

the Resource to be updated.

- Payload: representation of the
Resource to be updated.

DELETE for DELETE - Method code: DELETE (0.04). - Response code: success (2.xx) pr
error (4.xx or 5.xx).

- Request URI: an existing URI for
the Resource to be deleted.

12.2.3.2 CREATE with POST

POST shall be used only in situations where the request URI is valid, that is it is the URI of an existing
Resource on the Server that is processing the request. If no such Resource is present, the Server shall
respond with an error response code of 4.xx. The use of POST for CREATE shall use an existing
request URI which identifies the Resource on the Server responsible for creation. The URI of the
created Resource is determined by the Server and provided to the Client in the response.

A Client shall include the representation of the new Resource in the request payload. The new resource
representation in the payload shall have all the necessary Properties to create a valid Resource
instance, i.e. the created Resource should be able to properly respond to the valid Request with
mandatory OCF Interface (e.g., "GET with ?if=oic.if.baseline").
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Upon receiving the POST request, the Server shall either:

— Create the new Resource with a new URI, respond with the new URI for the newly created Resource
and a success response code (2.xx); or

— respond with an error response code (4.xx or 5.xx).

12.2.3.3 RETRIEVE with GET

GET shall be used for the RETRIEVE operation. The GET method retrieves the representation of the
target Resource identified by the request URI.

Upon| receiving the GET request, the Server shall either:

— Send back the response with the representation of the target Resource with.a.sSuccess response
cgde (2.xx); or

— rgspond with an error response code (4.xx or 5.xx) or ignore it (e.g. nonsapplicable mujticast GET).

GET Js a safe method and is idempotent.

12.2.8.4 UPDATE with POST

POST shall be used only in situations where the request URDis valid, that is it is the URI df an existing
Resoprce on the Server that is processing the request. Afio such Resource is present, the|Server shall
respdnd with an error response code of 4.xx. A clienb shall use POST to UPDATE Propefty values of
an eXisting Resource.

Upon| receiving the request, the Server shall_either:

— Apply the request to the Resource idéntified by the request URI in accordance with the applied
OCF Interface (i.e. POST for non-existent Properties is ignored) and send back a response with a
sliccess response code (2.xx); or

— rgspond with an error respafise code (4.xx or 5.xx). Note that if the representation in|the payload
is| incompatible with the( target Resource for POST using the applied OCF Interface (i.e. the
oyerwrite semantic cannot be honored because of read-only Property in the payload), then the error
rgsponse code 4.xxshall be returned.

12.2.3.5 DELETEwith DELETE

DELBTE shall )be used for DELETE operation. The DELETE method requests that the Resource
identified by the request URI be deleted.

UponlLreceiving the DELETE request, the Server shall either:

— Delete the target Resource and send back a response with a success response code (2.xx); or
— respond with an error response code (4.xx or 5.xx).

DELETE is unsafe but idempotent (unless URIs are recycled for new instances).

12.2.4 Content-Format negotiation

The Framework mandates support of CBOR, however it allows for negotiation of the payload body if
more than one Content-Format (e.g. CBOR and JSON) is supported by an implementation. In this case
the Accept Option defined in clause 5.10.4 of IETF RFC 7252 shall be used to indicate which Content—
Format (e.g. JSON) is requested by the Client.
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Formats supported are shown in Table 32.

Table 32 — OCF Content-Formats

Media Type

"applicatio

n/vnd.ocf+cbor"” 10000

Clients shall include a Content-Format Option in every message that contains a payload. Servers shall

include a Content-Format Option for all success (2.xx)

IETF RFC 7
responses
Diagnostic A
ID column n
Option.

Clients shall
the required
the required
Server shall

12.2.5 OC

Servers and
response m
Option in rg
Format-Vers

responses with a payload body.

ith a payload body unless they include a Diagnostic Payload; error responses‘y
ayload do not include a Content-Format Option. The Content-Format Option shallus
umeric value from Table 32. An OCF vertical may mandate a specific Content-F

also include an Accept Option in every request message. The Accepi-Option shall ing
Content-Format as defined in Table 32 for response messages. The’Server shall
Content-Format if available. If the required Content-Format canfot be returned, th
respond with an appropriate error message.

F-Content-Format-Version information

Clients shall include the OCF-Content-Format<Version Option in both reques
bssages with a payload. Clients shall include the) OCF-Accept-Content-Format-Ve

ion Option are specified as Option Numbers_in'the CoAP header as shown in Table

Per
5.xx)
ith a
e the

brmat

icate
eturn
n the

and
rsion

quest messages. The OCF-Content-Format-Version Option and OCF-Accept-Content-

33.

Table 33(- OCF-Content-Format-Version and’OCF-Accept-Content-Format-Version Option
Numbers
CoAP Ogtion Number Name Format Length
(bytes)
2049 OCF-Accept:Content- uint 2
Format-Version
2053 OCE=-Content-Format- uint 2
\ersion

The value ¢
Version Opti
The major a
as shown in

f both the{ OCF-Accept-Content-Format-Version Option and the OCF-Content-Fo
on is a‘two-byte unsigned integer that is used to define the major, minor and sub vers
hd minor versions are represented by 5 bits and the sub version is represented by
Table 34.

rmat-
ions.
b bits

Table 34 — OCF-Accept-Content-Format-Version and OCF-Content-Format-Version

Representation

Major Version Minor Version Sub Version

Bit

15 (14 |13 [ 12 | 11 10 |9 8 7 3 |2 1
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Table 35 illustrates several examples:

Table 35 — Examples of OCF-Content-Format-Version and OCF-Accept-Content-Format-Version
Representation

OCF version Binary representation Integer value
"1.0.0" "0000 1000 0000 0000" 2048
"1.1.0" "0000 1000 0100 0000" 2112

The {(DCTF-Accepi-Conieni-Format-vVersion Option and OCF-Conieni-Format-Version Ogtion for this
versipn of the document shall be "1.0.0" (i.e. "Ob0000 1000 0000 0000").

12.2.p Content-Format policy

All Devices shall support the current Content-Format Option, "applicationtvnd.ocf+cbor|, and OCF-
Contént-Format-Version "1.0.0".

For bpckward compatibility with previous OCF-Content-Format-Version Options:
— All Client Devices shall support OCF-Content-Format-Versjon-Option set to "1.0.0" and higher.

— Al Client Devices shall support OCF-Accept-Content{Eormat-Version Option set to[ "1.0.0" and
higher.

— A| Client shall send a discovery request "message with its Accept Opfjon set to
"dpplication/vnd.ocf+cbor", and its OCF-Aceept-Content-Format-Version Option matching its
highest supported version.

AlServer shall respond to a Client's discovery request that is higher than its OCF-Confent-Format-
Version by responding with its Contept-Format Option set to "application/vnd.ocf+cbof", and OCF-
Cpntent-Format-Version matching, its highest supported version. The response represgntation shall
b¢ encoded with the OCF-Content-Format-Version matching the Server's highest suppgrted version.

— A|Server may support pfeyious Content-Formats and OCF-Content-Format-Versiong to support
backward compatibility with previous versions.

— For a Server that._supports multiple OCF-Content-Format-Version Options, the Sgrver should
aftempt to respond with an OCF-Content-Format-Version that matches the OCF-Accgpt-Content-
Format-Version of the request.

To maintain.compatibility between Devices implemented to different versions of this documlent, Devices
should follow the policy as described in Figure 15.

The CCFCtientsimFigure t5supportsending Coment-Format Optiomsetto “appticationf/vnhd.ocf+cbor",
Accept Option set to "application/vnd.ocf+cbor", OCF-Content-Format-Version Option set to "1.0.0",
and OCF-Accept-Content-Format-Version Option set to "1.0.0" (representing OCF 1.0 and later
Clients). The OCF Servers in Figure 15 support sending Content-Format Option set to
"application/vnd.ocf+cbor" and OCF-Content-Format-Version Option set to "1.0.0" (representing
OCF 1.0 and later Servers).
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OCF Client with newer
OCF-Content-Format-Version
(supports "1.0.0" for compatibility)

QOCF Server

(only supports "1.0.0")

{ OCF Server behavior :

GET /oic/res with Accept="application/wnd.ocf+cbor" and OCF-Accept-Content-Format-Version="7.5.2"

b
>

Joic/res response with Content-Format="application/wnd.ocf+cbor" and OCF-Content-Format-Version="1.0.0"

<
T~

Figure 15 — Content-Format Policy for backward compatible OCF Clients negotiating lower

OCF Content-Format-Version

12.2.7 CRUDN to CoAP response codes

The mapping of CRUDN operations response codes to CoAP response codes are identical tp the

response cofdes defined in IETF RFC 7252.

12.2.8 CoAP block transfer

Basic CoAP messages work well for the small payloads typical of light-weight, constrained loT deyices.

However sc¢gnarios can be envisioned in which an application needs 1o transfer larger payloads.

CoAP block4wise transfer as defined in IETF RFC 7959 shall bedused by all Servers which generate a

content paylpad that would exceed the size of a CoAP datagram as the result of handling any dgfined

CRUDN operation.

Similarly, CQAP block-wise transfer as defined in IETF RFC 7959 shall be supported by all Cl|ents.

The use of Rlock-wise transfer is applied to both the.reception of payloads as well as transmissfon of

payloads thgat would exceed the size of a CoAP datagram.

A Client may support both the block1 (as descriptive) and block2 (as control) options as describgd by

IETF RFC 7959. A Server may support both'the block1 (as control) and block2 (as descriptive) options

as described by IETF RFC 7959.

12.2.9 Generic requirementsifor CoAP multicast

A Client may use CoAP multicast to retrieve a target Resource with a fixed local path from mudltiple

other Devicdgs. This clause provides generic requirements for this mechanism.

— Devices ghall join the All OCF Nodes multicast groups (as defined in [IANA IPv6 Multicast Adfiress
Space REgistry])>with scopes 2, 3, and 5 (i.e., ff02::158, ff03::158 and ff05::158) and shall |isten
on the port/5683. For compliance to IETF RFC 7252 a Device may additionally join the All CoAP
Nodes mjultieast groups.

92

Clients intending to discover Resources shall join the multicast groups as defined in the first bullet.

Clients shall send multicast requests to the All OCF Nodes multicast group address with scope 2
("ff02::158") or with scope 5 ("ff05::158") at port "5683". The requested URI shall be the fixed local
path of the target Resource optionally followed by query parameters. For compliance to
IETF RFC 7252 a Client may additionally send to the All CoOAP Nodes multicast groups.

To discover Devices on a low-rate wireless personal area network (LR-WPAN) [see
IETF RFC 7346], Clients should send additional discovery requests (GET request) to the All OCF
Nodes multicast group address with REALM_LOCAL scope 3 ("ff03::158") at port "5683". The set
of replying Devices then can be used to distinguish if the Device is SITE_LOCAL or REALM_LOCAL
to the Client discovering the Devices. Such request shall use the IPv6 hop limit with a value of 255.
If the Client sends discovery requests to All OCF Nodes, then for compliance to IETF RFC 7252 a
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Client may additionally send to the All CoAP Nodes multicast groups with the same REALM_LOCAL
scope with the IPv6 hop limit value of 255.

Clients should send discovery requests (GET request) to the All OCF Nodes multicast group
address with SITE_LOCAL scope 5 ("ff05::158") at port "5683". Such request shall use the IPv6
hop limit with a value of 255. If the Client sends discovery requests to All OCF Nodes, then for
compliance to IETF RFC 7252 a Client may additionally send to the All CoOAP Nodes multicast
groups with the same SITE_LOCAL scope with the IPv6 hop limit value of 255.

The multicast request shall be permitted by matching the request to an ACE which permits

unauthenticated access to the target Resource as described in ISO/IEC 30118-2.

H
in

D
tg

12.2

The t
Clien
2] an

caus¢ latency when in "ready for normal operation state" [see clause 8.5 in ISO/IEC 30

other

12.3

12.3.

In en
Also
consi
which
TCP

.10 Setting timeout on response to a confirmable request

andling of multicast requests shall be as described in clause 8 of IETF RFC 7252 an
IETF RFC 6690.

bvices which receive the request shall respond, subject to query parameter.proces
the requested Resource.

meout specified by "oic.wk.res:eps[]:lat", when present, should‘only be taken into ag
I when the Server is in the "ready for normal operation state’ [see clause 8.5 in ISC
d the request made is a confirmable request. The Server_should only enable the s

states the Server should respond with timeouts as/identified in IETF RFC 7252.
Mapping of CRUDN to CoAP serialization over TCP

1  Overview

d clause 4.1

5ing specific

count by the
/IEC 30118-
tate that will
18-2]. In all

vironments where TCP is already.available, COAP can take advantage of it to provi
in some environments UDP traffic is blocked, so deployments may use TCP.

e reliability.
or example,

der a cloud application acting«as a Client and the Server is located at the user’s home. A Server
already support CoAP as‘a.-messaging protocol could easily support CoAP seriajization over

rather than utilizing another-messaging protocol. A Device implementing CoAP Seriglization over

TCP ghall conform to IETF REC 8323.
12.3.2 URIs
When UDP is bloegked, Clients are dependent on pre-configured details of the Device to|determine if

the Dlevice supports CoAP serialization over TCP. When UDP is not-blocked, a Device wh

CoAH
in 10
URI o

2, withrthe URI scheme(s) as defined in clause 8.1 or 8.2 of IETF RFC 8323. For the

ich supports

serialization over TCP shall populate the "eps" Parameter in the "/oic/res" responsg¢, as defined

"coaps+tcp"

cheéme, as defined in clause 8.2 of IETF RFC 8323, IETF RFC 7301 shall be used

Rlc o for CalAD o TCP chall oan m—tao-492 2 9 by cuha

riol

In addition,

the U

ization Ao r EIETHE TV
LAVES I ECAvAV Iy AV Rap A v ) ey | SoTianZaaurT OveT T ol STTAmT—CoUTTUTIT U Z-Z-Z— Uy SubusSutatiTy

¢ the scheme

names with the scheme names defined in clauses 8.1 and 8.2 of IETF RFC 8323 respectively.

12.3.3 CoAP method with request and response

The CoAP methods used for CoAP serialization over TCP shall conform to 12.2.3.

12.3.4 Content-Format negotiation

The Content Format negotiation used for CoAP serialization over TCP shall conform to 12.2.4.
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12.3.5 OCF-Content-Format-Version information

The OCF Content Format Version information used for CoAP serialization over TCP shall conform to

12.2.5.

12.3.6 Content-Format policy

The Content

Format policy used for CoAP serialization over TCP shall conform to 12.2.6.

12.3.7 CRUDN to CoAP response codes

The CRUDN

12.3.8 Co/

The CoAP b

12.3.9 Ke¢p alive (connection health)

The Device that initiated the CoAP over TCP connection shall send a Ping message as descrifjed in
clause 5.4 inIETF RFC 8323. The Device to which the connection wasrmade may send a Ping megsage.
The recipient of any Ping message shall send a Pong message\as described in clause §.4 in
IETF RFC 8823.

Both sides [of an established CoAP over TCP connegction may send subsequent Ping|(and
correspondifg Pong) messages.

12.3.10 CoAP using a proxy

In cases thpt a request is made to a forwarding proxy, the option proxy-uri (clause 5.1Q.2 of
IETF RFC 7252) shall be used. The format of.the information in the proxy-uri option includes the] OCF
Device information. The proxi-uri shall havé)the format of an OCF URI as described in clause $.2.2

The authorit

12.4 Pay

OCF implem
from CBOR

to CoAP response codes for CoAP serialization over TCP shall conform to 12.2. 7

AP block transfer

ock transfer for CoAP serialization over TCP shall conform to clause 6, of.l[ETF RFC

y will have the same value as_oic.wk.d:uuid of the targeted Device.

oad Encoding in CBOR

entations shall perform the conversion to CBOR from JSON defined schemas and to |
n accordance with IETF RFC 7049 clause 4 unless otherwise specified in this claus

Properties d
and 1). Pro
precision flo

efined as-a JSON integer shall be encoded in CBOR as an integer (CBOR major ty
perties “defined as a JSON number shall be encoded as an integer, single- or dd

B323.

SON

D

bes 0
uble-
ation

ating point (CBOR major type 7, sub-types 26 and 27); the choice is implemen

dependent. Half

~-precision floating point (CBOR major 7, sub-type 25)
numbers sha ithin-the-ctosed-interva A A Propertiesdefine ON-n

be encoded as integers whenever possible; if this is not possible Properties defined as a JSON number
should use single-precision if the loss of precision does not affect the quality of service, otherwise the
Property shall use double-precision.

W

On receipt of a CBOR payload, an implementation shall be able to interpret CBOR integer values in
any position. If a Property defined as a JSON integer is received encoded other than as an integer,
the implementation may reject this encoding using a final response as appropriate for the underlying
transport (e.g. 4.00 for CoAP) and thus optimise for the integer case. If a Property is defined as a
JSON number an implementation shall accept integers, single- and double-precision floating point.
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13 Security

The details for handling security and privacy are specified in ISO/IEC 30118-2.
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Annex A
(normative)

Resource Type definitions

A.1 List of Resource Type definitions

All the clauses in Annex A describe the Resource Types with a RESTful API definition language. The

Resource Type-definitions—presented—in-AnnexA—are-formattedforreadabiitv—and-so-mav—appear to
P Lt g i ) - pAl > o
have extra line breaks. Table A.1 contains the list of defined Core Common Resources in this doeyment.

Table A.1 — Alphabetized list of Core Resources

Friendly Name (informative) Resource Type (rt) Clause
Atomic Megsurement "oic.wk.atomicmeasurement" A.2
Collections "oic.wk.col" A.3
Device "oic.wk.d" A.4
Discoverable Resource "oic.wk.res" A7
Introspectign "oic.wk.introspection” A.5
Platform "oic.wk.p" A.6

A.2 Atomic Measurement links list representation

A.2.1 Introduction

The oic.if.baseline OCF Interface exposes a\representation of the links and the Common Proper
of the Atomig Measurement Resource.

es

A.2.2 Example URI

/AtomicMeagurementResURI

A.2.3 Res$ource type

The Resourge Typeuis defined as: "oic.wk.atomicmeasurement”.

A.2.4 OpknAPl 2.0 definition

{
"swagger": "2.0",
"info": {
"title": "Atomic Measurement links list representation",
"version": "2019-03-04",
"license": {
"name": "OCF Data Model License",
"url": "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"x-copyright": "Copyright 2018-2019 Open Connectivity Foundation, Inc. All rights reserved."
}I
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
}!
"schemes": ["http"],
"consumes": ["application/json"],
"produces": ["application/json"],
"paths": {
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"/AtomicMeasurementResURI?if=oic.if.11": {
"get": |
"description": "The oic.if.1ll OCF Interface exposes a representation of
the Links",
"parameters": [
{

"Sref": "#/parameters/interface-all"
}
]I
"responses": {
"200": |

"description": "",

"x-example": [{
"href": "/temperature",
"rt": ["oic.r.temperature"],
"if": ["oic.if.s", "oic.if.baseline!']

}I

{
"href": "/bodylocation",
"rt": ["oic.r.body.location.temperatuge"],
"if": ["oic.if.s", "oic.ifsbaseline"]

}l

{
"href": "/timestamp',
"rt": ["oic.r.time,stamp"],
"if": ["oic.if.g", Yoic.if.baseline"]

1,

"schema": {
"Sref": "#/definitions/links"

}
}I
"/AtomicMeasurementResURI?if=oic.if.b"™s/ {

"get": {
"description": "Thé:oic.if.b OCF Interface returns data itemg retrieved
from Resources pointed to by the Links.\n",
"parameters": |
{
"Sref": "#/parameters/interfacesall"
}
]I
"respohises": {
"200": |
"description": "Normal response, no errors, all
Propefties are returned correetiy\n",
"x-example": [{
"href": "/temperature",
"rep": {

"temperature": 38,
Hunitsﬂ: "CH’
"range": [25, 45]

"href": "/bodylocation",

"rep": {
"bloc": "ear"

}

}!

{
"href": "/timestamp",
"rep": {

"timestamp": "2007-04-05T14:30+09:00"

}

1y

"schema": {
"Sref": "#/definitions/batch-retrieve"

}

}
}
}
}!
"/AtomicMeasurementResURI?if=oic.if.baseline": {
"get": {
"description": "The oic.if.baseline OCF Interface exposes a
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representation of the links and\nthe Common Properties
"parameters": [
{

"Sref": "#/parameters/interface-all"

of the Atomic Measurement Resource.\n",

"responses": {
"200": |
"description": "",
"x-example": {
"rt": ["oic.wk.atomicmeasurement"],
"if": ["oic.if.b", "oic.if.1l1l",
"oic.if.baseline"],
"rts": ["oic.r.temperature",
"oic.r.body.location.temperature", "oic.r.time.stamp"],
"rts-m": ["oilc.r.temperature",
"oic.r.body.Jocation.temperature", "oic.r.time.stamp"],
"links": [{
"href": "/temperature",
"rt": ["oic.r.temperature"],
"if": ["oic.if.s", "oic.ifvlbaseline"]
}I
{
"href": "/bodylocation',
"rt": ["oic.r.body.lotation.temperatufe"l],
"if": ["oic.if.s", Moic.if.baseline"]
}I
{
"href": "/timestamp",
"rt": ["olCTJ/r.time.stamp"],
"if": [Moic.if.s", "oic.if.baseline"]
}]
}I
"schema": {
"Sref":\'#/definitions/baseline"

"parapeters": {
"interface-all": {
"in": "query",
"name": "if",
"type": "string",
"enum": ["oicgeAfb", "oic.if.ll
}
s
"defipitions™: {
"links": {
"type':) "array",
"items": {
"Sref":

¥
b

"batch-retrieve":

{

"#/definitions/oic.oic-1ink"

"
’

"oic.if.baseline"]

"title": "Collection Batch Retrieve Format (auto merged)",
"minItems": 1,
iemst—t
"additionalProperties": true,
"properties": {
"href": {

"Sref":

"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-

schema.json#/definitions/href"
}7

"rep

{

"oneOf":

Resource",

Collection (batch) Resource",
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"description": "The response payload from a single
"type": "object"
"description": " The response payload from a
"items": {
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"properties": {
"anchor": {
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/anchor"
}’
"dim: |
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/di"
}7
"eps": {
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core—
schema.json#/definitions/eps"

by
"href": {

"Sref":
"http$://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schem¢.json#/definitions/href"

by
"ifre |
"description": |"The OCF
Interface set supported by this Resource",
"items": {
"enum":| [
"oic.ifl.baseline",
"oic.iff.11",
"oic.if]l.b",
"oic.ifl.rw",
"oic.ifl.x",
"oic.iff.a",
"oic.if]l.s"71,
"type":| "string”
}!
"minItems": 1,
"uniqueltems": |[true,
"type": "array!
}I
"ins": {

"Sref":
"httpg¢://openconnectivityfoundation.githiuld/io/core/schemas/oic.links.properties.core-
schemg.json#/definitions/ins"

}!
"p": |

"Sref":
"httpg¢://openconnectivityfoungabion.github.io/core/schemas/oic.links.properties.core-
schemg.json#/definitions/p"

s
"rel": {

"description": "The relation of the target |[URI
refer¢nced by the Lifk)to the context URI",

"oneOf": [

{

"Sref":
"http$://opengornectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schemg.json#/definitions/rel array"

}I
{

NG ey
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/rel string"

}
]
}!
"rt": |
"description": "Resource
Type of the Resource",
"items": {
"maxLength": 64,
"type": "string"
}l
"minItems": 1,
"uniquelItems": true,
"type": "array"
}I
"title": {
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"https
schema

"https
schema

"https

"$ref":
://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
.json#/definitions/title"

I
"type": {

"Sref":
://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
.json#/definitions/type"

}
}7
"required": [
"href",
nren,
llif"

]

4
" ype": "object"

"type "array"
]
}
by
"required": [
"href",
"rep™
1,
"type": "object"
}I
"type": "array"
}I
"baseline": {
"properties": {
"links": {
"description": "A set of sWfple or individual Links.",
"items": |
"Sref": "#/definitions/oic.oic-1link"
by
"type": "array"

}’
"n": { llsrefﬂ
://operjconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-

schema.json#/definitions/n"},

"https

"id" { ll$refll
://operjconnectivityfoundation.github.io/eére/schemas/oic.common.properties.core-

schema.json#/definitions/id"},

Wpp. {
"ddscription": "Resource Type ©f* this Resource",
"ifjems": {
"lenum": ["oic.wk.atomicmeasurement"],
ltype": "string",
'ImaxLength": 64
}!
"minTtems": 1,
"rdadOnly": truey
"urliqueItems'sy €rue,
"type": "array"
}I
"rts": {
"description": "An array of Resource Types that are supporte
within an arfay¥of Links exposed by the Resource",
woo w. ¢
—emstia—
"maxLength": 64,
"type": "string"
}!
"minTtems": 1,

"readOnly": true,
"uniqueltems": true,

"type": "array"
}I
"rts-m": {
"description": "An array of Resource Types that are mandatory to
be exposed within an array of Links exposed by the Resource",
"items": {
"maxLength": 64,
"type": "string"
}I
"minItems": 1,
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"uniqueItems": true,

"type": "array"
}!
"ifT: |
"description": "The OCF Interface set supported by this
"items": {
"enum": ["oic.if.b", "oic.if.ll", "oic.if.baseline"],
"type": "string"
}I
"minItems": 3,
"readOnly": true,
"uniqueltems": true,
"type": "array"

}

}l

lldill: {
"Sref":

}l

"eps™: {
usref":

}I

"href": {

"Sref":

}I

Fce",

}

ype": "object",

"required": [
"rev,
"ifN,
"links"
1
}l
"oic.oic-1link": {
"properties": {
"anchor": {
"Sref": "https://openconnectivityfoundation.github.io/coreflgChemas/oic.links

.json#/definitions/anchor"

"https://openconnectivityfoundation.github.%o/ctore/schemas/oic.links

.json#/definitions/di"

"https://openconnectivityfoundation®github.io/core/schemas/oic.links

.json#/definitions/eps"

"https://openconnectivityfousfidation.github.io/core/schemas/oic.links

.json#/definitions/href"

llifll: {
"description": "The OCF Interface set supported

"items": {
enum": [
"oic.if.baseline",
"oic.if.11",
oic.if.b",
oic.if.rw",
"oic.if.xr"
"oic.if.a",
oic.if.s"],
"string"
}I
"minItems": 1,
"uniqueItems": true,
"type": "array"
}I
.

.propprties.core-

.propprties.core-

.propprties.core-

.propprties.core-

by this

"Sref":

n 1
TS

"https://openconnectivityfoundation.github.io/core/schemas/oic.links

schema.json#/definitions/ins"

}’
"p": {
"Sref":

"https://openconnectivityfoundation.github.io/core/schemas/oic.links

schema.json#/definitions/p"

}!
"rel": {

"description": "The relation of the target URI referenced by the Link to the

"oneOf":

{

[

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/rel array"

}l
{

"Sref":
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"https://openconnectivityfoundation.github.io/core/schemas/oic.links.properties.core-
schema.json#/definitions/rel string"

}
]
)I

"ret:
"description": "Resource Type of the Resource",
"items": {
"maxLength": 64,
"type": "string"
}7
"minItems": 1,
"uniqueItems": true,
"type": "array"
}l
"title": {
"Sgef": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.propertiessgore-
schema.json#/definitions/title"
}7
"typq": {
"Sqef": "https://openconnectivityfoundation.github.io/core/schemas/oic.links sproperties.gore-
schema.json#/definitions/type"
}
}’
"required": [
"href",
nren,
llif"

]

4
ype": "object"

A.2.5 Progperty definition
Table A.2 dgfines the Properties that are part of the"oic.wk.atomicmeasurement" Resource Type.
Table A.2 — The Property definitions of the Resource with type
"rt" = "oic.wk.atomicmeasurement”
Property name Value type Mandatory Access mode Description
href multiple types: seé Yes Read Write
schema
rep multipleypes: see Yes Read Write
schema
links array. ‘see schema Yes Read Write A set of simple or
individual Links.
n multiple types: see No Read Write
schema
id multiple types: see No Read Write
schema
rt array: see schema Yes Read Only Resource Type of
this Resource
rts array: see schema No Read Only An array of
Resource Types that
are supported within
an array of Links
exposed by the
Resource
rts-m array: see schema No Read Only An array of
Resource Types that
are mandatory to be
exposed within an
array of Links
exposed by the
Resource
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Property name Value type Mandatory Access mode Description
if array: see schema Yes Read Only The OCF Interface
set supported by this
Resource
anchor multiple types: see No Read Write
schema
di multiple types: see No Read Write
schema
eps multiple types: see No Read Write
schema
href multiple tynes' see Yes Read Write
schema
if array: see schema Yes Read Write The OCF [Interface
set suppdrted by this
Resource|
ins| multiple types: see No Read Write
schema
p multiple types: see No Read Write
schema
rel multiple types: see No Read \Wcite The relatipn of the
schema target UR]
referencef by the
Link to the context
URI
rt array: see schema Yes Read Write Resource| Type of
the Resoyrce
title multiple types: see No Read Write
schema
typle multiple types: see No, Read Write
schema

A.2.6 CRUDN behaviour

Tablg A.3 defines the CRUDNcoperations that are supported on the "oic.wk.atomicmgasurement”

Resoprce Type.

Tabte '/A.3 — The CRUDN operations of the Resource with type

"rt" = "oic.wk.atomicmeasurement"”

Create

Read

Update

Delete

Notify

get

observe

A.3 —Coltection

A.3.1

Collection Resource Type contains Properties and Links.

Introduction

The oic.if.baseline OCF Interface exposes a representation of

the Links and the Properties of the Collection Resource itself

A.3.2

/CollectionResURI

Example URI
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A.3.3 Resource type

The Resource Type is defined as: "oic.wk.col".

A.3.4 OpenAPl 2.0 definition

"swagger": "2.0",

"info": {
"title": "Collection",
"version": "2019-03-04",
"license": {
llname" I o N Moal l I ll’
"url": |"https://openconnectivityfoundation.github.io/core/LICENSE.md",
"x-copyright": "Copyright 2016-2019 Open Connectivity Foundation, Inc. All rights reseryed,"
}l
"termsOfJervice": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
}!
"schemes": | [
"http"
] 4
"consumes" [

"applicafion/json"
] 4

"produces"{ [
"applicaffion/json"
1,
"paths": {
"/CollectjionResURI?if=oic.if.11" : {
"get": |{
"desqdription": "Collection Resource Type contains Propefrties and Links.\nThe oic.if.ll OCF

Interface exgoses a representation of the Links\n",
"pardmeters": [

$ref": "#/parameters/interface-all"
}
]’
"resgonses": {
"2qon: |
'ldescription” ",

x-example": [

{

"href": "/switch",

"rt": ["oic.r.switch.®inary"],

"if": ["oic.if.a",("eic.if.baseline"],
" eps " . [

{"ep": "coap://\[{e80::bld6]:1111", "pri": 2},
{"ep": "coapsuyA/[fe80::b1ld6]:1122"},
{"ep": "coap%tcp://[2001:db8:a::123]:2222", "pri": 3}

"href":™/airFlow",

"rgliy ["oic.r.airflow"],

WLifM™: ["oic.if.a", "oic.if.baseline"],
PEpST: [

{"ep": "coap://[fe80::bld6]:1111", "pri": 2},
{"ep": "coaps://[fe80::b1ld6]:1122"},
{"ep": "coap+tcp://[2001:db8:a::123]:2222", "pri": 3}

}
]I

"schema": {
"Sref": "#/definitions/slinks"
}
}
}
}
}7
"/CollectionResURI?if=oic.if.baseline" : {
"get": {

"description": "Collection Resource Type contains Properties and Links.\nThe oic.if.baseline
OCF Interface exposes a representation of\nthe Links and the Properties of the Collection Resource
itself\n",

"parameters": [
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}
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]’

"responses": {

ISO/IEC 30118-1:2021(E)

"200": {
"description" "
"x-example": {
"rt": ["oic.wk.col"],
"if": ["oic.if.1l1l", "oic.if.b", "oic.if.baseline"],
"rts": [ "oic.r.switch.binary", "oic.r.airflow" ],
"rts-m": [ "oic.r.switch.binary" 1],
"links": [
{
"href": "/switch",
"rt": ["oic.r.switch.binary"],
"if": ["oic.if.a", "oic.if.baseline"],
"eps": [
{"ep": "coap://[fe80::bld6]:1111", "pri": 2},
{"ep": "coaps://[feB80::b1d6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri": 3}
]
}l
{
"href": "/airFlow",
"rt": ["oic.r.airflow"],
"if": ["oic.if.a"™, "oic.if.baseline"],
"eps": [
{"ep": "coap://[fe80::bld6]:1111", "pri": 2%,
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri": 3}
]
}
]
}!
"schema": {
"Sref": "#/definitions/sbaseline"
}
}
}
}I
"post™: |
"description": "Update on Baseline OCF Interface\n",
"parameters": [
{
"Sref": "#/parameters/interface-update"
}I
{
"name": "body'",
"in": "body"$
"required"t frue,
"schema™t f{
"Srefit:, "#/definitions/sbaseline-update"
}
}
1,
"responses": {
"200": |
"description" ",
remerlle—
"Sref": "#/definitions/sbaseline"
}
}
}
}
}l
"/CollectionResURI?if=oic.if.b" : {
"get": {
"description": "Collection Resource Type contains Properties and Links.\nThe oic.if.b OCF
Interfacce exposes a composite representation of the\nResources pointed to by the Links\n",
"parameters": [
{
"Sref": "#/parameters/interface-all"
}
]l
"responses": {
"200": |
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