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INTERNATIONAL ELECTROTECHNICAL COMMISSION

DIGITAL LIVING NETWORK ALLIANCE (DLNA) HOME
NETWORKED DEVICE INTEROPERABILITY GUIDELINES -

Part 3: Link protection

FOREWORD
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
VAl =Fall NP LC. HYS AY + 3 =l a3

to-prommete-ternational
nd and in

” ta 1 1 + + o 1 TS Tl b
all natienal-electrotechiicatcommritteces HEGNationral-Committees—Theobjfectof HEGH

co-opegration on all questions concerning standardization in the electrical and electroni

additign to other activities, IEC publishes International Standards, Technical Specific Reports,
Publidy Available Specifications (PAS) and Guides (hereafter referred to as icati )’). Their
prepafation is entrusted to technical committees; any IEC National Committee i i j gealt with
may pprticipate in this preparatory work. International, governmental and non-governmen izatiofts liaising
with the IEC also participate in this preparation. IEC collaborates closely zation for
Standgrdization (ISO) in accordance with conditions determined by agree izations.
2) The fdrmal decisions or agreements of IEC on technical matters exp Ernational

consehsus of opinion on the relevant subjects since each technica ittee’has representatiof from all
interested IEC National Committees.

3) IEC Plublications have the form of recommendations for intern d accepted by IEQ National
Comniittees in that sense. While all reasonable efforts a ! e technical contgnt of IEC
Publidations is accurate, IEC cannot be h e in “which they are used dr for any
misinterpretation by any end user.

4) In order to promote international uniformit i i dertake to apply IEC Publications
transparently to the maximum extent possible i € at’publications. Any divergenc¢ between
any IHC Publication and the corresponding national or regional publication shall be clearly indicated in [the latter.

5) IEC itpelf does not provide any attestation\of c@ ity"\Indeperident certification bodies provide gonformity
assespment services and, i s, agces C marks” of conformity. IEC is not responsible for any
bodies/

servic

6) All usg¢rs should ensure ff e.latestedition of/this publication.

7) No liapility shall attach perts and
membiers of its t i € a E atiopal Committees for any personal injury, property damage or
other lamage of 1 expenses
arising out of the p ns.

8) Attent cations is
indisp

9) Attent of patent
rights

Internat
multime
multime

62481-3 has been prepared technical area 9: Audio, vigeo and
end-user network, by IEC technical committee 100: Audio, video and
d equipment.

This setehd—edition—cancels—andreplaces—thefirst editionpublished—ir2040—This edition
r

constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) includes variable play (trick mode) support;

b) includes updates to resolve interoperability issues.
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of this standard is based on the following documents:
CDV Report on voting
100/1994/CDV 100/2082/RVC

Full information on the voting for the approval of this standard can be found in the report on

voting in

dicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of IEC 62481 series, published under the general title Digital living network

alliance| (DLNA) home networked device interoperability guidelines, can be found on [the IEC
website

The committee has decided that the contents of this publication WI|| emai pntil the
stability|date indicated on the IEC web site under "http://webstq i lated to
the speg¢ific publication. At this date, the publication will be

* reconfirmed,

e withdrawn,

* replaced by a revised edition, or

+ amehded.

A bilinglial version of this publication may b

IMPORTANT - The ‘colo }s@e lo er page of this publication intticates
that it dontains colou nding

i nside d t be useful for the correct underst
of its contents. Users shou hee%‘e\pr t this document using a colour printer.
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INTRODUCTION

Consumers are acquiring, viewing, and managing an increasing amount of digital media (photos,
music, and video) on devices in the Consumer Electronics (CE), mobile, and Personal Computer
(PC) domains. As such, they want to conveniently enjoy the content, regardless of the source,
across different devices and locations in the home. The digital home vision integrates the
Internet, mobile, and broadcast networks through a seamless, interoperable network, which will
provide a unique opportunity for manufacturers and consumers alike. In order to achieve this
interoperability, a common set of industry design guidelines is needed that allows vendors to
participate in a growing marketplace, leading to more innovation, simplicity, and value for
consumers. This standard serves that purpose and provides vendors with the information
needed to build interoperable networked platforms and devices for the digital home.

This stajpndard is organized to align with the overall structure of IEC 62 1 and |[EC 6R481-2.
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DIGITAL LIVING NETWORK ALLIANCE (DLNA) HOME
NETWORKED DEVICE INTEROPERABILITY GUIDELINES -

Part 3: Link protection

1 Scope

This part of IEC 62481 specifies the DLNA link protection guidelines, which are an extension of

the DLN
between
protoco

Content
from pir
of prots
flexibilit

The gui
provide
integrat

2 Nol

The foll

are indig

undated
applies.

IEC 624
interopeg

IEC 624
interopé€

ISO/IEQC
associa

A guidelines. DLNA link protection is defined as the protectlon of a
two devices on a DLNA network from illegitimate observation
s defined within this part of IEC 62481.

81-1:2013;
rability guia

stream
sing the

fotected
ribution
nsumer

tion and
well as

ent and

dments)

device

device

res and

ISO/IEQ

14496-2:2004, Information technology — Coding of Audio-Visual Objects —

Part 2:

Visual

Amendment 1:2004, Error resilient simple scalable profile

ISO/IEC 29341-3-10,

Video D

ISO/IEC 29341-3-11,

Video D

evice Control Protocol — Audio Video Transport Service

evice Control Protocol — Connection Manager Service

IETF RFC 1191, Path MTU Discovery, J. Mogul, DECWRL, S. Deering, Stanford Un
November 1990
http://www.ietf.org/rfc/rfc1191.txt

Information technology — UPnP Device Architecture — Part 3-10: Audio

Information technology — UPnP Device Architecture — Part 3-11: Audio

iversity,


http://www.ietf.org/rfc/rfc1191.txt
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IETF RFC 1738, Uniform Resource Locators (URL), T. Berners-Lee, CERN, L. Masinter Xerox
Corposation, M. McCalhill, University of Minnesota, December 1994
http://www.ietf.org/rfc/rfc1738.txt

IETF RFC 2616, Hypertext Transfer Protocol — HTTP/1.1, R. Fielding, UC Irvine, J. Gettys,
Compaq/W3C, J. Mogul, Compaq, H. Frystyk, W3C/MIT, L. Masinter, Xerox, P. Leach,
Microsoft*, T. Berners-Lee, June 1999

http://www.ietf.org/rfc/rfc2616.txt?number=2616

IETF RFC 3550, RTP: A Transport Protocol for Real-Time Applications, H. Schulzrinne,
Columbia University, S. Casner, Packet Design, R. Frederick, Blue Coat Systems Inc., V.
Jacobson, Packet Design, July 2003
http://w\w.ieif.org/rfc/rfc3550.1xt

IETF REC 3551, RTP Profile for Audio and Video Conferences W itrol, H.

http://w\w.ietf.org/rfc/rfc3551.txt

DTCP Vjolume 1 (informational version), Digital Transmissjon ConteR j ification
Volumef, Revision 1.4: February 28, 2005
http://wWww.dtcp.com/data/info 20050228 dtcp vol 1 1

DTCP Yolume 1 Supplement E (informationa sion), ment E
Mapping DTCP to IP, Revision 1.1: Fe >
http://w\ww.dtcp.com/data/info 2005022

DTCP Audio Compliance Rules EXHIB
Receivg Or Transmit Comme
http://w\ww.dtcp.com/data’Co

cts That

IEEE §02.1Q, ns and
informatgion exchang opolitan
areanetworks — Com

IEEE 802. a for.information technology — Telecommunications and infarmation
exchang ) and metropolitan area networks-specific requirements —
Part 11 Access Control (MAC) and Physical Layer(PHY) specifications
DTCP DTCP Adopter Agreement, Digital Transmission Prptection
License ement, DTLA Digital Transmission Licensing Administrator, May 2005

http://w

WMDRN fe's

http://wmlicense.smdisp.net/licenserequest/default.asp

RTP Payload format for WMV and WMA, RTP Payload Format for Windows Media Audio and
Video, Microsoft Corporation
http://download.microsoft.com/download/5/5/a/55a7b886-b742-4613-8ea8-d8b8b5c27bbc/RTP
PayloadFormat_for WMAandWMV_v1.doc

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.


http://www.ietf.org/rfc/rfc1738.txt
http://www.ietf.org/rfc/rfc2616.txt?number=2616
http://www.ietf.org/rfc/rfc3550.txt
http://www.ietf.org/rfc/rfc3551.txt
http://www.dtcp.com/data/info%2020050228
http://www.dtcp.com/data/info%2020050228
http://www.dtcp.com/data/Compliance_Rules_Audio_020610.pdf
http://www.dtcp.com/
http://wmlicense.smdisp.net/licenserequest/default.asp
http://download.microsoft.com/download/5/5/a/55a7b886-b742-4613-8ea8-d8b8b5c27bbc/RTPPayloadFormat_for_WMAandWMV_v1.doc
http://download.microsoft.com/download/5/5/a/55a7b886-b742-4613-8ea8-d8b8b5c27bbc/RTPPayloadFormat_for_WMAandWMV_v1.doc
https://iecnorm.com/api/?name=cf4fb312e844c124dcf253b2b5bfd891
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3.11
Cleartext
unencrypted content

Note 1 to entry: Within this standard, the content stream after decryption by the upstream content protection system

and before encryption by the Link Protection System.

3.1.2
Cleartext Byte Domain
specification of a byte position in the Cleartext content stream

Note 1 to entry: For a complete explanation of seek operations on link protected content, see Annex A.

3.1.3
Cleartext Byte Seek Request Header
request|that a certain position in the Cleartext byte stream be return

Note 1 tolentry: This term is used to signify any of these different transport |a

Note 2 to pntry: When used in a guideline, Cleartext Byte Seek Request He
all uses of any of the request headers.

3.1.4
Cleartext Byte Seek Response Header
responsle that declares the range of bytes returned\

Note 1 tolentry:

Note 2 to
headers.

3.1.5
Decoder Friendly Alig
position|in the bitstrea

Note 1 to
Generally|
decoder d
media for

entry:

3.1.6
DLNA Li
protecti
betweern

3.1.7

applies to

e request

Element.
eam. The
individual

stream

Link Prptection Alignment Element

unit of content carried within a link protectied content stream

Note 1 to entry: This typically starts with a packet header that is defined by the Link Protection System and contains

bytes of the link protected stream.

3.1.8
Link Protection

protection of a content stream between two devices on a DLNA network from illegitimate

observation or interception

3.1.9

Link Protection System

specific collection of technologies with corresponding rules that enable secure content
between two endpoints

transfer
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3.1.10
Media Format Alignment Element
unit of content carried within an unprotected content stream

Note 1 to entry: This typically starts at a Decoder Friendly Alignment Position for the given media format and
contains an integral number of units of content as defined by the media format in use. This value is defined within the
media format profile specification.

3.1.11
Network Byte Domain
specification of a byte position in the content stream as it is carried on the network transport

Note 1 to entry: For content binaries that use a Link Protection System, this will include encryption and any headers
or paddinfj necessary for the Link Profection System.

3.1.12
Time Domain
specification of a position in the content stream in time units

3.1.13

UPnP

architecture for pervasive peer-to-peer network connegtivi orm factqgrs

Note 1 to| entry: UPnP is designed to bring easy-to-use i -based connectivity to @ad-hoc or
unmanage¢d networks whether in the home, in a s i i s, orattached to the Internet

Note 2 to pntry:
enable se
office, angl public spaces.

ges TCP/IP and Web technologies to
among networked devices in fhe home,

3.2 S

For the purposes of thi i nbols and abbreviated terms apply
3.21

AKE ’

Authent|cation and
step in @ Link Prote
correct ~

e receiving device is authenticated and given the

3.2.2
ASF
Advanceéd 3
media format.en lation for the transmission of content

3.2.3
AV
Audio with Video

media content that contains both moving pictures and sound

3.24

AVT

Audio Video Transport

UPnP service that provides network-based control for common transport operations such as
play, stop, pause, next, previous, and seek

Note 1 to entry: The AVTransport service specification is a standard UPnP DCP.

3.2.5
CMS
ConnectionManager:1 Service
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UPnP service that provides information about the supported transport protocols and media
formats of a UPnP device

Note 1 to entry: The CMS specification is a standard UPnP DCP.

3.2.6

CSRC

Contributing SouRCe

as used for the RTP Media Transport

3.2.7
DLNA
Digital ;V;IIS IK‘IUt‘IV\Jll\A::;GII\JU

organization that created this standard

3.2.8
DLNAQPS_UP

DLNA QoS User Priority
DLNA-defined QoS label used to correlate an underlying IEE
access gategory to a DLNA traffic type(s)

3.2.9
DTCP
Digital Transmission Content Protection
Link Prqtection System

3.2.10
DTCP-IP
Digital Transmission Conte cti orks

DTCP ap applied to IP base

3.2.11

GOP Q
Group Of Pictures

defined nati MPEG 2 media format

3.2.12
HTTP
Hyper Tle r.Protocol

protoco across the Internet

Note 1 tolentry™ 'Requires an HTTP client program on one end, and an HTTP server program on the othef end.

3.2.13
MIME
Multipurpose Internet Mail Extension

standard system for identifying the type of data contained in a file

Note 1 to entry: MIME is an internet protocol that allows sending binary files across the internet as attachments to
e-mail messages. This includes graphics, photos, sound, video files, and formatted text documents.

3.2.14
MPEG-2
Moving Picture Experts Group phase 2

3.2.15

NC-PS

Network Connectivity — Power Saving

power saving modes of operations as defined in IEC 62481-1
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3.2.16

PCP

Protected Content Packet

packet format for DTCP-IP link protected content as defined in DTCP Volume 1 and DTCP
Volume 1 Supplement E

3.2.17

PS

Program Stream

reference to an MPEG-2 AV stream format

3.2.18
RTP
Real Time Protocol

media tfansport that provides end-to-end network transport functions
data, such as AV

r¢al-time

Note 1 to|entry: RTP provides services such as payload type identification,
and delivgry monitoring.

stamping,

3.2.19
RTSP
Real Time Streaming Protocol

protocol within the RTP protocol suite

3.2.20
RTT
Round Trip Time

time befween sending a network packet to ote osfrand the time that the responge is
receive

3.2.21
SDP
Session
protoco

3.2.22
SOAP
Simple :
XML ba essagi ocol used to exchange service requests and responses ovedr a
network

3.2.23
TS
Transport Stream

MPEG-2 AV stream format

3.2.24

UCDAM

Uniform Client Data Availability Model

model for representing which bytes of a content binary are available on a server for seek
operations

Note 1 to entry: See 7.4 of IEC 62481-1:2013 for a full definition.

3.2.25

URI

Uniform Resource Identifier

W3C's codification of the name and address syntax of present and future objects on the internet
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In its most basic form, a URI consists of a scheme name (such as file, http, ftp, news, mailto, gopher)

followed by a colon, followed by a path whose nature is determined by the scheme that precedes it. URI is the umbrella
term for URNs, URLs, and all other Uniform Resource ldentifiers.

3.2.26
vOoBU
Video O

Bject Unit

grouping of information in the MPEG 2 media format

3.2.27
WEP
Wired E

quivalency Privacy

wireless privacy standard used in conjunction with IEEE 802.11 networks

3.2.28
WMA
Window
audio c(

3.2.29

5 Media Audio
mpression binary format

WMDRM-ND

Window|
Link Prd

3.2.30
WMV
Window|
AV com

3.2.31
WPA
WiFi Pr
system

3.2.32
WPA2
WiFi Pr
system

3.3 Cc

In IEC 4
sequend
word in

5 Media DRM for Network Devices
tection System

5 Media Video

pression binary format

ptected Access

es, (parameters, events, states, or similar terms are printed with the first letter

Ippercase and the rest lowercase (e.g., Move). Any lowercase uses of these woi

the norn

Tal technical Engfish meaning:-

4 DLNA home network architecture

anisms,
of each
ds have

See IEC 62481-1:2013, Clause 4, for detailed descriptions of the DLNA home network

architec

ture.

5 DLNA device model

See |IEC 62481-1:2013, Clause 5, for detailed descriptions of the DLNA device model. This
standard extends the existing DLNA devices and system usages to include link protected

content

used for the following:

e 2-Box Pull System Usage;
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e 2-Box Push System Usage;
e 3-Box System Usage,

for transfer and rendering of content items. These are the only system usages that are currently
in scope for the use of DLNA Link Protection.

6 Guideline terminology and conventions

See IEC 62481-1:2013, Clause 6, for a full description of the DLNA document conventions.

7 Commontinkprotectionguidetines

7.1 General

See 7.1|1 in IEC 62481-1:2013, for guideline and attribute table

7.2 Conditions for measuring time in message exchange

ge of m=ssages
between two communicating endpoints. These time means
to provifle some operational consistency betwee ¢ rig endpoints. However,
in best{effort networks, actual time measurements*fo ing messages shqw wide
variations depending on perturbations deriv ‘ eonditions, traffic, gqvailable
bandwidth, and others. Therefore, the following endations should be appligd when
making time measurements.

e The|two communicating ommunications under ldeal Network

Conditions.
e Timg¢ measurements z i 2 e i rve the

communication channel/f i be valid
if the underlyi ] NN k

e Unlgss specifi ices are
both|in active ions from
slee y

73 N

7.3.1

This sul ilities that

are inde hts, see

8.2. ForfWWDRM-ND specific requirements, see 9.3.

The following guidelines are given in addition to IEC 62481-1 QoS and include the normative
DLNA QoS levels for Link Protection messages.

7.3.2 New general capability guidelines: Bluetooth
NC CP: power saving modes

[GUIDELINE] If the NC-PS bearer level power saving scheme is supported and the network link

is in Standby mode, then the MHD device should request the transition from Standby to Active
NC-PS mode before any required Link Protection communication.

[ATTRIBUTES]

s | A ‘ n/a M-DMS M-DMP ‘ n/a ‘ IEC 62481-1 | 67G8Y
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[COMMENT] This is to ensure that the link is in the highest bandwidth and lowest delay state
before starting a Link Protection exchange that might depend on the timing of individual
messages. For example, DTCP-IP measures the RTT between the Content Source and the
Content Receiver to determine if the endpoints are on the user's home network. If this operation
occurs while the link is in the Standby mode, the delay can be artificially high.

7.4 Device discovery and control

This subclause covers the guidelines for implementing device discovery and control using the
UPNnP device architecture. There are no changes to this subclause for the support of DLNA Link
Protection. For detalled information, see IEC 62481 1:2013, 7.3. For DTCP IP specific
guidelin 8-4- s specifi 4

7.5 Media management
7.5.1 General

This subclause covers the guidelines for implementing media ma ne i e UPnP AV
architecture with DLNA Link Protection. For det ipn see

IEC 62481-1:2013, 7.4. For DTCP-IP specific guideline specific
guidelings, see 9.5.

Many of|the guidelines for 7. 5 as well as 7. YWi perform
seek of . of seek
operatigns: the Full Data Seek Availabili s imi ilability model.
These t i , for this
content, ream as
it flows |over the network) Byte \Dorain (representing positions within the
content [before encryptio eiver to
seek to[byte positions in content

binaries|using DLNA Link Pro i t i ration in

the Clegrtext Byte Do Id if the
content|were se . convert
between position positions in the encrypted content. For a detailed
explanation of seekin content, see Annex A.

Table 1 ole ¢ \ e the structures used for each of the domains and seek models.

Table 3 1 di agement guidelines for devices using DLNA Link Protgction.
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Table 1 — Summary of Domain Elements for
Full Random Access Data Availability model

Function

Time Domain

Network Byte
Domain

Cleartext Byte Domain

Domain and
model support

op-param a-val

op-param b-val

flags-param Bit 15: CleartextByteSeek-full

SDP indication | Range Domain Not Domain Not Available
of domain Available
support
File size res@duration res@size res@dlIna:cleartextSize
HTTP request TimeSeekRange.dlna.org Range Cleartext Byte Seek Request Header
header to BFEP-tP—Range-dtep-com
execute [Seek ' IEEEER
operatioh WMDRM-ND: Cleartext-Range.dlpa.org
HTTP TimeSeekRange.dlna.org Content-Range | Cleartext Byte S
response
header fpr
Seek oppgration
RTSP h¢ader Range Domain Not
to execute Available
Seek opkgration
HTTP mpssage | Not defined Content-Lengt bize is
body size h
Table 2 — Sum y o
Limited Rando Aciesi
Functjon Time Qom\akn N\e~m§:rK\By)e Domain Cleartext Byte Domain
Domain pnd flags-param Bit Iop np WBH 29: lop-bytes | flags-param Bit 14:
model lop-cleartextbytes
support
SDP RW Domain Not Available Domain Not Available
indicatiojn of
domain
support /\
HTTP imeSeekRange.d a.oﬁ*/ Range Cleartext Byte Seek Rgquest
request Header
header to DTCP-IP: Range.dtcp.dom
execute [See
operatiof WMDRM-ND:
Cleartext-Range.dIna.ofg
HTTP Wange.dlna.org Content-Range Cleartext Byte Seek Regsponse
response Header
geaierfor DTCP-IP:
eex Content-Range.dtcp.com
operation
WMDRM-ND:

Cleartext-Content-Range.dIna.
org

RTSP header
to execute
Seek
operation

Range

Domain Not Available

Domain Not Available

HTTP header to request the available range

getAvailableSeekRange.dIna.org

HTTP
response
header for
available
range

availableSeekRange.dlna.org
(with npt-range)

availableSeekRange.dlna.org
(with byte-range)

availableSeekRange.dlna.org
(with cleartextbyte-range )
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Function Time Domain Network Byte Domain Cleartext Byte Domain
RTSP header | DESCRIBE Domain Not Available Domain Not Available
to request
the available
range
RTSP header | Available-Range.dIna.org Domain Not Available Domain Not Available
for specifying
the available
range
Sp is increasing flags-param Bit 27: sy-increasing
sy is increasing flags-param Bit 26: sy-increasing

7.5.2 Updates to existing general AV Media Management guideli
7.5.2.1 Affected guidelines in IEC 62481-1

Table 3 — AV Media Management guideline c e

Guideline updated X Location jn
IEC 62481-1{2013

MM flagsH{param (Flags Parameter) >4.1.3.23.2 (GUN 3wJuu)

MM lop-npt, lop-bytes, and lop-cleartextbytes (Limited Oper@b{ﬁ\ﬁkggé):/&zmm 7.4.1.3.28.1(GUN|OTHY2)

MM lop-npt lop-bytes, and lop-cleartextbytes (&{mi?é{o erS‘tiofs Flad@): NﬁPM 7.4.1.3.29 (GUN \WJUUP)

MM lop-npt, lop-bytes, and lop-cleartextbytes (Lmed\G;)\éra\tiorN:IagW 7.4.1.3.30( (GUN UX6UW)

MM IFO Hile 7.4.1.4.8.1 (GUN DY7V)
7.4.1.4.8.2 (GUN BVF4V)
7.4.1.4.8.4 (GUN [/6GS6)
7.4.1.4.8.6 (GUN P3HQ6)
7.4.1.4.8.7 (GUN ZQRDX)

7.5.2.2

7.5.2.2.1

ile is provided by the UPnP AV MediaServer or Push Controller for any
ponds to a media format profile using DLNA Link Protection fhen the
d or encapsulated by the Link Protection System used for the|content

[GUIDEL|
content |pi
IFO sha
binary.

[ATTRIBUFES]

M | A ‘ DMS +PU+ M-DMS ‘ n/a ‘ n/a VHRUV

[COMMENT] IFO file needs to be made available as Cleartext.

7.5.2.2.2

[GUIDELINE] If an IFO file is provided by the UPnP AV MediaServer or Push Controller for any
content binary which corresponds to a media format profile using DLNA Link Protection the byte
data and time data in the IFO file shall refer to the byte position and time position within the
unprotected content stream.
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[ATTRIBUTES]

M | A ‘ DMS +PU+ M-DMS ‘ n/a ‘ n/a KWDR4

[COMMENT] Byte positions are given with respect to the unprotected content stream and not a
byte position within the protected content stream.

7.5.3 New general AV Media Management guidelines

7.5.3.1 MM Media Class of link protected content

[GUIDELINE] A content object that represents a link protected form of one of the DLNA media
classes|shall use the media class value of the unprotected content.

[ATTRIBUTES]

M| R | Dms M-DMS n/a
[COMMENT] :clags value
of link protected content that, in its unprotected form ¢6 AV" media class
7.5.3.2 MM DIDL-Lite byte metadata prope
[GUIDELINE] For resources that spec €s DLNA Link Proteftion all
metadafa with byte units shall refer to th nainAi.e. link protected content as it
is transinitted between the serving and rendering e dp' ts) unless specified by the definition
of the metadata item, to refer to the Clartw i
[ATTRIBUTES]

M| A | Dus | nva | IEC 624811 | 067G8
[COMMENT] The lep content stream can be longer due to engcryption
additional headers d any necessary padding.
7.5.3.3
7.5.3.3.

[GUIDEL|NE] AV MediaServer should additionally provide non-emgty and
non-whitespace va for metadata properties as shown in Table 4 for <res> elemgnts that
describ¢ cantent binaries which use a Link Protection System.

Table 4 - Recommended metadata properties

[ATTRIB

upnp:class value

Property names

object.item.audioltem

res@dlIna:cleartextSize

object.item.imageltem

res@dlIna:cleartextSize

object.item.videoltem

res@dlIna:cleartextSize

UTES]

S ‘ A | DMS M-DMS

| n/a | IEC 62481-1 | DR47I
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[COMMENT] This guideline helps resolve dependency issues that Rendering Endpoints have,
on knowing the size in bytes of the unprotected content stream.

7.5.3.3.2
[GUIDELINE] If flags-param bit 15 equals 1 and sp-increasing flag is false, then the Content

Source shall provide content length information in the res@dIna:cleartextSize value of the CDS
object.

[ATTRIBUTES]

MiAiDMb iM-DMb |N
7.5.3.3.8
[GUIDELINE] If the UPnP AV MediaServer specifies the res@dIna: > of the
content|binary it shall be the size in bytes of the unprotected co ny Link

Protectipn headers padding or encryption have been added, see Tabl

Table 5 — Property type an

Property name Propertyﬁ(\p% g? N \Multi value
res@dlIna:cleartextSize uyz@n\ed Iom > / é\l% ‘\>

The prefix for res@dlna:cleartextSi "dlna" and the namespace shall be
"urn:schemas-dlna-org:metadata-1-0/".
[ATTRIBPTES]

M| A | Dms | nva | nva VWWTL
7.53.4( MM
[GUIDEL| A UBkR diaSefvervunay contain resources that specify encrypted|content
binaries|
[ATTRIB

| nva | IEC 624811 | Kuvw4

[CoMMENT], “Refer EC 62481-1:2013, 7.4.1.3.15.5 (GUN NKQ9V), which prohibits tfansport
layer encryption unless the media format profile explicitly states it is required. This guideline
clarifies that some media format profiles might use Link Protection and are hence encrypted.
The Link Protection System is specified within the media format profile of the content.

7.5.3.5 MM CP: LP-flag (Link Protection flag)
7.5.3.5.1

[GUIDELINE] If the content binary described by the protocolinfo uses DLNA Link Protection
when it is transmitted then the LP-flag shall be true.

[ATTRIBUTES]

M | A ‘ DMS +PU+ M-DMS ‘ n/a ‘ n/a P8F3M
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[COMMENT] The specifics of the Link Protection System used and parameters for setting up the
connection can be found in the MIME type or other protocolinfo parameters.

7.5.3.5.2

[GUIDELINE] If the content binary described by the protocolinfo does not use DLNA Link
Protection when it is transmitted then the LP-flag shall be false.

[ATTRIBUTES]

M | A ‘ DMS +PU+ M-DMS ‘ n/a ‘ n/a /LWWTLQ

7.5.3.6 MM CP: cleartextbyteseek-full

7.5.3.6.1

[GENERAL] Byte based full seek data availability with the Clearté Seek Reguest Header

7.5.3.6.2

[GUIDEL| ansport
protoco content
source § bss data
availabi e Seek
Reques s of the
Full Ran 5.3.2.
[ATTRIB

[COMMENT] Th c e S Header can be different depending on the Link
Protectipn Syste . : ; der guideline, see 7.6.4.3.3, for the DTCH-IP Link
Protectipn System, see 8.6. 3 DRM-ND Link Protection System, see 9.6.1.f for the
definition of this he eartext Byte Seek Request Header allows an endpoint tq specify

a byte rgnge in_the Cle E [ ain to be returned by the server.

7.5.3.7
7.5.3.7.1

[GENERAL] ased limited seek data availability with Cleartext Byte Seek Request Header.

7.5.3.7.2

[GUIDELINE] If a content binary uses a Link Protection System over the HTTP media transport
protocol the meaning of the lop-cleartextbytes flag shall be as follows True = The content source
supports the Cleartext Byte Seek Request Header under the Limited Random Access data
availability model. False = The content source does not support the Cleartext Byte Seek
Request Header under the Full Limited data availability model. The guideline of the Limited
Random Access data availability model for link protected content is defined by 7.6.3.3.

[ATTRIBUTES]

M | A ‘ DMS +PU+ M-DMS ‘ n/a ‘ n/a RKJVW

[COMMENT] The Cleartext Byte Seek Request Header can be different depending on the Link
Protection System used. For the general header guideline, see 7.6.4.3.3, for the DTCP-IP Link
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Protection System, see 8.6.1.2, for the WMDRM-ND Link Protection System, see 9.6.1.7 for the
definition of this header. The Cleartext Byte Seek Request Header allows an endpoint to specify
a byte range in the Cleartext Byte Domain to be returned by the server.

7.5.4 MediaRenderer device guidelines
7.5.4.1 MM CP: Link Protection state error

[GUIDELINE] The AVT:TransportStatus instance state variable should be set to
ERROR_OCCURRED if the AVT:SetAVTransportURI method failed because of a device
authentication failure, or because Link Protection restrictions (e.g. RTT) were not met between
the content source and the content receiver.

[ATTRIBUTES]

s ‘ A ‘ DMR n/a n/a

[COMMENT] UPnP MediaRenderers define new allowed € . rtStatus
instance state variable to represent a Link Protection error Fi

7.5.4.2 MM CP: Link Protection human readabl|

7.5.4.2.1
[GUIDELINE] If the media connection to ¢ eceiver (e.g. a UPnP AV MediaR¢nderer)
fails with HTTP or RTSP error 403 (F i content receiver should respond to a
AVT:Se : : Kk AV s or AVT:Next request with|a UPnP
AV errof ( uses".
[ATTRIB
n/a ISO/IEC G8YKV
29341-3-10
7.5.4.2.
[GUIDEL| lediaRenderer knows the specific reason of the failure it nay use
a localiz cade or message in the errorDescriptiontag of the SOAP re¢sponse
indicating y authéntication or that Link Protection restrictions (e.g. RTT) ywere not
met.
[ATTRIB
o | II\‘ | Duth’R | :"./u | n’Iu IQf'\III:f‘ | J\VI\'AVI4!
‘ ‘ 29341-3-10

7.6 Media Transport
7.6.1 General

This subclause covers the guidelines for the Media Transport layer. For detailed information see
IEC 62481-1:2013, 7.5. For DTCP-IP specific guidelines, see 8.6. For WMDRM-ND specific
guidelines, see 9.6.

The following subclauses contain guidelines for the use of Media Transports in DLNA devices.
The guidelines are organized into a table that covers those common among all Media Transports
and then subclauses/tables that cover guidelines for specific Media Transport protocols such as
HTTP and others. For detailed information, see IEC 62481-1:2013, 7.5.4.
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Many of the guidelines in this subclause define the byte seek operations available on the content.
See the 7.5.1 for a summary of the headers and flags used to represent the various byte
domains and seek models.

7.6.2 Updates to existing general Media Transport guidelines

Table 6 specifies the updates to existing general Media Transport guidelines.

Table 6 — Updates to existing general Media Transport guidelines

Guideline updated Location in IEC 62481-1:2013

MT Normative random access data availability maodels | 754 2 14 1 (GUN YPY8R)

MT "Full Random Access Data Availability" model 7.5.4,2.15.1 (GUN PW)
7.5.4.2.15.2 (G/U\ VMHgl\
MT "Limited Random Access Data Availability" model | 7.5.4.2.16.1 (GUN X)

7.6.3 New general Media Transport guidelij

7.6.3.1 MT CP: link protected content

[GUIDEL
the requ

protected content binary shgll follow

[ATTRIB
n/a 7G8YK ‘
7.6.3.2
7.6.3.2.
[GUIDEL| itiatic ink _Protection specific setup operations should occur while Browsing
for cont Y
[ATTRIBPTES]
S | A ‘ DMP DMR ‘ M-DMP ‘ n/a ISO/IEC ‘ R6EOV
29344=3=44
ISO/IEC
29341-3-10

[COMMENT] Link Protection setup operations (such as RTT testing and authentication of the
endpoint and key exchange) can take considerable time. Wait times can be noticeably reduced
by these operations as soon as possible, instead of waiting until the HTTP connection is
established.

7.6.3.3 MT CP: metadata and transport headers for Link Protection

[GUIDELINE] For resources that specify a content binary that uses DLNA Link Protection,
unless otherwise specified, all transport layer headers with byte units shall refer to the link
protected content as it is transmitted between the serving and rendering endpoints (i.e. with
encryption, Link Protection headers, and any necessary padding added).
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[ATTRIBUTES]

M| C | DMS DMP DMR M-DMS M-DMP n/a n/a

+PU+

VWA416 ‘

7.6.4 HTTP transport
7.6.41 General

There are many possible transport protocols that can be used for the transfer of content. The
baseline mandatory Media Transport protocol for DLNA devices is HTTP. This subclause
contains the guidelines that pertain to the HTTP transport and are sorted into those that are
common to aII HTTP transfers, gwdelmes specmc to a Streaming Transfer, guidelines specific to
an Intef detailed
information, see IEC 62481-1:2013, 7.5.4.3.

7.6.4.2 Updates to existing general HTTP Media Transport gt
7.6.4.2.1 Summary

Table 7|lists these updates.

Table 7 — Updates to existing general HT Pgﬂ?dia t guidelines

Guideline updated:, A & /(A\ >ocationinlE662481-1:2013

MT HTTP Header: contentFeatures.dina.org \ \ 7.5.4.3.2.10.7 (GUN P7NKR)
MT HTTP Common Random Access Data Avai/ab\T'ﬁty g\rsk\@s 7.5.4.3.2.18.1 (GUN J4Y(9)
MT HTTP Data Range of "Full Random Access Dat ilab t}\) 7.5.4.3.2.19.2 (GUN 8A5TU)

K %\ 7.5.4.3.2.19.4 (GUN 368A5)
MT HTTP: Data Range of "Limit Ra}t&io AccesgData Ava Iablllty 7.5.4.3.2.20.1 (GUN OUHZ3)

7.5.4.3.2.20.2 (GUN KR8WA)
7.5.4.3.2.20.4 (GUN 868BRW)
7.5.4.3.2.20.8 (GUN UBZB3)
7.5.4.3.2.20.9 (GUN NTSKZ)
7.5.4.3.2.20.11 (GUN 4NTSX)
7.5.4.3.2.20.12 (GUN TSKZZ)
7.5.4.3.2.20.16 (GUN 8D{i64)

MT HTTP Header?RANGE (Sefver) 7.5.4.3.2.22.3 (GUN Z331}i5)
7.5.4.3.2.22.4 (GUN 8WAAX)

MT HTTP-Fifne-Based Seek (Server) 7.5.4.3.2.24.1 (GUN UBUEX)

7.6.4.2.2 MT HTTP common random access data availability guidelines
[GUIDELINE] If an HTTP Server Endpoint supports the Cleartext Byte Seek Request Header for

the specified URI, it shall process any requested range in the random access data range at the
same time.

[ATTRIBUTES]

M | c ‘ DMS  +PU+ M-DMS ‘ n/a ‘ n/a 8F3M2

[COMMENT] This is a general requirement that random access requests to be supported on the
entire [ry, ry] data range over the Cleartext Byte Domain.
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7.6.4.2.3 MT HTTP data range of "Full Random Access Data Availability”
7.6.4.2.3.1

[GUIDELINE] The byte position of O for the Cleartext Byte Seek Request Header field shall refer
to the beginning of the content binary.

[ATTRIBUTES]

M| A | DMS DMP DMR +PU+ | M-DMS M-DMP MIU n/a

04R8S ‘

7.6.4.2.3.2

[GUIDELINE] If an HTTP Server Endpoint receives an HTTP GET requesi for a contef|t binary
which uges a Link Protection System and that omits all of the headers us erations

(i.e. the RANGE HTTP header, the Cleartext Byte Seek d the
TimeSegkRange.dIlna.org HTTP header), then the HTTP Server En guested
byte position of 0 (i.e. respond from the beginning of the content bina
This guideline shall also apply when sp-increasing is fals jers are
supported by the HTTP server.
[ATTRIBPTES]

M ‘A‘ DMS ‘M- ‘T5GV8 ‘
7.6.4.2.8.3
[GUIDELINE] For a content bi 2 ink’Protection System, if an HTTH Server

eader with the "Full Random Accegss Data
hould specify the byte length of the feturned
se instance-length included in the appgropriate
g Target Response to a HTTP GET/HEAD|request

Endpoint supports the
Availability" model, the

entity (in the Clearte
Cleartext Byte
with the|Cleartext B

[ATTRIB

UTES]

M-DMS n/a

2616

IETF RFC ‘ W4I6W ‘

[COMME| stext Byte Seek Request Header can be different depending on fhe Link
Protectipn/System uséd. For the general requirements of the header see guideline 7.6.5.2.2, for
the DT(P:IP Link Protection System, see guideline 8.6.1.2, for the WMDRM-ND Link Priotection
System, see guideline 9.6.1.7 for the definition of this header.

Similarly, the Cleartext Byte Seek Response Header can also be different depending on the Link
Protection System used. For the DTCP-IP Link Protection System, see guideline 8.6.1.3, for the
WMDRM-ND Link Protection System, see guideline 9.6.1.8 for the definition of this header.

7.6.4.2.3.4

[GUIDELINE] For a content binary that uses a Link Protection System, if an HTTP Client
Endpoint wants to get the instance-length of a content binary in the Cleartext Byte Domain, then
it should use an HTTP HEAD request with the Cleartext Byte Seek Request Header that
specifies 0 for the first-cleartextbyte-pos and omits the last-cleartextbyte-pos.


https://iecnorm.com/api/?name=cf4fb312e844c124dcf253b2b5bfd891

- 26 - 62481-3 © IEC:2013(E)

[ATTRIBUTES]

S | C | DMP DMR M-DMP MIU IETF RFC

2616

4712C ‘

[COMMENT] The response will include the Cleartext Byte Seek Response Header. If the
instance length is known, then it will be the number of bytes in the UCDAM [sg, s,] data range for

the Cleartext Byte Domain. Otherwise, the instance-length token will be "*".

The Cleartext Byte Seek Request Header can be different depending on the Link Protection

System used. For the general requirements of the header, see guideline 7.6.5.2.2, for the
DTCP-1P_Link Protection Q\/anm, see gllir‘lnlinn 8612 forthe WMDRM-ND Link Protection

System| see guideline 9.6.1.7 for the definition of this header.

7.6.4.2.8.5

Server
b-length

[GUIDELINE] For a content binary that uses a Link Protectiq
Endpoint knows the instance-length of a content binary, then i
in the Cleartext Byte Seek Response Header.

This behaviour is required for scenarios where the H eniSserving stored content.
[ATTRIBUTES]
M| A | DMS ‘ a ETF RFC R4712
2616

n/
7.6.4.2.4 MT HTTP: data range of Ra Access Data Availability"

[GUIDEL| 8 K Protection System, if an HTTH Server
Endpoin equest/ for a content binary that operates upder the
"Limited i

availabl ield of the Target Response to an HTTP|request

with t . z header HTTP header field and that
cleartex S ge within the Cleartext Byte Domain.
[ATTRIB

IETF RFC F3M2V

2616

7.6.4.2. : data range of "Limited Random Access Data Availability

[GUIDELINE] , For a content binary that uses a Link Protection System, the Cleartext Byte Seek
RequestHeadershallbedusedas-the-mechanismforbyte-based seekoperationsonthHe HTTP

transport protocol that are specified in the Cleartext Byte Domain.

The RANGE header shall be used as the mechanism for specifying byte seek operations on the
HTTP transport protocol that are specified in the Network Byte Domain. The seek-able data
range shall be equivalent to the random access data range of [rg, ry].

[ATTRIBUTES]

M| A | DMS DMP DMR +PU+ | M-DMS M-DMP MIU IETF RFC

2616

3M2V8 ‘

[CoMMENT] The Cleartext Byte Seek Request Header can be different depending on the Link
Protection System used. For the general requirements of the header, see guideline 7.6.5.2.2, for
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the DTCP-IP Link Protection System, see guideline 8.6.1.2, for the WMDRM-ND Link Protection
System, see guideline 9.6.1.7 for the definition of this header.

7.6.4.2.6 MT HTTP Time-Based Seek (Server)

[GUIDELINE] If an HTTP Server Endpoint supports both time-based-seek operations and byte
based operations in the Cleartext Byte Domain on a resource that uses a Link Protection System,
then it shall specify a cleartextbyte-range value using the Cleartext Byte Seek Response Header
and an npt-range value using the TimeSeekRange.dIna.org header in the HTTP Target
Response to the HTTP request.

The T|meSeekRange dlna.org header shall mclude the mstance durat|on vaIue The Cleartext
Byte Sde ' f ) less the
following exception applies.

Exception:

If all of {he following conditions are true

e the data access model is the "Limited Random Acce
o the mode-flag (as indicated in availableSeekRange.d

e the |request omitted the Cleartext Byte
Timg¢SeekRange.dlna.org.

Exampl¢ 1:

e TimeSeekRange.dlna.org: npt=335/1-336,1/4

e Confent-Range.dtcp.co
Example 2:

e TimgSeekRa
e Content-Ran C 686 400-1 540 210 688/*

[ATTRIBUTES]

n/a
2616

IETF RFC ‘ M2V86 ‘

[COMMENT] cted content, the instance range is returned using the Cleartgxt Byte
Seek Respanse Header and not using the TimeSeekRange.dIna.org header. Therefofe, both
headerg need to be returned to indicate the byte position within the Cleartext Byte Domain.

The instance-duration and npt-range values of TimeSeekRange.dlna.org is defined in
IEC 62481-1:2013, 7.5.3.2.24.3 (GUN S2RRM).

The cleartextbyte-range and instance-length values for the Cleartext Byte Seek Response
Header are defined for the DTCP-IP Link Protection System in guideline 8.6.1.2, for the
WMDRM-ND Link Protection System in guideline 9.6.1.7.

7.6.4.2.7 MT caching directives for HTTP 1.0

[GUIDELINE] An HTTP Server Endpoint that transfers content using DLNA Link Protection as
the response to an HTTP/1.0 GET request shall prevent intermediate caching by including
among the HTTP response headers the directive

e Pragma: no-cache.
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[ATTRIBUTES]

M| A | DMS +PU+ M-DMS IETF RFC

2616

n/a

VLBIV ‘

7.6.4.2.8 MT caching directives for HTTP 1.1

[GUIDELINE] An HTTP Server Endpoint that transfers content using DLNA Link Protection as
the response to an HTTP/1.1 GET request shall prevent intermediate caching by including
among the HTTP response headers the directive

e Pragma: no-cache,

e Cache-control: no-cache.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a D
7.6.4.3 New general HTTP Media Transport guideline
7.6.4.3.1 HTTP error codes for unavailable conten
[GUIDELINE] If an HTTP Server Endpoint receives a(reque binary with gn HTTP
GET or HEAD request and the Server Endpoint nakerbat \content available be¢ause of
a content protection license issue, the ouldrespond with an erfor code
of 403 (Forbidden).
[ATTRIBUTES]

S | A |DMS IETF RFC 6EOVL

2616

[COMMENT] By i HTTP Server Endpoint can place additional
information abo ) in the entity body of the response.

7.6.4.3.

[GUIDEL| uses DLNA Link Protection, unless otherwise stdted, all
refereng 4¢ at refer to byte positions or byte based seek operations (such as
the Ra N , and Content-Length headers, as well as the byte unit values of
instance-le and byte-range of the TimeSeekRange.dIna.org header) shall refer{to byte
positiong i ¢ Byte Domain (i.e. after encryption and any Link Protection headers and

padding

[ATTRIBOTES]

M| C | DMS +PU+ DMR DMP | M-DMS M-DMP n/a IEC 62481-1

LGENX ‘

7.6.4.3.3 MT HTTP header: Cleartext Byte Seek Request Header (server)
7.6.4.3.3.1

[GUIDELINE] If the HTTP Server Endpoint is transporting content using DLNA Link Protection,
the HTTP Server Endpoint should support receiving the Cleartext Byte Seek Request Header as
defined in the guidelines below for the HTTP GET and HEAD methods.
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[ATTRIBUTES]

S | L | DMS +PU+ M-DMS n/a IETF RFC 3PVBR
2616
7.6.4.3.3.2
[GUIDELINE] If the HTTP Server Endpoint is transporting content using DLNA Link Protection,

and the HTTP Server Endpoint receives the Cleartext Byte Seek Request Header in a HEAD
request, then the HTTP server may respond without the Cleartext Byte Seek Response Header.

[ATTRIBUTES]

7.6.4.3.

[Guidel
and an
Reques

responsle. Furthermore, the HTTP response code shall be:

[ATTRIB

[COMME
Domain

7.6.4.3.
[GUIDEL|

shall re
Clearte)

[ATTRIB

0 ‘ A ‘ DMS +PU+ M-DMS n/a ‘ IETF RFC

2616

8.3

ne] If the HTTP Server Endpoint is transporting conte

UTES]

M ‘ A ‘ DMS +PU+ ‘ 5JYDY

8.4

NE] Ifthe HT
spond with_the

esponse Header for a request specified

n/a

IETF RFC X5JYD
2616

tection,
te Seek
b target

xt Byte

ansporting content using DLNA Link Protgction, it

with the

otection

en the

7.6.4.3.8.
[GUIDELINE]} “If the HTTP Server Endpoint is transporting content using DLNA Link Pr|
and thelHITP_Server Endpoint uses the Cleartext Byte Seek Response Header {

provided values shall be accurate with respect to the requested range over the Cleartext Byte

Domain

allowing for alignment at boundaries within the content binary. Specifically,

e the first byte position specified in the Cleartext Byte Seek Response Header shall match the
first requested byte in the Cleartext Byte Seek Request Header or start at a Decoder Friendly
Alignment Position for the given format profile containing the requested byte,

o the last byte position specified in the Cleartext Byte Seek Response Header shall properly
match the last byte requested in the Cleartext Byte Seek Request Header or end at the
endpoint of a Media Format Alignment Element for the given format profile in use.

The value indicating the instance-length shall indicate the length of the entire original content
binary over the Cleartext Byte Domain (i.e. before encryption and any Link Protection
packetization) or asterisk (*) if unknown.
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[ATTRIBUTES]

IETF RFC
2616

M| A | DMS +PU+ M-DMS n/a

OVLBI ‘

[COMMENT] The Decoder Friendly Alignment Position is defined for each of the media format
profiles specified in 8.9 and 9.9.

The Media Format Alignment Element is defined for each of the media format profiles specified
in 8.9 and 9.9.

7.6.4.3.3-6

[GUIDEL|NE] otection
and the| HTTP Server Endpoint uses the Cleartext Byte Seek Respgo return a
specific[range of data, the first byte of the HTTP Entity Body shall co tart of a

Link Prqtection Alignment Element for the given Link Protectio

[ATTRIBUTES]

M ‘ c ‘ DMS +PU+

[COMMENT] There has typically bee do not
corresppnd to the bytes following the pre orrectly
operate| the client needs to be able to s ody.
7.6.4.3.8.7

[GUIDEL valid for
the resg equest, then the HTTP Server Endpojnt shall

respond (Requested Range Not Satisfiable).

e Cleartext Byte Seek Request Header, the HTTP

When 2]
de 400 (Bad Request).

server

[ATTRIB

n/a IETF RFC VALG6
2616

[COMMENT)  HTTP response code 416 is used when the HTT Server Endpoint supports|seeking
in the C i ifi ' ' with the

request because the requested range is not currently available on the server.

7.6.4.3.3.8

[GUIDELINE] If an HTTP request with a Cleartext Byte Seek Request Header for the URI can
never be processed/satisfied by the HTTP Server Endpoint, for example, in the case of real-time
transcoding or live content, then the HTTP Server Endpoint shall respond with 406 (Not
Acceptable).

[ATTRIBUTES]

n/a

M| L | DMS +PU+ M-DMS
2616

IETF RFC ‘ ALG6N ‘
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[COMMENT] HTTP response code 406 is used when the HTTTP Server Endpoint does not
support seeking in the Cleartext Byte Domain for the specified content binary and the request
includes the Cleartext Byte Seek Request Header.

Note that using a Cleartext Byte Seek Request Header with a starting position of 0 and
requesting the entire range of available content is still using the Cleartext Byte Seek Request
Header.

This includes the case where the incorrect Cleartext Byte Seek Request Header is used for the
type of the content binary. For the specification of the header for the given link protect system
used, see guideline 8.6.1.3 for the DTCP-IP Link Protection System, for the WMDRM-ND Link
Protectipn System, see guideline 9.6.7.8.

7.6.4.3.8.9

st withvihoth the
JP Seryer Bndpoint

[GUIDELINE] If an HTTP Server Endpoint receives a GET ort
Cleartext Byte Seek Request Header and the RANGE header,
shall regpond with 406 (Not Acceptable).

[ATTRIBUTES]

M ‘ L ‘ DMS +PU+

[ComME|

7.6.4.3.8.10

[GUIDELINE] If an HTTP ed byte
range ag expressed in hen the
HTTP Server En@mt

[ATTRIBUTES]

n/a IETF RFC 4AN2GT
2616

[COMME| is requested with the byte range option can often get many requests
using th ; B Seek Request Header in a short period of time, potentially [causing

content

7.6.4.3.8-144

[GUIDELINE] An HTTP Server Endpoint should support HTTP requests that specify the
Cleartext Byte Seek Request Header by implementing behaviour that returns the requested
entity-body with the 200 (OK) HTTP header.

[ATTRIBUTES]

IETF RFC
2616

S |A|DMS +PU+ M-DMS n/a

YDYGD ‘

7.6.4.3.4 MT HTTP header: Cleartext Byte Seek Request Header (client)
7.6.4.3.4.1

[GuIDELINE] HTTP Client Endpoints shall not issue an HTTP GET and HEAD requests with the
Cleartext Byte Seek Request Header for content items that do not explicitly state support for the
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Cleartext Byte Seek Request Header via the 4th field cleartextbyteseek-full flag or the
lop-cleartextbytes flag of the flags-param, as defined in guideline 7.5.2.2.

[ATTRIBUTES]

M ‘ L ‘ DMP DMR n/a ‘ MIU ‘ IETF RFC ‘ 6NXR7 ‘
2616

[COMMENT] This prohibition includes HTTP GET and HEAD requests with a range that includes
the entire content binary.

7.6.4.3.4-2

rtext Byte

[GuiDELINE] HTTP Client Endpoints shall specify byte positions wi
g 5ing the

Domain| (before Link Protection encryption, headers, or padding j
Cleartext Byte Seek Request Header.

[ATTRIBUTES]

M| L | DMP DMR n/a G6NXR
7.6.4.3.4.3

[GUIDELINE] HTTP Client Endpoints ify~a ET or HEAD request that
includeg both the Cleartext Byte Seek Re 4 : 3 ATTP RANGE header.

[ATTRIBUTES]

M| L | DMP DMR MIU IETF RFC PVBRV
2616
[COMMENT] It i@ be satisfiable with specifications for both the byte
position|in the Netwo the Cleartext Byte Domain.

7.6.4.4

7.6.4.4.

Table 8|li

Table"8 — Updates to existing general HTTP Media Transport

for Streaming Transfer guidelines
Guideline updated Location in IEC 62481-1:2013

MT HTTP Fast Forward Scan Media Operation 7.5.4.3.3.8.1 (GUN TY7CW)

MT HTTP Streaming Slow Forward Scan Media Operation 7.5.4.3.3.9.1 (GUN L6RNZ)

MT HTTP Streaming Fast Backward Scan Media Operation 7.5.4.3.3.10.1 (GUN Y7CWO)
MT HTTP Streaming Slow Backward Scan Media Operation 7.5.4.3.3.11.1 (GUN 6RNZ6)

MT HTTP Streaming Scan Media Operations 7.5.4.3.3.12.1 (GUN 6TQT3)

MT HTTP Media Operation Support Within a Profile 7.5.4.3.3.15.2 (GUN Z8H8X)

MT Combined RANGE, Time based Seek, and Play Speed HTTP Requests | 7.5.4.3.3.19.2 (GUN CPWAE)
MT HTTP Header: realTimelnfo.dlna.org 7.5.4.3.3.20.6 (GUN R2GYQ)
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7.6.4.4.2 MT HTTP Seek media operation
7.6.4.4.2.1

[GUIDELINE] A streaming HTTP Client Endpoint should implement the Seek media operation on
content using DLNA Link Protection by using the RANGE, Cleartext Byte Seek Request Header,
or the TimeSeekRange.dIna.org header, if those headers are supported by the HTTP Server for
the content binary.

[ATTRIBUTES]

s | A ‘ DMP DMR M-DMP ‘ MIU ‘ n/a ‘ 5K83S ‘

the Link
-IP Link

em, see

[CoMME
Protecti
Protecti
guidelin

7.6.4.4.2.

[GUIDELINE] For every audio content binary using DLNA Li ion, if‘a streaming HTTP
Client Hndpoint wants to perform a Fast Forward Scan i atior (positive play speed
greater than 1x), then it should use one of these i

e issuing multiple HTTP GET reque Header

field} or

e issulng a single HTTP GET reques ecifi . . ield.

[ATTRIB

MIU
2616

IETF RFC ‘ YUX7M ‘ N

7.6.4.4.2.

[GUIDEL| 2 > indry using DLNA Link Protection, if a streaming HTTP
Client B \ ¥ard Scan media operation (positive play speed| greater
than 1x he N tEndpoint should support the following method:

[ATTRIB

MIU IETF RFC SWOIL N
2616

7.6.4.4.2.4

[GUIDELINE] For every audio content binary using DLNA Link Protection, if a streaming HTTP
Client Endpoint wants to perform a Slow Forward Scan media operation (positive play speed
less than 1x), then it should use one of these methods:

e issuing multiple HTTP GET requests with a specified Cleartext Byte Seek Request Header
field, or

e issuing a single HTTP GET request with a specified PlaySpeed.dlna.org header field.

[ATTRIBUTES]

S [ A | DMP DMR M-DMP MIU
2616

IETF RFC ‘ RADAX ‘ N
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7.6.4.4.2.5

[GUIDELINE] For every AV content binary using DLNA Link Protection, if a streaming HTTP
Client Endpoint performs a Slow Forward Scan media operation (positive play speed less than
1x), then the HTTP Client Endpoint should support the following method:

e issuing a single HTTP GET request with a specified PlaySpeed.dlna.org header field.

[ATTRIBUTES]

S | A | DMP DMR M-DMP MIU IETF RFC 2UBTN N
2616
7.6.4.4.2-6
[GUIDELINE] For every audio content binary using DLNA Link Protectign, if ing HTTP
Client Bndpoint wants to perform a Fast Backward Scan operation {negati bed less

than —1x), then it should use one of these methods:

e issulng multiple HTTP GET requests with a specified Cle Header
field

e issuing multiple HTTP GET requests with a specified TimeSe : . . er field,

e issulng a single HTTP GET request with a specified F eed. C ield.

[ATTRIBUTES]

S‘A‘DMPDMR ‘2WZ7Q ‘N

7.6.4.4.2.7

[GUIDELINE] For ever LNA Link Protection, if a streaming HTTP
Client Epdpoint perfor » 2 edia operation (negative play speed lg¢ss than

-1x), then the HT zP C 3 i ho Id support the following method:
g

e issuing a sin

[ATTRIB

M-DMP MIU IETF RFC YFQO6 N
2616

7.6.4.4.2'8

[GUIDEL| y audio content binary using DLNA Link Protection, if a streaming HTTP
Client Endpoint wants to perform a Slow Backward Scan media operation (negative plaly speed
greater than or equal to =1x), then it should use one of these methods:

e issuing multiple HTTP GET requests with a specified Cleartext Byte Seek Request Header
field, or

e issuing a single HTTP GET request with a specified PlaySpeed.dlna.org header field.

[ATTRIBUTES]

S [ A | DMP DMR M-DMP MIU
2616

IETF RFC ‘ 29BM2 ‘ N

7.6.4.4.2.9

[GUIDELINE] For every AV content binary using DLNA Link Protection, if a streaming HTTP
Client Endpoint wants to perform a Slow Backward Scan media operation (negative play speed
less than zero and greater than or equal to —1x), then the HTTP Client Endpoint should support
the following method:
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e issuing a single HTTP GET request with a specified PlaySpeed.dlna.org header field.

[ATTRIBUTES]

S [ A | DMP DMR M-DMP MIU
2616

IETF RFC ‘ FFN2S ‘ N

7.6.4.4.2.10

[GUIDELINE] If a streaming HTTP Client Endpoint wants to stop a normal playback stream in
order to start a scan operation playback using the Cleartext Byte Seek Request Header under
conditions where guideline 7.5.4.3.2.4.6 (GUN Y8RWS) in IEC 62481-1:2013 applies, then it
should close the original HTTP connection before issuing a GET request with the Cleartext Byte
Seek Re original
connectjon, the streaming HTTP Client Endpoint should open a new H connegtion for the
scan operation. Note that the new HTTP connection may be a persistent iom, which
allows the client to issue multiple GET requests on a single HTTP co

[ATTRIBUTES]

S | A | DMP DMR +DN+ M-DMP M-DMD N
+DNSYNC+

[COMMENT] Transitions from scan operations to/normat p i making
open ended (i.e. last-byte-pos value in R leartext
Byte Seek Request Header.
7.6.4.4.2.11
[GUIDELINE] If an HTTP and/or
TimeSegkRange.dlna.org for a particular DLNA media format profile,
it should support this o format profile.
[ATTRIBUTES] Q

s | A | pus | nva | nva RDH6E N

[COMME| c as transcoded or live content, it may be difficult to|support
byte Clgartext nd/ef TimeSeekRange.dIlna.org.

7.6.4.4.2.

[GUIDELINE]Af a str€aming HTTP Server Endpoint receives an HTTP GET request with the
Cleartext "Byte Seek Request and (Range, TimeSeekRange.dlna.org or PlaySpeed.dina.org)
header fields, then the Cleartext Byte Seek Request Header field takes the highest precedence
and the server shall ignore the other range, time seek and play speed fields.

[ATTRIBUTES]

n/a

M [ A | DMS +PU+ M-DMS
2616

IETF RFC ‘ ISOLO ‘ N

[COMMENT] This guideline covers what a streaming HTTP Server endpoint needs to do if it
receives an HTTP request with Cleartext Byte Seek and other DLNA fields for play speed, byte
range seek or time based seek. This guideline also infers how a streaming HTTP Client endpoint
can expect an HTTP Server Endpoint to behave.
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7.6.4.4.2.13

[GUIDELINE] If an HTTP Server Endpoint receives an HTTP GET or HEAD request with a
Cleartext Byte Seek and realTimelnfo.dIna.org header, then an HTTP Server Endpoint shall
never reply with a finite max-lag-time parameter value.

[ATTRIBUTES]

M| A | DMS +PU+ M-DMS IETF RFC

2616

n/a LHLTF N

[CoMMENT] This guideline obliges an HTTP Server Endpoint to not change the content data
bytes in|a reply to a request with a Cleartext Byte Seek Request Header.

7.6.4.5 MT RANGE behaviour for Interactive Transferred Conte

[GUIDEL|NE] ‘ te Seek
Request Header may be used for Interactive Transfers when N ss Data
Availabifity" model or the "Limited Random Access Data Avaitabili i b-flag=1
applies o the HTTP Server Endpoint serving the content bi

[ATTRIBUTES]

O | C | DMS DMR DMP +PU+

VBRVS ‘

7.6.5 RTP transport
7.6.5.1 General

This subclause covers,the guideli ransport protocol for content trapsmitted
using OLNA Link Protesti \ Media

Transpdrt: RTP Tfn

7.6.5.2 Update’e

7.6.5.2.

[GUIDEL| i ( t should limit the size of the RTP carrying content using DLNA
Link Pr i 3 , including protocol headefrs, Link
Protecti isgion Unit
(MTU)

[ATTRIB

DMS +PU+ M-DMS IETF RFC

1191

n/a

2GTDF ‘

[COMMENT] Link Protection encapsulation can add headers and padding and will increase
payload size.

7.6.5.2.2 MT RTP Play Media operation

[GUIDELINE] If an RTSP Server Endpoint receives a request for a content binary with an RTSP
PLAY or SETUP request and the Server Endpoint cannot make that content available because of
a content protection license issue, the RTSP Server Endpoint should respond with an error code
of 403 (Forbidden).
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[ATTRIBUTES]

S | A | DMS +PU+ M-DMS IETF RFC

1191

n/a

BRVS3 ‘

7.6.5.3 New general RTP Transport guidelines:
MT: RTP support for link protected content

[GUIDELINE] Serving Endpoints and Receiving Endpoints that implement a Link Protection

System and that support the RTP Media Transport for non link protected content should
implement the Link Protection System for the RTP Media Transport.

[ATTRIBUTES]

S | A | DMS DMP DMR +PU+ | M-DMS M-DMP MIU ‘ WMDR ‘
[COMMENT] Content Receivers and Content Sources that impléme i ion|System
and alsq support the optional RTP Media Transport are recomn ) bport for

the Link{ Protection System to include the RTP Media Transport:

7.7 Clontent conversion device virtualization

The guidelines contained in IEC 62481-1: i ically for devices exchanging
content|using DLNA Link Protection{ Corre no additional DTQP-IP or
WMDRNM-ND specific guidelines in € for content conversion and| device
virtualizption.

7.8 Media Interoperabili

There dre no change for Link
Protectipn. The guidelines _caontai i 4 IU) hold
identically for devi : i i y, there
are no additiona levices.

7.9 L
7.9.1
7.9.1.1

[GUIDEL| fined in

these glidelines:

[ATTRIBUTES]
M| A | DMS DMP DMR +PU+ M-DMS M-DMP MIU DTCP BSTW5
Volume 1
DTCP
Volume 1

Supplement

DTCP
Adopter
Agreement
DTCP Audio
Compliance
Rules
EXHIBIT B-2
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7.9.1.2

[GUIDELINE] If a UPnP AV Media Server supports DLNA Link Protection it shall be capable of
exposing and transferring at least one of the DLNA media format profiles with DTCP-IP Link
Protection.

[ATTRIBUTES]
M | A ‘ DMS M-DMS ‘ n/a ‘ n/a ‘ K83SN ‘
7.9.1.3

[GUIDELINE] If a UPnP AV Media Renderer Control Point supports DLNA Link Protection it shall
be capgble of transferring at least one of the DLNA media format profiles withhDTGPFIP Link

Protectipn.

[ATTRIBUTES]

M| A | +PU+ n/a |
7.9.1.4
[GUIDELINE] If a UPnP AV MediaServer supports DLNA Li e content objegcts that
it exposgs for which DTCP-IP is permitted as an o h <res> element with p profile

ID usind the DTCP__ prefix.

[ATTRIBUTES]

M | A ‘ DMS 83SNB

[COMMENT] The phrase i o refers to usage that is in compliance with
policy requirements tha A j and that are defined by the entity gaverning
the usage of the cante product design decisions or product manufgcturer's
policy. While a iesNis outside the scope of the DLNA Link Protection
Guidelirles the behayi guideline will result in improved interoperapility.

7.9.1.5
[GUIDEL| >t supports DLNA Link Protection the content that it strgams for
which D > s ed as an output shall be available with DTCP-IP Link Protectipn.

[ATTRIBPTES]

M | A ‘ +PU+ n/a n/a n/a TW5CS

7.9.1.6

[GUIDELINE] If a device supports the DTCP-IP Link Protection System it shall support all
guidelines in IEC 62481-1, modified by the guidelines stated in Clause 7 of this standard and 8.3,
8.5, and 8.6.1, and if the RTP media transport format is supported as given in 8.6.2.2 to0 8.6.2.4.

[ATTRIBUTES]

M| A | DMS DMP DMR +PU+ | M-DMS M-DMP MIU IEC 62481-1

GTDFW ‘
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7.9.2 Link Protection System: Windows Media DRM for network Devices

7.9.21

[GUIDELINE] If a device supports DLNA Link Protection it may support WMDRM-ND as defined

in these guidelines.

[ATTRIBUTES]

O A | DMS DMP DMR

M-DMS M-DMP MIU WMDRM-ND 3SNB9

RTP Payload
format for
WMV and

7.9.2.2

[GUIDELINE] If a UPnP AV MediaServer supports DLNA Link Protect
it exposles for which WMDRM-ND is permitted as an output ma

profile ID using the WMDRM _ prefix.

[ATTRIBUTES]

O|A‘DMS

[COMME|
policy rd
the usa
policy.

Guidelin
interop€g
optional
permittg
network
protecti

7.9.2.3
[GUIDEL|

which \
Protecti

[ATTRIBUTES]

o/a | +pu+

n/a

ition to being exposed with the required L

cope of the DLNA Link Pr
guideline will result in in

DRM-ND can be optionally expose

t with a

verning
dcturer's
ptection
nproved
can be
hat are
l on the
TCP-IP

ams, for

-ND Link

n/a n/a 5CS88

7.9.2.4

[GUIDELINE] If a device supports the WMDRM-ND Link Protection System it shall support all
guidelines in IEC 62481-1, modified by the guidelines stated in Clause 7 of this standard and 9.2,
9.3, 9.4, and 9.6.1, and if the RTP media transport is supported 9.6.2.

[ATTRIBUTES]

M | A ‘ DMS DMP DMR

M-DMS M-DMP ‘ MIU ‘ IEC 62481-1 | SNBOF

8 DTCP-IP Link Protection System guidelines

8.1 General

This clause contains the guidelines that are specific to the DTCP-IP Link Protection System.
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See clause 7 for general guidelines for devices that implement DTCP-IP.

8.2 C

[GuIDEL

P DTCP-IP general guidelines

INE]

DTCP-IP specifications at the time the product is offered to the market.

[ATTRIBUTES]

M| R | DMS DMP DMR +PU+ | M-DMS M-DMP MIU DTCP Volume 1 | 5GV8W
DTCP Volume 1
Supplement E
DTCP Audio

[COMME|
ship pro

8.3 Networking and connectivity

8.3.1

This su
capabili

8.3.2

[GUIDEL
commair
tagged
IEC 624

[ATTRIB

[CoMME|
order to

NT] Reference DTCP Adopter Agreement defines a grace
ducts which are conformant with previous specificatio

General

bclause contains the guideline FCP-IP use of the nef

ies described in IEC 62481-1:20

New DLNAQOS
QoS requireme

NE] If DLNA QoS a i in1EC 62481-1:2013, 7.2 is implemented, all [
ds and respon Content Sources and Content Receivers
as DLN 3 LNAQOS_UP value, in accordance with Tab

81-1:2013.

UTES]

M-DMS M-DMP MIU IEC 62481-1 TDFW2

ensure that*these packets get the best available network service, set the DL

A device that implements DTCP-IP shall comply with all requirements in the

ndors to

working

TCP-IP
shall be
e 11 in

ming. In
NAQOS

self.

level ap

8.3.3

[GUIDEL

mpriafply Also aqcign DTCP-IP messages a prinri’ry highpr than A/\/ stream i

New common device guidelines:
NC CP: wireless security

INE] Devices which use the DTCP-IP Link Protection System with integrated IEEE
802.11 shall ensure that WEP or an equivalent protection mechanism (e.g. WPA or WPA2) is
engaged prior to exchanging DTCP AKE commands and protected content via that network
interface.
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[ATTRIBUTES]

[COMME

M| R | DMS DMP DMR +PU+ | M-DMS M-DMP MIU DTCP LQ89T
Volume 1
Supplement
E

DTCP

Adopter
Agreement

NT] This is a requirement of the DTCP specification.

8.4 Device discovery and control

There a

8.5 Media Management

8.5.1

This subpclause covers the guidelines for implementing media

architec

see |[EC|62481-1:2013, 7.4.

8.5.2

[GUIDEL|
DTCP-I

[ATTRIB

[COMME|

to be placed in eit

that ser
on that

8.5.3
8.5.3.1

[GUIDEL|
the foll

e no DTCP-IP specific changes to the guidelines in IEC 62481

General

MM CP: DTCP-IP URI

NE] A DLNA device shall not re
P AKE connection.

UTES]

M|L | DMP, DMR n/a DTCP Volume 1 | 8YKV4
Supplement E
NT] The ;I C DEC jon'e s the DTCP-IP AKE parameters for the host

vithin the URI of the content. This specification
ithin the MIME type and that rendering devices

NE} ~A Rendering Endpoint implementing audio or AV media classes shall im

ing the UPnP AV
étailed infgrmation

R| parameters to establish the

and port
requires
not rely

Flement

wing media npprafian'

e seek (Guidelines 8.6.1.4.1 and 8.6.1.4.2).

[ATTRIB

8.5.3.2

UTES]

M| A | DMP, DMR M-DMP MIU IETF RFC

2616

SHCIH

N

[GUIDELINE] A Rendering Endpoint implementing AV media classes shall implement the
following media operations:

e Fast Forward Scan (Guideline 8.6.1.4.3);
e Slow Forward Scan (Guideline 8.6.1.4.4);
e Fast Backward Scan (Guideline 8.6.1.4.5);
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e Slow Backward Scan (Guideline 8.6.1.4.6).

[ATTRIBUTES]

M [ A | DMP, DMR M-DMP MIU
2616

IETF RFC ‘ WUYBX ‘ N

[COMMENT] An operation might not always invoke the corresponding media operation due to
buffering on the Rendering Endpoint.

8.6 Media Transport

8.6.1 HTTP transport

8.6.1.1 General

This subclause covers the guidelines for implementing Media i BnP AV
architecfture that are specific to the DTCP-IP Link Protection System i infgrmation
see |[EC|{62481-1:2013, 7.4.

8.6.1.2 MT HTTP Cleartext Byte Seek Request
8.6.1.2.1

[GUIDELINE] The HTTP Server and ader as
the Clegrtext Byte Seek Request Head otection
System |[transmitted using the HTTP Medi
[ATTRIBUTES]
M| R MIU DTCP Volume 1 | 416WA
Supplement E
IETF RFC 2616
8.6.1.2.
[GUIDEL| a ngé.dtcp.com header field for HTTP Media Transport of
content ‘ otection System shall be as stated below.
[ATTRIB
MIU DTCP Volume 1

Supplement E
IETF RFC 2616

712CK ‘

e Rangedtcp.com = "Range.dtcp.com" ":" range-specifier

e range-specifier = byte-range-specifier

e byte-range-specifier = bytes-unit "=" byte-range-set

e bytes-unit = "bytes"

e byte-range-set = byte-range-spec

e byte-range-spec = first-cleartextbyte-pos "-" [last-cleartextbyte-pos]
o first-cleartextbyte-pos = 1*DIGIT

e last-cleartextbyte-pos = 1*DIGIT

first-cleartextbyte-pos and last-cleartextbyte-pos apply to the original content binary
immediately before DTCP processing, i.e. before encryption and PCP packetization.

Note that the literal "bytes" is case sensitive.
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Examples:

e Range.dtcp.com: bytes=1 539 686 400 -
e Range.dtcp.com: bytes=1 539 686 400 - 1 540 210 688

8.6.1.3 MT HTTP Cleartext Byte Seek Response Header for DTCP-IP
8.6.1.3.1

[GUIDELINE] The HTTP Server and Client endpoints shall use the Content-Range.dtcp.com
header as the Cleartext Byte Seek Response Header for content that uses the DTCP-IP Link
Protection System transmitted using the HTTP Media Transport protocol.

[ATTRIBUTES]

M|L | DMS DMR DMP +PU+ | M-DMS M-DMP MIU

8.6.1.3.

[GUIDEL| Media
Transpg below.
e Con

e cont

° byte_ | ll*ll)

e bytep-

o bytet

o first{cleartextbyte-

o Iast-cleartex%

e instgnce-leng

first-cleartextbyte~po 2 t binary
over the 1 ain, e cryption

and PC
Note th4d ite bytes'\is case sensitive.

Example of Content Range.dtcp.com header.

e Content’Range.dtcp.com: bytes 1 539 686 400 - 1 540 210 688/9 238 118 400

[ATTRIBUTES]

M| F | DMS +PU+ M-DMS DTCP Volume 1

Supplement E
IETF RFC 2616

n/a

LBIVE ‘

8.6.1.4 MT HTTP Tickmodes
8.6.1.4.1

[GUIDELINE] For every content binary using the DTCP-IP Link Protection System, if a streaming
HTTP Client Endpoint performs a Seek media operation, then the HTTP Client Endpoint shall
support all of the following Seek media operation methods:

e Range.dtcp.com header field;
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e TimeSeekRange.dlna.org header field.

[ATTRIBUTES]

M | A ‘ DMP DMR M-DMP ‘ MIU ‘ n/a RMK89 N

[COMMENT] Refer to IEC 62481-1:2013, 7.5.4.3.3.7.

8.6.1.4.2

[GUIDELINE] For every AV content binary using the DTCP-IP Link Protection System that

supports_"Limited Random Access Data Availability" Mode 1 or "Full Random Access Data

Availability" model (see IEC 62481-1:2013, 7.5.4.2.16 for details on mode), annHTAR Server
t onerof

Endpoint shall indicate support in the fourth field of the Protocollnfo for/atlle

e timelbased seek,

o Clegrtext Byte Seek.

[ATTRIBPTES]

M‘A‘DMS+PU+ ‘N

[COMMENT] A content binary that is res ilability"

Mode 0|is considered live content and mig 2 s. (See
IEC 62481-1:2013, 7.5.4.2.16.2.)

8.6.1.4.8

[GUIDELINE] For every # ng the DTCP-IP Link Protection System, if a
streaming HTTP Chient ast Forward Scan media operation (posifive play
speed greater t )

ient Endpoint shall support all of the fpllowing

methods:
e |ssu ts with a specified Range.dtcp.com header field.
e ssu iple quests with a specified TimeSeekRange.dlna.org header field.
[ATTRIB
M-DMP MIU IETF RFC A84FZ N
2616

8.6.1.4.4

[GUIDELINE] For every AV content binary using the DTCP-IP Link Protection System, if a
streaming HTTP Client Endpoint performs a Slow Forward Scan media operation (positive play
speed less than 1x), then the HTTP Client Endpoint shall support all of the following methods:

e issuing multiple HTTP GET requests with a specified Range.dtcp.com header field;

e issuingasingle HTTP GET request and subsequently using Connection Stalling Method (see
guideline IEC 62481-1:2013, 7.5.4.3.3.6) to accommodate slower decode and display of the
streamed content.

[ATTRIBUTES]

M| A IETF RFC

2616

DMP DMR M-DMP MIU 49EQY
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8.6.1.4.5

[GUIDELINE] For every AV content binary using the DTCP-IP Link Protection System, if a
streaming HTTP Client Endpoint performs a Fast Backward Scan media operation (negative
play speed less than —-1x), then the HTTP Client Endpoint shall support all of the following
methods:

e issuing multiple HTTP GET requests with a specified Range.dtcp.com header field;

e issuing multiple HTTP GET requests with a specified TimeSeekRange.dlna.org header field.

[ATTRIBUTES]

v N
8.6.1.4.6
[GUIDEL|NE] bm, if a
streaming HTTP Client Endpoint wants to perform a Slow Ba beration
(negativ P Client
Endpoint shall support the following method:
e issulng multiple HTTP GET requests with a specified
[ATTRIBUTES]

M| A | DMP DMR N
8.6.2 RTP transport
8.6.2.1 General
This sul sing the
DTCP-I
8.6.2.2
[GUIDEL|
e the mediaforma
e thel
The RT pe, see
8.6.2.4

[ATTRIBUTES]

M| A | DMS DMP DMR +PU+ | M-DMS M-DMP n/a DTCP Volume 1 | DYGDM
DTCP Volume 1
Supplement E
IETF RFC 3550
IETF RFC 3551

8.6.2.3 MT DTCP-IP encapsulated media format profiles
8.6.2.3.1

[GUIDELINE] For a content binary that uses the DTCP-IP Link Protection System, the Cleartext
content binary shall first be encapsulated into an RTP payload and an RTP header shall be
generated adhering to guidelines in IEC 62481-1:2013, 7.5.4.4.5 according to the corresponding
format profile of the un-encrypted content.
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[ATTRIBUTES]

M| A | DMS DMP DMR +PU+ | M-DMS M-DMP n/a DTCP Volume 1
DTCP Volume 1
Supplement E
IETF RFC 3550
IETF RFC 3551

8.6.2.3.2

NXR7U

[GUIDELINE] After the RTP encapsulation of the Cleartext content as per 8.6.1.2.1, the RTP
payload thus generated shall be encrypted into a single DTCP PCP as defined in DTCP Volume

1 Supplement E.

The RTP payload includes the encapsulated media portion but not the RTP he
list, the lextended RTP header, or any RTP padding applied.

[ATTRIBPTES]

M| C | DMS DMP DMR +PU+ | M-DMS M-DMP

a\‘er,\th

S3E

e CSRC

8.6.2.3.
[GUIDEL ad shall
match the corresponding value of the RTR content
stream
[ATTRIB
n/a IETF RFC DFw2J

3550

IETF RFC

3551
[COMME| i carried in the RTP header of a DTCP-IP encapsulated
packet s ailable for the un-encrypted RTP payload within.
8.6.2.4
[GUIDEL| Protection System is DTCP-IP, the SDP media field ghall be

"applica

The rtpmap attribute field shall have "x-dtcp1" as encoding name.

The fmtp attribute field shall have

"CONTENTFORMAT=<MIME-Type> DTCP1HOST=<address> DTCP1PORT=<port>" as the

format specific parameter.

In this case, <MIME-Type> represents the MIME-type of the RTP encapsulation before Link

Protection is applied.

<address> represents the IP address of the AKE host.

<port> represents the port on which the AKE host is listening for authentication and key

exchange messages.

The AKE <address> and <port> parameters for all streams defined in the SDP shall be equal.
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[ATTRIBUTES]

M| A | DMS DMP DMR M-DMS M-DMP n/a IETF RFC NBOFS
3550
IETF RFC
3551

[CoMMENT] Refer to IETF RFC 2327.

Example:
m=application 0 RTP/AVP 96

a=rtpmap:96 x-dtcp1/90000

a=fmtp:p6CON ORWA B7654
If the vigeo stream and audio stream are separated, describe 2 kinds ofd ic payload types
as follows.

m=application 0 RTP/AVP 96

a=rtpmgp:96 x-dtcp1/90000

a=fmtp:p6 CONTENTFORMAT=video/mpv DTCP1HOST=19
m=application 0 RTP/AVP 97
a=rtpmgp:97 x-dtcp1/90000
a=fmtp:

1654

y654

8.7 (

There a ration.

88 M

There a

8.9 Vjolume 2: DTCP

This subclause @
This subclause als

The guidelines only

profiles.
System.
System.

8.9.1

8.9.1.1
[GENER/

8.9.1.2

. oy . . . ~ :
[GUIDELINE}—Maim—characteristicsof profites—thatare—encapsutated—using—the BDTCP-IP Link

Protection System are defined in DTCP Volume 1 and DTCP Volume 1 Supplement E.

[ATTRIBUTES]

M| R | HND MHD DTCP Volume 1

DTCP Volume 1
Supplement E

n/a

cs88v ‘

8.9.1.3

[GUIDELINE] The Profile ID of DTCP-IP protected content shall comply with the following
syntax:

ProfilelID_Protected = "DTCP_" Original_ProfilelD
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Original_ProfilelD = the Profile ID specified in IEC 62481-2 that would be used for the Cleartext
version of the same content.

Example: If a content binary that complies with the MPEG_PS_NTSC Profile ID is transferred
with DTCP-IP Link Protection, then the Profile ID of the protected content shall be
DTCP_MPEG_PS_NTSC.

[ATTRIBUTES]

M | A ‘ HND MHD ‘ n/a ‘ IEC 62481-2 ‘ S88V5 ‘

8.9.14

[GUIDELINE] The media carried within the DTCP-IP media format profile,
DTCP-IP shall be conformant to the original profile ID as specified i
portion of the format Profile ID.

ter de- apsdlation of
the Origi RrofilelD

[ATTRIBUTES]

M|A‘HND MHD

8.9.1.5

[GUIDELINE] A content binary using a DTCP_ P
DTCP-IP Link Protection System.

5ing the

[ATTRIBUTES]
M | A ‘ HND ‘ n/a FW2J3
8.9.2

8.9.2.1
[PROFILE
DTC

8.9.2.2

[GUIDEL|
the DT(

ibe a content binary, the MIME type used for profiles based on
stem shall be as follows:

applicatjon/x-dicp1;DTC
pe>

1HOST=<host>;DTCP1PORT=<port>;CONTENTFORMAT=<MIME-ty

<MIME-type>is the MIME-type of the original content before DTCP-IP packetization.

Where <host> and <port> are the host and port where the serving endpoint is listening for any
required AKE exchange.

[ATTRIBUTES]

M [ C | DMS +PU+ M-DMS DTCP Volume 1

DTCP Volume 1
Supplement E

n/a

VS3EY ‘

[COMMENT] An example would be in protocolinfo values that are used in <res> elements.
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8.9.2.3

[GUIDELINE] The <host> value in the MIME type specified by guideline 8.9.2.2 shall be an
absolute IP address in the IETF RFC 1738 address format (i.e. quad-form network byte order).

[ATTRIBUTES]
M | R ‘ DMS +PU+ M-DMS ‘ n/a ‘ n/a XR7U7 ‘
8.9.2.4

[GUIDELINE] When used to describe a capability of a device, the MIME type used for profiles
based on the DTCP-IP Link Protection System shall be as follows:

applicatjon/x-dtcp1;CONTENTFORMAT=<MIME-type>

<MIME-type> is the MIME-type, as listed in WMDRM-ND, for the
DTCP encryption.

[ATTRIBUTES]

M| C | DMS DMR M-DMS

YGDM2 ‘

[COMMENT] Example would be in proto v b to the
CMS:GegtProtocollnfo action.

8.9.3

8.9.3.1
[PROFILE
DTC

8.9.3.2

[GUIDEL|
then the

y.contains both a protected portion and a non-protected|portion,
ansferred by the Serving Endpoint using a DTCP-IP profile.

[ATTRIB

M-DMS ‘ n/a ‘ n/a W2J34

[COMMENT] In this case, the non-protected portion is transferred with the E-EMI field of the
PCP header equal to 0000, without encryption.

8.9.3.3

[GUIDELINE] If a content binary is known to never contain any protected content portions, then
the Serving Endpoint should not use the DTCP-IP format profile to describe the content.

[ATTRIBUTES]

s | c ‘ DMS +PU+ M-DMS ‘ n/a ‘ n/a 9FS8V

[COMMENT] For instance, in case of a server that is capturing a stream that it knows will never
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have a protected portion, it is preferable to send this content as unprotected content and not use
the DTCP-IP Link Protection System.

8.9.3.4

[GUIDELINE] A Rendering Endpoint shall continue to render the input stream correctly in the
presence of dynamic changes of E-EMI values during the transfer of the content stream.

[ATTRIBUTES]

M| C | DMP DMR M-DMP n/a DTCP Volume 1 | 88V5U
DTCP Volume 1
Sunnlement
- | | ot |
8.9.3.5
[GUIDELINE] If a Serving Endpoint cannot determine if the contef i bntain a
protectgd content portion, then the entire content shall be transfe i rotected

Content|Packet (PCP) format.

[ATTRIBUTES]

M| C | DMS +PU+ M-DMS

[COMME| d of the

PCP he

8.9.4

8.9.41
[PROFILE
DTC

8.9.4.2

[GUIDEL| content

in its enfi

For DT
consisti

packet

[ATTRIBUTES]

DTCP Volume 1
DTCP Volume 1
Supplement E

M| L | DMS +PU+ M-DMR n/a

R7U7Q ‘

8.9.5 DTCP-IP profile encapsulation
8.9.5.1 DTCP-IP encapsulated content: Alignment Element for PS
8.9.5.1.1

[GENERAL] Mandatory Alignment Element for Cleartext bitstreams using MPEG-2 Program
Streams (PS) system.
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8.9.5.1.2

[GUIDELINE] The Media Format Alignment Element for Cleartext bitstreams using MPEG-2
Program Stream (PS) to these profiles shall be the MPEG-2 pack.

[ATTRIBUTES]

M| A ISO/IEC

13818-1

n/a n/a n/a GDM2L C

[COMMENT] This entry clarifies the transport alignment of MPEG-2 Program Streams
encapsulated within the DTCP-IP Link Protection System.

lies are
XAC3,
s

Exampl¢s of DLNA Media Format Profiles to which this
DTCP_MPEG_PS_NTSC, DTCP_MPEG_PS_PAL, DTCPNV
DTCP_AVC_PS_HD_DTS, etc.

8.9.5.2 DTCP-IP encapsulated content: Decoder Frie or PS
8.9.5.2.1

[GENERAL] Mandatory Decoder Friendly Alignment( Positj artext bitstreams|using a
MPEG-2 Program Stream (PS) system.

8.9.5.2.2

[GUIDELINE] The Decoder Friendly Alignment Pesi or bitstreams using MPEG-2 Program

Stream b nd
[ATTRIB

n/a ISO/IEC BIVE3 c

13818-1

[COMME| transport alignment of MPEG-2 Program §Htreams
encapsy Protection System when a Range.dtcp.com is pefformed.
Note th the corresponding unprotected content streams where the
decoder position is defined as the GOP boundary.

Example¢s ©f DLNA’ Media Format Profiles to which this guideline applies are
DTCP_%PEG_PS_ SC, DTCP_MPEG_PS_PAL, DTCP_MPEG_PS_NTS({J XAC3,
DTCP_

ate
Tetor

8.9.5.3 DTCP-IP encapsulated content: Size of each PCP for PS
8.9.5.3.1

[GENERAL] Mandatory Decoder Friendly Alignment Position for Cleartext.

8.9.5.3.2

[GUIDELINE] For content using MPEG-2 Program Stream (PS) transferred with the HTTP
transport protocol, the size of each PCP shall be one VOBU except in the following cases:

e when transferring a specific range of content requested with the Range.dtcp.com or
TimeSeekRange.dIna.org header;

e when transferring the last VOBU in a content stream;
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e when transferring content that includes a splitted VOBU that is caused by an Nc update in the
middle of the VOBU as defined in DTCP Volume 1 or DTCP Volume 1 Supplement E.

[ATTRIBUTES]

M| L | DMS +PU+ M-DMS n/a DTCP IVE36 C
Volume 1
DTCP
Volume 1
Supplement
E

[CoMMENT] Examples of DLNA Media Format Profiles to which this guideline applies are
DTCP_MPEG_PS_NTSC, DTCP_MPEG_PS_PAL, DTCP_MPEG_PS\NTS(_ XAC3,

DTCP_AVC_PS_HD_DTS, etc.

8.9.5.4 DTCP-IP encapsulated content: Alignment Element fo

8.9.5.4.1

[GENERAL] Mandatory Alignment Element for Cleartext b
Stream |(TS) system.

PEG-2 Transport

8.9.5.4.2

[GUIDELINE] The Media Format Alig
Transpdrt Packets shall be the DLNA Tra

ext bitstreams using DLNA

[ATTRIBUTES]

M| A | n/a n/a IEC 62481-2 | V86HW C
ISO/IEC
13818-1
[COMMENT] Thisi\e f ansport alignment of MPEG-2 Transport Btreams

encapsy Rrotection System.

Exampl¢s o Format Profiles to which this guideline applies are
DTCP_) DTCP_MPEG_TS_SD EU_T, DTCP_MPEG_T$_JP_T,
DTCP_A , etc.

8.9.5.5 encapsulated content: Decoder Friendly Alignment Position for TS

8.9.5.5.

[GENERAL] Mandatory Decoder Friendly Alignment Position for Cleartext bitstreams using
MPEG-2 Transport Stream (TS) system.

8.9.5.5.2

[GUIDELINE] The Decoder Friendly Alignment Position for Cleartext bitstreams using DLNA
Transport Packets shall be the DLNA Transport Packet boundary.

[ATTRIBUTES]

M| A IEC 62481-2
ISO/IEC

13818-1

n/a n/a n/a 2CKL6 C

[CoMMENT] Examples of DLNA Media Format Profiles to which this guideline applies are
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DTCP_MPEG_TS_SD_NA, DTCP_MPEG_TS_SD _EU T, DTCP_MPEG_TS_JP_T,
DTCP_AVC_TS_HD_60_AC3_T, etc.

9 WMDRM-ND Link Protection System guidelines

9.1 Overview

This clause contains guidelines that are specific to the WMDRM-ND Link Protection System.
The guidelines only apply to DLNA devices that implement the WMDRM-ND Link Protection
System. These guidelines are based on WMDRM-ND in WMDRM-ND.

9.2 Generalgtidetines
9.21 CP WMDRM-ND: guidelines

9.2.1.1
[GUIDELINE] Content Receivers that implement WMDRM-ND sha 9 i irements
in the WMDRM-ND specification WMDRM-ND at the time the producty market.

[ATTRIBUTES]

M | A ‘ DMP DMR MDRM-ND | 12CKL

[COMMENT] The subclause entitled 9 aphic’ Elements for Receiyers" in
WMDRM-ND lists requirements on th tion algorithms and on output formats,
which need to be satisfied by all Rend i iat use WMDRM-ND. The subclause
entitled ['Protocol Requirements fo -ND lists protocol requiremgnts.

9.2.1.2

[GUIDELINE] Co t S¢ a [ WMDRM-ND shall comply with all requifements
in the WMDRM- P -ND at the time the product is offered to the market.

[ATTRIB

‘ n/a ‘ WMDRM-ND | 6WAWI

[COMME| ause entitled "Common Cryptographic Elements for Transmifters" in
WMDRM-ND lis ments on the use of encryption algorithms, random number geperation
and on ¢locK accu which need to be satisfied by all Serving Endpoints that use WMDRM-ND.
The subclause entitled "Protocol Requirements for Transmitters” in WMDRM-ND lists protocol
requirenTerTts:

9.2.2 CP WMDRM-ND: support for HTTP
9.2.2.1

[GUIDELINE] Content Receivers that implement WMDRM-ND shall support the guidelines for
the use of WMDRM-ND with the HTTP Media Transport defined in 9.6.1.

[ATTRIBUTES]

M | A ‘ DMP DMR M-DMP ‘ MIU ‘ WMDRM-ND | 16WAW

9.2.2.2

[GUIDELINE] Content Sources that implement WMDRM-ND shall support the guidelines for the
use of WMDRM-ND with the HTTP Media Transport defined in 9.6.1.
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[ATTRIBUTES]

M| A | DMs +PU+ M-DMS | nva | WMDRM-ND | 86HWE |
9.2.3 CP WMDRM-ND: support for RTP
9.2.3.1

[GUIDELINE] Content Receivers that implement WMDRM-ND and that support the RTP Media
Transport for non link protected content should implement WMDRM-ND for the RTP Media
Transport.

[ATTRIBUTES]

s | A | omP DMR M-DMP | My |
[COMMENT] Content Receivers and Content Sources that implg nd also
support|the optional RTP Media Transport, are recommend port for
WMDRM-ND to include the RTP Media Transport.

The guidelines on how WMDRM-ND is used with RTSP
9.2.3.2
[GUIDELINE] Content Receivers that imp ort shall

adhere {o the guidelines defined in 9.6.2:

[ATTRIBUTES]

M | A ‘ DMP DMR MIU WMDRM-ND | 89Tv8

9.2.3.3
[GUIDEL|NE] Co nt WMDRM-ND and that support the RTP Media
Transpdrt for non i should implement WMDRM-ND for the RTP Media
Transpg

[ATTRIB
M-DMS ‘ n/a ‘ WMDRM-ND | KV4VE
9.2.3.4

[GUIDELINE} ,;“Content Sources that implement WMDRM-ND for the RTP Media Transpprt shall
adhere to_the guidelines defined in 962

[ATTRIBUTES]

M| A | DMs +PU+ M-DMS | nva | WMDRM-ND | Q89TV
9.2.4 CP WMDRM-ND: Registration and Revalidation procedures
9.2.4.1

[GUIDELINE] Content Receivers that implement WMDRM-ND shall implement the mapping of
the WMDRM-ND Registration and Revalidation procedures to UPnP, as defined in the section
entitled "Registration Using UPnP" in WMDRM-ND.
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[ATTRIBUTES]

M | R ‘ DMP DMR M-DMP ‘ MIU ‘ WMDRM-ND | 9Tvs6

[COMMENT] The WMDRM-ND Registration procedure allows the Content Source to uniquely
identify the Content Receiver. It also allows the Content Source to discover Content Receivers
that do not otherwise announce their presence on the network (e.g., by sending ssdp:alive
messages.)

Content Receivers invoke the RegisterDevice action of the X-MS_MediaReceiverRegistrar:1
service (defined in WMDRM-ND) on the Content Source as part of the WMDRM-ND Registration
procedure

This guideline also applies to the DMR Device Class.

9.2.4.2

[GUIDELINE] Content Sources that implement WMDRM-ND s
WMDRM-ND Registration and Revalidation procedures to
entitled ['Registration Using UPnP" in WMDRM-ND.

he mapping of the
ed in the|section

[ATTRIBUTES]

M | R ‘ DMS +PU+ DRM-ND ‘ AVEJX

[COMMENT] The WMDRM-ND Registration be completed successfully before a
Content|Source is allowed to dia Transport) to a Content Receiver.

9.2.4.3

[GUIDELINE] A nplements WMDRM-ND shall expope the
X-MS_MediaRe one of the services offered by the device.
[ATTRIBPTES]

M-DMS | nva | WMDRM-ND | TvgeMm
[COMMENT e ‘mapping »of the WMDRM-ND Registration and Revalidation procedures to

UPNP r emeriting the X-MS_MediaReceiverRegistrar:1 service. This sdrvice is
implemented-on the UPnP Content Source device and invoked by the Content Receiver{ A Push
Controllerdheeds to implement a UPnP device in order to expose the service if it is combiped with
a DLNALdevice class that does not require a LIPnP device

9.2.4.4

[GUIDELINE] A Content Receiver that implements WMDRM-ND shall implement an
X-MS_MediaReceiverRegistrar:1 service control point.

[ATTRIBUTES]

M | A ‘ DMP DMR M-DMP ‘ MIU ‘ WMDRM-ND | V4VEJ

9.2.5 CP WMDRM-ND: discovery of Content Receivers

[GUIDELINE] Content Sources that implement WMDRM-ND shall perform the WMDRM-ND
Authorization procedure defined in the "Authorization" section of WMDRM-ND before starting
the transfer of a content binary to a Content Receiver, and shall not transfer content binaries to
a Content Receiver which has not been authorized.
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[ATTRIBUTES]

M | R ‘ DMS +PU+ M-DMS ‘ n/a ‘ WMDRM-ND | WAWIF ‘

[COMMENT] Content Sources can discover Content Receivers by listening for ssdp:alive
messages or through the optional mapping of the WMDRM-ND Authorization procedure to UPnP.
DMRs are required to send ssdp:alive messages, and can be discovered that way. If a Content
Receiver chooses to invoke the [IsAuthorized UPnP action (part of the mapping of the
WMDRM-ND Authorization procedure to UPnP), then this also allows the Content Source to
discover the Receiver. Content Receivers that do not send ssdp:alive messages (such as DMPs)
might not be discovered until they perform the WMDRM-ND Registration procedure.

9.3 Metworking and connectivity

9.3.1 General

This subclause contains the guidelines that are specific to WMDRM- usenof t working
capabilifies described in IEC 62481-1:2013, 7.2.

9.3.2 CP WMDRM-ND: QoS guidelines

[GUIDELINE] If DLNA QoS as defined in IEC ¢ : implemented, all
WMDRNM-ND Proximity Detection messages sha ; DLNAQOS_3, or ja lower
DLNAQDS_UP value, in accordance witt

[ATTRIBUTES]

M| A | MHs | 1EC 624811 | AWIFT
[COMMENT] Proximity [E i : ed to measure the round trip time between
the Content Source a iver:” Allowing DLNAQOS_3 for such mgssages
reduces| the Iikel”@j i € ork traffic will skew the round trip time measurement.

9.4.1
This sut t slines for implementing device discovery and control uging the
UPNnP devi itecture\ that are speC|f|c to the WMDRM-ND Link Protection System. For

detailed|i

9.4.2 R D: additional rules for DMRs

[GUIDELINE}—F WMDRM-NDisSupported by a DMR; themitsimptementatiomrof thetortrol point
for the X-MS_MediaReceiverRegistrar:1 service shall comply with all guidelines in
IEC 62481-1:2013, 7.3 for the DMP device class.

[ATTRIBUTES]

M | A ‘ DMR ‘ n/a ‘ n/a ‘ IEC 62481-1 ‘ CKL6L ‘

[COMMENT] DMRs are required to invoke the RegisterDevice action of the
X-MS_MediaReceiverRegistrar:1 service (defined in Appendix 1 of WMDRM-ND) on the Content
Source as part of the WMDRM-ND Registration procedure.

This means that the DMR is a UPnP control point for the X-MS_MediaReceiverRegistrar:1
service. IEC 62481-1:2013, 7.3 specifies rules for UPnP control points. These guidelines also
apply to the implementation of the X-MS_MediaReceiverRegistrar:1 control point.
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9.5 Media management

There are no WMDRM-ND specific changes to the guidelines in 7.4 of IEC 62481-1:2013.

9.6 Media Transport

9.6.1
9.6.1.1

HTTP transport

General

This subclause covers the guidelines for implementing media transport using the UPnP AV
architecture that are specific to the WMDRM-ND Link Protection System. The guidelines in this
subclause apply only to DLNA devices that implement WMDRM-ND.

9.6.1.2 CP WMDRM-ND: HTTP support

9.6.1.2.1

[GUIDELINE] When using the WMDRM-ND Link Protection Sstem Hi i Endpoints
shall implement the mapping of WMDRM-ND to HTTP as Spe i ppings"
subclaugpe of WMDRM-ND.

[ATTRIBUTES]

M| A | DMP DMR | RM-ND | KL6LR
[COMMENT] HTTP Client Endpoints and Endpoints that implement WMDRM-ND
and use the HTTP Media Transport have t : es for how WMDRM-ND is uged with
HTTP. Those rules are defi HTTP Mappings" in the WMDRM-ND
specification WMDRM-ND
9.6.1.2.2
[GUIDELINE] W ink Protection System, HTTP Server Epdpoints
shall implement the -ND to HTTP as specified in the "HTTP M3gppings"
subclaupe of WMDR
[ATTRIB

M-DMS | nra | 6HWBW
9.6.1.3 -ND: Media Format Profiles that use ASF when using HTTP
[GUIDEL I“.E] VVIIUII UOIIIH LIIU VV:‘V’:DR:‘V’: I’“{ID L;Ill\ PIUtCUt;UII SyOtCIII vv;th thc HTTIr medla

transport, a DLNA Endpoint transferring a

follow the rules listed below.

e The

rules in the "Data Transfer" subclause of WMDRM-ND.

a content binary that uses ASF encapsulation shall

e The rules in the subclause entitled "Rules Common to All Content" in the "Data Transfer
Using HTTP" subclause of WMDRM-ND.

e The rules in the subclause entitled "Windows Media-based Content" in the "Data Transfer
Using HTTP" subclause of WMDRM-ND.

[ATTRIB

UTES]

M| A | DMS DMP DMR +PU+ | M-DMS M-DMP MIU IEC 62481-2

WMDRM-ND

E369K
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[COMMENT] Content encapsulated in ASF uses ASF Sample Encryption (defined in
WMDRM-ND). It involves adding the Advanced Encryption Object in the ASF file header, and
including a Sample ID ASF packet extension in each encrypted ASF packet.

Media Format Profiles that use ASF encapsulation are defined in IEC 62481-2.

Examples of such profiles include the WMA profiles in IEC 62481-2:2013, 8.7 and the WMV9
profiles in IEC 62481-2:2013, 9.6 and all profiles whose name starts with MPEG4_PS_ASF_

9.6.1.4 CP WMDRM-ND: MPEG-2 Transport Stream content when using HTTP

HTTR Media
ranspori Stream

[GUIDELINE] When using the WMDRM-ND Link Protection System wi
Transpdrt, a DLNA Endpoint transferring a content binary that uses MP
shall foljJow the rules listed below.

e Thejrules in the "Data Transfer" subclause of WMDRM-ND.

e The]lrules in the subclause entitled "Rules Common to
Using HTTP" subclause of WMDRM-ND.

e The|rules in the subclause entitted "MPEG-2 Tra Content" in the "Data
Transfer Using HTTP" subclause of WMDRM-ND

Transfer

[ATTRIBUTES]

M| A C 62481-2 | HWBWF
WMDRM-ND
[COMME| a S ‘ ransport Stream encapsulation, additional
MPEG-4 S are inserted in front of each protected PES
packet i
Media | 2 2 _Fransport Stream encapsulation are defined in
IEC 624
For exa VC TS
use MP
9.6.1.5
[GUIDEL| Media
Transpd dpoint transferring a content binary that does not use ASF or MPEG-2

Transpdrt‘8tream encapsulation shall follow the rules listed below.

e The rules in the "Data Transfer" subclause of WMDRM-ND.

e The rules in the subclause entitled "Rules Common to All Content" in the "Data Transfer
Using HTTP" subclause of WMDRM-ND.

e Therules in the subclause entitled "Other Content Types" in the "Data Transfer Using HTTP"
subclause of WMDRM-ND.
[ATTRIBUTES]

MIU IEC 62481-2

WMDRM-ND

M| A | DMS DMP DMR +PU+ | M-DMS M-DMP VE369 ‘

[COMMENT] In this case, the WMDRM-ND Link Encryption Mode is used. It is defined in the
"Link Encryption Mode" subclause of WMDRM-ND. The Content Source partitions the content
binary into an arbitrary number of data segments. Each data segment is encrypted
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independently and transmitted together with a Data Segment Descriptor (defined in
WMDRM-ND.)

9.6.1.6 CP WMDRM-ND: Link Protection Alignment Element when using HTTP

[Guideline] When using the WMDRM-ND Link Protection System with the HTTP Media
Transport, a Link Protection Alignment Element is defined as follows.

e For ASF Sample Encryption: An ASF packet or the ASF file header.

e For content that use MPEG-2 Transport Stream: A MPEG-2 TS packet.

e For content that use the WMDRM-ND Link Encryption Mode: The framing header defined in
the | i - = of bytes
indigated in the framing header.

[ATTRIBUTES]

M| A | DMS DMP DMR +PU+ | M-DMS M-DMP MIU

[COMMENT] IEC 62481-2 defines which media format profite ‘ Stream.

9.6.1.7 CP WMDRM-ND: Cleartext Byte See
9.6.1.7.1
[Guideljne] When using the WMDR

endpoints shall use the Cleartext-Range.
Header,

ystem, HTTP Client and Server
as the Cleartext Byte Seek Request

[ATTRIBPTES]

MIU N/A M2LQ7 ‘
9.6.1.7.
[GUIDEL| leartext-Range.dlna.org header field for HTTH Media
Transpg otected content shall be as stated below:
o Cleg gexdina.org = "Cleartext-Range.dIna.org" ":" range-specifier
e range-spesc range-specifier

e bytefrange-specifier = bytes-unit "=" byte-range-set

e bytes-unit —byles"

e byte-range-set = byte-range-spec

e byte-range-spec = first-cleartextbyte-pos "-" [last cleartextbyte pos]
o first-cleartextbyte-pos = 1*DIGIT

e last-cleartextbyte-pos = 1*DIGIT

first-cleartextbyte-pos and last-cleartextbyte-pos apply to the Cleartext Byte Domain, the
content binary immediately before WMDRM-ND processing, i.e. before encryption.

Note that the literal "bytes" is case sensitive.

Examples:

e Cleartext-Range.dlna.org: bytes=1 539 686 400 -
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e Cleartext-Range.dlna.org: bytes=1 539 686 400 - 1 540 210 688
[ATTRIBUTES]
M| A | DMP DMR M-DMP My | a 7U7Q0
9.6.1.8 CP WMDRM-ND: Cleartext Byte Seek Response Header
9.6.1.8.1

[GUIDELINE] When using the WMDRM-ND Link Protection System, HTTP Client and Server
endpoints shall use the Cleartext-Content-Range.dlna.org header as the Cleartext Byte Seek
Response Header.

[ATTRIBUTES]

M| A | DMS DMP DMR +PU+ | M-DMP M-DMS MIU

9.6.1.8.2

[GUIDELINE] The notation of the Cleartext-Content-Range: field for DLNA
media tfansport is as stated below:

o Clegrtext-Content-Range.dIna.org = xdIna.org" ":

content-range-spec
e content-range-spec = byte-content-r

e bytefcontent-range-spec = bytes-unit SP byte
(instance-length | "*")

e bytep-unit = "bytes"
e byte
o first-

e J|ast-

e insts
first-cleartexth byte-pos and instance-length apply to the Cleart¢xt Byte
Domain ryption.

Note that

Exampl¢:

e C(Cles

[ATTRIBUTES]

M[A

DMS +PU+ M-DMS

n/a n/a

20344 ‘

[COMMENT] The positions specified in this header refer to positions in the Cleartext Byte
Domain.
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9.6.1.9 CP DMDRM-ND: HTTP Trickmodes
9.6.1.9.1
[GUIDELINE] For every content binary using the WMDRM-ND Link Protection System, if a

streaming HTTP Client Endpoint performs a Seek media operation, then the HTTP Client
Endpoint must support a Seek media operation using the TimeSeekRange.dIna.org header field.

[ATTRIBUTES]

M | A ‘ DMP DMR M-DMP ‘ MIU ‘ n/a WGDS3 N

[COMMENT] Refer to IEC 62481-1:2013, 7.5.4.3.3.7.

9.6.1.9.2

[GUIDELINE] For every content binary using the WMDRM-ND
streaming HTTP Client Endpoint performs a Seek media op
Endpoint should support the following Seek media operatio ;

em, if a
P Client

e the RANGE,header field

o Cledrtext-Range.dlna.org header field.

[ATTRIBUTES]

s | A ‘ DMP DMR U n/a TX5AK N

[COMMENT] Refer to IEC 62481-1.

9.6.1.9.8
[GUIDEL|NE] em that
supports "Limit ss Data
Availabifli 12 Server
Endpoin e portin the fourth field of the Protocolinfo for time-based segk.
[ATTRIB

M-DMS n/a IETF RFC vvawy N

2616

[COMMENT] ilability"
Mode Ok v a2 ; modes. (See

IEC 62481- 12013 7542 162)

9.6.1.9.4

[GUIDELINE] For every AV content binary using the WMDRM-ND Link Protection System, if a
streaming HTTP Client Endpoint performs a Fast Forward Scan media operation (positive play
speed greater than 1x), then the HTTP Client Endpoint shall support issuing multiple HTTP GET
requests with a specified TimeSeekRange.dIna.org header field.

[ATTRIBUTES]

M| A | DMP DMR M-DMP MIU IETF RFC

2616

AWZNG6 N
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9.6.1.9.5

[GUIDELINE] For every AV content binary using the WMDRM-ND Link Protection System, if a
streaming HTTP Client Endpoint performs a Slow Forward Scan media operation (positive play
speed less than 1x), then the HTTP Client Endpoint shall support issuing a single HTTP GET
request and subsequently using Connection Stalling Method (see guideline IEC 62481-1:2013,
7.5.4.3.3.6) to accommodate slower decode and display of the streamed content.

[ATTRIBUTES]

M| A | DMP DMR M-DMP MIU IETF RFC YNIIP N
2616
9.6.1.9.6
[GUIDELINE] For every AV content binary using the WMDRM-ND Li em, if a
streaming HTTP Client Endpoint performs a Fast Backward Scan megative

play spged less than —1x), then the HTTP Client Endpoint shall suppo i iple HTTP
GET requests with a specified TimeSeekRange.dlna.org heade

[ATTRIBUTES]

M| A | DMP DMR M-DMP

9.6.2 RTP transport

9.6.2.1 General

Subclause 9.6.1.9 covers the
the WMPRM-ND Link Proté
devices
System

guidelines for the RTR t ort protocol for DLNA devicg¢s using
ion System, The guidelines in this subclause apply only fo DLNA
' media tran$port and the WMDRM-ND Link Prptection

9.6.2.2
9.6.2.2.

[GUIDEL| -ND Link Protection System, Receiving Endpoints shall
implemsd RM-ND to RTP and RTSP defined in the "RTSP Mappings"
subclau
[ATTRIB
M-DMP MIU WMDRM-ND | FS8VM

IETF RFC

3550

IETF RFC

3551

[CoOMMENT] Receiving Endpoints and Serving Endpoints that implement WMDRM-ND and use
it with the RTP Media Transport have to follow the rules for how WMDRM-ND is used with RTSP
and RTP. These rules are defined in the subclause called "RTSP Mappings" in the WMDRM-ND
specification WMDRM-ND.

9.6.2.2.2

[GUIDELINE] When using the WMDRM-ND Link Protection System, Serving Endpoints shall
implement the mapping of WMDRM-ND to RTP and RTSP defined in the "RTSP Mappings"
subclause of WMDRM-ND.


https://iecnorm.com/api/?name=cf4fb312e844c124dcf253b2b5bfd891

	CONTENTS
	FOREWORD
	INTRODUCTION
	1 Scope
	2 Normative references
	3 Terms, definitions and abbreviated terms
	3.1 Terms and definitions
	3.2 Symbols and abbreviated terms
	3.3 Conventions

	4 DLNA home network architecture
	5 DLNA device model
	6 Guideline terminology and conventions
	7 Common link protection guidelines
	7.1 General
	7.2 Conditions for measuring time in message exchanges
	7.3 Networking and connectivity
	7.3.1 General
	7.3.2 New general capability guidelines: BluetoothNC CP: power saving modes

	7.4 Device discovery and control
	7.5 Media management
	7.5.1 General
	7.5.2 Updates to existing general AV Media Management guidelines
	7.5.3 New general AV Media Management guidelines
	7.5.4 MediaRenderer device guidelines

	7.6 Media Transport
	7.6.1 General
	7.6.2 Updates to existing general Media Transport guidelines
	7.6.3 New general Media Transport guidelines
	7.6.4 HTTP transport
	7.6.5 RTP transport

	7.7 Content conversion device virtualization
	7.8 Media Interoperability Unit (MIU)
	7.9 Link Protection technology guidelines
	7.9.1 Link Protection System: DTCP-IP
	7.9.2 Link Protection System: Windows Media DRM for network Devices


	8 DTCP-IP Link Protection System guidelines
	8.1 General
	8.2 CP DTCP-IP general guidelines
	8.3 Networking and connectivity
	8.3.1 General
	8.3.2 New DLNAQOS guidelines:QoS requirement for DTCP-IP traffic
	8.3.3 New common device guidelines:NC CP: wireless security

	8.4 Device discovery and control
	8.5 Media Management
	8.5.1 General
	8.5.2 MM CP: DTCP-IP URI
	8.5.3 MM CP: mandatory media operations

	8.6 Media Transport
	8.6.1 HTTP transport
	8.6.2 RTP transport

	8.7 Content conversion device virtualization
	8.8 Media Interoperability Unit (MIU)
	8.9 Volume 2: DTCP-IP profiling guidelines
	8.9.1 CP DTCP-IP: profile
	8.9.2 CP DTCP-IP: profile MIME type definition
	8.9.3 CP DTCP-IP: profile protected and unprotected content portions
	8.9.4 CP DTCP-IP: profile HTTP encapsulation
	8.9.5 DTCP-IP profile encapsulation


	9 WMDRM-ND Link Protection System guidelines
	9.1 Overview
	9.2 General guidelines
	9.2.1 CP WMDRM-ND: guidelines
	9.2.2 CP WMDRM-ND: support for HTTP
	9.2.3 CP WMDRM-ND: support for RTP
	9.2.4 CP WMDRM-ND: Registration and Revalidation procedures
	9.2.5 CP WMDRM-ND: discovery of Content Receivers

	9.3 Networking and connectivity
	9.3.1 General
	9.3.2 CP WMDRM-ND: QoS guidelines

	9.4 Device discovery and control
	9.4.1 General
	9.4.2 CP WMDRM-ND: additional rules for DMRs

	9.5 Media management
	9.6 Media Transport
	9.6.1 HTTP transport
	9.6.2 RTP transport

	9.7 Content conversion device virtualization
	9.8 Media Interoperability Unit (MIU)
	9.9 Volume 2: WMDRM-ND profiling guidelines
	9.9.1 General
	9.9.2 CP WMDRM-ND: identification of content transferred using WMDRM-ND
	9.9.3 CP WMDRM-ND: Media Format guidelines
	9.9.4 CP WMDRM-ND: MIME type
	9.9.5 CP WMDRM-ND: Decoder Friendly Alignment Position
	9.9.6 CP WMDRM-ND: Media Format Alignment Element


	Annex A (informative) An introduction to DLNA seek operations
	Bibliography
	Figures
	Figure A.1 – UCDAM definitions for seek operations
	Figure A.2 – Full Random Access Data Availability model
	Figure A.3 – Limited Random Access Data Availability model Mode 0
	Figure A.4 – Limited Random Access Data Availability model Mode 1
	Figure A.5 – Content flow unprotected content
	Figure A.6 – Content flow link protected content

	Tables
	Table 1 – Summary of Domain Elements for Full Random Access Data Availability model
	Table 2 – Summary of Domain Elements for Limited Random Access Data Availability model
	Table 3 – AV Media Management guideline changes
	Table 4 – Recommended metadata properties
	Table 5 – Property type and multi value
	Table 6 – Updates to existing general Media Transport guidelines
	Table 7 – Updates to existing general HTTP Media Transport guidelines
	Table 8 – Updates to existing general HTTP Media Transport for Streaming Transfer guidelines
	Table A.1 – DLNA constructs of Full Random Access Data Availability model
	Table A.2 – DLNA Constructs of Limited Random Access Data Availability model


