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Part 53: COSEM application layer
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 3.
Annexes A and B form an integral part of this standard.
Annexes C and D are for information only.

The committee has decided that the contents of this publication will remain unchanged until
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* replaced by a revised edition, or
« amended.
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ELECTRICITY METERING - DATA EXCHANGE FOR
METER READING, TARIFF AND LOAD CONTROL -

Part 53: COSEM application layer

1 Scope

This part of IEC 62056 specifies the COSEM application layer in terms of structure, services
and protocols, for COSEM clients and servers.

Data ommunication services with COSEM interface objects, usi

SN referencing during a given assomatmn this is negotlate
Associgtion establishment. The COSEM client always uses
communicates with a server using SN referencing, the L
services.

Annex [C includes encoding examples for APDUs. A role of

data mpdels and protocols in electricity meter data

2 Ngrmative references

ument.
edition

The following referenced documents 3
For dated references, only the ed|t|on
of the referenced documenp

IEC 6(4050-300:2001,

measufrements ard
measufements t ~
Types pf electricalmea

instrun

jcal Vocabulary — Electrical and elgctronic
s — Part 311: General terms relating to
elating to electrical measurements — Pqrt 313:
type of

IEC 61 Part 4:

Data c( bssage
specifiq

IEC 61 Part 6:
A-XDR

IEC/T 2 2o9NC4.4000 —/ F PPt £ H rayi £ 4
N2 UZVUJT. TIJIJ, l_lcbl.llb“.y Illclclllly = \JlUOOaIy UT tCTTITS

IEC 62056-21, Electricity metering — Data exchange for meter reading, tariff and load control
— Part 21: Direct local data exchange 2

IEC 62056-42:2001, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 42: Physical layer services and procedures for connection-oriented
asynchronous data exchange

IEC 62056-46, Electricity metering — Data exchange for meter reading, tariff and load control
— Part 46: Data link layer using HDLC protocol

2 To be published.


https://iecnorm.com/api/?name=898119859df14b161043db63c978f9aa

-8- 62056-53 O IEC:2002(E)

IEC 62056-61, Electricity metering — Data exchange for meter reading, tariff and load control
— Part 61: OBIS Object identification system

IEC 62056-62, Electricity metering — Data exchange for meter reading, tariff and load control
— Part 62: Interface objects

ISO/IEC 8649:1996, Information technology — Open Systems Interconnection — Service definition
for the Association Control Service Element

ISO/IEC/TR2 8650-1:1996, Information technology — Open systems interconnection — Connection-
oriented protocol for the association control service element: Protocol specification

ISO/IEC 8824:1990, Information technology — Open Systems Intercon fication

of Abstract Syntax Notation One (ASN.1)

ISO/IEC 8825:1990, Information technology — Open Systems | g 1 fication
of Basit Encoding Rules for Abstract Syntax Notation One (ASN.

ISO/IEC 13239:2000, Information technology — Telecommuny S 1 1 change
between systems — High-level data link control (HDL

3 Terms, definitions and abbreviga

3.1 Tdrms and definitions

For thg purpose of this part of IEC tons in IEC 60050-300 and |EC/TR

62051,[as well as the following, apply.

311
base_name

the sha)rt_name %
object

3.1.2
class_
interfag

terface

3.1.3
client
a statid

3.1.4
COSEM interface object
an instance of a COSEM interface class

3.1.5

server

a station, delivering services. The tariff device (metering equipment) is normally the server,
delivering the requested data or executing the requested tasks.


https://iecnorm.com/api/?name=898119859df14b161043db63c978f9aa

62056-53 O IEC:2002(E) -9-

3.2 Abbreviations

method

AA Application Association

AARE Application Association REsponse

AARQ Application Association ReQuest

ACSE Application Control Service Element

AE Application Entity

AP Application Process

APDU Application layer Protocol Data Unit

API Application Programming Interface

ASE Application Service Element

ASO Application Service Object

A-XDR Adapted eXtended Data Representati

BER Basic Encoding Rules

CF Control function

.cnf confirm service primitive

CO Connection Oriented

COSEM

DLMS

DSAP

GMT

HDLC

HLS

IC

LLC

LLS

LPDU

LSB ignificant Bit

LSAP LC sub-layer Service Access Point

m mandatory, used in conjunction with attribute and
definitions

MSB Most Significant Bit

MSC MessageSequenceChart

o} optional, used in conjunction with attribute and method definitions

OBIS OBject Identification System

PDU Protocol Data Unit

.req .request service primitive

.res .response service primitive

SAP Service Access Point

xDLMS-ASE extended DLMS Application Service Element
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4 The COSEM communications framework

4.1 Client/server type operation, communication profiles

Communication with electricity metering equipment using the COSEM interface classes is
based on the client/server paradigm, where metering equipment3 plays the server role. In
this environment, communication takes place always between a client and a server
application process: in other words, the server application process provides remote services
to the client application process. These services are provided via exchanging messages
(SERVICE.requests/.responses) between the client and the server application processes, as it
is shown in Figure 1.

Client application

SERVICE.request

P
SERVICE.response
« ON

In gengral, the client and the server icai ¢ evices,
exchan

Server

.response
' i
1 1
1
| Application !
; layer :
1
ot5< ! :
| :
: |
q ! Intermediate '
N i protocol layers :
i :
1
1
]
1

O 1
Physical channel

IEC 269/02

Figure 2 — Exchanging messages via the communications protocol

3 The metering equipment is an abstraction; consequently the equipment playing the role of a server may be any
type of equipment for which this abstraction is suitable.
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In general, communication protocols are structured in layers. The client and server COSEM

applications use services of the highest protocol layer, that of the application

layer:

consequently, this is the only protocol layer which shall contain COSEM specific element(s).
This is called the xDLMS_ASE. All COSEM interface object related services — the xDLMS

application protocol — are provided by this xDLMS_ASE.

Other protocol layers are independent from the COSEM model, consequently the COSEM

application layer can be placed on the top of a wide variety of lower protocol layer sta
it is shown in Figure 3.

cks, as

Proéfile 1 Profile 2 W

Application layer (\
xDLM$_ASE NE\\>
<\ A}
A N
AN

N layer N layer N layer

N-1 layer | i[TTTTTTTTTOOC <

Ahysical layer Physical layer r Physical layer

\
% IEC | 270/02
Figure 3 — The CQS 2 icati 3 onthe top of various lower layer stagks

A complete prot 4 i gplication layer, a physical layer and all grotocol
layers between thege ext ayers\— is‘called a communications profile.
A communicatio ized by the protocol layers included, their parameters,
and by oriented or connectionless — of the ACSE4 included| in the
applica
4.2 Connection(asseciation) oriented operation
The xO *h protocol is a connection-oriented protocol. It means, that th¢ client
and sefver application processes can use the services of the xDLMS_ASE only when these
applicattion” pr r iateds. Therefore, in thi nvironment mmumnication

session consists of three phases, as it is shown on Figure 4.

4 ACSE = Association Control Service Element

5 Application associations can be considered as application level connections.
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Client application Server application

L1 L1

Phase 1.
Connection establishment

Phase 2.
Data communication

Phase 3.
Connection release

the asfsociation request/response services of the standard

deviceg and for multicasting and broadcasting, pre-establi

also al
ACSE:
be con

the padt.)

5 Oveérview : the COSEM applicati

5.1 Specification method

The CQSEM application |

5.2 Application laye

The mgin compornem

which

provides servitest

the sugporting lo

Both th
« the
ass
AC
* the
top

le cliedt and

pciation

BE,

Extended DCMS application service element (xDLMS_ASE). The task of this ele
rovide data communication services between COSEM equipment. See also Anne

271/02

y using
service

ions are

of the
(It can
here in

1 ASO,
ded by

lication
riented

ment is
B;

« the Control function (CF). This element specifies how the ASO services invoke the
appropriate service primitives of the ACSE and the xDLMS ASE and the services of the

sup
NOTE

porting layer.

Both the client and the server COSEM ASO may contain other, optional application protocol components.

Figure 5 shows ‘minimal’ COSEM ASOs, containing only the three mandatory components.
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|
—
w
|

COSEM client
application process

COSEM server
application process

Referencing by Logical

COSEM client ASO services /\ COSEM server ASO services /\ Name or by Short Name

Referencing by Logical Name

Applications
(interface objects)

COSEM client applicw'on
COSEM client ASO

COSEM server appligagtion
COSEM server ASO N

——

Client control function - Server control
(Client CF) _ _’5 (Server CF)
Client Client § 3 Server Server
DLMS_ASE ACSE 5 S xDLMS_AS ACSE
— 2 C /)(
§ 1
L
Supperting layer services ][ Supporting layer serw/P\

Supporting layer (data link) and other
protocol layers

D er (JataV(nk) a
coNaye
WAN, ex. PSTN (wk”\
N

| <

: \e/
AW

IEC |272/02
layers

5.3 Se
Service ificati ices 3 he COSEM client and| server
applicalti i i ith espective COSEM application layer,
using ¢
Service
e application associ
+ data commu@

¢ laysg

The cli¢

5.3.1 $e
These §
« COPB
« COBEM-RELEASE;
« COSEM-ABORT.

The COSEM-OPEN service is used during application association establishment phase and
relies on the association request/response services of the ACSE. In the case of pre-
established application associations (6.3.2) these services are not used.

As in any COSEM communications profile, there is a one-to-one relationship between an
application association and a supporting protocol layer connection, the COSEM-RELEASE
and COSEM-ABORT services — used during the connection release phase — do not rely on
the ACSE. Application associations are released or aborted simply by disconnecting the
corresponding supporting layer connection.
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5.3.2 Data communication services

IEC 62056-62 specifies two referencing methods for COSEM servers: referencing by Logical
Names (LN) and referencing by Short Names (SN). Therefore, two distinct service sets are
specified for the server side xDLMS_ASE. One set uses exclusively LN references, the other
set uses exclusively SN references. Thus, these services are the following:

« COSEM interface object attribute-related services: GET, SET for LN referencing and
Read, Write, Unconfirmed Write for SN referencing;
e COSEM interface object method-related services: ACTION (LN), Write (SN);

» the EventNotification (LN), InformationReport (SN) services.

The sefvices listed above rely on the services of the xDLMS_ASE. Mogt of\these services

contain references to attributes or methods of COSEM interface objects:

The sdrvice set to be used on the server side during the data \commwynic hase is
negotigted during the association establishment phase, using thé ee 8.5
It shall|not change during the lifetime of the established assom i < ervices
within @ given application association is exclusive. Therefg q t there

are twd, different server xDLMS_ASE-s: one providing IS "\ i rences
and anpther providing services with Short name refergnces: icati er shall
includel one of these xXDLMS_ASE-s.

NOTE A server could use both LN and SN refeps

On the|client side, in order to handle 5 for the
COSEM client application process, the E iCation layer prowdes omly one
servicel set, using Logical name referercin

e usif , nd the
conpmunications proto idi he\p i i allows
to $pecify an Applisation f This is an explicitly specified
interface correspo nputing
envi ronment , client
appllications canr'be rver

. client

nent is
ce set,
Iication

$ called
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Layer
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defined i
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terms d
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Uni

COSEM client appIICQ /'on
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COSEM server appli¢gtion
COSEM server ASO

—

Client control function S
- > erver control
DLflf/lgnL S S (Server CF)
X H i 5=
— Client 3 S ( Server g [ Server]
(— Chent ) | ACSE g xDLMS_AS ACSE |
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CED A —
L \1
brting layer services H Supporting layer serv

Supporting layar (data link) and other V ing Yayer\data/ink) M
protocol layers rotocollaye
PSTN

/\Q\\Q

gure 6 — Structure of the COSEM AL the e@r issusing SN referencs

. Therefore, specification o

management services have loc¢al importaQce
s is not within the scope of this s%rd. JF pecific SetMapperTables se
in 6.5.5.1

otocol specifigatiop

DSEM ap@kio
lication assogci

eCify the procedures for the transfer of info
mtication (ACSE procedures) and for data ex

(ASN.1, ISO/IEC 8824) representation of Application Protoc

1l

C 273/02

S

f these
['vice is

'mation
change
ined in

use of

user,

bl Data

NOTE A

| COSEM services are operating on_an already established physical connection. Establishmer

t of this

physical connection is done outside of the COSEM protocol, therefore, it is not within the scope of this standard.

6 COSEM application layer — Service specification

6.1 Summary of services

A summary of the services available at the top of the COSEM application layer is shown in
Figure 7.
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services

for the

cess to
service
service
OSEM-
remote
e 8.

time

Server
application layer

Client
application layer

COSEM-
OPEN.indication

COSEM-
OPEN.request

COSEM- /
OPEN.confirm COSEM-
/ OPEN.response

IEC 275/02

Figure 8 — Normal service sequence for the COSEM-OPEN service

6 Except for the physical layer, which should be already connected.
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NOTE The COSEM-OPEN.request may also be locally confirmed, for example when the connection of a lower
layer is not successful.

The COSEM-RELEASE service is provided for graceful disconnection of an existing
application association. As COSEM server application processes are not allowed to request a
graceful disconnection, the COSEM-RELEASE.request service is available only for the
COSEM client. The nominal service sequence for the COSEM-RELEASE service is the same
as is shown in Figure 8. for the COSEM-OPEN service, replacing the word ‘OPEN’ with the
word ‘RELEASE’.

The ABORT service is used to indicate the disconnection of the physical connection. This
service is the same at both sides.

6.3 Special application associations

6.3.1 Mandatory application associations

As spegified in 4.6 of IEC 62056-62, each physical device shall €ontai logical
device| The mandatory contents of the management logical i 3 i i .6.4 of
IEC 62056-62. The management logical device must suppé spticati iatipn to a
public ¢lient, with the lowest security level. The client addre g d for the public
client.

6.3.2 Pre-established application associatio

A pre-gstablished application association dees OSEM-
OPEN service. It can be considered, that thi ady beéen done (it is of no importance
how). iQns should be considered to be Existing
from t i onnection between the client and the
server |devices. A pre-establi ogiation can be either confirmed o¢r non-
confirmed (depending on the wa i S d),but in any case it cannot be releasgd. The
purpos¢ of this type sQciati i implify) data exchange with simple devicep, (e.g.
supporiing one-way co ipicati STF <established application association eliminates
the nedd of conngtCtion 3 se (phases 1 and 3 on Figure 4) and only data
commupication s . ¢ st use connectionless services of the su;l:porting

lower protocol layers

6.3.3 associations

A clien the COSEM-OPEN.request service in two differen{ ways:
confirnle firmed. A non-confirmed COSEM-OPEN.request invocation shall result in
the egtabh { on-confirmed application association. Within this application
associgti p COSEM application layer shall accept only non-confirmed xDLMS
servicel requests YGE¥, SET, ACTION). The purpose of having this type of association is to
allow multicasting and broadcasting.

6.4 Data communication

For data communication purposes, the client application layer provides the following set of
services (referred to as XX on Figure 7):

 GET service (.request, .confirm);

e SET service (.request, .confirm);

« ACTION service (.request, .confirm).

All these services refer to attributes or methods of COSEM interface objects via logical

names.

7 Pre-established associations cannot be supported by a lower protocol layer not providing non-connected data
communication services.
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There are also non-client/server type services to support receiving information like alarms
from a COSEM server without first requesting it by the client. These are:

« EventNotification service (.indicate);

« Trigger_EventNotification_Sending (.request).

The client application layer obtains knowledge during the application association establish-
ment phase about the referencing method used by the server. When the client application
process invokes the data communication services, the COSEM client application layer shall
send the APDU corresponding to the appropriate service invocation to the server (referred to
as ZZ in Figure 7).

When the server is also using LN references, the server side service set i
of the ¢lient side service set (the same service set, but .request servic
as .indjcation services, and the .confirm services are originated as .r

the~xepomplementary
shall bgltransferred

When the server is using SN references, the service setis as f

* READ service (.indication, . response);
WHRJITE service (.indication, .response);
« UNCONFIRMED WRITE service (.indication);
* InfdrmationReport service (.request),

As explained in 5.3.2, in order to abl A b client
application layer shall include an additional pre rent PER’.

The cqgrresponding server applicatio gne or SN
referencing) APDU to the lication

proces$ responds to the re . icé sponse
servicel Upon the rec € ¥ S c on, the

client application .laye tex thexappropriate Logical name referencing [service
primitivie to the «

6.5 Cljent COSE)
6.5.1 Applicati
6.5.1.1

Figure g provided by the client side application layer for application
associgtion establishment. These services are provided by the ACSE.

COSEM client application process

A

COSEM-OPEN.req
COSEM-OPEN.cnf

y

COSEM client application layer

IEC 276/02

Figure 9 — Client side services for application association establishment
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6.5.1.2

Functio

COSEM-OPEN.request

n

This service is invoked by the COSEM client application process to request the establishment
of an application association to a remote COSEM server application process.

Service parameters

The semantics of the primitive is as follows:

COSEM-OPEN.request

(

Protocq
Dedica
DLMS
DLMS
Client_|
ACSE _|
Applica
Applica
Securit
Calling

User

ServicH
)

The Pr
sary to

tion_Ids_and_Titles,
y_Mechanism_Name,
| Authentication_Value,
Implenlentation_lnformation,
I

|_Connection_Parameters,
ed_Key,

Version_Number,
Conformance,
Max_Receive_ PDU_Size,
Protocol _Version,
tion_Context_Name,

formation,

_Class

neces-

The 1 ion_Number, DLMS_Conformance and Clienf_Max_
Receive contain respectively the value of the dedicated-key, the
propos the proposed-conformance and the client-max-receiye-pdu-
size pa DLMS-Initiate.request PDU. These parameters are spec|fied in
IEC 61 8.4 and of this standard. Annex C gives some examples pf their
usage.|The xD itiate.request PDU shall be inserted in the user-information field of the
AARQ APDU,to be

The ACSE_Protocol_Version, Application_Context_Name, Application_lds_and_Titles, Security_

Mechanism_Name and the Calling_Authentication_Value parameters shall be inserted into the
corresponding fields of the AARQ APDU to be sent.

The xDLMS-ASE and the ACSE provide only the framework for transporting this information.
To provide and verify that information is the job of the appropriate COSEM application
process. Default and allowed values for these fields are defined in 7.3.7.

The Implementation_Information parameter is optional. If present, it shall be inserted into the

implem

entation-information field of the AARQ APDU to be sent.

The User_Information parameter is optional. If present, it shall be passed on to the supporting

layer.
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The Service_Class parameter indicates whether the service shall be invoked in confirmed or
unconfirmed manner.

Use

The client application process uses this service to initiate the establishment of an application
association to a remote server application process.

When the service is invoked with Service_class == Confirmed, the COSEM client shall first
establish all required lower layer connections using the service parameters received (except
for the physical layer connection, which must be already established prior to this service
invocation). Then the COSEM appllcahon Iayer shaII send an AARQ APDU to its peer
applicatien S .

If the

the application layer shall locally and negatively confirm this seco
for the reason that the requested application association is alreagd

The CPSEM-OPEN.request service with Service_class == sed to
establigh non-confirmed application associations (see | e igtion is
normal \ S multicasting and
broadcgasting), i - i icati associations| within
connedgtion oriented profiles, too.

The mpi aSs ==
Unconfjrmed is to communicate to th i i gmeters
— lowel layer addresses, application and ‘ . ications
phase.|The service invocation, depend ' , ise the
client gpplication layer to send a corre i p . [ , thi ARQ is
sent uding connectionlessds ery . [In both

cases, fthe service shall b

The prq

6.5.1.3
Functia

This s
previoy

COSEM client application layer to indicate whether the
association is accepted or not.

Servicq

The semantics of the primitive is as follows:

COSEM-OPEN.confirm

(
Protocol_Connection_Parameters,
Local_or_Remote,

Result,

Failure_type,
DLMS_Version_Number,
DLMS_Conformance,
Server_Max_Receive_PDU_Size,

8 Both behaviours are allowed and are conform to this standard.
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ACSE_

Protocol _Version,

Application_Context_Name,

Application_lds_and_Titles,

Security_Mechanism_Name,

Responding_Authentication_Value,

Implem

)

entation_Information

The Protocol_Connection_Parameters service parameter contains all the information required
to identify the protocol connection having been established. These parameters identify the

particip

servicel.

The Lo
primitiV
origina
is local

In cass

applicati

the Re
not. In
reason

The O
paramg

service

server

irmation,

uest or

dtes the

U_Size
btiated-

conforr .response

PDU. T 4-41, and in 8.4 of this standard. Annex C

gives s Initiate.response PDU is transported in the

user-inf

The AC ontext Name, Application-lds_and_Titles, Security
alue of

the corf

The Im
tation-i

Use

i parameter, if present, carries the value of the imp

The C

applicalti

DSEM client application layer uses this service primitive to indicate to the

emen—

b client

pted or

not. It may be generated as a result of a received AARE APDU (remote confirmation). It may
also be generated locally in the following cases:

e inc
e jf th

ase of a pre-established and/or non-confirmed application association;

e requested application association already exists;

« due to a locally detected error (missing or not correct parameters, failure during the
establishment of lower layer connections or missing physical connection).
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6.5.2 Application association release

6.5.2.1

Overview

Figure 10 shows the services provided by the client application layer for releasing an existing
application association.

COSEM client application process
A A

.req

In the [COSEM environment, an appl ationXis unambiguously identified
corresgonding lower protocol layer addresses\(S re, the application assc
can beg non-ambiguously released i the appropriate lower conf
Conseq ] FEASE service: the service is

©

c
=
o
O
[}
[}
<

COSEM-RELEAS
COSEM-RELEASE .cnf

\ 4

=

L

Cg<
COSEM client applicati ws\

IEC 277/02
ion association

by the
ciation
ection.
simply

Gracefyl disconnectio applicati ink’level disconnection, which does ngt imply
physical disconnestio d oygly by the COSEM client application prog¢ess by
invoking the C £ ) apvice. This is a remotely confirmed? servige, and
implies client and server supporting layers.

The clignt appllc iOM\ pPrQ i ormed about the result of the requested disconnection via
the COSEM-R ervice primitive.

Any exi t|on association shall be aborted when the physical connegtion is
disconnected. a physical channel disconnection is done outside of the pfotocol,
therefofe it is t withjn the scope of this standard. A COSEM-ABORT.indication primitive is
providgd tosindica on-solicited physical link disconnection to the application process.
6.5.2.2 = t

Function

This service primitive is invoked by the COSEM client application process to request the
release of an existing application association with a remote COSEM server application
process.

Service parameters

The semantics of this service primitive is as follows:

COSEM-RELEASE.request

9 Locally confirmed only when an error condition occurs, for example there is no response from the server.
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(

User_Information

)

The User_Information parameter is optional. If present, it shall be passed on to the supporting
layer. Specification of the content of this parameter is not within the scope of this standard.

Use

The client application process uses this service primitive to gracefully release an existing
application association with a remote server application process. As an application associ-
of this
servicel shall not imply sending an APDU. Instead, the COSEM client applicati br shall
initiate| the disconnection of the corresponding lower layer conn myoeking the
corresgonding XX-DISCONNECT.request service of the supporting |

atlon ic hound to o cunnartina laviar connaction An o Ana tn ana hacic thao inunocatinn
JPouHe—to—a—Sup POt gy e 6o e e Ho oo e—to—oH oSS H-o-CatroH

The protocol for releasing an application association is describe

6.5.2.3]| COSEM-RELEASE.confirm
Functidn

ri

The CQSEM client application layer invokes this
proces$ whether the previously receix 4es
accepted.

ifive XQ indicate to the application
he” application associgtion is
NOTE The server cannot refuse a release requ€
Servicg parameters

The semantics of the pgimiti

COSEM-RELEASE co
(

Result,

Failure| type,
User_Informati

)

In case Ste % irmation, the Result parameter indicates the success or the fdilure of
the cofresponding asSociation release request. In case of a local confirmation, the| Result
paramagter is alwaysget to ERROR.

In the case of non-acceptance, the Failure_type indicates the reason for the failure.

NOTE This parameter is generated locally.

The User_Information field may be present only when the association is remotely confirmed.
In this case, it contains user specific information carried by the supporting lower protocol
layer(s), if this is possible. Specification of its content is not within the scope of this standard.

Use

The COSEM client application layer uses this service primitive to indicate to the client
application process the result of the previously requested release of an application
association. This service primitive shall be originated either as a result of the invocation of a
XX-DISCONNECT.confirm service (where XX is the supporting lower protocol layer), or by a
locally detected error — missing or not correct parameters, or communication failure at lower
protocol layer level.
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6.5.2.4 COSEM-ABORT.indication
Function

This service is invoked by the client application layer to indicate to the client application
process an unsolicited disconnection of the physical layer.

Service parameters
The semantics of the primitive is as follows:

COSEM-ABORT.indication
(

Diagnogtics

)

The Oﬂ: hysical
discon . Bpecifi-
cation

Use

The cl client
applica er (e.g.
the phy

6.5.3 (

6.5.3.1| Service overvie

Figure |11 shows seryices e data

communications phasg.

O ient application process

A\/ A A

GE§\C/
SET.cnf

GETY

SET.req

ACTION.req
ACTION.cnf

A 4 A 4 h 4

COSEM client application layer

IEC 278/02
Figure 11 — Client side data communication services

Data communication services rely on the services of the xXDLMS_ASE. These services contain
references to attributes or methods of COSEM interface objects.

For COSEM servers, two types of referencing are specified in IEC 62056-62: Logical Name
(LN) and Short Name (SN). The COSEM client application layer provides only one service set,
using logical name referencing. Consequently, when the COSEM server device does not use
logical name referencing, the client application layer shall include an additional application
protocol component, see in Figure 6. The purpose of this is to ‘map’ the LN service set
into/from the service set used by the server application process.

The service set provided at the COSEM client side is:
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« COSEM interface object attribute related services: GET, SET (.request, .confirm);

e COSEM interface object method related service: ACTION (.request, .confirm).

The .request primitive of these services is invoked by the COSEM client application process.
The role of the protocol with regard to these services is to transport them as .indication to the

COSEM server application process.

NOTE Consequently, a .request APDU is identical to an .indication APDU and a .response APDU is identical to a

.confirm APDU. For APDU definitions, see 8.6.

All data communication services within a confirmed application association can be invoked in
confirmed or non-confirmed manner. In case of non-confirmed application associations, data

communication services may nnly he invaked in a non-confirmed manner

In cas¢ of confirmed service invocation, the server application préces
confirmlation by invoking the corresponding .response service primiti
responge is indicated to the client application process via the .confirm sk

Unconfjrmed service invocation will not imply .response/ y
reason| for this is to avoid collisions due to potential fultiple\ réSponse
multicajsting and/or broadcasting.

The prptocol for confirmed service invocations ji
servicel invocations in 7.4.1.2.

6.5.3.2| GET.request

Functign

of this

ign. The
ase of

hfirmed

This sgrvice is invoked & i slicati 5 to request the value(s) of on¢ or all

attributes of one or
process.

Servics parame@

The semantics of

GET.request
(
Invoke |
Priority],
Servicg_Class,

Requegt\Jype,

remote server application

COSEM_Attribute_Descriptor, { COSEM_Attribute_Descriptor,},
Block_Number,

)

COSEM_Attribute_Descriptor

(

COSEM_Class_lId,
COSEM_Object_Instance_Id,
COSEM_Object_Attribute_Id,
Access_Selection_Parameters

)


https://iecnorm.com/api/?name=898119859df14b161043db63c978f9aa

- 26 - 62056-53 O IEC:2002(E)

The Invoke_Id identifies the instance of this service invocation.

The value of the Priority parameter indicates the priority level associated to the received
request. There are two priority levels: normal (FALSE) and high (TRUE).

The Service_Class parameter indicates whether the service is invoked in confirmed or
unconfirmed manner.

The Request _type parameter indicates the type of the current GET.request
invocation: NORMAL, NEXT or WITH-LIST. A GET.request always starts with a GET.request
type NORMAL or WITH-LIST. A GET.request with NEXT type is issued only when the

reques

transpdrent long data transfer with the GET service is described in 7.4.1.8.2.

A GET.request service shall contain one or more COSEM_A{tfit

paramgters, each of them referencing one or all attributes of a COSEM
COSEMN_Attribute_Descriptor service parameter is a composi 2
followinpg components:

« the

onel and only one COSEM interface object instang€;

« the
obj
« the
7.4
par

One G
server-
only wi

The of

carries

Use

The cli
attribut

6.5.3.3

Functign

insrnce. COSEM_Object_Attributenld

ad data ic taa laona for haina trancfarrad in ana racnanca ADNDI] Thao nratacnl £
ec—oata 1St 0o gTo— e gTa S e e O —TeSpOnSE— oo +oto-60+

service

COSEM_Object_Attribute_Id componeni igentifj o iBute(s) of the
ftsibutes of the des

optional Access_Selection_Paraiete . 3 ase of selective acce
1.6) carries the additional data requixed the selective GET operatio
bmeter can be used only when €OS j

%Ob .
3in y COSEM_Attribute_Descriptors

rnon-

service

jgct. The
d of the

iguously identifies

object
gnated

5S (see
n. This

as the
bresent

EXT. It

e or all
5.

This service is invoked by the client application layer to indicate the reception of a
GET.response APDU from the COSEM server application process.

Service parameters

The semantics of the primitive is as follows:

GET.confirm

(

Invoke_Id,

Priority,

Response_type,

Result,

{ Result, }
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Block_Number
)

The Invoke_ld identifies the instance of this service invocation. Its value shall be equal to the
Invoke_Id of the corresponding GET.request service invocation.

The value of the Priority parameter indicates the priority level associated to the response
received. The value of this parameter shall be equal to the value of the Priority parameter of
the corresponding GET.request service invocation.

The Response_type parameter indicates whether thls conf|rm serV|ce mvocatron contains the
comple 2
of the 1

« NORMAL: the service invocation contains the complete DRMAL

GET.request;

e  WITH-LIST: the service invocation contains the complete
seryice of type WITH-LIST (including a list of attribute re

.fequest

« ONE-BLOCK: the service invocation contains one blo
Blogk _Number parameter carries the number of the
as faw data;

the (80m plefe responge. The
arrying™a part of the result

« LAST-BLOCK: the service invocation containg

The Rgsult parameter shall carry eithe lication
of the {ype of error. If the encoded for AME APDU,
then it ghall be transported in blocks, i nlt parameter of the Get-Confirm-With-
Datablock APDU, of type DataBIock G! Th| i and the
encoddd form of the resulj/as

gonfirm service shall be the same |as the
rameters in the corresponding GET.fequest

The nymber of Resul

number of COSEM._.
service|— one re

Use

The cl
GET.re

ioh of a

6.5.3.4
Functia

This sgrvice primitive is invoked by the client application process to request the remotg server
applicaiion process to sef the value of one or more attributes of a COSEM interface object.

Service parameters
The semantics of the primitive is as follows:

SET.request

(

Invoke_Id,

Priority,

Service_Class,

Request_type,

COSEM_Attribute_Descriptor, { COSEM_Attribute_Descriptor , },
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Block_Number,
Data, { Data, }

)

COSEM_Attribute_Descriptor

(

COSEM_Class_lId,
COSEM_Object_Instance_Id,
COSEM_Object_Attribute Id,

Access| Selection_Parameters

)

The Inyoke_Id identifies the instance of this service invocation.

The vdlue of the Priority parameter indicates the priorit
request. There are two priority levels: normal and high.

The Service_Class parameter indicates whether
unconfirmed manner.

The R4
carries
Attribufe

rimitive
DSEM _
of the

eature,
la. The

ttribute
not be

te(s) of
_Number

interface
g _Number
parameter-shall be\set to 0001;

the service invocation contains only one block of the datd. The
Blogk\Number parameter carries the number of the datablock carrying a part of the Data
parameter as raw data, and no COSEM_Attribute_Descriptor(s) shall be present;

LAST-BLOCK: the service invocation contains the last block of the Data. The
Block_Number parameter carries the number of this data block, and no
COSEM_Attribute_Descriptor(s) shall be present.

NOTE In the case of ONE-BLOCK and LAST-BLOCK SET-Request-With-Datablock APDU shall be generated.

A SET.request service shall contain one or more COSEM_Attribute Descriptor service
parameters, each of them referencing one or more attributes of a COSEM interface object.
The COSEM_Attribute_Descriptor service parameter is a composite parameter, consisting of
the following components:

the { COSEM_Class_Id, COSEM_Object_Instance_Id } doublet non-ambiguously identifies
one and only one COSEM interface object instance;


https://iecnorm.com/api/?name=898119859df14b161043db63c978f9aa

62056-53 O IEC:2002(E) -29 -

« the COSEM_Object_Attribute_Id component identifies the attribute(s) of the object
instance. COSEM_Object_Attribute_Id = 0 references all attributes of the designated
object instance.

The optional Access_Selection_Parameters element, in case of selective access (see 7.4.1.6)
carries the additional data required for the selective SET operation. This parameter can be
used only when COSEM_Object_Attribute_Id != 0.

One SET.request invocation may contain as many COSEM_Attribute_Descriptors as the
server-max-receive-pdu-size allows. The COSEM_Attribute_Descriptor(s) shall be present
only when Request_type == NORMAL, Request_type == WITH-LIST or Request_type ==
FIRST-BLOCK-XXX.

The opltional Block_Number parameter is present when Request_type / WITH-

LIST. { carries the number of the data block within the current servicg$

The Data parameter contains the data necessary to set the
Attribufe_descriptor parameter(s). If the encoded form of the APDU,
then it [shall be transported in blocks, carried by the data 3 opriate
Set-Refuest-XX APDU, of type DataBlock-SA. This parameter *.\ iRCtude the block pumber
and th¢ encoded form of the data as raw data. The S data transfer with the
SET sdrvice is described in 7.4.1.8.3.

The number of Data parameters in thg ) - ser ice@ | bé the same as the humber
of COSEM_Attribute_Descriptors: oneNData\fo COSEM _Attribute_Descriptor.

by the

V]

Use

The cli hjs eriml ivé in order to request the remotqg server
applica Qi\one ~or \ore attributes of one or more COSEM
interfag

6.5.3.5

Functig

This se he client application layer to indicate the receptipn of a
SET.re erver application process.

Servicg p

The semantics\bf the primitive is as follows:

SET.cqnfirm
(

Invoke_Id,

Priority,
Response_type,
Result { Result, },
Block_Number

)

The Invoke_Id identifies the instance of this service invocation. Its value is equal to the
Invoke_Id of the corresponding SET.request service invocation.
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The value of the Priority parameter indicates the priority level associated to the received
response. The value of this parameter is equal to the value of the Priority parameter of the
corresponding SET.request service invocation.

The Response_type parameter indicates whether this .confirm service invocation contains the
response for the complete SET.request operation, or it is simply an acknowledge of the
previously received data block. This parameter shall carry one of the following values:

NORMAL: the .confirm service contains the confirmation of the previous SET.request

operation, which carried a single COSEM interface object attribute reference. The
parameter carries the result of the required operation;

Result

request
Result

ACK-BLOCK: this value indicates that this .confirm service conta gement

rles the

2 h of the
last| data block of a SET.request service, which carri ferent a si COSEM

ns the
s. The

Redqult parameter carries the result of the ire i 2 _Number

ter the

rece ) COSEM
interface object attribute referenc . This ins the
res 7, € Ks. The
Regqult parameter carries t fon each required set operation gnd the
Blogk_Number paramet mb e last data block

The number of Result|param \ T.confirm service with Response_type == WITH-

LIST apd LAST-BDO Shal\be the same as the number of Attribute refgrences

in the |correspondipg, SET.res i . Result

paramg S i

Use

The cl ion of a

SET.repq

6.5.3.6

Functign

This service is invoked by the client application process to remotely invoke one or more
method(s) of one or more COSEM interface object(s) in the remote server application
process.

Service parameters

The semantics of the primitive is as follows:

ACTION.request

(

Invoke_Id,

Priority,

Service_Class,
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Request_Type,
COSEM_Method_Descriptor, { COSEM_Method_Descriptor, },
Block_Number,

Method_Invocation_Parameters, { Method_Invocation_Parameters, }

)

COSEM_Method_Descriptor

(

COSEM_Class_ld,

)

Method_Invocation_Parameters ::= Data

The InJoke_Id identifies the instance of this service inyocation

The vdlue of the Priority parameter indicates
request. There are two priority levels: p

COSE%t_Object_lnstance_ld,
COSEN

_Object_Method_Id

associated to the received
ormal

The Se¢rvice_Class parameter indicatesswh » med or

The Request_type paraméter i L mplete

request or only a part of it.

NORMAL: the service ioN ' object
method and ati hethod.
Thg optional Blg ;

method

WITH-LIST: the
) ptional

refdrences
Blogk Nupib

FIRIST ; ReJs 5 terface
objec¢ ¢ s. The
Blogk

WITH-LIST= : terface

objectr methods ~and the first part of the required Method Invocation Parametefs. The
Blogku ' Number parameter shall be set to 0001;

ONE-BLOCK: the service invocation contains only one block of the Method_ Invoca-
tion_Parameters. The Block_Number parameter carries the number of the parameter
block carrying a part of the Method_Invocation_Parameters parameter, and no COSEM_
Method_Descriptor shall be present;

LAST-BLOCK: this value indicates that the current block is the last parameter block to be
transferred. The Block_Number parameter carries the number of this parameter block, and
no COSEM_Method_Descriptor(s) shall be present;

NEXT: this value indicates that this .request contains an acknowledgement for a
previously received parameter block, and requests the server to send the next one. The
Block_Number parameter carries the number of the last correctly received parameter
block.

An ACTION.request service shall contain one or more COSEM_Method_Descriptor service
parameters, each of them referencing one method of a COSEM interface object. The
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COSEM_Method_Descriptor service parameter is a composite parameter, consisting of the
following components:

The { COSEM_Class_Id, COSEM_Object_Instance_Id } doublet non-ambiguously identifies
one and only one COSEM interface object instance. The complete COSEM_
Method_Descriptor references one method of that object instance: this method is identified by
the COSEM_Object_Method _Id component.

The optional Block_Number parameter is present either when the .request contains a
parameter block to be sent or when the .request acknowledges a previously received
parameter block (Request_type == NEXT). The Block_Number parameter carries the number
of the last received parameter block.

meters
by the
nvoca-
blocks,

Invoking a method may require additional parameters. The Method An
paramgter carries the data necessary for the invocation of the me
COSEN_Method Descriptor parameter. If the encoded form
tion_Pgrameters does not fit in one APDU, then it sha

carried| by the pBlock parameter of the appropriate—Actic QU UE APDU, of type
DataBlpck-SA. This parameter shall include the blog ' 2 encoded form of the
Method_Invocation_Parameters as raw data.

The ACTION.request service sha fod_Invocation_Pargmeters

then COSEM_Method_Descriptors: ons § grameters for each COSEM_
Method Descriptor. Therefore, even if tha inve od does not require additional
paramgters, the corresponding Method _Invocati weters component shall be pregsent in
the ser &

The C( : be present when Request_type = ONE-
BLOCK

Use

This se€ ient application process to remotely invoke one ¢r more
method interface object(s) in the remote server application
process.

6.5.3.7

Functid

This spryice’ is invoked by the client application layer to indicate the receptioh of a
ACTION.response from the COSEM server application process.

Service parameters
The semantics of the primitive is as follows:

ACTION.confirm
(

Invoke_Id,
Priority,
Response_type,
Result, { Result, },
Block_Number,
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Response_Parameters, { Response_Parameters, }
)

The Invoke_ld identifies the instance of this service invocation. Its value shall be equal to the
Invoke_Id of the corresponding ACTION.request service invocation.

The value of the Priority parameter indicates the priority level associated to the received
response. The value of this parameter shall be equal to the value of the Priority parameter of
the corresponding ACTION.request service invocation.

The Response_type parameter indicates whether this .confirm service invocation contains the

completerespenrse—requested-bytheprevieus-ACHONregquest-service—trvecation—epntains

only a block of the required data, or it is simply an acknowledge of a previously ived block

of the ACTION.request service. This parameter shall carry one of the fgllowi

« NORMAL: the service invocation contains the complete re a DRMAL
ACTION.request which carried a single COSEM interface objé ;

e  WITH-LIST: the service invocation contains the complete respuise for\a H-LIST
ACTION.request service, including a list of COSEM inté 8. 0bject ces;

e ONE-BLOCK: the service invocation contains o gponse.
Theg Block_Number parameter carries the numbe part of
the|response as raw data;

* LAST-BLOCK: this value indicate of the
response as raw data;

« NEXT: this value indicates that sepvice i 2 ontains an acknowledgement|for the
previously received parameter block 4 ye client to send the next one. The
Blogk_Number paramets i Qf e last correctly received pafameter
blogk.

The Résult parameter c¢arrj S € nvocation of the COSEM interface| object

method(s).

of the
service
several
method
ponse_
J, then
sponse-

With-Pblock APDU, of type DataBIock SA. This parameter shall include the block number and
the encoded form of the Result and Response_parameters as raw data.

Use

The client application layer uses this service primitive to indicate the reception of a
ACTION.response APDU.

6.5.4 Client side services for event notification

Figure 12 shows services provided by the client side application layer for event notification.


https://iecnorm.com/api/?name=898119859df14b161043db63c978f9aa

- 34 - 62056-53 O IEC:2002(E)

COSEM client application process

A

EventNotification.ind

Tiligtger_EventNotification_Sending

L\

COSEM client application layer

The EV

unsolic
Recept
the Evd

In som
data un
an Ev
primitivie.

6.5.4.1

Functid

This s
EventN

Servicq
The se

EventN
(

Time,

r_EventNotification_sending

t shall explicitly solicit §

OSEM.
end an
jcation.
ess via

rotocol
ending
service

of an

Protocol_Parameters,
COSEM_Attribute_Descriptor,
Attribute_Value

)

COSEM_Attribute_Descriptor
(

COSEM_Class_ld,
COSEM_Object_Instance_Id,
COSEM_Object_Attribute_Id

)
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The optional Time service parameter indicates the time assigned to the event by the server.

The Protocol_Parameters service parameter contains all protocol parameters, which are
required to identify the source and the destination application processes of the
EventNotification.indication message.

The { COSEM_Class_Id, COSEM_Object_Instance_Id, COSEM_Object_Attribute_Id } triplet
identifies non-ambiguously one and only one attribute of a COSEM interface object instance.

The Attribute_Value service parameter carries the value of this attribute. More information
about the notified event may be obtained by interrogating this COSEM interface object.

Use

The cllent application layer uses this service primitive to indi
EventNotification.indication to the client application process.

the \recepti of an

6.5.4.2| Trigger_EventNotification_Sending.request
Functign

This sdrvice is invoked by the client application pro¢esg’i o send
the frame carrying the Event-Notification-Request AR

NOTE This service is necessary in case of |6 eal non-

solicited |EventNotification message.
Servicq parameters
The semantics of the pri

Triggel_EventNotific

(
Protocq I_Param

)

The Pr ameter contains all lower protocol dependent infofmation
which i he server to send out an eventually pending frame containing
an Eve PDU. This information includes the protocol identifier,|and all
the req ameters.

Use

Upon thereception of a Trigger_EventNotification_Sending.request service invocatign from
the cliemt—appticatiomprocess,thectient—appticatiom tayer stratt—mvoke—the—Tormesponding
supporting layer service to send a trigger message to the server.

6.5.5 Client side layer management services

This subclause defines a special layer management service, used to manage the short name
mapper application service element. This client side service is necessary only if the server
uses SN referencing. All other layer management services are not within the scope of this
standard.

6.5.5.1 SetMapperTable.request
Function

This service is invoked by the client application process to provide mapping information to the
Client SN_MAPPER ASE. This service does not cause any data transmission between the
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client and the server. This service is necessary only if on the server side SN referencing is
used.

Service parameters
The semantics of the primitive is as follows:

SetMapperTable.request

(
Mapping_table

)

The Mppping_table parameter contains the contents of the attribut

for the

requesfed server and application association. The structure of th ned in
IEC 62056-62.

Use

The clignt application process uses this service primitive, i s the efficiency of

the mapping process if SN referencing is used.

6.5.5.2| Mapping client services for servers u

For senvers using SN referencing, the(se
xDLMY| services (comp. IEC 61334-4-
followinng manner:

napped to the corresponding
unction (see Figure 6) in the

Client gide xDLMS Service (LN sgf.) \ \\ Sowysf side xDLMS Service (SN ref.)
GET.refjuest Q ( \ \) \BzadRequest

GET.canfirm [\ N (\ ReadResponse

SET.request (Servige\Clagif‘confl \&Q") \ \ WriteRequest

SET.request (Seerﬁgi“uncoﬁfkrmgﬂQ UnconfirmedWriteRequest

SET.copfirm < \/\ WriteResponse

A\
ACTION.request (Sg{vi&'\:\&@ss\wnc firmegd”) UnconfirmedWriteRequest
ACTION.request (Service_glass=“confirmed”) Action with return parameters:
ReadRequest

VariableAccessSpecification:=
parametrised access

(IEC 61334-4-41)

Selector:= 0;

o method Mvocation parameters
are supplied:

Parameter := null-data
Action without return parameters:
WriteRequest

If no method invocation parameters
are supplied:

Data := null-data

ACTION.confirm ReadResponse

If no data is returned then:
data:= null-data.

EVENTNOTIFICATION.indication InformationReportRequest

Details about the mapping of the logical names to short names are given in IEC 62056-62.


https://iecnorm.com/api/?name=898119859df14b161043db63c978f9aa

62056-53 O IEC:2002(E) - 37 -

6.6 Server COSEM application layer services
6.6.1 Application association establishment

6.6.1.1 Overview

Figure 13 shows the services provided by the server application layer for application

association establishment. These services are provided by the ACSE.

COSEM server application process

A

COSEM-OPEN.ind
COSEM-OPEN.res

N

.
COSEM server appli?{r%e\r\
/\ IEC 280/02

Figure 13 — Server side servicgs for ag(

6.6.1.2| COSEM-OPEN.indication
Functign

This sqgrvice is mvoke
AARQ

application process req
Servics parametez

The se

ent of an application association.

Protocq
Dedica
DLMS |Vérsion_Number,

io a@oci ion establishment

of the gpplication layer following the receip
eryver/ application process that the peer

DLMS_Conformance,
Client_Max_Receive_PDU_Size,
ACSE_Protocol_Version,
Application_Context_Name,
Application-lds_and_Titles,
Security_Mechanism_Name,
Calling_Authentication_Value,
Implementation_Information,
User_Information,

Service_Class

)

t of an
(client)
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The Protocol_Connection_Parameters service parameter contains all the information
necessary to establish lower layer protocol connections. See Annex A.

The Dedicated_Key, DLMS_Version_Number, DLMS_Conformance and
Client_Max_Receive_PDU_Size parameters contain respectively the value of the dedicated-
key, the proposed-dims-version-number, the proposed-conformance and the client-max-
receive-pdu-size parameters of the xDLMS-Initiate.request PDU. These parameters are
specified in IEC 61334-4-41 and in 8.4 of this standard. Annex C gives some examples for
their usage. The xDLMS-Initiate.request PDU shall be inserted in the user-information field of
the AARQ APDU received.

Security Mechanism_Name and the Calling_Authentication_Value para ried by
the corfesponding fields of the received AARQ APDU.

To proyvide and verify that information is the job of the apgropris lication

The Implementation_Information parameter, if bf  the

implemlentation-information field of the received AAR

The U sent by
the Cli .request
primitivie.

The S service is invoked in confirfned or

unconfirmed manner.
Use

This sefrvice is usé
formatted AARQN\APD

have tq be already es

brrectly
ections

The prq

6.6.1.3
Functid

This sgrvice js inveked by the server application process to indicate whether the prgviously
proposgdia@pplication association is accepted or not.

Service parameters
The semantics of the primitive is as follows:

COSEM-OPEN.response

(
Protocol_Connection_Parameters,
Result,

Failure_type,
DLMS_Version_Number,
DLMS_Conformance,
Server_Max_Receive_PDU_Size,
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ACSE_Protocol_Version,
Application_Context_Name,
Application_lds_and_Titles,
Security_Mechanism_Name,
Responding_Authentication_Value,

Implementation_Information

)

The Protocol_Connection_Parameters service parameter contains all the information required

to identify the protocol connections having been established.

The Rgsult parameter indicates whether the COSEM server applicatio
association request or not.

In the |case of non-acceptance, the Failure_type parameter j
accepting the proposed application association.

The QOLMS_Version_Number, DLMS_Conformance and
paramgters contain respectively the value of the neggtiated-d
conformance and server-max-receive-pdu-size para

ted the

for not

U Size
btiated-
sponse

PDU. Tlhese parameters are specified in IEC 61334 in\8.4 ofthis standard. Annex C

gives qome examples for their usage.
the usgr-information field of the AARKAP

The AQSE_Protocol_Version, Applicatio

rted in

Application-lds_and_Titles, S¢curity

Mechapism_Name and the Respondi : Yalue parameters shall be ipserted
into thg corresponding field ‘

The Inmplementation_| i a i sent, shall be inserted in the impglemen-

tation-ipformation field
Use

This s

This pfimitive SN ‘ if the COSEM-OPEN.indication has been
confirmed~aanner,

6.6.2 Appli

Figure |[14,shows the
an application association.

services provided by the server side application layer for discon

¢/ COSEM server application process to indicatg to the
application layer whethe olUsly proposed application association is accepted

or not.
d in a

recting
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COSEM server application process

A A
2 o °
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o) Q Q
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A 4

COSEM server application layer

In the [COSEM environment, an application association i by the
corresgonding lower layer addresses (SAPs). Therefore, iguously released
by disqonnecting the appropriate lower layer connectio ere is nd APDU

associgted to the RELEASE service: the service is S i at the lower grotocol

layer Igvel.

Gracef t imply
physical disconnection — can be reque ; k ess by
invoking the COSEM-RELEASE.reque ice. ' ce and
implies server
applicaﬁ of the
COSEN

Upon the reception of this\re i i confirm
the prgceding .r e Wi > to the
client application

Any e shall be aborted when the physical connedgtion is

disconnected. Syuesti i channel disconnection is done outside of the pfotocol,
therefo i ope of this standard. A COSEM-ABORT.indication primitive is
providd ted physical link disconnection to the application process.

6.6.2.1 .indication

Functid

jeate! to the

Service parameters
The semantics of the primitive is as follows:

COSEM-RELEASE.indication
(

User_Information

)

10 Locally confirmed only if an error condition occurs, for example there is nothing received as the response for
the DISC frame.
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The User_Information parameter is optional. When it is present, it shall contain User-specific
information carried by the supporting lower protocol layer(s). Specification of the contents of
this parameter is not within the scope of this standard.

Use

This service is used by the server application layer upon the reception of a supporting layer
disconnect indication with REASON == REMOTE, to indicate to the server application process
that a graceful release of the application association has been requested. The server must
accept this request.

6.6.2.2 COSEM-RELEASE.response

Functign

This sdrvice primitive is invoked by the COSEM server applicatio
application layer whether the previously received request for
association has been accepted.

NOTE The server cannot refuse a received request for disconnection.
Servicq parameters
The semantics of the primitive is as follows:

COSEM-RELEASE.response
(

Result,
User_Ipformation

)

The R ept the
previoy lication
associd

If the U rotocol
layer. S

Use

This se of this
service S itive of
the sup I ith the appropriate OK, NOK or NO_RESPONSE Result parameter.

6.6.2.3 COSEM-ABORT.indication
Function

This service is invoked by the server application layer to indicate to the server application
process an unsolicited disconnection of the physical layer.

Service parameters
The semantics of the primitive is as follows:

COSEM-ABORT.indication
(

Diagnostics

)
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The optional Diagnostics parameter shall indicate the possible reason for the physical
disconnection, and can carry lower protocol layer dependent information. Specification of the
contents of this parameter is not within the scope of this standard.

Use

The server application layer uses this service primitive upon the reception of a supporting
layer disconnect indication service primitive with REASON == LOCAL, indicating that a
physical connection abort occurred in a non-solicited manner (e.g. the physical line is cut).

6.6.3 Client/server type data communication services

6.6.3.1] Service overview

Servicgs provided during the data communications phase of the

xDLMS| ASE. These services contain references to attributes or me S ifterface
objects|. IEC 62056-62 defines two different types of referencing, by\ogi and by
short name (SN). Therefore, two different server xDLMS_ASE 3 di server
applicaftion layers — are specified. These server side appligatio ~ i ifferent
sets of i ; : \ i$ using
exclusively LN references. The other set of service -\ i Write,
Informati :

However, during the lifetime of an e abllsh 2 there is only one
server xDLMS _ASE present |n the M sey p The type |of this
xDLMS| S 5 elected
xDLMS ASE is present within the serve : . tt"explains, why using ong or the
other set of services is exclusive. No ite i i i ded by
the CQSEM server ASO j e ing LN
referencing, and no GET/8 pposite

case.

6.6.3.2 Service@
Figure [15 shows

communications p

e data

\>OSEM server application process

A A A

o
e o
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o n < (S
w

\ 4 h 4 h 4 v

COSEM server application layer

IEC 282/02

Figure 15 — Server side data communications services using LN referencing

Three client/server type services may be supported when LN referencing is used: GET, SET
and ACTION. The .request primitive of these services is invoked by the COSEM client
application process. The role of the protocol with regard to these services is to transport them
to the COSEM server application process. The server application layer shall indicate the
reception of a request via the .indication service primitive to the server application process.
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Each of these services can be requested in a confirmed or an unconfirmed manner. However,
in case of a non-confirmed application association, data communication services may only be

invoked in a non-confirmed manner.

In case of confirmed service invocation, the server application process shall return the
confirmation by invoking the corresponding .response service primitive. The receipt of this
response is indicated to the client application process via the .confirm service primitive.

Unconfirmed service invocation will not imply .response/.confirm primitive invocation. In
COSEM, the only reason to do it is to avoid collisions due to potential multiple responses in

the case of multicasting and/or broadcasting.

The prptocol for confirmed service invocations is described in 7.4.1.1

service| invocations in 7.4.1.2.

The foyrth, EventNotification Service is the only non-client/server_se

By invpking this service, the server application process i
notificdation of the occurrence of an event to the remote clie

6.6.3.2|1 GET.indication

Functidn

This service is invoked by the serve
proces$ that a remote client has reques
COSEM interface object(s).

Servicg parameters
The semantics of the primi

GET.indication
(
Invoke [
Priorityj,

Servicg

Requegt 4
COSEM
Block_Number

)

por, { COSEM_Attribute_Descriptor, },

ayer{io @i ate

e(8) of one or all attributes of one ¢

to the server app

hfirmed

lication
br more

COSEM_Attribute_Descriptor

(

COSEM_Class_ld,
COSEM_Object_Instance_Id,
COSEM_Object_Attribute_Id,
Access_Selection_Parameters

)

The Invoke_Id identifies the instance of this service invocation.

The value of the Priority parameter indicates the priority level associated to the received

request. There two priority levels: normal and high.
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The Service_Class parameter indicates whether the service is invoked in confirmed or
unconfirmed manner.

The Request_type parameter indicates the origin and the type of the current GET.indication
service invocation. It can be: NORMAL, WITH-LIST or NEXT.

The first GET.indication is always type NORMAL or WITH-LIST. It indicates the reception of a
NORMAL GET.request from the client. A GET.indication with NEXT type indicates that the
remote client is asking for the next data block. Non-transparent long data transfer with the
GET service is defined in 7.4.1.8.2.

A GETreicati i i i i service
paramg The
COSEMN_Attribute_Descriptor service parameter is a composite parame of the
followir

 thel{ COSEM_Class_Id, COSEM_Object_Instance_Id } doubfte i kentifies
ong and only one COSEM interface object instance;

« the| COSEM_Object_Attribute_Id component identifi€ object
insfnce. COSEM_Object_Attribute_Id = 0 reference gnated
object instance;

« the|optional Access_Selection_Parameters elemenp 3 s (See
7.4)1.6.) carries the additional data i n. This
parameter can be used only when ‘ :

One GET.indication invocation may ¢ _Attribute_Descriptors|as the

server-max-receive-pdu-size allows. hute_Descriptor(s) shall be present

only with Request_type ==

The op) only when Request_type==NEXT. It|carries

the n block of a long data, and no

COSEN

Use

The sef
of a GH

es the GET.indication service primitive upon the reception
Qrting layer.

6.6.3.2)2

Functid

This sgrvice”is invoked by the server application process in order to send a responge to a
previo Q|‘\’I received GET indication primiﬁ\/n

Service parameters
The semantics of the primitive is as follows:

GET.response

(

Invoke_Id,
Priority,
Response_type,
Result, { Result , }
Block_Number
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)

The Invoke_ld identifies the instance of this service invocation. Its value shall be equal to the
Invoke_Id of the corresponding GET.indication service invocation.

The value of the Priority parameter indicates the priority level associated to the received
.indication. The value of this parameter shall be equal to the value of the Priority parameter of
the corresponding GET.indication service invocation.

The Response_type parameter indicates whether this .response service invocation contains
the complete response requested by the previous GET.request service invocation, or it
contains only a block of the required data. This parameter shall carry one of the following
values:

« NORMAL: the service invocation contains the complete DRMAL

GET.request service;

« WITH-LIST: the service invocation contains the complete H-LIST

GET.request service;

e ONE-BLOCK: the service invocation contains only orfe bI k
Theg Block_Number parameter carries the number
resyilt as raw data;

« LAS$T-BLOCK: this value indicates that the cuyr ¢k j S data block sent.

gponse.
ing a parf of the

The Rgsult parameter shall carry either the & iilCase of error, the indication
of the {ype of error. If the encoded fors : er does not fit in one|APDU,
then it ghall be transported in blocks, carti esult parameter of the approprigqte Get-
Response-With-Datablock APDU, of type i e block

numbe

The nymber of Result\par c . i as the
numbef of COSEM f lication

servicel— one re@s

Use

This skrvice j opfer application process. Upon the reception |of the
GET.respons€ service\i an, the COSEM server application layer shall build & GET-
Respor . f 'success — when the corresponding GET.indication hgds been
accepted — thi 3ll be built by encoding the received Data parameter otherwise the
APDU [wi ' alue of the data_access_result parameter. In both cases, the
Invoke | rity parameter shall also be inserted into the APDU.

6.6.3.2|3SET.indication

Function

This service primitive is invoked by the server application layer to indicate to the server
application process that a remote client has requested setting one or more attributes of a
COSEM interface object.

Service parameters
The semantics of the primitive is as follows:

SET.indication
(

Invoke_Id,
Priority,
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Service_Class,

Request_type,
COSEM_Attribute_Descriptor, { COSEM_ Attribute_Descriptor , },
Block_Number,
Data, { Data, }

)

COSEM_Attribute_Descriptor

(

COSEN!I_Class_ld,

COSEM_Object_Instance_Id,
COSEMN_Object_Attribute_Id,
Access| Selection_Parameters

)

The InJoke_Id identifies the instance of this service inyocation

The value of the Priority parameter indicates {he i associated to the re¢ceived
reques p
The S is invoked in confirmed or

unconfirmed manner.

The Request_type para indicate theData parameter of the service pfimitive
carries|a complete attribute or\Q ) it. is parameter shall be set to ong of the

following values:

NORMAL: th@ ice i i ins’the reference to one or all (Attribute_0 feature,
see| 7.4.1.7.1 ik S M interface object and all the required dafa. The
optional Block er pa efe Il not be present in the service invocation;

WIT iceNjinvogatigh contains a list of COSEM interface object dttribute
refgrences™a heNreqiired data. The optional Block_Number parameter shallfnot be
pre ic invQcation;

arvice invocation contains the reference to an attribute |of one
jgct and the first part of the required data. The Block Number

FIRST-BLOCK-WITH-LIST: the service invocation contains a list of COSEM irfterface
objectiattribute references and the first part of the required data. The Block_Number
parameter shall be set to 0001;

ONE-BLOCK: the service invocation contains only one block of the data. The
Block_Number parameter carries the number of the data block carried by the Data
parameter, and no COSEM_Attribute_Descriptor(s) shall be present;

LAST-BLOCK: this value indicates that the current is the last block of the data. The
Block_Number parameter carries the number of this data block, and no
COSEM_Attribute_Descriptor(s) shall be present.

A SET.indication service shall contain one or more COSEM_Attribute Descriptor service
parameters, each of them referencing one or all attributes of a COSEM interface object. The
COSEM_Attribute_Descriptor service parameter is a composite parameter, consisting of the
following components:

the { COSEM_Class_Id, COSEM_Object_Instance_Id } doublet non-ambiguously identifies
one and only one COSEM interface object instance;
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« the COSEM_Object_Attribute_Id component identifies the attribute(s) of the object
instance. COSEM_Object_Attribute_Id = 0 references all attributes of the designated

object instance;

- the optional Access_Selection_Parameters element, in case of selective access (See
7.4.1.6.) carries the additional data required for the selective SET operation. This

parameter can be used only when COSEM_Object_Attribute_Id != 0.

One SET.indication invocation may contain as many COSEM_Attribute_Descriptors as the
server-max-receive-pdu-size allows. The COSEM_Attribute_Descriptor(s) shall be present
only with Request_type == NORMAL, Request_type == WITH-LIST or Request_type ==

FIRST-BLOCK-XXX.

The op|tiona| Block_Number parameter is present when Request_type !=
LIST. I{ carries the number of the DataBlock within the current service j

The Data parameter contains the data necessary to set the a r|b
Attribufe_descriptor parameter. If the encoded form of the data doe

it shall|be transported in blocks, carried by the datablock parameter
Indication-XX APDU, of type DataBlock-SA. This param >

and a part of the encoded form of the data as raw data.

The number of Data parameters in the SET.request|se
of COSEM_Attribute_Descriptors: one Data for g

Use

The sefver application layer generates
of a SHT.request from the supporting 12

6.6.3.2/14 SET.response

Functign
This sgrvice prim; i

previoysly received ive.

Servicq paray

The sem itiveMs as follows:

SET.respo
(

Invoke | 184

erver application process to send a respon

WITH-

by the
, then
SET-
humber

humber

ception

5e to a

Priority,
Response_type,
Result { Result, },
Block_Number

)

The Invoke_ld identifies the instance of this service invocation. Its value shall be equal to the

Invoke_ld of the corresponding SET.indication service invocation.

The value of the Priority parameter indicates the priority level associated to the received
response. The value of this parameter shall be equal to the value of the Priority parameter of

the corresponding SET.indication service invocation.
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The Response_type parameter indicates whether this .response service invocation contains
the response for the complete SET.indication operation, or it is simply an acknowledge of the
previously received data block. This parameter shall carry one of the following values:

The number of the Result
Respor
numbe
service)

NORMAL.: the .response service contains the confirmation of the previous SET.indication
operation, which carried a single COSEM interface object attribute reference. The Result
parameter carries the result of the required operation;

WITH-LIST: the .response service contains the confirmation of the previous SET.request
operation, which carried a list of COSEM interface object attribute references. The Result
parameter carries the list of results for each required set operation;

ACK-BLOCK: this value indicates that this .response contains a positive or negative
ackpewledgemen = previed eceived—data—bles he—Block—bhlumber—patameter
carries the number of the last correctly received data block

LAST-BLOCK: the SET.response service is invoked with this valife after the ‘raception of
the|last block of the data of a SET.request service, which carhe ed agsingle \(OSEM

interface object attribute reference. This value indicates thg .response _coptdins the
response to the original SET.indication service, which hgs been transferred in several
blogks. The Result parameter carries the result of ired-gperation and the
Blogck_Number parameter carries the number of the la 3

LAST-BLOCK-WITH-LIST: the SET.response seryice isNn ith this value after the
recgption of the last block of the data of a SEf. Servi hich carried g list of
COPBEM interface object attribute referenc. i dicatés that this .response
contains the response to the origing i i jch has been transfgrred in
several blocks. The Result parameter ca i eSults for each requifed set
ope€ration and the Block_Number para carris ber of the last data blodk.

.response service primitive with
H-LIST shall be the same |as the
ces in the corresponding SET.frequest
parameter shall carry the resulfl of the

se_type == WITH-

corresf
Use

This s application process. Upon the reception |of the
SET.re he COSEM server application layer shall build a
SETres A . ARDU shall contain the response(s) for the corresgonding
SET.re g-Result parameter for each attribute set request. In gase of
succes PN ameter\shall contain a positive acknowledgement for the requifed set
operati Wisg its value shall indicate the reason of the failure. In both casps, the
Invoke | ority'parameters shall also be inserted into the APDU.

6.6.3.2/5CACTION.indication

Function

This service is invoked by the server application layer to indicate to the server application
process that a remote client has requested the invocation of one or more methods of one or
more COSEM interface objects.

Service parameters

The semantics of the primitive is as follows:

ACTION.indication

(

Invoke_Id,

Priority,
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Service_Class,

Request_Type,
COSEM_Method_Descriptor, { COSEM_Method_Descriptor, },
Block_Number,

Method_Invocation_Parameters, { Method_Invocation_Parameters, }

)

COSEM_Method_Descriptor

(

)

Method_Invocation_Parameters ::= Data

The Inyoke_Id identifies the instance of this service jnvq€ation:

The vdlue of the Priority parameter
request. There are two priority levels:

The Sg¢rvice_Class parameter indicat
unconfirmed manner.

request or only a part ¢

COSE?t_CIass_Id,
COSEN
Method_Id

_Object_Instance_|Id,

associated to the regceived

ervice is invoked in a confirmed or

mplete

NORMAL: t@r FOSEM
interface object’a of this
method. The . service
invgcati

ds and
ameter

COSEM
's. The

; idterface
object method references and the flrst part of the requwed Method Invocation_Para-
meters. The Block_Number parameter shall be set to 0001;

ONE-BLOCK: the service invocation contains only one block of the Method_
Invocation_Parameters. The Block _Number parameter carries the number of the para-
meter block carrying a part of the Method Invocation_Parameters parameter, and no
COSEM_Method_Descriptor(s) shall be present;

LAST-BLOCK: this value indicates that the current block is the last parameter block to be
transferred. The Block_Number parameter carries the number of the parameter block
carrying the last block of the Method Invocation Parameters and no COSEM_
Method_Descriptor(s) shall be present;

NEXT: this value indicates that this .request contains an acknowledgement for a
previously received parameter block. The Block_Number parameter carries the number of
the last correctly received parameter block.
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An ACTION.indication service shall contain one or more COSEM_Method_Descriptor service
parameters, each of them referencing one COSEM interface object method. The
COSEM_Method_Descriptor service parameter is a composite parameter, consisting of the
following components:

the { COSEM_Class_Id, COSEM_Object_Instance_Id } doublet non-ambiguously identifies
one and only one COSEM interface object instance. The complete COSEM_
Method_Descriptor references one method of that object instance: this method is identified
by the COSEM_Object_Method_Id component;

the optional Block_Number parameter is present either when the .indication contains a
parameter block to be sent or when the .request acknowledges a previously received
parameter block (Request type == NEXT). The Block_Number parameter carries the
number of the last received parameter block.

Invokinjg a method may require additional parameters. The Method<Invogation\Rargmeters

paramgter carries the data necessary for the invocation of the
COSEMN_Method_Descriptor parameter(s). If the encoded

by the
ethod

Invocafion_Parameters does not fit in one APDU, then it blocks_,
carried j { pf type
DataBI apart of the encodéd form

The A ers as
COSEM_Method_Descriptors: one Method i ﬁj ethod_
Descrif ' i ditional
paramg sent in
the ser

The C ype ==
ONE-B

Use

The se on the
recepti

6.6.3.2

Functid

This se se to a
previoy

Servicgq parameters

The semantics of the primitive is as follows:

ACTION.response

(

Invoke_Id,

Priority,

Response_type,
Result, { Result, },
Block_Number,

Response_Parameters, { Response_Parameters, }

)
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The Invoke_ld identifies the instance of this service invocation. Its value shall be equal to the
Invoke_Id of the corresponding ACTION.indication service invocation.

The value of the Priority parameter indicates the priority level associated to the received
.response. The value of this parameter shall be equal to the value of the Priority parameter of
the corresponding ACTION.indication service invocation.

The Response_type parameter indicates whether this .response service invocation contains
the complete response requested by the previous ACTION.indication service invocation, it
contains only a block of the required data, or it is simply an acknowledge of a previously
received block of the ACTION.indication service. This parameter shall carry one of the
following values:

¢ NORMAL: the service invocation contains the complete respon
Actlon.indication which carried a single method reference;

«  WITH-LIST: the service invocation contains the complete respoxse fo a H-LIST
ACTION.indication service, including a list of COSEM interfaCe~qbject od\eférences;

« ONE-BLOCK: the service invocation contains only on S ponse.
Theg Block_Number parameter carries the number of the data hIdek carr ing a parf of the
response as raw data;

« LAST-BLOCK: this value indicates that this .respong imyti ains the last Rlock of
the

e NEXT: acknowledgemen{ for a
pre t to send the next one. The
Blo correctly received pafameter
Blogk.

object
method(s).

of the

The Response_ Paga
invocatjion of th

service
several
method
ponse

U, then
ponse-
ber and

Use

This service is used by the server application process. Upon the reception of the
ACTION.response service invocation, the COSEM server application layer shall build an
ACTION.response APDU. In case of success — when the corresponding ACTION.indication
has been accepted — this APDU shall contain only a positive acknowledgement, and — if the
requested ACTION has to return data, fitting in one APDU - the data to be returned.

When the required data does not fit into one APDU, — similarly to the GET.response service —
it is sent back to the client in data blocks, with the help of the transparent or non-transparent
long data transfer mechanism. These mechanisms are defined in 7.4.1.8.
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In case of failure a negative acknowledgement is sent, indicating whether the required action
could not be accepted (action-error), or the required data cannot be accessed (data-access-
error).

In both cases, the Invoke_ld and the Priority parameters shall also be inserted into the APDU.

6.6.3.2.7 EventNotification.request
Function

This service is invoked by the server application process to send an EventNotification
message to the remote client application process.

Servicq parameters
The semantics of the primitive is as follows:

EventNotification.request

(
Time,
COSEV]’\_Attribute_Descriptor,

Attribufe_Value

)
COSEMN_Attribute_Descriptor
(

COSEN_Class_ld,
COSEN_Object_Insta

COSEn_omea<§§@

)
The opti

rver.

The { _Object_Instance_Id, COSEM_Object_Attribute_Id } triplet
identifig and only one attribute of a COSEM interface object ingtance.
The At alue “service parameter carries the value of this attribute. More infofmation
about t ifi ant tray be obtained by interrogating this COSEM interface object.

The EventNot|f|cat|on request service mvocatlon shall not contain protocol |nformat|on it shall
alwaysLt ] ¢ client
management appllcatlon process Both appllcatlon processes are always present and in any
protocol profile they are bound to a fix address.

Use

This service is used by the server application process. Upon the reception of the
EventNotification.request service invocation, the COSEM server application layer shall build
the Even-Notification-Request APDU.

6.6.3.3 Services provided with Short name references
6.6.3.3.1 ReadRequest

The service is described in annex A of IEC 61334-4-41.
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The parameterized access (as additional variant of the VariableAccessSpecification) provides
the ReadRequest service with the capability to transport additional parameters.

Parameterized access is introduced by adding the following access method (compare IEC
61334-4-41, p. 221):

VariableAccessSpecification:= CHOICE
[2]...
.. [3]...
parameterized access [4] IMPLICIT SEQUENCE{

variable_name ObjectName,

U:UbtUI illtcycl,
parameter Data

)

The mganing of the selector and of the access parameter depend

ariable.

It is defined in the corresponding COSEM interface class speci 6-62.
6.6.3.3|12 ReadResponse

The sefvice is described in IEC 61334-4-41.

6.6.3.3|3 WriteRequest

The sefvice is described in IEC 61334-4

The pa,‘ametensed access (as addltlo al varia riaplgAccessSpecification) provides
the WriteRequest service gort additional parameters, as degcribed

above {6.6.3.3.1).

6.6.3.3/14 WriteRespo
The sefvice is deQi s

6.6.3.3|5 Unconfir

The sefvi

6.6.3.3]6

The sefvice-is described in annex A of IEC 61334-4-41.

7 COSEM application layer protocol specification

The COSEM application layer is based on the extended DLMS — xDLMS, see Annex B — and
on the standard connection-oriented ACSE service elements. Therefore, the protocol of this
layer is based on the DLMS and ACSE protocols, as they are specified in IEC 61334-4-41 and
in ISO/IEC/TR2 8650-1 respectively.

Both the xDLMS and the application contexts can be negotiated during the application
association establishment.

The COSEM application protocol specification includes the specification of the protocol
machines for both the client and server side application layers, and the abstract syntax
(ASN.1) for the representation of APDUs. As the same APDU applies at the client side and at
the server side, for example a .request type APDU, sent by the client is the same as its peer
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.indication APDU, the abstract syntax specification is common for both application layer
entities and is given in clause 8.

7.1 State definitions for the client side control function

Figure 16 shows the state machine for the client side control function (CF, see Figure 5).

Trigger_EventReport_sending.req
/EventReport.ind

INACTIVE

OPEN.req /RELEASE.cnf

JOPEN.cnf(NOK),
/ABORT.ind

/ABORT.ind

ASSOCIATION
PENDING

/ABORT.ind

JOPEN.cnf(OK)

/GET.cnf
/SET.cnf

/ACTION.cnf
IEC 283/02
Figure 16 - Rartia 6N ine he client side control function
NOTE On the state{i}r
- servige primitives N S\first sharacter are “stimulants”: the invocation of these servides is the
origir 3 N
- servi S rst character are “outputs”: the invocation of these service$ is done
on th \
Definiti
o INA i , the client CF (and the application layer) has no activity at all: it
neither proyides Services to the application process nor uses services of the sugporting

pro

« IDLE* this is the state of the CF of the client application layer protocol entity when there
is rmmmm—tmmmmmﬁ' ' rati i i —Never-

theless, some data exchange between the client and server, if the physical channel is
already established, is possible in this state;

State transitions between the INACTIVE and IDLE states are controlled outside of the
protocol. For example, it can be considered that the CF, and with it the application layer
including it, makes the state transition from INACTIVE to IDLE state by being instantiated and
bound on the top of the supporting protocol layer. The opposite transition may happen by
deleting the given instance of the CF (application layer).

« ASSOCIATION PENDING - the CF of the application layer entity enters this state when
the COSEM client application process invokes the COSEM-OPEN.request (OPEN.req)

11 Note, that it is the state machine for the application layer: lower layer connections, including the physical
connection, are not taken into account. On the other hand, physical connection establishment is done outside
of the protocol.
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7.2 St

Figure

service primitive. The CF may exit from this state either by sending a COSEM-
OPEN.confirmation (/OPEN.cnf) service primitive or, in the case of physical disconnection,
by sending a COSEM-ABORT.indication (/ABORT.indication) service primitive to the
application process. Depending on the result of the association request, the client CF shall
return to IDLE state (NOK), or shall enter the ASSOCIATED state;

ASSOCIATED - the CF shall enter this state when the application association has been
successfully established. Data communication services — GET, SET, ACTION - are
provided only in this state. The client CF shall remain in this state until the AP explicitly
requires the release of the association by invoking the COSEM-RELEASE.request service
primitive (RELEASE.req), or the association is aborted due to a non-solicited physical
disconnection;

AS R A PENDHNG e of—the—app teation y
state when the COSEM client AP invokes the COSEM-RELEASE.re

(RHLEASE.req), requesting the disconnection of the established 4 ciation.
Thg CF shall remain in this state, waiting for the response to this erver is
not|allowed to refuse a release request, after exiting this state,\the ) Wis enter
the|[IDLE state. The exit from this state can be originated ¢ < of the
reldase response from the remote server or '
CONNECT.indication service primitive meaning that th

aters this
rimitive

brted.

RELEASE.res

/ABORT.ind

ASSOCIATION
RELEASE
PENDING

/RELEASE.ind

ASSOCIATED

/GET.ind GET.res /READ.ind READ .res
ISET.INd SET.Tes NVRITE.INd WRITETes
/ACTION.ind ~ ACTION.res w /UNCONFIRMED WRITE.ind
or
IEC 284/02
Figure 17 — Partial state machine for the server side control function

Definitions of the states are as follows:

INACTIVE - in this state, the server CF (and the application layer) has no activity at all: it
neither provides services to the application process nor uses services of the supporting
protocol layer;

IDLE - this is the state of the CF of the server application layer entity when there is no
application association created, being released or currently established. Nevertheless,
some data exchange between the client and server, if the physical channel is already
established, is possible in this state;
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ASSOCIATION PENDING — upon the reception of a COSEM-OPEN.request message from
a remote client, the CF of the server application layer protocol entity shall exit the IDLE
state. It shall indicate the reception of this message to the server application process via
the COSEM-OPEN.indication service primitive (/OPEN.indication) and shall enter into
ASSOCIATION PENDING state. In this state, the Server CF is waiting for the response
from the application process. If the response is positive — meaning that the AP accepted
the proposed association — the CF shall enter the ASSOCIATED state. If the response is
negative — or if a physical disconnection is detected — the CF shall return to the IDLE
state;

ASSOCIATED - the server CF shall enter this state when the application association has
been successfully established. Data communication services — GET, SET, ACTION or
READ, WRITE and UNCONFIRMED WRITE, depending on the established application

conftext — are provided only in this state. The server CF shall remain j ntil the
remote client explicitly requires the release of the association by A i OSEM-
REILEASE.request service (/RELEASE.ind), or the association js a non-
solifited physical disconnection

AS$OCIATION RELEASE PENDING — upon the reception of a .fequest
seryice primitive from the remote client application process,\the CF icatign layer
protocol entity shall indicate it to the application proceg ; ind d shall
entgr into this state. The CF shall remain in this state aiti S pcation
fro . s enter
the |IDLE state after leaving the ASSOCIATION it from

this state can be also orlglnated by the receptiom\ofa/D ( .indication [service
pri 3

7.3.1
Applicdtion association e & hély iation. .indication./
resporjse/ .confirmation ISO/IEC/TR2 8650-1 is the key

eleme
interopg

The cli

are the

a cli ciation

req
as

of the

client ¢ pon\the reception of this service invocation, the Control function of the

client A

Suppoging,that theré is no problem, the two supporting layers are connected, as the MSC
shows |n\Figure 18.

12 |n order to be able to provide multicast and broadcast services, in COSEM an AA can also be established

between a client and a group of server application processes.

13 Invoking the COSEM-OPEN.request service requires an already established physical connection, but the

establishment of this physical connection takes place outside the protocol.
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Client . . Client Server Server

. - Client Client . ; Server Server o
Client Application - L supporting supporting o o Application Server
S Application || Application Application || Application L
Application Layer - Protocol Protocol Layer - Application
Process Control Layer- Layer- Layer Layer Layer- Layer- Control Process

Function ACSE XOLMS XX) xX) XDLMS ACSE Function

| | | | | | |
Physical connection is established (outside the protocol)

I I
Client Application Layer Server Application

Control Function is in Layer Control Function
IDLE State is in IDLE State
CQSEM-OPEN.req
»
Client Application Layer Control Establishing
Function is in ASSOCIATION the Supporting

PENDING State

XX-CONNECT req corl;:t)elitrion

Establisr;nE b XX-COn NECT/@\

Lower Layer XX-CON ryz’c\&res
connection/s, <
XX-CONNECT cnf =" / \

The Supporting Layer connection is established \ \

XDLM§tInitiate.req | | \)
|
Build an xDLMS-
Initiate.req PDU \
__ XxDLMS-Initiate.req PDU /‘\ >

A-A9SOCIATE.re

\ \ Build an AARQ APDU \ \
LARQpAY | 5y DATA regliest(AARQ).
XX{DATA.ipdication(AARQ) -
) _AARQ APDU
i
[/ ExtractA-

k ASSOCIATE.ind
parameters
A—ASSEOCIATE.ind >
| XDLMS-Initigte.ind PDU

Extract xDLMS-
Initiate.ind
parameters xDUMS-Initiate.ind| COSEM-

» OPEN.ind

Server Application Layer Contfol
Function is in ASSOCIATION
PENDING state

XxDLMS-Inifiate.res EOSEM-OPE

=

.res

<&

é
&

Build xDLMS-
Initiate.res PDU

XDLMS-Init

N
"
N
§

Server Application Layer Cont
Function is in ASSOCIATED
state

=]

CrE s

_XX-DATA.r¢q(AARE)
XX-DATAlind(AARE) ————¢

AARE APDU;

[ [set Applic;tion Context] |
A-ASSOCIA[TE.cnf

XDLMS-Initiate{res PDU

L xDLMS—I_Titi_ate.cnf

<
Client Application Layer Control
Function is in ASSOCIATED state
I I I

CCSEM-OPEN.cnf!F)K)

The requested Application Association is successfully established

IEC 285/02
Figure 18 — MSC for successful application association establishment
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Once the lower layer connections are established, the client CF shall assemble an AARQ
APDU with the help of the two application service elements (ACSE and xDLMS) of the client
application layer. This AARQ APDU shall be the first message sent to the server application
layer.

The CF of the server application layer shall first give the received AARQ APDU to the ACSE,
which shall extract the ACSE related parameters, then give back the control to the CF. The
CF shall send the contents of the user-information field of the AARQ APDU to the xDLMS-
ASE, as a xDLMS-Initiate.indication DLMS PDU.

The xDLMS-ASE shall retrieve the parameters of the xDLMS-Initiate.indication. It shall then
give b ; f mchcatt service
i COSEM
ter the

server
‘ASSOCIATION PENDING’ state.

The sefver application process shall analyze the received CO
and deride whether it accepts the proposed application ass
verification, the COSEM server application process shall i
service| to indicate the acceptance or non-acceptance case of
succesp, the CF shall assemble the appropriate AAR remote
client application layer via the existing supporting layer } lication
layer shall enter the ‘ASSOCIATED’ st receive
data cqmmunication service .request(s . ithi n other
words, | the association has been e data
communications phase.

imitive,
. ng this
-OPEN.relsponse

At the ¢li ide, - he help
of the ACSE and the xDLMVS F via the

Wi s arhe time, the client application layer shall
, the application association is established

COSENI-OPEN.confir

enter the ‘ASSOCIAT : 9

within the negotiar\:d applicatie g

7.3.2 Establishmeénp eCj jcation associations

7.3.2.1
Pre-esf ociations need not to be established using the COSEM-OPEN
service| ot specify the way of establishing these associations. Pre-
establigl : should be considered to exist when the physical connegtion is
establis elient and the server devices.

A pre-¢stablished association can be either confirmed or non-confirmed, depending|on the
way it ip_pre-established.

7.3.2.2 Establishment of non-confirmed application associations

A non-confirmed COSEM-OPEN.request invocation shall result in the establishment of a non-
confirmed application association. Within this application association, the client COSEM
application layer shall accept only non-confirmed xDLMS service requests (GET, SET,
ACTION). The main purpose of having this type of association is to allow multicasting and
broadcasting.

14 Some service parameters of this COSEM-OPEN.indication primitive (address information, User_Information,
Service_Class) do not come from the AARQ APDU, but from the supporting layer frame carrying the AARQ
APDU.

15 The application service elements only extract the parameters, like the application context, authentication
related parameters, etc. The interpretation of these parameters and the decision whether the association can
be accepted or not, is the job of the COSEM server application process.
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A non-confirmed COSEM-OPEN.request invocation may be locally confirmed in the case of a
locally detected error.

7.3.3 The AARQ and AARE APDUs

The standard connection-oriented ACSE provides several functional units in order to
negotiate ACSE user requirements during association establishment. In COSEM, only two of
them are used: the kernel and the authentication functional units.

The kernel functional unit is always available — it is the default functional unit. The
authentication functional unit is present only when it is explicitly requested16. The selection of
the authentication functional unit supports additional fields on the AARQ and AARE APDUs.

The AARQ and AARE APDUs specifications are as follows:

AARQ-gpdu ::= [APPLICATION 0] IMPLICIT SEQUENCE
{

protocol-version [0] IMPLICIT BIT STRING {versi FAOLT Yversion1},
application-context-name [1] Application-context-namé,

called-AP-title [2] AP-title OPTIONAL,

called-AE-qualifier [3] AE-qualifier OPTIONAL,

called-AP-invocation-id [4] AP-invocation-idertif

called-AE-invocation-id [5] AE-invocatio

calling-AP-title [6] AP-title OPTION
calling-AE-qualifier AE-qualifienO
calling-AP-invocation-id AP-invosation-ideptifi
calling-AE-invocation-id Bxi
— The following field shall not be presenr

mechanism-name

-- The following fielg
calling-authenticationkvalue
implementation-ipformatjon
user-information

} Q
and

AARE-3 1] )T SEQUENCE
{
[0] IMPLICIT BIT STRING {version1 (0) } DEFAULT
{version1},
xt-name [1] Application-context-name,
[2] Association-result,
W0stic [3] Associate-source-diagnostic,
[4] AP-title OPTIONAL,
qualifier [56] AE-qualifier OPTIONAL,
responding-AP-invocation-id [6] AP-invocation-identifier OPTIONAL,
rpcpnnding-AF_in\/antinn_id [7] AE-invocation-identifier QPTIQNAL,

-- The following field shall not be present if only the kernel is used.
responder-acse-requirements  [8] IMPLICIT ACSE-requirements OPTIONAL,

-- The following field shall only be present if the authentication functional unit is selected.
mechanism-name [9] IMPLICIT mechanism-name OPTIONAL,

-- The following field shall only be present if the authentication functional unit is selected.
responding-authentication-value [10] EXPLICIT authentication-value OPTIONAL,
implementation-information [29] IMPLICIT implementation-data OPTIONAL,
user-information [30] IMPLICIT association-information OPTIONAL

16 The presence of this functional unit — and the optional fields corresponding to the usage of this functional unit —
depend on the authentication security level.
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The values of the AARQ and AARE fields in COSEM are the following:
e protocol-version: the ACSE protocol-version. The default value is used;

« application-context-name: the appropriate COSEM application-context-name is used.
Application-context-names for the default COSEM application contexts are specified in
7.3.7.1;

= OPTIONAL called, calling and responding titles, qualifiers and identifiers: These optional
fields carry the contents of the optional Application_Ids_and_Titles parameter of the
COSEM_OPEN service. The usage of these fields is as it is specified in the ACSE
standard ISO/IEC 8649;

NOTE If these fields are present in the AARQ, but the server is not able to recognize them, then it may ignore
them. In_this case, these parameters shall not influence the association establishment and the AARE shall not
contain gny of these fields. On the other hand, if the server recognizes these parameters, 4 take intd account
the valug of these parameters to establish the application association, and these fields nt in the
AARE.

« sender and responder acse requirements: when present, of BIT

STRING { authentication (0) };

< meghanism-name: when present, it contains the name of % i hanism.
COPBEM authentication mechanism names are specified’'in ;
NOTE In the AARQ, the mechanism name defines the authentication s Q Te , i.e. the

authentigation mechanism which the server is expected to use/In the A B fines the
authenti¢ation mechanism required by the server, i.e. the mechghis e

» calling and responding authentlcatlon ific to

implementation and is not within th€

= implementation-information: the usa \ i e i etween
the|communicating stations. This usage is not\d

e’ present and shall contain an -
in the case of AARQ APDU| and a

xDUMS-Initiate.response N_MS=ConfingredServiceError PDU in the casg of an
AARE APDU;
NOTE Inh the COSEM_ env e respohse-altqwed parameter of the xDLMS-Initiate.request PPU shall
always be setto T
¢ resplt: this pare > I result of the proposed application ass¢ciation

establishment;

e resplt-sourcerdiagne : field carries the result and eventually the reasor of the
rejgction 1 i tabllshment request, as it is specified in ISO/IEC/TR2 B650-1.
When i ic8 cluded, a null value is assigned to the result-sourde-diag-

Both tHe AAR e AARE APDUs encoded in BER (ISO/IEC 8825). On the othefr hand,
the usgr-information field of these APDUs, carrying the xDLMS-Initiate.request/.response (or
ConfirmedServiceError) DLMS PDU-s shall be encoded in A-XDR, see IEC 61334-6 Exjamples
for AARQIAARE APDU nnrnding are gi\/nn in Annex C

7.3.4 Managing the parameters for application association establishment

According to the protocol described above, an application association establishment is
proposed by the client, and accepted or not accepted by the server. The conditions under
which the server accepts or rejects the establishment of an AA are defined in the following
subclauses.

There are two contexts negotiated via the COSEM-OPEN service: the COSEM application
context and the xDLMS context. The elements of the COSEM application context are carried
by the fields of the AARQ APDU. The xDLMS context is defined by the parameters of the
xDLMS-Initiate.request/.response PDUs, carried by the user-information field of the
AARQ/AARE. See also Annex B.
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Upon the receipt of the AARQ APDU, the server shall first check the COSEM application
context. If the proposed application context is not acceptable, the proposed application
association shall be refused. (e.g. application context name is different, the authentication
mechanism name and authentication value are expected but not provided, the authentication
value is not correct, etc.).

The parsing order of the AARQ and AARE shall be the following:

a) lower layer parameters, service class;
NOTE These parameters are not carried by the AARQ/AARE, but they are provided by the supporting layer.

b) AARQ syntax;

ACSE protocol version;

)
d) | application context name;
) | authentication related fields:
. if sender ACSE requirements is present but bit . r is not

. if sender ACSE requirements is presen
authentication parameters are inconsi

llowing
hall be

DU, containing diagnostics
informdtion about the failure. In this ‘sase\ the ar-information Yield of the responsgq AARE
APDU Ehall contain the server’s own x : : upported DLMS version rfumber,
the sup € servex: eceive-pdu-size.

xcep able, the server shall check the prpposed
ba.thefolldwing:

If the gerver refuses the proposed application assaciati ith he reason of non-fif at the
’ )* z

If the p
xDLMS

If this ¢ efver shall accept the proposed association and shall

ihing the indication of the success and a cprrectly

send &

constry sé PDU in the user-information field. This shall cgrry the
parame L MS context.

In this|ca V ARE contains an xDLMS-Initate.response PDU, the value| of the
negotig ancefield of this PDU shall always be the negotiated conformancg block:
a bit pagr bi 2 received conformance block and the server’s own conformance block.

See 8.5.

If the xXDLMS context proposed by the client cannot be accepted, the server shall refuse the
proposed association. In this case — application context fits but xDLMS context does not fit
(e.g. the value of the negotiated conformance block is zero) — the server shall send back an
AARE APDU, with “no-reason-given” as diagnostics information. The user-information field of
this AARE shall contain a correctly constructed DLMS-ConfirmedServiceError message,
indicating the reason for the failure.

7.3.5 Repeated COSEM-OPEN.request service invocations

The handling of a COSEM-OPEN.request invocation with the parameters of an already estab-
lished AA depends on the type of the newly requested AA and the type of this existing AA.
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7.3.5.1 Handling repeated non-confirmed COSEM-OPEN.requests
7.3.5.1.1 Client side

If the existing AA has been established with the help of a confirmed COSEM-OPEN.request,
the newly invoked non-confirmed OPEN.request shall not imply any action towards the server.
The previously established association shall be kept as it is, and the application layer shall
locally (and negatively) confirm the second COSEM-OPEN.request with a COSEM-
OPEN.confirm, indicating that the COSEM-OPEN.request has been locally failed because an
AA is already existing.

If the existing AA has been established with the help of a non-confirmed COSEM-
OPEN.fequest, the client application layer shall issue an AARQ with thg parametery of the
new CQSEM-OPEN.request, and shall replace the previous AA with the ng

The flgw chart on Figure 19 summarizes non-confirmed COSEM-QP jling at

the clignt side.

COSEM-OPEN.p€q
( service class: non-confirmed)
N\

YES

l

Keep existinggv\ Delete e)vvn?gAA
Send AARQ with the

/\ 3 connection-less
XX.DATA.req service

(LOGAL, FAL URE)
A NS Create AA

N
COSEM-OPEN.cnf
(LOCAL, OK)

O

Figure 19 — Handling non-confirmed COSEM-OPEN.request at the client side

IEO  206/00

If the existing AA is a pre-established AA, the second COSEM-OPEN.request shall not imply
any action towards the server. The pre-established association shall be kept as it is, and the
application layer shall locally (and negatively) confirm the second COSEM-OPEN.request with
a COSEM-OPEN.confirm, indicating that the COSEM-OPEN.request has been locally failed
because of an already existing pre-established AA.

7.3.5.1.2 Server side

If the server receives an AARQ containing the parameters of an already established AA,
transported within a connectionless XX-DATA.indication service of the supporting lower
protocol layer (meaning that it is a non-confirmed COSEM-OPEN.request), the server
behaviour shall depend on the type of the already existing AA.
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If this, existing AA is a non-confirmed AA, the existing AA shall be deleted (released), and the
server shall try to establish the AA corresponding to the newly received request. Even if it is
not ensured that this new AA can be created, (e.g. the received AARQ does not contain the
right password) the previous AA shall be released.

On the other hand, if the received AARQ indication contains the parameters of an already
established confirmed AA, the received AARQ shall be simply discarded, and the existing AA
shall be kept as it is.

The flow chart of Figure 20 summarizes non-confirmed COSEM-OPEN.indication handling at
the server side.

Finally| if the existing AA is a pre-established AA, the second COSEM-OPEN.regquest lshall not
imply dny action: the pre-established association shall be kept as j e’ received
AARQ ghall be discarded (no COSEM-OPEN.indication shall be gen

XX-DATA.ind( AARQ )

megsag

. <\(\ lete existing AA —
Discard received r

A

Q K COSEM-OPEN.ind
A

( service class: non-confirmed)
@%ﬁ@ l
\) Create new AA

O

Figure 20 — Handling the reception of a non-confirmed AARQ at the server side

IEC 287/02

7.3.5.2 Handling repeated confirmed COSEM-OPEN.requests
7.3.5.2.1 Client side

If the existing AA has been established with the help of a confirmed COSEM-OPEN.request,
the newly invoked confirmed COSEM-OPEN.request shall not imply any action towards the
server: the previously established association shall be kept as it is, and the application layer
shall locally (and negatively) confirm the second COSEM-OPEN.request with a COSEM-
OPEN.confirm, indicating that the COSEM-OPEN.request has been locally failed because of
an already existing AA.
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If the existing AA has been established with the help of a non-confirmed COSEM-
OPEN.request, the client application layer shall try to establish the newly requested AA, by
establishing the required lower layer connection(s) and then sending the AARQ APDU to the
server with the help of the connection-oriented XX-DATA.request service. In this case, if the
establishment of the newly requested confirmed AA fails (for any reason) the previously
existing non-confirmed AA shall be kept. Otherwise — if the establishment of the newly
requested AA is successful — the previously existing non-confirmed AA shall be replaced with
the new, confirmed AA.

Finally, if the newly requested AA corresponds to a pre-established AA, the second COSEM-
OPEN.request shall not imply any action towards the server. The pre-established association
shall be kept as it is_and the application Iayer shall Inr‘ally (and negntively) confirm the
second COSEM-OPEN.request with a COSEM-OPEN.confirm, indicating that thecCIOSEM-
OPEN.fequest has been locally failed because of an already existing p ished AA.

7.3.5.2]2 Server side

Receptjon of an AARQ in a confirmed way is possible only on an akeg d lower
protocql layer connection. If the received AARQ indicatijc N $ of an
already established AA, the server behaviour shall depend on thetype of thi existing
AA. If |t has been established in a confirmed manne the AARQ ghall be
considgred as an error: the existing AA shall b ived AARQ shall be
discarded.

In the case when the already existing\AA 2l i i hanner,
the recpived AARQ shall be handled normallys S gcoded
and the server application layer shall generate a rimitive
with thése parameters. If the COSEM CESS AA can

be accepted, the server s i - i vith the
new one. Otherwise, if th Q ot b& accepted, the previously establish¢d non-

confirmed AA shall be[kept. L rver shall send back an AARE APDU with
the apgropriate information e nh

Finally] if the ne YUE A_corresgponds to a pre-established AA, the second COSEM-
OPEN.fequest sha i ; G : the pre-established association shall be kept as it
is, and i pbe discarded (no COSEM-OPEN.indication shall be
genera

An exigting_ applicatién association can be released gracefully or non-gracefully. Graceful
releasq means that it is the protocol machine, which notifies its peer that it is releading the
associatiomGracefutteteasecanm beinitiatedomnty by the clienmtappticationm process:

Non-graceful release means that the association is unexpectedly terminated. The reason for
such an event is always outside of the protocol: it can be, for example the detection of a
physical disconnection not initiated by the application process.

7.3.6.2 Graceful release of an application association

Graceful release of an application association is always initiated by the client application by
invoking the COSEM-RELEASE.request service.
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According to the protocol of the ACSE, an A_RELEASE.request APDU should be generated.
However, as in the COSEM environment the existence of an application association is bound
to the corresponding lower protocol layer connection on a one per one basis, the invocation
of the COSEM-RELEASE.request service shall imply directly the invocation of a XX-
DISCONNECT.request service primitive. This request shall initiate the disconnection of the
lower protocol layers. As a result of the required message exchanges at the lower protocol
layer level, the disconnect request shall be indicated to the server application layer via the
XX-DISCONNECT.indication service primitive, as it is shown in Figure 21.

41 Client Client Server
Client o ) ; S¢rver
. application supporting supporting .
applicgtion appl|cation
rocdss layer protocol layer protocol layer rdoess
P control function (XX) (XX) p
Client and server application layers are in ASSOCIATED state, lower layer coq{ectl s\)\iregitagh\hed\
\
COSEM-

RELEASE.req

Client application layer CF

is in ASSOCIATION
RELEASE PENDING state
XX-DISCONNECT .reg
K

X @ Jind

S¢rver application layer CF
is in ASSOCIATION
RELEASE PENDING state

COSEM-RELEASE.ind

XX-DISCONNECT res |gOSEM-RELEASE res

COSEM- XX-DISCO CT.cnf]
RELEASE .cnf hiw (-\

lient 3 Server supporting

la conn i layer connection is

DIS DISCONNECTED
Cllent Ilcatlo laye
st e

/\\T%p atlomisomanon is released, lower layer connection(s) are disconnected
NCIX | | |
| NP =AN I\/I | [ | |

Graceful release of an application association

Server application layer CF
is in IDLE state

The se icatigr’ layer shall interpret this XX-DISCONNECT .indication as a request for
releasingithe appllcatlon assomahon and shall |nd|cate thls request to the COSEM| server
applicati 3

The COSEM server application process shall accept the required disconnection and shall
invoke the COSEM-RELEASE.response service with the appropriate parameters.

Upon the receipt of the COSEM-RELEASE.response service invocation, the server application
layer shall invoke the XX-DISCONNECT.response service of the supporting protocol layer
with the appropriate service parameters. At the same moment, the Control function of the
server application layer shall enter the ‘IDLE’ state17.

17 The release of the existing application association may require internal communication among the application
service elements (ACSE, xDLMS-ASE) and the Control function inside the server application layer. These
interactions are not shown in the figures.
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Invocation of the XX-DISCONNECT.response service primitive causes the server supporting
layer(s) to disconnect the related connection(s) and to inform about it the peer supporting
layer(s). The reception of this information shall be indicated to the client application layer by
the XX-DISCONNECT.confirm primitive, which is relayed to the client application process by
the client application layer via the COSEM-RELEASE.confirm service primitive. The
invocation of this primitive means that the association has been successfully released.

7.3.6.3 Non-graceful release of an application association

Non-graceful release of application associations in COSEM may be the result of a detected
physical disconnection. Disconnection of the physical connection can be requested voluntarily
by the client or by the server (outside of the protocol), or may be the result of an external
event. Control
function of the apphcatlon layer on both sides with the the XX-
DISCONNECT.indication service of the supporting protocol layer.

Figure P2 shows the message sequence chart for aborting the ic t|o assochati
Client Client \ Sel erver
Clien| application supporting Client Sel At \ appligation rver
applicafjon layer protocol physical Channel ical N p CcO yer application
procegs control layer layer Iayer layer control prpcess
function (XX) \(Q function
I I I [\ ) I I I

Client and server application layers are/m\QSSOCIﬁJF%D st%e Iowrﬁ' Ia\(er}?nnectl (s) are established

XX- XX-
DISCONNECT
cosEm. | DISCONNECT] ON COSEM.

ABORT.ind_l¢—" /\\’ 7 X » _ ABORT.inf
"/ \xLower pro%Qaﬂder conneM(s) are aborted N

Client Server
layer CF i IDL layer CF is in IDLE
state state

< \/}?e\appwcka ogiation is non-gracefully released
A\
\ N

A

IEC |89/02
Fig lication association following a PH-ABORT.indication
NOTE T of application association is not selective: if it happens, all the| existing
associat

Within lan-OSl| environment, many different types of network objects must be identified with
globally unambiguous names. These network objects include abstract syntaxes, transfer
syntaxes, application contexts, authentication mechanism names, etc. Names for these
objects in most cases are assigned by the committee developing the particular basic 1SO
standard or by implementers’ workshops, and should be registered. For the COSEM
environment these objects are assigned by the DLMS User Association, and are specified in
this standard.

The decision no. 1999.01846 of OFCOM, Switzerland attributes the following prefix for object
identifiers specified by the DLMS User Association.

{ joint-iso-ccitt(2) country(16) country-name(756) identified-organisation(5) DLMS-UA(8) }
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For COSEM, object identifiers are specified for naming the following items:

e COSEM application context names (for LN and SN references, without or with cyphering);

¢ COSEM authentication mechanism names.

7.3.7.1 The COSEM application context

In order to effectively exchange information within an application association, the pair of AE-
invocations shall be mutually aware of, and follow a common set of rules that govern the
exchange. This common set of rules is called the application context of the application
association.

The agplication context that applies to an application association is determined-during its
establighment8. The following methods may be used:

- identifying a pre-existing application context definition;

« trarlsferring an actual description of the application context:

In the |COSEM environment, it is intended that an appl g-exists and it is

refereniced by its name during the establishment of an

The application context name is specified a COSEM

identifi¢s the application context name by the f

COSEM_Applicati

{joint-ido-ccitt(2) country(16) country-na ified- isati -UA(8)
application-context(1) context_id(x)} 63\

where the value of the context\id para

There gre four a)h\caM specified:

JOSEM Ap Gon xt Log|cal Name_Referencing_no_ciphering :

{joint-ido-ccitt(2) ame(756) identified-organisation(5) DLMS-UA(8

application-cgh

{joint-ido-ccitt( ountyy(16) country-name(756) identified-organisation(5) DLMS-UA(8
applicarion-context context_id(2)}

COSEM_Application_Context_Name-Logical_Name _with_ciphering ::=

{joint-iso-ccitt(2) country(16) country-name(756) identified-organisation(5) DLMS-UA(8)
application-context(1) context_id(3)}

COSEM_Application_Context_Name-Short Name_Referencing with_ciphering ::=

{joint-iso-ccitt(2) country(16) country-name(756) identified-organisation(5) DLMS-UA(8)
application-context(1) context_id(4)}

18 An application association has only one application context. However, the set of rules that make up the
application context of an application association may contain rules for alteration of that set of rules during the
lifetime of the application association.
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The meaning of these COSEM application contexts is:

- there are two ASEs present within the application-entity invocation, the ACSE and the
xDLMS-ASE ;

« the xDLSM-ASE is as it is specified in 61134-4-4119;

e the transfer syntax is A-XDR;

* Context_id(1): logical name referencing, no ciphering used;
e Context_id(2): short name referencing, no ciphering used;
* Context_id(3): logical name referencing, ciphering used;

° Corh:vi- AN chart nama rafarancina cinharina
text—tara—SsHef—hRae+feterehRehg—eipreHigt e

NOTE Ciphering algorithms are not defined in this standard.

In ordef to establish one of these default application contexts, the AZS ¢ AARE

APDUS| shall carry one of the above values.

7.3.7.2] COSEM authentication mechanism names

Authentication is one of the security aspects addressed § order
to prov|de different levels of security for authenticatio ‘ levels
of authpntication securities:

« no authentication (lowest level) se
* low|level, password based authenticationse

* high-level, four-pass authenticatio nd the

COSENM uses the authenticatign(feat h-level
authentication, also thp methods of-the -‘association LN/SN objects. The process of LLS and
HLS adthentication is [de hanism

used, the followi bject idengifters theptication mechanism names are specified
\/SE% iCation_Mechanism_Name :: =

{joint-is oUt(I6 )\ _country-name(756) identified-organization(5) DLMS-UA(8)

authenti nism_Xampe(2) mechanism_id(x)}

The valu f\tﬁ%w_id parameter selects one of the specified security mechanisms.

There are three a tication mechanism names specified:

deTaull-CUSENM-Iowest-level-Security-mecnanism-name<v 1=

{joint-iso-ccitt(2) country(16) country-name(756) identified-organization(5) DLMS-UA(8)
authentication_mechanism_name(2) mechanism_id(0)}

default-COSEM-low-level-security-mechanism-name ::=

{joint-iso-ccitt(2) country(16) country-name(756) identified-organization(5) DLMS-UA(8)
authentication_mechanism_name(2) mechanism_id(1)}

19 With the COSEM extensions to DLMS, see Annex B.

20 This mechanism is used for client identifier purposes in the case of multicasting and broadcasting.
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default-COSEM-high-level-security-mechanism-name ::=

{joint-iso-ccitt(2) country(16) country-name(756) identified-organization(5) DLMS-UA(8)
authentication_mechanism_name(2) mechanism_id(2)}

NOTE The mechanism name for high-level security starts from 2 and is registered by the DLMS UA.

The mechanism name element of the AARQ/AARE APDU is present only, when authentication
is used. See 7.3.3.

7.4 Protocol for data communications

All data communication services are client/server services, except the entNotification
services. Data communication is always i inyocdtion of
GET/SET/ACTION.request services. Upon invocation of any of these serviges; client
application layer protocol machine builds the corresponding APDY aN e peer
server ppplication layer.

Data cpmmunication service requests can be invoked in gonfiri i hanner.
When @ service is invoked in a confirmed manner, the_server sha . equest,
otherwise no application level confirmation is expected-

Unconfijrmed services might be invoked in t iffe N sed or
broadcast (multicast). See 7.4.1.2.

There |[is a fourth, non-client/serve service supported, the
EventN jce eserver application process is|able to

7.4.1.3

7.4.1 Protocol for the
7.4.1.1

For cor e:

+ GE
+ SE]
+ AC]

GET a es. The
ACTION service i érencing a method of a COSEM interface object instance (e.g. cdpture a

pre-definéd,set of data). For definition of attributes and methods of COSEM interface glasses,
see IEC62056-62-

The COSEM client may invoke the .request primitive of these services in a confirmed manner
within a confirmed application association only.

The COSEM server application process, upon the receipt of a data communication service
indication, shall check whether the service can be provided or not (validity, client access
rights, availability, etc.). If everything is OK, it locally applies the required service on the
corresponding ‘real’ object. If a response is required, the COSEM server application process
shall generate the appropriate .response message.
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Figure 23 shows a complete message sequence chart for a confirmed GET.request service
invocation in case of success.

. Client Client Server Server
Client application supportin supportin application Server
application p? pp” 9 pp” 9 p:) application
r0CESS ayer protocol layer protocol layer ayer process
P control function (XX) (XX) control function
Client and server application layers are in ASSOCIATED state, lower layer connection(s) are established
GET.req(NORMAL)
XX-DATA.req(APDU,
- »| XX-DATA.ind(APDU) | .
> uMNGRM*I:)—
/ﬁET.res(WAL,
 XX-DATA req(APDU{ [« Rata)
GET.cnf(NORMAL, | XX-DATA.ind(APDU) |- — — — — — — — — — B
Data) -
| [ | | |
Figure 23 — MSC for a confirmed GET servige FC 29002
NOTE The message sequence on the figure above applies oy i feed the
supportel[d maximum size of the APDU. In order to be able to trfansfe COSEM
provides|an application layer level protocol. In addition, a data\link(layer leve which is
transpargnt for the application layer. See 7.4.1.8.1.
Figure P4 shows the complete message s n case
of success.
. Client Cliel Q M Server
Cliept applicati supperti shpporting application Sefpver
applicgtion | tocol | focol | | appligation
rocdss ayer ) protoco e ocol layer ayer ) progess
p control fapction X) \—/ (XX) control function
Clien@d s rve%pplicati@ay%re NMTED state, lower layer connection(s) are established
SET.req(NORMA< \/\\)
Data) AN XX BATAReq{APDUN
N » i
\/ —————————— »| XX-DATA.ind(APDU) | SET.ind(NORMAL,
» Data)
SET.res(NORMAL,
| XX-DATA.req(APDU) [ SUCCess)
XX-DATA.ind(APDU) (= — — — — — — — — —
] ] [ ] ]
IEC 291/02

In case of failure, the server — instead of a positive acknowledgement, shown on the above
figure — shall send a negative acknowledgement, indicating the reason for the failure, as it is
shown in Figure 25.
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. Client Client Server Server
Client application supportin supportin application Server
application pp pp 9 pp 9 PP application
r0CESS layer protocol layer protocol layer layer r00ESS
P control function (XX) (XX) control function p
Client and server application layers are in ASSOCIATED state, lower layer connection(s) are established
SET.req(NORMAL,
Data) 3| XX-DATA.req(APDU
Ll .
—————————— »| XX-DATA.ind(APDU) | SET.ind(NORMAL,
Data) N
SET.res(NORMAL, |
ERROR CODE)

 XX-DATA.req(APDU) €

SETCNNORMAL, | XX-DATA.INd(APDU) [ — — — — — — — — —
ERROR CODE) |«

NOTE The message sequence in the above figures applies only if the t t expeed the
supporte[d maximum size of the APDU. In order to be able to transfer i ice,] COSEM
provides|an application layer level protocol. This is described at 7.4.1.8%3,

The mpst complex behaviour is associated with Ahe A i remote
invocafion of a method of a COSEM j / or this
compleiity is that the invocation of this metho d exchange in both dlient to
server And server to client directions, i { lang’to fit into one APDU.

Figure P6, illustrates the message seq . when the required servjce can
be granted by the server and the method in not return data.

Clignt !ien? Serve.r S?Ne.r Sqrver
applichtion pplitation supporting application application
prockss lay€r protocol layer layer pracess

hty netio) (XX) control function

Client and séyer\a;%)lic% IM in ASSOCIATED state, lower layer connection(s) are established

\CTION% (M%(-MAPDU

—————————— P XX-DATA.ind(APDU)_|ACTION.ind (NORMAL]

ACTION.res (NORMAU
success, no-data)

ACTIONicnf (NOI

L XX-DATA.req(APDU) |
-
sliccess, no-data) h

’| XX-DATA.ind(APDU)
- -

Figure 26 — MSC for the ACTION service (simplest case)

NOTE When either the parameters of the ACTION.request or the ACTION.response service do not fit in one
APDU, the protocol defined in 7.4.1.8.4 for transferring long service parameters can be used.
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7.4.1.2 Protocol for unconfirmed services

All client/server services may also be invoked in unconfirmed manner within an established
confirmed or unconfirmed application association. The following service primitives are
supported:

e« GET (.request/.indication);
e SET (.request/.indication);
* ACTION (.request/.indication).

7.4.1.3_Protocol for the EventNotification service

This sybclause specifies the protocol for the EventNotification.reques thel server

application layer, specified in 6.6.3.2.7.

Events| like alarms, fraud detection, or simply a counie occur

asynch i request

from th LOSEM

client/s

In order to ensure that the cllent is mformed about sug 3 /server

type s ice in a

server is the

responsibili

A server device may detect mented

applicattion behaviour, it ma om the

communications point of

a) no physical connecti server,
and any client device ;

b) thefe is aI device
containing the ¥e

In case tion. In

case b

+ the

+ the ion;

+ the ion;

e etc|

Upon invocation of the EventNotification.request service, the COSEM server application layer
shall build an EventNotification.request APDU. This APDU shall be sent from the SAP of the
management logical device to the SAP of the client management application process, using
data communication services of the lower layers, in a non-solicited manner.

In some protocol profiles, the lower protocol layers do not allow to provide a really unsolicited
EventNotification service. In such cases, the client has to trigger the sending of the Event
Notification.request APDU, using the Trigger_ EventNotification_Sending.request service,
defined in 6.5.4.2. The MSC shown in Figure 27 represents this case.

21 When short name referencing is used, the service is called InformationReport at the server side.

22 Physical connection cannot be established when the server has only a local interface (e.g. an optical port as
defined in IEC 62056-21) and the hand held terminal, running the client application is not connected, or the
server has a PSTN interface, but the telephone line is not available. Handling such cases is implementation
specific.
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Client . . Server
. . Client Client Server Server .
physical Client man- - . . L o Server man- physical
! application supporting Client Server supporting application !
connection- agement R . agement connection-
- layer protocol physical physical protocol layer L
and protocol application application and protocol
X . control layer layer layer layer control X P
identification process N N process identification
function (XX) (XX) function
manager manager

No physical connection is established between the server and client devices

Event (to be notified) is detected

PH—COrllNECT.req

<

Physical connection
establishment

‘PH—CONNECT.i d
)

PH-CONNECT.cnf

EventNotifi- PH-
XX- cation.req

CONNECT_OK
i _

— DATATEq |«
<
< PDU s pending >
P to?o‘Pk@

%f\on.req

Y

Protocol-Identification.res
<
rofile-ID/ Trigger_Event
Pprameters Notification_
7| Sending.req
EventNotifi-
cation.ind

XX-YYYY.req

XX-DATA.ind
—

Profile-Spe

bending PDU ’_6 \
pending PDL
l—

ific-message (authgrization) \ \

N

The firgt action of the server is to establsh a\pf

NOTE

Succegsful physical conp€

connedtion manager process.
process$, that the Evenl
server ppplication lay

connedctionless

paramgter carryi

At this|moment,
will be ptored j

remote

IEC 294/02

hysical
lication
ne, the
bke the
e data

thus it

e is no
d by a

The clignt,,at this moment, may not know, which protocol profile is used by the calling(server.
identify the protocol

Therefare

it has to

stack using the protocol identification

ervice

described in IEC 62056-42. This is shown as a “Protocol-ldentification.req” and a “Protocol-
Identification.res” message in Figure 27. After the identification of the protocol profile used by
the server, the client is able to instantiate the right protocol stack. If it is required in the given
profile, the client shall invoke the Trigger_ EventNotification_Sending.request service of the
client application layer.

Upon invocation of this service, the client shall send its “authorization” to the server: this
“authorization” message depends on the profile used. When this authorization is received, the
server shall send the pending Event-Notification-Request APDU, using connectionless data
transmission services. The received Event-Notification-Request APDU shall be indicated to
the client application process as an EventNotification.indication. At this moment, the client is
notified about the event, the sequence is completed.
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The sequence described above is only an example: depending on the implemented behaviour,
servers may report events in different circumstances. In any case, in order to notify the client
about the detection of an event:

« the server shall use the EventNotification.request service invocation;

« this service invocation shall make the server application layer to build an
EventNotification.request APDU;

< the resulting supporting layer PDU shall be sent at the first opportunity to the client, using
the connectionless data communication services of the supporting layer. The nature of this
first opportunity depends on the communications profile used,;

« the received supporting layer PDU, which includes the EventNotification.request message,

sha]l be indicated to the client application layer with the help of the/€o i ss XX-
DATA.indication service. Upon reception of this service, the client icati er shall
genlerate an EventNotification.indication23 service to the COSEM i ;
* evept notifications are always sent from the manageme i i to the
mamagement application process.
7.4.1.4| Identifying a service invocation: using Invoke_-
A complete confirmed data communication service g je of a
.requegt and a .response type message (indicated td lication
and .confirmation service primitives). In the client/s by the
client gnd responses are sent by the . the clien| owed to send several .regquests
before receiving the .response for the } ‘ ¢ ence in
the .re$ponse message to the corresponding\reque age. ise, iti ossible
to identify, which .request corresponds/to a .respg
The Inyoke-Id service para o i S ing . se. The
value df this parameter is*g i p . imitive i carries
a diffeent Invoke_Id. lessage
into thg corresponding
The Inyoke Id is fied by
their address paramé
The E»entNot|f|c io e - is not a client/server type service — does not contain
Invoke [ i ere is no corresponding .response service, thus therg is no
need td
7.41.5

receiving{,/a response to a new request before the response to a previous request is
completed

COSEI i va_pfiority levels, NORMAL (FALSE) and HIGH (TRUE). This featurg allows

Normally, the server shall serve incoming service .requests in the order of their reception
(FIFS, First In, First Served24). However, it is possible to request to be served first by setting
the priority service parameter of a .request to HIGH: a .request with priority HIGH shall be
served before the previous requests with priority NORMAL. The .response primitive shall carry
the same priority flag as that of the corresponding .request. Managing priority is a negotiable
feature: its support is indicated by BIT 9 of the xDLMS conformance block.

NOTE If the feature is not supported, requests with HIGH priority shall be served with NORMAL priority.

23 At the client side it is always EventNotification.indication, independently of the referencing scheme (logical
name or short name ) used at the server side.

24 As service invocations are identified with an Invoke_Id — services with the same priority can be served in any
order.
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7.4.1.6 Selective access

GET/SET services typically reference the entire attribute of a COSEM interface object.
However, for certain attributes, selective access to just a part of the attribute may be
provided. The part of the attribute is identified by specific selective access parameters.25
These selective access parameters are defined as part of the attribute specification of the
given COSEM interface class specification, see IEC 62056-62.

The selective access specification always starts with an access selector, followed by an
access-specific access parameter list. In order to encode the selective access parameters, a
'selective-access-descriptor' type has been specified:

Sel JbtiVU'AbbUbb'DUDbl;thI e SEQUE?‘;CE

{

access-selector Unsigneds,

access-parameters Data

}
Using |this type, the required parameters for in the
corresgonding LN APDUs as an OPTIONAL field:

access-selection Selective-Access-D
Selectiye access is a negotiable fea XxDLMS
conformance block.
7.4.1.7| Multiple references in the sa st
7.4.1.7]1 The Attribute_g refere
GET/SET services typita a ¢/ of a COSEM interface object. The dttribute
referenjced is iden:fie 8 , SEM_Object_Attribute_Id service parameter.
By conpention, at d from 1 to n, where Attribute_1 is the logical name of

the CO[SEM interfac act. si{trfers may add proprietary methods and/or attriutes to
any object, using\pegat ee also 4.1. of IEC 62056-62.

The v3 e COSEM_Object_Attribute_Id (Attribute_0)26 has a [special
meaning. arehges’ all\attributes with positive index (public attributes).

A GET e with COSEM_Object_Attribute Id = 0 requests the value of al| public
attribut eférenced object. The response to this request shall be a sfructure
containing/ the value for all public attributes (data) in the order of their appearance in the

giVen OHe SA attoh- © al ottt O—AWHn 043 e SLR gtatea—AWHeHA given
association, or which cannot be accessed for any other reason, a null_data type NULL value
shall be returned.

25 Although the specification of these selection parameters is independent of the referencing method used (LN or
SN), the use of these parameters is different for services using logical name (LN) referencing (GET/SET), and
services using short name (SN) referencing (read/write). In this subclause selective access for the case of LN
referencing is discussed. Selective access with SN referencing is called ‘parameterized access’, and is
discussed in 7.4.2.7.

26 The Attribute_0 feature cannot be applied when short name referencing is used.
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A SET.request service with COSEM_Object_Attribute_Id = 0 requests to set the value of all
public attributes of the referenced object. The data sent with this request shall be a structure,
containing for each public attribute, in the order if their appearance in the given object
specification, either a value or a null_data type NULL value. The meaning of this NULL value
is that the given attribute need not be set.

The response to this request shall be a structure containing the result for each public attribute
(data-access-result) in the order of their appearance in the given object specification,
indicating the success or failure of the requested SET operation. The response shall be
carried by a SET-Response-With-List — type APDU.

Attribute_0 referencing is a negotiable feature: its support for the GET service is indicated by
BIT 10 and for the SET service by BIT 8 of the xXDLMS conformance block.

7.4.1.7|2 Attribute reference list

A complete (LN) reference for an attribute includes the following g

class-id Cosem-Class-Id,
instance-id Cosem-Object- Insta
attribute-id

access-selection

A .reqyest service may contain one such refere e Qr 2 b ‘ . ification
of the APDUs for the different types of

7.41.8
7.41.8
The sqrvice parameters<of datad com vices are transported by the APDUs,
exchanged between the pe » ing d form. In some cases, the APDU [can be

longer [than that whic ansmit in one piece. In order to be jable to

exchanjge such @ echanisms are available:

a) long data transfe ¢ a cation level protocol. This mechanism can be usgpd with
any of the spegifle BLVi &ET and ACTION) and with any protocol profilg and is
spdcified in the fallo ' :

b) long datg transfer sparent manner to the client application. This feature |can be
usdd i protocols providing segmentation. As transparent long data
trans IS 'S 'f|ed only for the direction from the server to the client, the servier side
supporti s >l Iayer provides special services for this purpose to the| server

apglicatio Ms these services are specific to the supporting protocol layer, hgndling
thege services\s not within the scope of this specification — in other words no $pecific
apglieation layer services and protocol are specified for this purpose. When the sugporting
protacol Iaypr supports transparent Inng data transfer the server side applicati Iayer

implementation may be able to manage these services.

7.4.1.8.2 Application protocol for long data transfer with the GET service

Long data transfer with the GET service is specified only for the data in the GET.response
service primitive.

The length of the encoded form of service parameters for selective access and/or multiple
attribute references in the GET.request service shall not exceed the maximum allowed size of
APDUs.
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GET.request services shall be of type NORMAL or WITH-LIST. Upon reception of a
GET.request, the server application process shall assemble the requested data. If the data fit
into one APDU, the server application process shall invoke the GET.response service with
NORMAL or WITH-LIST type, with the value(s) of the required attribute(s) as the result
parameter.

If the data do not fit into one APDU and block transfer is supported (bit11 of the xDLMS
conformance block), the server application process shall send the data in blocks.

First, the data shall be encoded, as if they would fit into one APDU. The result is a series of
bytes, D4,D,,D3,....Dn. The server shall then assemble a DataBlock-G data structure (page 93)
with the fu“uvvillg contents:

last-bldck (BOOLEAN) FALSE
block-number (Unsigned32) 0001
result ((MPLICIT OCTETSTRING)27 = the first K bytes of the encoded ¥ ..Dk)

This DataBlock-G shall be the first part of the response. The

5s shall

invoke [the GET.response service with Response_type = O | Id and
priority|parameters copied from the GET.request invocati hBlock-
G as rgsult parameter.

Upon rgeception of this GET.response (signalled as | i 8 _cli application prdcess is
informdgd that the response for its reque S it i DU and shall procged for
the long data transfer. It shall store thé data a0 eivéd APDU - (D4,D,,D4,....Dk)
— and [shall acknowledge the receiv QCHh i N e GET.request servige with

Requegt _type = NEXT and with the follow#
invokedid-and-priority =
block-number =

When the server receij ¢ ; it shall prepare and send the neikt data
block, including Dg+1,Djk+2) i mber = 0002. This exchange of data blocks

and ag¢knowled continue until the last Data Block, including
Dwm,Du+h,Dms2, .. .. S ck (BOOLEAN) parameter of this DataBlock-G

sequence shall be data block shall not be acknowledged by thg client.

After the receptio data blfock, the long data transfer with the GET sefvice is
compl

Figure |28 shaws a ) or the case, when the requested data can be sent ip three
parts, 3r

27 |t is the raw-data CHOICE. (see page 93).
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rver may gener
quest, or@

data with &T rvice in

]
three data blocks

block-number shall be equal to the block number expected
ock-number + 1), and the result shall contain a data-acces
on of the failure;

Block Number pqrnmnfnr ina GET indication of 1ypn NEXT is not nqnnl

EC 295/02
plete xespogse (D4,D,,D3,....Dy) upon the receipt of the first
ate\the“serieg”of data blocks of the response dynamically (on

Bes are

it shall
tk shall
by the
5-result

to the

BIock_Nurﬁber parameter of the last block sent by the server. The server shall interpret
this case, as if the client would like to abort the ongoing transfer. The server, instead of

sending back the next data block, shall send a Get-Response-With-Datablock APDU.

In

the DataBlock-G, the last-block shall be set to TRUE, the block-number shall be equal to
the block-number received in the Get-Request-Next APDU and the result shall be data-
access-result = long-get-aborted;

e the server may receive a GET.indication of type NEXT when no long data transfer is in
progress. In this case, the response shall be a Get-Response-With-Datablock APDU. In
the DataBlock-G, the last-block shall be set to TRUE, the block-number shall be equal to
the block-number received in the Get-Request-Next APDU and the result shall be data-
access-result = no-long-get-in-progress.

During the data exchange, the Invoke-ld-and-Priority parameter shall be the same for all
APDUs. If during a long data transfer another service request is received, it shall be served
according to the priority rules.
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Block transfer with the GET service is a negotiable feature: its support is indicated by BIT 11
of the xXDLMS conformance block.

7.4.1.8.3 Application protocol for long data transfer with the SET service

Long data transfer with the SET service is specified only for the data in the SET.request
service primitive.

The length of the encoded form of service parameters for selective access and/or multiple
attribute references in the SET.response service shall not exceed the maximum allowed
APDU size.

The main difference between the GET and the SET .request services is thiat the client,| before
issuing|the first SET.request service invocation, already knows whethe nsfer is
required or not. If long data transfer is required — and if block tran bit12 of
the xDLMS conformance block) — the first SET.request service sha|l e first
data blpck.

N
Clieht Client su:);;l)lgr:?ng \ er Sefver
applicdtion application applicati appligation
procgss layer protoz:)(())l(l)ayer \ layer progess

| ANAL S ]
An association between the cliert a serv?/aﬁplic?hon prcéess% i%al eady established

- - .req(Data)
BLOCDIZ'taBllaTgIc(E)nO_1' — Set-Request-With- XXBATA.Nd(Data) |set i g(FIRST BLOCH
p|First-Datablock APDU| /“genging SERGequest |\~ Set-Request-With- , Block_no=1,
> y»| Rrst-Datablock APDU

SET.cnf(ACK-BLOCK,

P DataBlock)
Q XX-DATA req(Data) SET res(ACK-
-- Set-Response- BLOCK, Result=0K,
Block_no=1,
S SET.resbonse < Datablock APDU < ock_no=1,)

Result==0K,
Block_no=1)
SET.req(ONE-
BLOCK, Blogk”ndz2, XX-DATA.ind(Data) SET.ind(ONE-
DataBldck) \Q - Set-Request-With- | B| OCK, Block_no=2,
» \/ndlng SET.request Datablock APDU DataBIocE)
SET.cnf(ACK. XX-DATA.req(Data) | _ SET.res(ACK-
BLOCKS -- Set-Response- BLOCK, Resu_lt—OK,
Resulj<= Sending SET.response | , Datablock APDU | Block_no=2)
Blgek_no=2) <
ET ea(LASTN | o g Pd(Deta) XX-DATA.ind(Data)
(0] Block_%Q=38, -- Set-Request-With- ; _
DataRIbgk) tablock APDU Datablock APDU SETNd(LAST
-- Lgst-block = TRUE Sending SET.request -~ BLOCK, Block_no=3,
A\ > 9 9 — Last-block = TRUE DataBlock)
SET.res(LAST-BLOCK
SET.oNf(LAST-BDSCK, | xX-DATA.ind(Data) XX-DATA.req(Data) Result=OK,
Result==0K, -- Set-Response- - Set-Response Block_no=3)
Elock_no=3) Last-Datablock APDU| , Sending SET.response |J-ast-Datablock APDU |« =

IEC 296/02

Figure 29 — Long data transfer in three data blocks with the SET service.

In both cases, the first SET.request service invocation may contain a single attribute
reference, or a list of attribute references. Although the data contents of the SET.request may
be transmitted in several data blocks, attribute reference(s) shall be present only in the first
SET.request invocation service.

The client assembles data blocks in the same way as described in the previous chapter. Data
blocks are placed into DataBlock-SA structures as raw-data and are sent to the server.
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Each data block shall be acknowledged by the server with a SET.response service primitive,
of Response_type = ACK_BLOCK. The Result parameter indicates only the good (or not
good) reception of the data block.

The server shall acknowledge the whole SET.request service invocation after the reception of
the last data block, with a SET.response service primitive of type LAST-BLOCK or LAST-
BLOCK-WITH-LIST. The result parameter in this service indicates the result of the SET
operation.

If any error occurs during the long data transfer, the transfer shall be aborted. Error cases are
as follows:

« thelserver is not able to handle the received next DataBlock-SA, for an | In this
casp, it shall send back a Set-Response-Last-Datablock APDU, ameter
indicating the reason for aborting the transfer and shall consider the tran inated;

e the|Block_Number parameter in a received SET.indication of\type ( is not
equal to the Block_Number parameter expected by the ser ive 1). The
seryer shall interpret this as if the client would like to_abort th ohgoing, tr br. The

seryer shall send back a Set-Response-Last-Datablo esult =

long-set-aborted;

« the i .indicati hen\no long data fransfer
is im progress. In this case, the response shall | ) S - APDU
with i

er shall be the same| for all
is received, it shall be|served

During
APDUs|.

Block transfer with the SE f ture: its support is indicated by(BIT 12
of the ¥DLMS conformance

7.4.1.8/4 Applicir? n ¥k wnghdata transfer with the ACTION service

Remot¢ invocatiort of ice may
require U size
allowed. k data,

which ¢ service

is avail
Long d

o firs ameter

blo¢ks, ifit is required);

* second, the server shatttransmit the whote ACTTONTesponse to the ctient {im parameter
blocks, if it is required).

Similarly to the SET service, the client, before issuing the first ACTION.request service
invocation, already knows whether a long data transfer is required or not. If long data transfer
is required — and if block transfer is supported (bit13 of the xDLMS conformance block) — the
first ACTION.request service invocation shall already contain the first data block.

In both cases, the first ACTION.request invocation may contain a single method reference, or
a list of method references. Although the data contents of the ACTION.request (the
Method_Invocation_Parameters) may be transmitted in several data blocks, method
reference(s) shall be present only in the first invocation of the ACTION.request service.

The client assembles the data block in the same way as it is described in 7.4.1.8.3. Data
blocks shall be placed into DataBlock-SA data structures as raw-data, and sent to the server.
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Once the complete ACTION.request is transmitted and the server has locally activated all
required methods, the server shall invoke the ACTION.response service. The response to one
method invocation shall contain a SEQUENCE of two parameters: the first parameter
indicates the result of the method invocation (result), and the second, optional one carries the
data required by the ACTION invocation. See page 90.

The ACTION.response service primitive may take one of the following forms:

« NORMAL: the corresponding ACTION.request contained only one method reference, and
the response fits into one APDU;

*  WITH-LIST: the corresponding ACTION.request contained a list of method references, and
the camplete respanse fits into one APDLI:

method
to that

« BLQCK: the corresponding ACTION.request could contain only o
refdrences (it determines only the contents of the parameter bloc

ACTION.request does not fit into one APDU. In this case, the a long
data transfer, which shall take place similarly as it is describe vice in
7.411.8.2.
Figure |30 illustrates a case, when the client sends an & ré ' i ultiple
method references in three blocks, and the server send i . Similarly

to the GET service, the service is completed when
the seryer. This block is not acknowledged by the client

&

sent by
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Client
Application
Process

Ap|

. Client Server
Client supporting supporting Server Server
plication Protocol Layer Protocol Layer Application Application
Layer (XX) (XX) Layer Process

An Association between the Client and Server Application Processes is already established

ACTION.req
(WITH-LIST-AND-
FIRST-BLOCK)

XX-DATA req(Data)
+ Action-Request-With-
List-And-First-Pblock

» APDU >

Sending
ACTION.request

XX-DATA.ind(Data)
--Action-Request-With-
List-And-First-Pblock
APDU

XX-DATA.ind(Data)

A 4

ACTION.ind
(WITH-LIST-AND-
FIRST-BLOCK)

XX-DATA .req(Data)
-- Action- Response-

ACTION.res(ACK- |
BLOCK, success,

ACTION.cnf(ACK- -- Action-Response- Sending . Ly Black no=1)
BLOCK, success, Next-Pblock APDU ACTION.response L t-FbtockARBY
Block_no=1) -

-
" XX-DATA req(Data)

ACTION.req(ONE-

-- Action-Request-With-

ACTION.cnf(ONE-
BLOCK, success,
Block_no=2)

BLOCK, Block_no=2)
»

Pblock APDU
L

Sending
ACTION.request

XX-DATA.ind(Data)
-- Action-Request-Wj
Pblock APD

XX-DATA.ind(Data)
-- Action-Response-
Next-Pblock APDU

Sending
ACTION.response

N&\
\Skomo =2)

XX-DATAAet{Dat:
-- Actio

__ NextPbl
)

espon:
k APDU

Nre
3 SUCCesS,
S Iock 0= 2
Y

ACTION.req(LAST-

“XX-DATA req(Dat)
--Action-Request-With-

BLOCK, Block_no=3) |
Lad

Pblock APDU
>,

Sending

ACTION.request /

ACTION.ind(LAST-
LOCK, Block_no=3)

ACTION.cnf(ONE-
BLOCK, Block_no=1,
DataBlock)

XX-DATA.ind(Data)
-- Action-Response-
‘With-PbIock APDU

ending
C response

ACTION.res(ONE-
BLOCK, Block_no=1,
DataBlock)

ACTION.req(NEXT,
Block_no=1)

‘xx-DATA.req(Data)
-- Action-Request-

ACTION.cnf(LAST-
BLOCK, Block_no=2,
DataBlock-Sp)

»|_Nexi-Bblock APDU

-DATA.ind(Data)
Z- Action-Request-

Tl
)
nding
AETIO eques NS
»

ending

ACTION: nse

Next-Pblock APDU N
Lad

ACTION.ind(NEXT,
Block_no=1)

XX-DATA.req(Data)

-- Action-Response-
__ With-Pblock-APDU
)

ACTION.res(LAST-
BLOCK, Block_no=2,
,_ DataBlock-SA)
)

)

7
\ﬁf\er of\nQAC}K%N.response is completed in two blocks

The firs
part of

If any €

the same as the cases descrlbed in 7 4 1. 8 2 and 7 4. 1 8 3.

IEC

During the data exchange, the Invoke-ld-and-Priority parameter shall be the same for all
APDUs. If during a long data transfer another service request is received, it shall be served

according to the prior

Block transfer with the ACTION service is a negotiable feature:

ity rules.

its support is indicated by

BIT 13 of the xDLMS conformance block. If block transfer is supported, it should be supported

in both directions.
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7.4.2 Protocol for the xDLMS services using SN referencing
7.4.2.1 Protocol for confirmed services
The following services are supported when invoked in a confirmed manner:

* Read;
«  Write.

As it is defined in 5.3.2, the COSEM client application process always invokes data
communication services with logical name references. When the server uses short name
referencing, the client application layer shall transform service invocations using LN

la

referen ;lly to—service—inveocations oSHQ SN |ch|cuu;||9. Hrts—s—done
mapper service element of the ASO. The mapping is defined in 6.5.5.2. These
services shall then be transmitted to the server.

Upon the receipt of a service request, the server application pro
servicel can be provided or not (validity, client access right, axailabi
OK, it [locally applies the required service to the correspo

server |application process generates then the appropn
referencing. This message shall be re-translated
referenicing by the client application layer.

A complete message sequence for the ReadRe
Figure B1.

+lo lo
Ui ollTuUl

name
rencing

Clignt Client Clie . Server
applicgtion application suppoting application
protocol \ayer layer

procgss layer (\ N

Sej
appli
pro

rver
ation
bess

N N
I ~ )
An asskciWn thé\cli}hgnd Mcation processes is already established

-- Read.request
) AP

GET.request(}4N) g
o ALQ‘(>A X-DATA(req(Data)
»

ending XX-DATA.ind(Data)
- -- Read.request
(SN) APDU

XX-DATA .req(Data) Read.re

Read.indication(SN)‘
Ll

sponse(Data

-- Read.response |«

. - APDU
) Sending <
GET.confirm() XX-DATA.ind(Data) |
(NORMAL,Data, 1 Read.response
Dafa-Access- <
Result)

Figure 31 — MSC for the ReadRequest/Response services

IEC

298/02

NOTE The message sequence applies only if the size of data to be transferred does not exceed the maximum
APDU size supported. Non-transparent long-data transfer (see 7.4.1.8) is not available with short name

referencing.
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7.4.2.2 Protocol for unconfirmed services
For unconfirmed requests, the following service is available:
¢ UnconfirmedWriteRequest.

The COSEM client may only invoke this .request primitive when an application association
has already been established. Upon the receipt of this request, the client application layer
shall invoke the connectionless data transfer service of the supporting protocol layer ( XX-
DATA.request ) with the correctly formatted APDU as data parameter.

At the supporting layer level, the resulting XX-PDU shall be transmitted using the connection-

less ddta transmission service to the indicated destination address. Thrg inds of

destination addresses are possible: individual, group or broadcash on the

destindtion address type, the receiving station shall handle incoming ntly, as
follows

* XX{PDUs with an individual address of a COSEM logical de¥ice: : ived within
an established application association they shall be sentto % S logical
devjce, otherwise shall be discarded;

e XX be sent
to t e shall
be ressed
group of COSEM logical devices;

e XX logical
deyv ciation
established between a client and the

7.4.2.3| Protocol for the«

This sybclause specifi server

applicaltion layer, spec

Events [ asyn-

chrono

In ordef to ersurethat ¥ /server

type sgrvj ce of a

server Dility of

the ma

A server device maydetect an event, which should be notified to a client, at any monment. At

this mqment, from the communications point of view, the server may be in two different|states,

as follows:

a) no physical connection is established between the physical device including the server,
which detected the event and any client device (but this connection to the client device
can be established 29);

b) there is already an established physical connection between the physical device including
the server, which detected the event, and a client application.

28 When logical name referencing is used, the service is called EventNotification at the server side. At the client’s
side the received InformationReport SN service is mapped to an EventNotification.indication service as
described below.

29 Physical connection cannot be established when the server has only a local interface (e.g. IEC 62056-21 optical
link), and the hand held terminal, housing the client application is not connected, or the telephone line is not
available for a server which has a PSTN connection. Handling such cases is implementation specific.
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In case a), in order to notify the event, the server shall first establish a physical connection.
In case b) the following choices are available:

« the

detected event might be reported via the existing connection;

« the current connection could be immediately aborted in order to start a new connection;

« the server may wait for the end of the current session before starting a new connection;

e etc.

Upon invocation of the InformationReport.request service, the COSEM server application shall
build an InformationReport.request APDU. This APDU shall be sent from the SAP of the
management logical device to the SAP of the client management device, using of data

servicefs of the TOwer Tayers, In a non-solicited manner.
In some profiles the lower layers do not allow to provide <@ olicited
InformgtionReport.request service. In such cases, the client shall tti of the
InformgtionReport.request APDU in using the Trigger_ EventNotifics fequest
service|
Figure |27 shows an example for the EventNotification s plies to
the InfgrmationReport service. The difference is that in server,
instead invoking the EventNotification.request ‘mation
Reportlrequest service of the server side applicatipn layer, mitted
APDU [shall correspond to this, InformationRepoxt fis no
changd: upon the receipt of an Info r shall
generafe an EventNotification.indication primi
7.4.2.4] Mapping of an InformationRe
service
The InformationReport se DU can
be fourd in IEC 61334
InformationReportReq
current-t GeneralizedTime OPTIONAL
variable-acte SEQUENCE OF VariableAccessSpecificatjon,
list-of-dats
|3
where the cyrrent sfer defines the time instance when the event occurr¢d. The
variablg-gecess-specfication\parameter contains a list of short names describing the
attribut ! QAtain information relevant to the event. The list-of-data parameter|carries
the val attiibutes’defined in the variable-access-specification.
While the dnformatigiReportRequest APDU may carry several attribute names and their
conten{s;{/the EventNotification.ind (see 6.5.4.1.) contains only one attribute refgerence.
Theref re; in—the case when the InfnrmnfinnannrfDQQ||ncf APDU contains—more thhn one

attribute, it must be mapped to several EventNotification.ind services. The service parameters

are ma

pped as follows:

EventNotification.ind InformationReport
Time (optional) current-time (optional)
COSEM_Class_lId, variable—name (as part of the

COSEM_Object_Instance_Id, variable-access-specification)

COSEM_Object_Attribute_Id

attribute value Data (as part of list-of-data)
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7.4.2.5 Identifying a service invocation

This feature is not provided in conjunction with SN referencing.

7.4.2.6 Using priority

A priority feature is not provided in conjunction with SN referencing. The server treats the
services on a “first come first served” basis.

7.4.2.7 Selective access

READ/WR ervice pica eference the entire attribute of a COSEM_ interface object.
However, for certain attributes selective access to just part of the attribute may becprpvided.
The paft of the attribute is identified by specific selective access paramelers. These)selective
access| parameters are defined as part of the attribute specificationof the \COSEM interface
object $pecification. See in IEC 62056-62.

The sdlective access specification starts with an optional acgess selgcior, Yollowed by an
accesstspecific access parameter list. In order to encode selective access pargmeters
into the Read/WriteRequest service, the “VariableAcces iicalion irt of the| DLMS
specifigation has been extended as follows:

VariableAccessSpecification:= CHOICE

[2]...

... [3]...

parameterized access [4] IMPLIC
variable_name

access_selector

parameter

}

The meaning of the|[ g
referenjced. It is defined

ariable

Parameterized actes xDLMS
conforr

7.4.2.8

Refere Liplet'short names is possible with the Read, Write and UnconfirmeédWrite
Service i

Suppor of the

xDLMS confermance block.

7.4.2.9 Transferring long service parameters

Long service parameters are transmitted using the segmentation feature provided by the data
link layer as described in IEC 62056-46. (Only transparent long data transfer is allowed with
SN referencing.)
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8 Specification of COSEM data types

8.1 The COSEM APDUs

In addition to the APDUs defined in IEC 61334-4-41, some new APDUs have been specified
for COSEM in a manner that they are not in conflict with the DLMS PDUs. Thus, the APDUs

used in COSEM are the following:

COSEMpdu  ::= CHOICE {

-- standardized DLMS PDUs used in COSEM

130

-- DL,
iffitiateRequest
g¢adRequest
writeRequest

—

irlitiateResponse
adResponse
writeResponse

confirmedServiceError

upconfirmedWriteRequest
ifformationReportRequest

-- the two ACSE APDUs
afrq AARQ-apdu
agre AARE-apdu,

-- APDUs used for data ¢o
get-request
bt-request

s
eyent-notifigation
attion-reque

get-responsg

g
glo-event=notification-request
glo-action-request

4 DOV L F L +
vio T"'Uo (ITU CTTICT y OUJUIrT oTITULITU /]

[1] IMPLICIT InitiateRequest,
[5] IMPLICIT ReadReq

[6] IMPLICIT WriteReg

[8] IMPLICIT

[12] IMPLICIT

[13] IMPLICIT

(14]

[22] IMPLI

sing LN referencing
GET-Request,
SET-Request,
EVENT-NOTIFICATION-R€
ACTION-Request,

96] IMPLICIT
197] IMPLICIT
[199] IMPLICIT

GET-Response,
SET-Response,
ACTION-Response,

[200] IMPLICIT OCTET STRING,
[201] IMPLICIT OCTET STRING,
[202] IMPLICIT OCTET STRING,
[203] IMPLICIT OCTET STRING,

glo-get-response
glo-set-response
glo-action-response

-- dedicated ciphered pdus
ded-get-request
ded-set-request
ded-event-notification-request
ded-actionRequest

ded-get-response
ded-set-response
ded-action-response

[204] IMPLICIT OCTET STRING,
[205] IMPLICIT OCTET STRING,
[207] IMPLICIT OCTET STRING,

[208] IMPLICIT OCTET STRING,
[209] IMPLICIT OCTET STRING,
[210] IMPLICIT OCTET STRING,
[211] IMPLICIT OCTET STRING,

[212] IMPLICIT OCTET STRING,
[213] IMPLICIT OCTET STRING,
[215] IMPLICIT OCTET STRING

30 Ciphered application contexts will use the corresponding ciphered DLMS PDUs.

quest,
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8.2 The AARQ and AARE APDUs

AARQ-apdu ::= [APPLICATION 0] IMPLICIT SEQUENCE
-- [APPLICATION 0] ==[604]=[96]
{
protocol-version [0] IMPLICIT BIT STRING {version1 (0)} DEFAULT {version1},
application-context-name [1] Application-context-name,
called-AP-title [2] AP-title OPTIONAL,
called-AE-qualifier [3] AE-qualifier OPTIONAL,
called-AP-invocation-id [4] AP-invocation-identifier OPTIONAL,
called-AE-invocation-id [5] AE-invocation-identifier OPTIONAL,
calling-AP-title [6] AP-title OPTIONAL,
calling-AE-qualifier [71 AE-qualifier OPTIONAL
calling-AP-invocation-id [8] AP-invocation-identifier OPTIONAL,
calllng-AE-invocation-id [9] AE-invocation-identifier OPTIONA
-- The following field shall not be present if only the kernel is used.
senfer-acse-requirements [10] IMPLICIT ACSE-requiremen
-- The following field shall only be present if the authentication functiong
meg¢hanism-name [11] IMPLICIT Mechanism-ng P

-- The following field shall only be present if the authentication fu
calllng-authentication-value
implementation-information
usef-information

}
AARE-gpdu  ::= [APPLICATION 1] |

{

profocol-version
application-context-name
resylt
reslilt-source-diagnostic
responding-AP-title
responding-AE-qualiffer

responding-AP-invo

responding-AE hyocation-id

-- The followi 3 3t ifarily the kernel is used.
responder-acseyeg [ IPLICIT ACSE-requirements OPTIONAL,

-- The following fieid sha Wy be-preserit if the authentication functional unit is selected.

rsion1},

res [10] EXPLICIT Authentication-value OPTIONAL,
imp [29] IMPLICIT Implementation-data OPTIONAL,
usef [30] IMPLICIT Association-information OPTIONAL
}
ACSE-fequireme ::= BIT STRING { authentication (0) }
Applicdtion-context-name ::= OBJECT IDENTIFIER
Mechanism-name ::= OBJECT IDENTIFIER
Authentication-value ::= CHOICE
{
charstring [0] IMPLICIT GraphicString,
bitstring [1] IMPLICIT BIT STRING,
external [2] IMPLICIT EXTERNAL,
other [3] IMPLICIT SEQUENCE
{
other-mechanism-name Mechanism-name,
other-mechanism-value ANY DEFINED BY other-mechanism-name
}
}

Implementation-data ::= GraphicString
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Association-information == OCTETSTRING?31
Association-result = INTEGER
{

accepted (0),
rejected-permanent (1),
rejected-transient (2)

}

Associate-source-diagnostic

{

1l
(2)
I
o
(2)
m

H 41
AdLoUTOoUTTVILTUTUOSTT 11]

{
null (0),
no-reason-given (1),
application-context-name-not-supported (2),
authentication-mechanism-name-not-recognise
authentication-mechanism-name-required (12),
authentication-failure (13),
authentication-required (14)

|3

acse-service-provider [2] INTEGER

{
null (0),
no-reason-given (1),
no-common-acse-version

}

}

-- Useful Types

Integerf

Integer{1 6 > 767)

Integerp2 83 648..2 147 483 647)
Integerp4 53.1)

Unsignpd8 Z

Unsignpd1t NTEGE )
Unsignpd32 R(0..4 294 967 295)
Unsigned64 ER(0..2%4-1)

Invokedld-And-Priori -:= BIT STRING (SIZE(8))

{
invoke-id (0...6),
priority (7)
}
ObjectName ::= Integer16
Cosem-Class-Id ::= Unsigned16
Cosem-Object-Instance-Id ::= OCTET STRING (SIZE(6))

31 In ISO/IEC/TR2 8650-1 the association-information field is specified as ::= SEQUENCE OF EXTERNAL. For
COSEM, this field shall always contain the A-XDR encoded DLMS-Initiate .request/.response pdus, (or a
ConfirmedServiceError-pdu when the requested xDLMS context is not supported by the server) as a BER
encoded OCTETSTRING.
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Cosem-Object-Attribute-Id ::= Integer8
Cosem-Object-Method-Id ::= Integer8
Cosem-Attribute-Descriptor ::= SEQUENCE
{
class-id Cosem-Class-Id,

instance-id Cosem-Object-Instance-Id,
attribute-id Cosem-Object-Attribute-Id

62056-53 0 IEC:2002(E)

}
Cosem-Method-Descriptor  ::= SEQUENCE
{
class-id Cosem-Class-Id,
instance-id Cosem-Object-Instance-Id,
method-id Cosem-Object-Method-Id
}

Selectiye-Access-Descriptor ::= SEQUENCE
{

access-selector Unsigneds,
access-parameters Data

}
CosemtAttribute-Descriptor-With-Sele
{
cosem-attribute-descriptor
access-selection
}
Get-Data-Result
{

data

data-acc re
}

Action-Response-\iN

resul
retur

}

ConfirmedSe

{

-- tag |0 ds'‘reserved
initiateError [1] ServiceError,
getStatus [2] ServiceError,32
getNamel.ist [3] ServiceError,
getVariableAttribute [4] ServiceError,
read [5] ServiceError,
write [6] ServiceError,
getDataSetAttribute [7] ServiceError,
getTIAttribute [8] ServiceError,
changeScope [9] ServiceError,
start [10] ServiceError,
stop [11] ServiceError,
resume [12] ServiceError,

32 Greyed lines are not applicable within the DLMS context.
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makeUsable [13]
initiateLoad [14]
loadSegment [15]
terminateLoad [16]
initiateUpLoad [17]
upLoadSegment [18]
terminateUpLoad [19]

}

ServiceError ::= CHOICE
{

application-reference [0]

- 91 -

ServiceError,
ServiceError,
ServiceError,
ServiceError
ServiceError,
ServiceError,
ServiceError

IMPLICIT ENUMERATED {

DEMSprovideronty
other
time-elapsed
application-unreachable

deciphering-error

13

hardware-resource [1]

other
memory-unavailable

}

vde-state-error

12

service

13

definition

other

application-reference-invalid (3),
application-context-unsupported (4),
provider-communication-

-- VDE hardware troubles

processor-resource-ung

-£object bound troubles in a service

(0),
(1),
(2),

ht
hction

error  (5),

(6)

CIT ENUMERATED ({

IMPLICIT ENUMERATED {

(0),
(1), -- pdutoo long

-- (refer to companion specification)
(2) -- as described in the conformance block

IMPLICIT ENUMERATED {

(Q)
x> 77

object-undefined
object-class-inconsistent
object-attribute-inconsistent

(1), -- object not defined at the VDE
(2), -- class of object incompatible with asked service
(3) -- object attributes are inconsistent

|3
access [5] IMPLICIT ENUMERATED {
-- object access error
other (0),
scope-of-access-violated (1), -- access denied through authorization reason

object-access-invalid
hardware-fault
object-unavailable

I3

(2), -- access incompatible with object attribute
(3), -- access fail for hardware reason
(4) -- VDE hands object for unavailable
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initiate [6] IMPLICIT ENUMERATED ({
-- initiate service error
other (0),
dims-version-too-low (1), -- proposed DLMS version too low
incompatible-conformance  (2), -- proposed services not sufficient
pdu-size-too-short (3), -- proposed pdu size too short
refused-by-the-VDE-Handler (4) -- VAA creation impossible or not allowed
|3

load-data-set [7] IMPLICIT ENUMERATED ({

-- data set load services error
other (0),
primitive-out-of-sequence (1), -- according to the DataSet

IUGUIIIH LSLALT rditorauri

not-loadable (2), -- loadable attribute set f
dataset-size-too-large (3), i
not-awaited-segment (4),
interpretation-failure (5),
storage-failure (6),
data-set-not-ready ading
|3

-- change-scope [8]

task [9]
-- Tl services error
other
no-remote-control LSE
ti-stopped
ti-running
ti-unusable

}

-- other

}

Data ::= CHOICE
{ null-data Q

array

structure VIPLICIT SEQUENCE OF Data,

boolean PLICIT BOOLEAN,

bit-string IMPLICIT BIT STRING,

doublg-long IMPLICIT Integer32,

doubl IMPLICIT Unsigned32,

flbating-RoiN IMPLICIT OCTET STRING(SIZE(4))33,

octe J IMPLICIT OCTET STRING,

visiblesstring IMPLICIT VisibleString,

time IMPLICIT GeneralizedTime,

bcd [13] IMPLICIT Integer8,

integer [15] IMPLICIT Integer8,

forrg {167 HMPECtTimtegert6;

unsigned [17] IMPLICIT Unsigned8,

long-unsigned [18] IMPLICIT Unsigned16,

compact-array [19] IMPLICIT SEQUENCE

{
contents-description [0] TypeDescription,
array-contents [1] IMPLICIT OCTET STRING
} long64 [20] IMPLICIT Integer64,

long64-unsigned [21] IMPLICIT Unsigned64,

enum [22] IMPLICIT ENUMERATED,

float32 [23] IMPLICIT OCTET STRING (SIZE(4)),

33 The four bytes of this OCTET STRING shall contain a floating-point value formatted as it is specified as Short
Floating-Point Number format in IEEE Standard 754-1985.
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G!
Result

float64 [24]  IMPLICIT OCTET STRING (SIZE(8)),
don’t-care [255] IMPLICIT NULL
}
TypeDescription ::= CHOICE
null-data [0] IMPLICIT NULL,
array [1] IMPLICIT SEQUENCE {
number-of-elements Unsigned16,
type-description TypeDescription
}structure [2] IMPLICIT SEQUENCE OF TypeDescription,
boolean [3] IMPLICIT NULL,
bit-string [4] IMPLICIT NULIL
double-long [5] IMPLICIT NULL,
double-long-unsigned  [6] IMPLICIT NULL,
floating-point (7] IMPLICIT NULL,
octet-string [9] IMPLICIT NULL,
visible-string [10] IMPLICIT NULL,
time [11] IMPLICIT NULL,
bcd [13] IMPLICIT NULL,
integer [15]  IMPLICIT NULL,
long [16]  IMPLICIT NULL,
unsigned [17]  IMPLICIT NULL,
long-unsigned [18] IMPLICIT NULL
long64 [20] IMPLICIT NULL
long64-unsigned [21]
enum [22]
float32 [23]
float64 [24]
don’t-care [255]
}
DataBlpck-G ::= SEQUE or the GET.response service
{
last-block
block-nu r
result @
[0] IMPLICIT OCTETSTRIN
ata-access-result [1] IMPLICIT Data-Access-
}
}
DataBlp Cc -- SA == DataBlock for the SET.request and
-- ACTION.request services
{
last-bloek BOOLEAN,
block-numbe Unsigned32,
raw-data OCTETSTRING
}
Data-Access-Result = ENUMERATED
{
success (0),
hardware-fault (1),
temporary-failure (2),
read-write-denied (3),
object-undefined (4),
object-class-inconsistent (9),
object-unavailable (11),
type-unmatched (12),
scope-of-access-violated (13),
data-block-unavailable (14),
long-get-aborted (15),
no-long-get-in-progress (16),
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long-set-aborted (17),
no-long-set-in-progress (18),
other-reason (250)

}

Action-Result ::= ENUMERATED

{
success (0),
hardware-fault (1),
temporary-failure (2),
read-write-denied (3),
object-undefined (4),
VML TLTAdOSTITTUUTTOTO LTI \Y/)s
object-unavailable (11),
type-unmatched (12),
scope-of-access-violated (13),
data-block-unavailable (14),
long-action-aborted (15),
no-long-action-in-progress  (16),
other-reason

}

8.4 TH

xDLMSInitiate.request

{
dedicated-key

onrrormance,

Unsigned16
}
xDLMS
{
[0] IMPLICIT Integer8 OPTIONAL,
Unsigneds,
Conformance,
Unsigned16,
ObjectName
}
NOTE Ip COSEM, the quality-of-service parameter is not used. The meter shall accept any value and prdcess the

xDLMS-Ipitidte.request without considering the value of this parameter.

ConfirmedServiceError ::= CHOICE

{
-- tag O is reserved
initiateError [1] ServiceError,
getStatus [2] ServiceError,
getNamelList [3] ServiceError,
"[erminateUpLoad t19] ServiceError

}

where ServiceError is as follows:

ServiceError n= CHOICE

{

initiate 6] IMPLICIT ENUMERATED
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-- initiate service error

{
other (0),
DLMS-version-too-low (1), -- proposed DLMS version too low
incompatible-conformance (2), -- proposed services not sufficient
PDU-size-too-short (3), -- proposed PDU size too short
refused-by-the-VDE-Handler (4) -- vaa creation impossible or not allowed

}
NOTE See also Annex B.

8.5 T]_e_g_o_n_Lo_Lmznce block
In ordgr to enable optimized COSEM server implementations a ¢

extend
the sta

Confor

-- the hit is set when the corresponding service or functiong

}

pd functionality is added. The COSEM conformance block ca
hdard conformance block by its tag “APPLICATION 31”.

mance ::= [APPLICATION 31] IMPLICIT BIT STRIN

reserved (0)
reserved (0)
reserved (0)

read

write
unconfirmed-write
reserved (0)
reserved (0)
attributeO-supported-wi
priority-mgm .

block-transferwith-ge
block-transfercwith-sg

ck  with
d from

The pa

b . (] L Lol 1 - 5 £ Ll L - Jorl A Q. - s AN
dlITITICTIZCU dLULTSS (dS dAUUIUTTarl vdarialtt UT U1 ValTdUICTALLESS OpPTULITILatiult) v

ovides

the ReadRequest or the WriteRequest service with the capability to transport additional
parameters.

Parameterized access is introduced by adding the following access method (compare annex A
of IEC 61334-4-41, p. 221):

Variabl

e-Access-Specification:= CHOICE {
[2]...
. [3]...
parameterized-access [4] IMPLICIT SEQUENCE({
variable-name ObjectName,
selector Integer,
parameter Data
}


https://iecnorm.com/api/?name=898119859df14b161043db63c978f9aa

- 96 - 62056-53 O IEC:2002(E)

The meaning of the selector and of the access parameter depends on the referenced variable.
It is defined in the corresponding COSEM IC specification.

8.6 Definition of APDUs for data communication

8.6.1 COSEM APDUs using logical name referencing
-- COSEM APDUs using logical name referencing

GET-Request ::= CHOICE

{
get-request-normal [1] IMPLICIT Get-Request-Normal,
get-request-next [2] IMPLICIT Get-Request-Nex
get-request-with-list [3] IMPLICIT Get-Request-\|
}
Get-Request-Normal ::= SEQUENCE
{
invoke-id-and-priority Invoke-ld-And<Prioxi
cosem-attribute-descriptor Cosem-Attribute=B
access-selection Selectivé OPTIONAL
}
Get-Request-Next =
{
invoke-id-and-priority
block-number
}

Get-Request-With-List

invoke-id-and-pr
attribute-
}

GET-Rgsponse

E OF Cosem-Attribute-Descriptor-With-Selefction

{
[1] IMPLICIT Get-Response-Normal,
Y apfock [2] IMPLICIT Get-Response-With-Datablock,
ist [3] IMPLICIT Get-Response-With-List
}
Get-Response-Nora ::= SEQUENCE
{
in\/nl(n-iri-anri-prinrihll In\/nl(n-lri-AanDrinrth/,
result Get-Data-Result
}
Get-Response-With-Datablock ::= SEQUENCE
{
invoke-id-and-priority Invoke-Id-And-Priority,
result DataBlock-G
}
Get-Response-With-List ;== SEQUENCE
{
invoke-id-and-priority Invoke-ld-And-Priority,
result SEQUENCE OF Get-Data-Result
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SET-Request ::= CHOICE

{

set-request-normal [1] IMPLICIT Set-Request-Normal,
set-request-with-first-datablock [2] IMPLICIT Set-Request-With-First-Datablock,
set-request-with-datablock [3] IMPLICIT Set-Request-With-Datablock,
set-request-with-list [4] IMPLICIT Set-Request-With-List,

set-request-with-list-and-first-datablock [5] IMPLICIT Set-Request-With-List-And-First-Datablock
}

Set-Request-Normal ::= SEQUENCE
{
invoke-id-and-priority Invoke-Id-And-Priority,
cosem-attribute-descriptor Cosem-Attribute-Descriptor,
access-selection Selective-Access-Descriptor OP NAL;
value Data
}
Set-Repuest-With-First-Datablock ::= SEQUENCE
{

invoke-id-and-priority
cosem-attribute-descriptor
access-selection
datablock

}
Set-Repuest-With-Datablock ::=

invoke-id-and-priority
datablock

Set-Refuest-With-List

{
invoke-id-and-pr
attribute- i ction,
value-list QUENCE OF Data
}
Set-Refjuest-WithsList ith-T “Datablock ::= SEQUENCE
{
Invoke-ld-And-Priority,
SEQUENCE OF Cosem-Attribute-Descriptor-With-Selegtion,
DataBlock-SA
}
SET-Résponse ::= CHOICE
C 1
set-response-normal [1] IMPLICIT Set-Response-Normal,
set-response-datablock [2] IMPLICIT Set-Response-Datablock,
set-response-last-datablock [3] IMPLICIT Set-Response-Last-Datablock,
set-response-last-datablock-with-list [4] IMPLICIT Set-Response-Last-Datablock-With-List,
set-response-with-list [5] IMPLICIT Set-Response-With-List
}
Set-Response-Normal ::= SEQUENCE
{
invoke-id-and-priority Invoke-Id-And-Priority,
result Data-Access-Result
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Set-Response-Datablock

{
invoke-id-and-priority
block-number

}

Set-Response-Last-Datablock

{
invoke-id-and-priority
result
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::= SEQUENCE
Invoke-ld-And-Priority,
Unsigned32
::= SEQUENCE

Invoke-ld-And-Priority,
Data-Access-Result,

block-number Unsigned32
}
Set-Repponse-Last-Datablock-With-List ;== SEQUENCE
{
invoke-id-and-priority Invoke-ld-And-Priority,
result SEQUENCE OF Data- It,
block-number Unsigned32
}
Set-Regponse-With-List ::= SEQUENCE
{
invoke-id-and-priority
result
}
ACTION-Request ::= CHOICE
{
action{request-normal dequest-Normal,
action{request-next-pblock equest-Next-Pblock,
actionjrequest-with-list Actipn-Request-With-List,
action{request-with-firstz ion-Request-With-First-Pblock,
action IT Action-Request-With-List-And-First-Pblock
action PLICIT Action-Request-With-Pblock
}
Action-
{
Invoke-ld-And-Priority,
Cosem-Method-Descriptor,
Data OPTIONAL
}
Action- ::= SEQUENCE
{
invoke-id-and-priority Invoke-Id-And-Priority,
hlack-nmabar Llncianad29
MVTUUNTTITUTTTV U1 \JIIDIHIIUU\JL
}

Action-Request-With-List
{

invoke-id-and-priority

::= SEQUENCE

Invoke-ld-And-Priority,

SEQUENCE OF Cosem-Method-Descriptor,
SEQUENCE OF Data34

cosem-method-descriptor-list
method-invocation-parameters

34 There shall be one method-invocation-parameters parameter corresponding to each method-Identifier. When
the invoked method - identified by the method-identifier — does not require additional parameters, the
corresponding data in the method-invocation-parameters SEQUENCE OF shall be present as null_data.
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Action-Request-With-First-Pblock ::= SEQUENCE
{
invoke-id-and-priority Invoke-ld-And-Priority,
cosem-method-descriptor Cosem-Method-Descriptor,
pblock DataBlock-SA
}
Action-Request-With-List-And-With-First-Pblock ::= SEQUENCE
{
invoke-id-and-priority Invoke-Id-And-Priority,
cosem-method-descriptor-list SEQUENCE OF Cosem-Method-Descriptor,
pblock DataBlock-SA
}
Action-Request-With-Pblock ::= SEQUENCE
{
invoke-id-and-priority Invoke-ld-And-Priority,
pBlock DataBlock-SA
}

ACTION-Response ::= CHOICE

action-response-normal
action-response-with-pblock
action-response-with-list
action-response-next-pblock

}

Action-Response-Normal n=

{
invoke-id-and-prio
single-response

Data

}
Action-
{
Invoke-ld-And-Priority,
DataBlock-SA
}
Action- v= SEQUENCE
{
Invoke-ld-And-Priority,
SEQUENCE OF Action-Response-With-Optional-I
}
Action- = = =
{
invoke-id-and-priority Invoke-ld-And-Priority,
block-number Unsigned32
}
EVENT-NOTIFICATION-Request :: = SEQUENCE
{
time OCTET STRINGS35 OPTIONAL,
cosem-attribute-descriptor Cosem-Attribute-Descriptor,
attribute-value Data
}

35 The contents of this OCTET STRING is an encoded date_time, as it is specified in IEC 62056-62.
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8.6.2 DLMS APDUs using short name referencing

-- APDUs using short name refencing

ReadRequest ::= SEQUENCE OF Variable-Access-Specification

ReadResponse ::= SEQUENCE OF CHOICE
{
data [0] Data,
data-access-error [1] IMPLICIT Data-Access-Result
}
WriteRequest ::= SEQUENCE
{

variable-access-specification SEQUENCE OF Variable-Access<Spec(ficatio

list-of-data SEQUENCE OF Data
}
WriteRgsponse ::= SEQUENCE OF CHOICE
{
success [0] IMPLICIT NULL,
data-access-error [1] IMPLICIT Data
}
UnconfjrmedWriteRequest ;= SEQU
{
variable-access-specification SEQ!
list-of-data
}
InformgtionReportRequest
{
current-tim alizedTime OPTIONAL,
variable-@s 5 ] G JEMNCE OF Variable-Access-Specification,
list-of-dat QUENCE OF Data
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Annex A
(normative)

The 3-layer, connection-oriented, HDLC based profile

A.1 Introduction

The COSEM application layer is the only layer which contains COSEM specific service
element, the extended DLMS application service element (xDLMS-ASE).

This apgplication layer may be used with a variety of lower layer proto
communication function. A full protocol stack — including the appli
communication profile (see clause 4).

ish the
is| called

A comrpunications profile is characterized by:

« thel|lower protocol layers;

. the|type (connection-oriented or connectionless) lement

(AQSE) included in the application layer.

The fir B-layer,

connedti

« the lication
lay¢r, as defined in this standard

e the h6-46,

« the

A.2

For the 13239

have b

e unb

* twolw

e the dss of procedure is UNC (Unbalanced operation Normal relsponse

modle Class exte ded with Ul frames;

« framesformat typé 3;

la + £ £ 44
hd nomr=pastcTramerormat tratiopdarcliivy.

In the unbalanced connection-mode data link operation, two or more stations are involved.
The primary station assumes responsibility for the organization of data flow and for
unrecoverable data link level error conditions by sending command frames. The secondary
station(s) respond by sending response frames.

The basic repertoire of commands and responses of the UNC class of procedures is extended
with the Unnumbered Information (Ul) frame to support connectionless data communication
services, in order to provide multicasting and broadcasting and non-solicited information
transfer from server to the client.

36 In COSEM, the primary station corresponds to the client application, and the secondary station corresponds to
the secondary station
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Using the unbalanced connection-mode data link operation implies that the client and server

side data link layers are different in terms of the sets of HDLC frames and their state
machines.

A.21 Services of the HDLC based data link layer

This HDLC based data link layer provides services for:

« data link layer connection management;

. connection oriented data communication (I frames);

« connectionless data communication (Ul frames).

A.2.1.1[ Services at the client side

Figure [A.1 summarizes the data link layer services used by the EM\cltent-appllication

layer, ip the case of the three-layer, HDLC-based, CO communicati§n ile,

N
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Client application layer
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w w & < =
2 Z o} Z 5 i g
8| 8 2 3| 3
2 X L a a a
e = 2 a
/\\K/\ Q h 4
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Vi sed by the client COSEM application layer,

dence between an application layer (ASO) |[service

invocatfion th data link layer service invocation is straightforward (e.g.

equest service directly implies the invocation of

Figure A 4 i y Vi U y
layer, in the case of the three-layer, HDLC based, CO communications profile.

a DL-

For other services, this direct service mapping cannot be

lication
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